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Abstract

Even before the advent of Artificial Intelligence, science fiction writer Isaac
Asimov recognized that an agent must place the protection of humans from harm
at a higher priority than obeying human orders. Inspired by Asimov, we pose
the following fundamental questions: (1) How should one formalize the rich, but
informal, notion of “harm”? (2) How can an agent avoid performing harmful
actions, and do so in a computationally tractable manner? (3) How should an
agent resolve conflict between its goals and the need to avoid harm? (4) When
should an agent prevent a human from harming herself? While we address some
of these questions in technical detail, the primary goal of this paper is to focus
attention on Asimov’s concern: society will reject autonomous agents unless we
have some credible means of making them safe!

The Three Laws of Robotics:

1. A robot may not injure a human being, or, through inaction, allow
a human being to come to harm.

2. A robot must obey orders given it by human beings except where
such orders would conflict with the First Law.

3. A robot must protect its own existence as long as such protection
does not conflict with the First or Second Law.

Isaac Asimov [2]:

1 Motivation

In 1940, Isaac Asimov stated the First Law of Robotics, capturing an essential
insight: an intelligent agent! should not slavishly obey human commands —
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of Washington Royalty Research Fund, by Office of Naval Research Grants 90-J-
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9211045, and IRI-9357772.

! Since the field of robotics now concerns itself primarily with kinematics, dynam-
ics, path planning, and low level control issues, this paper might be better titled
“The First Law of Agenthood.” However, we keep the reference to “Robotics” as a
historical tribute to Asimov.



its foremost goal should be to avoid harming humans. Consider the following
scenarios:

— A construction robot is instructed to fill a pothole in the road. Although the
robot repairs the cavity, it leaves the steam roller, chunks of tar, and an oil
slick in the middle of a busy highway.

— A softbot (software robot) is instructed to reduce disk utilization below 90%.
It succeeds, but inspection reveals that the agent deleted irreplaceable EXTEX
files without backing them up to tape.

While less dramatic than Asimov’s stories, the scenarios illustrate his point:
not all ways of satisfying a human order are equally good; in fact, sometimes
it is better not to satisfy the order at all. As we begin to deploy agents in
environments where they can do some real damage, the time has come to revisit
Asimov’s Laws. This paper explores the following fundamental questions:

— How should one formalize the notion of “harm”? We define dont-disturb
and restore— two domain-independent primitives that capture aspects of
Asimov’s rich but informal notion of harm within the classical planning
framework.

— How can an agent avoid performing harmful actions, and do so in a
computationally tractable manner? We leverage and extend the familiar
mechanisms of planning with subgoal interactions [26,4,18,21] to detect
potential harm in polynomial time. In addition, we explain how the agent
can avoid harm using tactics such as confrontation and evasion (executing
subplans to defuse the threat of harm).

— How should an agent resolve conflict between its goals and the
need to avoid harm? We impose a strict hierarchy where dont-disturb
constraints override planners goals, but restore constraints do not.

— When should an agent prevent a human from harming herself?
At the end of the paper, we show how our framework could be extended to
partially address this question.

The paper’s main contribution is a “call to arms:” before we release au-
tonomous agents into real-world environments, we need some credible and com-
putationally tractable means of making them obey Asimov’s First Law.

2 Survey of Possible Solutions

To make intelligent decisions regarding which actions are harmful, and under
what circumstances, an agent might use an explicit model of harm. For exam-
ple, we could provide the agent with a partial order over world states (i.e., a
utility function). This framework is widely adopted and numerous researchers
are attempting to render it computationally tractable [24, 8,27, 12, 29], but many
problems remain to be solved. In many cases, the introduction of utility models
transforms planning into an optimization problem — instead of searching for
some plan that satisfies the goal, the agent is seeking the best such plan. In the
worst case, the agent may be forced to examine all plans to determine which
one is best. In contrast, we have explored a satisficing approach — our agent



will be satisfied with any plan that meets its constraints and achieves its goals.
The expressive power of our constraint language is weaker than that of utility
functions, but our constraints are easier to incorporate into standard planning
algorithms.

By using a general, temporal logic such as that of [25] or [5, Ch. 5] we
could specify constraints that would ensure the agent would not cause harm.
Before executing an action, we could ask an agent to prove that the action is
not harmful. While elegant, this approach is computationally intractable as well.
Another alternative would be to use a planner such as ILP [1] or ZENO [22] which
supports temporally quantified goals. Unfortunately, at present these planners
seem too inefficient for our needs.?

Situated action researchers might suggest that non-deliberative, reactive agents
could be made “safe” by carefully engineering their interactions with the envi-
ronment. Two problems confound this approach: 1) the interactions need to be
engineered with respect to each goal that the agent might perform, and a general
purpose agent should handle many such goals, and 2) if different human users
had different notions of harm, then the agent would need to be reengineered for
each user.

Instead, we aim to make the agent’s reasoning about harm more tractable, by
restricting the content and form of its theory of injury.?> We adopt the standard
assumptions of classical planning: the agent has complete and correct informa-
tion of the initial state of the world, the agent is the sole cause of change, and
action execution is atomic, indivisible, and results in effects which are deter-
ministic and completely predictable. (The end of the paper discusses relaxing
these assumptions.) On a more syntactic level, we make the additional assump-
tion that the agent’s world model is composed of ground atomic formuli. This
sidesteps the ramification problem, since domain axioms are banned. Instead,
we demand that individual action descriptions explicitly enumerate changes to
every predicate that is affected.* Note, however, that we are not assuming the
STRIPS representation; instead we adopt an action language (based on ADL [20])
which includes universally quantified and disjunctive preconditions as well as
conditional effects [21].

Given the above assumptions, the next two sections define the primitives
dont-disturb and restore, and explain how they should be treated by a gen-
erative planning algorithm. We are not claiming that the approach sketched
below is the “right” way to design agents or to formalize Asimov’s First Law.
Rather, our formalization is meant to illustrate the kinds of technical issues to
which Asimov’s Law gives rise and how they might be solved. With this in mind,

2 We have also examined previous work on “plan quality” for ideas, but the bulk of
that work has focused on the problem of leveraging a single action to accomplish
multiple goals thereby reducing the number of actions in, and the cost of, the plan [23,
28]. While this class of optimizations is critical in domains such as database query
optimization, logistics planning, and others, it does not address our concerns here.
Loosely speaking, our approach is reminiscent of classical work on knowledge repre-
sentation, which renders inference tractable by formulating restricted representation
languages [16].

Although unpalatable, this is standard in the planning literature. For example, a
STRIPS operator that moves block A from B to C must delete on(A,B) and also add
clear (B) even though clear(z) could be defined as Vy —on(y, ).



the paper concludes with a critique of our approach and a (long) list of open
questions.

3 Safety

Some conditions are so hazardous that our agent should never cause them. For
example, we might demand that the agent never delete INTEX files, or never
handle a gun. Since these instructions hold for all times, we refer to them as
dont-disturb constraints, and say that an agent is safe when it guarantees to
abide by them. As in Asimov’s Law, dont-disturb constraints override direct
human orders. Thus, if we ask a softbot to reduce disk utilization and it can
only do so by deleting valuable IXTEX files, the agent should refuse to satisfy
this request.

We adopt a simple syntax: dont-disturb takes a single, function-free, logical
sentence as argument. For example, one could command the agent avoid deleting
files that are not backed up on tape with the following constraint:

dont-disturb(written.to.tape(f) V isa(f,file))

Free variables, such as f above, are interpreted as universally quantified. In
general, a sequence of actions satisfies dont-disturb(C) if none of the actions
make C false. Formally, we say that a plan satisfies an dont-disturb constraint
when every consistent, totally-ordered, sequence of plan actions satisfies the
constraint as defined below.

Satisfaction of dont-disturb: Let wqy be the logical theory describing the
initial state of the world, let Ay, ..., A, be a totally-ordered sequence of actions
that is executable in wy, let w; be the theory describing the world after executing
Aj in w;_1, and let C be a function-free, logical sentence. We say that Ay, ..., A,
satisfies the constraint dont-disturb(C) if for all j € [1, n], for all sentences C,
and for all substitutions 6,

if wy = CO then w; = Co (1)

Unlike the behavioral constraints of [7] and others, dont-disturb does not
require the agent to make C true over a particular time interval; rather, the agent
must avoid creating any additional violations of C. For example, if C specifies that
all of Gore’s files be read protected, then dont-disturb(C) commands the agent
to avoid making any of Gore’s files readable, but if Gore’s .plan file is already
readable in the initial state, the agent need not protect that file. This subtle
distinction is critical if we want to make sure that the behavioral constraints
provided to an agent are mutually consistent. This consistency problem is unde-
cidable for standard behavioral constraints (by reduction of first-order satisfia-
bility) but is side-stepped by our formulation, because any set of dont-disturb
constraints is mutually consistent. In particular, dont-disturb(P(x) A ~P(x))
is perfectly legal and demands that the agent not change the truth value of any
instance of P.

3.1 Synthesizing Safe Plans

To ensure that an agent acts safely, its planner must generate plans that satisfy
every dont-disturb constraint. This can be accomplished by requiring that the



planner make a simple test before it adds new actions into the plan. Suppose
that the planner is considering adding the new action A, to achieve the subgoal
G of action A.. Before it can do this, it must iterate through every constraint
dont-disturb(C) and every effect E of A,, determining the conditions (if any)
under which E violates C, as defined in figure 1. For example, suppose that an
effect asserts =P and the constraint is dont-disturb(P V@), then the effect will
violate the constraint if —Q) is true. Hence, violation(—P, PV Q) = —Q. In gen-
eral, if violation returns true then the effect necessarily denies the constraint,
if false is returned, then there is no possible conflict, otherwise violation
calculates a logical expression specifying when a conflict is unavoidable.?

violation(E, C)

1. Let R:={}

2. For each disjunction D € C do

3. For each literal e € E do

4 If e unifies with f € D then add {-z | z € (D —{f})} to R
5. Return R

Fig. 1. violation computes the conditions (represented in DNF) under which an effect
consequent E will violate constraint C. Returning R = {} = false means no violation,
returning {...{}...} means necessary violation. We assume that E is a set of literals
(implicit conjunction) and C is in CNF: i.e., a set of sets representing a conjunction of
disjunctions.

Before adding A, the planner iterates through every constraint dont-disturb(C)

and every effect consequent E of A, calculating violation(E, C). If violation
ever returns something other than False, then the planner must perform one of
the following four repairs:

1. Disavow: If E is true in the initial state, then there is no problem and A,
may be added to the plan.

2. Confront: If A,’s effect is conditional of the form when S then E then A4,
may be added to the plan as long as the planner commits to ensuring that
execution will not result in E. This is achieved by adding —S as a new subgoal
to be made true at the time when A, is executed.®

3. Evade: Alternatively, by definition of violation it is legal to execute A, as
long as R = violation(E, C) will not be true after execution. The planner
can achieve this via goal regression, i.e. by computing the causation pre-

5 If E contains “lifted variables” [18] (as opposed to universally quantified variables
which pose no problem) then violation may return an overly conservative R. Sound-
ness and safety are maintained, but completeness could be lost. We believe that
restoring completeness would make violation take exponential time in the worst
case.

5 Note that —S is strictly weaker than Pednault’s preservation preconditions [19] for
A, and C; it is more akin to preservation preconditions to a single effect of the action.



conditions [19] for —R and A,, to be made true at the time when A, is
executed.”

4. Refuse: Otherwise, the planner must refuse to add A4, and backtrack to find
another way to to support G for A..

For example, suppose that the agent is operating under the written.to.tape
constraint mentioned earlier, and is given the goal of reducing disk utilization.
Suppose the agent considers adding a rm paper.tex action to the plan, which
has an effect of the form —isa(paper.tex, file). Since violation returns
—written.to.tape(paper.tex), the rm action threatens safety. To disarm the
threat, the planner must perform one of the options above. Unfortunately, dis-
avowal (option one) isn’t viable since paper.tex exists in the initial state (i.e., it
is of type £ile). Option two (confrontation) is also impossible since the threaten-
ing effect is not conditional. Thus the agent must choose between either refusing
to add the action or evading its undesired consequences by archiving the file.

3.2 Analysis

Two factors determine the performance of a planning system: the time to refine
a plan and the number of plans refined on the path to a solution. The time
per refinement is affected only when new actions are added to plan: each call
to violation takes O(ec) time where e is the number of consequent literals
in the action’s effects and ¢ is the number of literals in the CNF encoding of
the constraint. When a threat to safety is detected, the cost depends on the
planner’s response: disavowal takes time linear in the size of the initial state,
refusal is constant time, confrontation is linear in the size of S, and the cost of
evasion is simply the time to regress R through A,.

It is more difficult to estimate the effect of dont-disturb constraints on
the number of plans explored. Refusal reduces the branching factor while the
other options leave it unchanged (but confrontation and evasion can add new
subgoals). In some cases, the reduced branching factor may speed planning; how-
ever, in other cases, the pruned search space may cause the planner to search
much deeper to find a safe solution (or even fail to halt). The essence of the task,
however, is unchanged. Safe planning can be formulated as a standard planning
problem.

4 Tidiness

Sometimes dont-disturb constraints are too strong. Instead, one would be con-
tent if the constraint were satisfied when the agent finished its plan. We denote
this weaker restriction with restore; essentially, it ensures that the agent will
clean up after itself — by hanging up phones, closing drawers, returning utensils

” While confrontation and evasion are similar in the sense that they negate a disjunct
(S and R, respectively), they differ in two ways. First, confrontation’s subgoal =S is
derived from the antecedent of a conditional effect while evasion’s =R comes from a
disjunctive dont-disturb constraint via violation. Second, the subgoals are intro-
duced at different times. Confrontation demands that =S be made true before A, is
executed, while evasion requires that =R be true after execution of A,. This is why
evasion regresses R through A,.



to their place, etc. An agent that is guaranteed to respect all restore constraints
is said to be tidy. For instance, to guarantee that the agent will re-compress all
files that have been uncompressed in the process of achieving its goals, we could
say restore(compressed(f)).

As with dont-disturb constraints, we don’t require that the agent clean up
after other agents — the state of the world, when the agent is given a command,
forms a reference point. However, what should the agent do when there is a
conflict between restore constraints and top level goals? For example, if the
only way to satisfy a user command would leave one file uncompressed, should
the agent refuse the user’s command or assume that it overrides the user’s back-
ground desire for tidiness? We propose the latter — unlike matters of safety,
the agent’s drive for tidiness should be secondary to direct orders. The following
definition makes these intuitions precise.

Satisfaction of restore: Building on the definition of dont-disturb, we
say that Aq,..., A, satisfies the constraint restore (C) with respect to goal G if
for all substitutions 6

if wy = CO then (w, = CO or G E —CH) (2)

Definition 2 differs from definition 1 in two ways: (1) restore constraints
need only be satisfied in w, after the complete plan is executed, and (2) the
goal takes precedence over restore constraints. Our constraints obey a strict
hierarchy: dont-disturb takes priority over restore. Note that whenever the
initial state is consistent, restore constraints are guaranteed to be mutually
consistent; the rationale is similar to that for dont-disturb.

4.1 Synthesizing Tidy Plans

The most straightforward way to synthesize a tidy plan is to elaborate the agent’s
goal with a set of “cleanup” goals based on its restore constraints and the initial
state. If the agent’s control comes from a subgoal interleaving, partial order
planner such as ucpPop [21], then the modification necessary to ensure tidiness
is straightforward. The agent divides the planning process into two phases: first,
it plans to achieve the top level goal, then it plans to clean up as much as possible.
In the first phase, the planner doesn’t consider tidiness at all. Once a safe plan
is generated, the agent performs phase two by iterating through the actions and
using the violation function (figure 1) to test each relevant effect against each
constraint. For each non-false result, the planner generates new goals as follows.
(1) If the effect is ground and the corresponding ground instance of the restore
constraint, C#, is not true in the initial state, then no new goals are necessary.
(2) If the effect is ground and CO is true in the initial state, then C6 is posted
as a new goal. (3) if the effect is universally quantified, then a conjunction of
ground goals (corresponding to all possible unifications as in case 2) is posted.®
After these cleanup goals have been posted, the planner attempts to refine the
previous solution into one that is tidy. If the planner ever exhausts the ways of
satisfying a cleanup goal, then instead of quitting altogether it simply abandons
that particular cleanup goal and tries the next.

8 Case 3 is similar to the expansion of a universally quantified goal into the universal
base [21], but case 3 removes ground literals that aren’t true in the initial state.



Note that in some cases, newly added cleanup actions could threaten tidiness.
For example, cleaning the countertop might tend to dirty the previously clean
floor. To handle these cases, the planner must continue to perform the violation
test and cleanup-goal generation process on each action added during phase two.
Subsequent refinements will plan to either sweep the floor (white knight) or
preserve the original cleanliness by catching the crumbs as they fall from the
counter (confrontation).

4.2 Analysis

Unfortunately, this algorithm is not guaranteed to eliminate mess as specified by
constraint 2. For example, suppose that a top level goal could be safely achieved
with A, or A, and in phase one, the planner chose to use A,. If A, violates a
restore constraint, A, does not, and no other actions can cleanup the mess,
then phase two will fail to achieve tidiness. One could fix this problem by making
phase two failures spawn backtracking over phase one decisions, but this could
engender exhaustive search over all possible ways of satisfying top level goals.

Remarkably, this problem does not arise in the cases we have investigated.
For instance, a software agent has no difficulty grepping through old mail files
for a particular message and subsequently re-compressing the appropriate files.
There are two reasons why tidiness is often easy to achieve (e.g., in software
domains and kitchens):

— Most actions are reversible. The compress action has uncompress as an
inverse. Similarly, a short sequence of actions will clean up most messes in a
kitchen. Many environments have been stabilized [13] (e.g., by implementing
reversible commands or adding dishwashers) in a way that makes them easy
to keep tidy.

— We conjecture that, for a partial-order planner, most cleanup goals are triv-
ially serializable [3] with respect to each other.”

When these properties are true of restore constraints in a domain, our
tidiness algorithm does satisfy constraint 2. Trivial serializability ensures that
backtracking over phase one decisions (or previously achieved cleanup goals) is
unnecessary. Tractability is another issue. Since demanding that plans be tidy
is tantamount to specifying additional (cleanup) goals, requiring tidiness can
clearly slow a planner. Furthermore if a cleanup goal is unachievable, the planner
might not halt. However, as long as the mess-inducing actions in the world are
easily reversible, it is straight forward to clean up for each one. Hence, trivial
serializability assures that the overhead caused by tidiness is only linear in the

9 Formally, serializability [14] means that there exists a ordering among the subgoals
which allows each to be solved in turn without backtracking over past progress. Triv-
ial serializability means that every subgoal ordering allows monotonic progress [3].
While goal ordering is often important among the top level goals, we observe that
cleanup goals are usually trivially serializable once the block of top level goals has
been solved. For example, the goal of printing a file and the constraint of restoring
files to their compressed state are serializable. And the serialization ordering places
the printing goal first and the cleanup goal last. As long as the planner considers the
goals in this order, it is guaranteed to find the obvious uncompress-print-compress
plan.



number of cleanup goals posted, that is linear in the length of the plan for the
top level goals.

5 Remaining Challenges

Some changes cannot be restored, and some resources are legitimately consumed
in the service of a goal. To make an omelet, you have to break some eggs. The
question is, “How many?” Since squandering resources clearly constitutes harm,
we could tag a valuable resources with a min-consume constraint and demand
that the agent be thrifty — i.e., that it use as little as possible when achieving
its goals. Unfortunately, satisfying constraints of this form may require that the
agent examine every plan to achieve the goal in order to find the thriftiest one.
We plan to seek insights into this problem in the extensive work on resource
management in planning [6,11, 28].

So far the discussion has focused on preventing an agent from actively harm-
ing a human, but as Asimov noted — inaction can be just as dangerous. We
say that an agent is vigilant when it prevents a human from harming herself.
Primitive forms of vigilance are already present in many computer systems, as
the “Do you really want to delete all your files?” message attests.

Alternatively, one could extend dont-disturb and restore primitives with
an additional argument that specifies the class of agents being restricted. By
writing self as the first argument, one encodes the notions of agent safety and
tidiness, and by writing Sam as the argument, the agent will clean up after, and
attempt to prevent safety violations by Sam. Finally, by providing everyone as
the first argument, one could demand that the agent attempt to clean up after
all other agents and attempt to prevent all safety violations. For more refined
behavior, other classes (besides self and everyone) could be defined.

Our suggestion is problematic for several reasons. (1) Since the agent has no
representation of the goals that other users are trying to accomplish, it might try
to enforce a generalized restore constraint with tidying actions that directly
conflict with desired goals. In addition, there is the question of when the agent
should consider the human “finished” — without an adequate method, the agent
could tidy up while the human is still actively working. (2) More generally,
the human interface issues are complex — we conjecture that users would find
vigilance extremely annoying. (3) Given a complex world where the agent does
not have complete information, any any attempt to formalize the second half
of Asimov’s First Law is fraught with difficulties. The agent might reject direct
requests to perform useful work in favor of spending all of its time sensing to see
if some dangerous activity might be happening that it might be able to prevent.

6 Conclusion

This paper explores the fundamental question originally posed by Asimov: how
do we stop our artifacts from causing us harm in the process of obeying our or-
ders? This question becomes increasingly pressing as we develop more powerful,
complex, and autonomous artifacts such as robots and softbots [10, 9]. Since the
positronic brain envisioned by Asimov is not yet within our grasp, we adopt the
familiar classical planning framework. To facilitate progress, we focused on two
well-defined primitives that capture aspects of the problem: dont-disturb and



restore. We showed that the well-understood, and computational tractable,
mechanism of threat detection can be extended to avoid harm.

Other researchers have considered related questions. A precursor of dont-disturb
is discussed in the work of Wilensky and more extensively by Luria [17] under the
heading of “goal conflict.” Similarly, a precursor of restore is mentioned briefly
in Hammond et. al's analysis of “stabilization” under the heading of “clean up
plans” [13]. Our advances include precise and unified semantics for the notions,
a mechanism for incorporating dont-disturb and restore into standard plan-
ning algorithms, and an analysis of the computational complexity of enforcing
safety and tidiness.

Even so, our work raises more questions than it answers. Are constraints
like dont-disturb and restore the “right” way to represent harm to an agent?
How does agent safety relate to the more general software safety [15]7 Can we
handle tradeoffs short of using expensive decision theoretic techniques? What
guarantees can one provide on resource usage? Most importantly, how do we
weaken the assumptions of a static world and complete information?
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Abstract. When large heterogeneous robot and agent teams operate in
the real-world, it is essential that a human operator has overall control
to ensure safety. However, giving an operator the required control is dif-
ficult due to the complexity of the activities such teams engage in and
the infeasibility of simply stopping the team whenever human input is
required. Our approach to interaction in such a context has three key
components which allow us to leverage human expertise by giving them
responsibility for key coordination decisions, without risks to the coordi-
nation due to slow responses. First, to deal with the dynamic nature of
the situation, we use pre-planned sequences of transfer of control actions
called transfer-of-control strategies. Second, to allow identification of key
coordination issues in a distributed way, individual coordination tasks
are explicitly represented as coordination roles, rather than being im-
plicitly represented within a monolithic protocol. Such a representation
allows meta-reasoning about those roles to determine when human input
may be useful. Third, the meta-reasoning and transfer-of-control strate-
gies are encapsulated in a mobile agent that moves around the group to
either get human input or autonomously make a decision. In this paper,
we describe this approach and present initial results from interaction
between a large number of UAVs and a small number of humans.

1 Introduction

Recent developments in a variety of technologies are opening up the possibil-
ity of deploying large teams of robots or agents to achieve complex goals in
complex domains[9,18]. In domains such as space[6], military[29], disaster re-
sponse[12] and hospitals[17], hundreds or thousands of intelligent entities might
be coordinated to achieve goals more cheaply, efficiently and safely than they can
currently be performed. Several interacting, distributed coordination algorithms
are required to flexibly, robustly and efficiently allow the team to achieve their
goals in complex, dynamic and sometimes hostile environments. The key algo-
rithms may leverage a range of approaches, from logic[19] to decision-theoretic
reasoning[26] to constraint satisfaction[15] to achieve their requirements. Since
these teams are acting in real-world environments they are capable of causing
harm and hence safety is a key requirement of deployment. However, traditional
notions of, and approaches to, safety may not always be enough. For example,



in some situations, in domains like rescue response, there may be no way of not
causing some harm, but the harm (or risk) must simply be minimized. More-
over, approaches such as stopping when there is risk are typically not applicable
because stopping the team may also cause significant harm.

Our hypothesis is that safety in large teams should be achieved by empower-
ing humans to make critical decisions when incorrect decisions can cause physi-
cal, financial or psychological harm. These critical decisions include not only the
decisions that, for moral or political reasons, humans must be allowed to make
but also coordination decisions that humans are better at making because of
their particular cognitive skills. The key assumption is that giving responsibility
for such decisions to a human, even in systems with the best designed and most
reliable software, improves the overall safety. In some cases, human insight can
result in better decisions (and hence better behavior) than would be achieved
by following, typically sub-optimal, coordination algorithms. For example, allo-
cating agents to tasks, taking into account potential future failures is extremely
complex[16], however humans may have experience that allows them to rapidly
make reasonable decisions that take into account future failures. In other cases,
human experience or simply preference should be imposed on the way the team
performs its tasks. Human decision making may be of a higher quality because of
access to tool support or information that is not available to agents in the team.
It is not necessarily the case that a human would make a better decision with
the same resources as the agent. If better coordination results in lower costs,
damage or harm (or risk thereof) then developers are obliged to give responsi-
bility for decisions which humans can make better to those humans. However,
that human decision-making is a valuable and expensive resource and its use is
not without cost. Much work has looked at how and when to transfer control of a
critical decision from a single agent to a single person to utilize human expertise
in critical situations[5, 28]. While some decisions to be made in the context of
coordination are effectively isolated from other activities of the team, and hence
the previous work is applicable, there are an additional class of decisions due to
coordination, that are not covered by the previous work. In some cases, multi-
ple entities are involved and coordination continues while the decision is being
made, introducing the possibility of mis-coordination.

To allow humans to make these critical decisions in the context of coordi-
nation is an interesting challenge. First, it is infeasible for humans to monitor
ongoing coordination and intervene quickly enough to make the critical decisions
unless the team explictly transfers control of the decision to the human. Since
the coordination is distributed, the complete state of the team will typically
not be completely known by any individual member of the team. Moreover, in
a sufficiently large team or sufficiently dynamic domain, it will be infeasible to
continually present an accurate picture of the team to any observer. Thus, the
team must proactively transfer control of key decisions to human experts. Sec-
ond, even when decision-making control is explicitly given, in a dynamic domain,
with many possible decisions to make, human decision-making will not always be
available or cannot be made quickly enough to allow the team to continue to op-



erate correctly. It should not be the case that delays in making decisions intended
to improve coordination end up causing miscoordination. Thirdly, there may be
multiple human experts who can make decisions and the decisions should be
sent to the expert in the best position to make them in a timely manner. These
three problems have not been adequately addressed by a complete solution in
previous work. An effective solution must identify decisions where human input
is necessary or useful in a distributed way then transfer control of those decisions
to humans capable and available to make those decisions without compromising
ongoing coordination with decision-making delays.

In this paper, we present an approach emboding three key ideas. To allow
the team to identify critical decisions to be made by humans, we use coordina-
tion meta-reasoning which uses heuristics to find coordination phenomena that
may indicate problems. For example, when there are two high risk alternative
courses of action that the team cannot autonomously distinguish, humans may
draw on additional experience to choose between. We explicitly represent coor-
dination tasks, such as initiating a team plan or allocating a resource, explicitly
via coordination roles allowing meta-reasoning to simply identify cases where
role performance is poor. Critically, the meta-reasoning is performed “out in the
team”, based on local information of individual team members and hence does
not rely on an aggregation of coordination information at some central point.
However, distributed identification of decisions for potential human input is a
double edged sword: on the one hand it removes the need to generate and main-
tain a centralized state, but on the other it means that identification must be
performed with only local knowledge, resulting in less accurate identification of
key decisions.

The second part of our approach is that when a decision is to be made by
a human, a transfer-of-control strategy is used to ensure that lack of a timely
response does not negatively impact the performance of the team[23]. A transfer-
of-control strategy is a pre-planned sequence of actions that are designed to
balance the benefits of getting human input against the costs of that input not
coming in a timely manner. Each action in a transfer-of-control strategy either
transfers decision-making control to some entity, human or agent, or takes an
action to buy more time for the decision to be made. Previously, a mathematical
model of transfer-of-control strategies was presented and operationalized via
Markov Decision Processes[24]. In that work, although the mathematical model
supported the possibility of having multiple humans available to give input,
experimental results used only one human expert. In this work, we make multiple
human experts available to the agent team and allow the transfer-of-control
strategies to reason about transferring control to each. People are modelled by
the types of meta-reasoning they can perform and the agents maintain models
of what tasks each person is currently performing, in order to create appropriate
transfer-of-control strategies.

We are embedding the approach to human interaction with teams into coor-
dination software called Machinetta[24]. Using Machinetta, each team member
is given a prozy which encapsulates the coordination reasoning and works with



other proxies to achieve the coordination. Coordination roles are encapsulated
within simple mobile agents. Thus, each Machinetta proxy acts as essentially
an intelligent mobile agent platform and the mobile agents move around the
network to achieve the coordination. For example, there will be a mobile agent
for finding a team member to perform a particular task and another to pass on
a piece of potentially useful information. The third aspect of the approach to
human interaction with teams is to create an additional type of mobile agent,
called an adjustable autonomy agent, that encapsulate pieces of the interaction
with humans. An adjustable autonomy agent is created when a proxy identi-
fies some situation that may require human input, then creates and executes a
transfer-of-control strategy to get the required input while minimizing costs. The
adjustable autonomy agents can also encapsulate the intelligence required to fix
the problem, if the transfer-of-control strategy decides an autonomous action is
the best way forward.

The approach was evaluated in a simulation of 80 unmanned aerial vehicles
and two human decision-makers. These preliminary experiments did not involve
real humans, but were designed to understand the working of the underlying ap-
proach. Many decisions were identified for meta-reasoning and adjustable auton-
omy agents effectively chose between autonomous and human decision-making
to ensure timely decisions. However, some additional issues related were iden-
tified, including the need to prioritize decisions that might be presented to the
human and the need to tune heuristics so to limit the number of meta-reasoning
decisions.

2 Wide Area Search Munitions

Our current domain of interest is coordination of large groups of Wide Area
Search Munitions (WASMs). WASMs are a cross between an unmanned aerial
vehicle and a standard munition. The WASM has fuel for about 30 minutes of
flight, after being launched from an aircraft. The WASM cannot land, hence it
will either end up hitting a target or self destructing. The sensors on the WASM
are focused on the ground and include video with automatic target recognition,
ladar and GPS. It is not currently envisioned that WASMs will have an ability
to sense other objects in the air. WASMs will have reliable high bandwidth com-
munication with other WASMs and with manned aircraft in the environment.
These communication channels will be required to transmit data, including video
streams, to human controllers, as well as for the WASM coordination.

The concept of operations for WASMs are still under development, however,
a wide range of potential missions are emerging as interesting[2,4]. A driving
example for our work is for teams of WASMs to be launched from AC-130 air-
craft supporting special operations forces on the ground. The AC-130 is a large,
lumbering aircraft, vulnerable to attack from the ground. While it has an im-
pressive array of sensors, those sensors are focused directly on the small area of
ground where the special operations forces are operating making it vulnerable
to attack. The WASMs will be launched as the AC-130s enter the battlespace.



The WASMs will protect the flight path of the manned aircraft into the area
of operations of the special forces, destroying ground based threats as required.
Once an AC-130 enters a circling pattern around the special forces operation, the
WASMs will set up a perimeter defense, destroying targets of opportunity both
to protect the AC-130 and to support the soldiers on the ground. Even under
ideal conditions there will be only one human operator on board each AC-130
responsible for monitoring and controlling the WASMs. Hence, high levels of
autonomous operation and coordination are required of the WASMs themselves.
However, because the complexity of the battlefield environment and the severe
consequences of incorrect decisions, it is expected that human experience and
reasoning will be extremely useful in assisting the team in effectively and safely
achieving their goals.

Fig. 1. A screenshot of the WASM coordination simulation environment. A large group
of WASMS (small spheres) are flying in protection of a single aircraft (large sphere).
Various SAM sites (cylinders) are scattered around the environment. Terrain type is
indicated by the color of the ground.

Many other operations are possible for WASMs, if issues related to coordi-
nating large groups can be adequately resolved. Given their relatively low cost
compared to Surface-to-Air Missiles (SAMs), WASMs can be used simply as
decoys, finding SAMs and drawing fire. WASMs can be used as communication
relays for forward operations, forming an adhoc network to provide robust, high
bandwidth communications for ground forces in a battle zone. Since a WASM is
“expendible”, it can be used for reconnasiance in dangerous areas, providing real-
time video for forward operating forces. While our domain of interest is teams
of WASMSs, the issues that need to be addressed have close analogies in a vari-
ety of other domains. For example, coordinating resources for disaster response
involves many of the same issues[12], as does intelligent manufacturing[22] and
business processes.



3 Coordination Meta-Reasoning

In a large scale team, it will typically be infeasible for a human (or humans) to
monitor ongoing coordination and pre-emptively take actions that improve the
overall coordination. This is especially the case because the complete state of
the coordination will not be known at any central point that can be monitored.
Each team member will have some knowledge of the overall system and human
users can certainly be given more information, but the communication required
to have the complete coordination state continuously known by any team mem-
ber are unreasonable. In fact, even if complete state were made available to a
human, we believe it would be too complex and too dynamic for the human to
reasonably make sense of. Hence, the team must, in a distributed way, identify
situations where human input may improve coordination and explictly transfer
responsibility for making that decision to a human.

Due to the computational complexity of optimal decision-making, coordina-
tion of large teams is typically governed by a set of heuristics. The heuristics may
be developed in very prinicipled ways and be provably near optimal in a very
high percentage of situations that will be encountered. However, by their nature,
heuristics will sometimes perform poorly. If these situations can be detected and
referred to a human then overall performance can be improved. However, this
is somewhat paradoxical, since if the situations can be reliably and accurately
identified then, often, additional heuristics can be found to perform well in that
situation. Moreover, performance based techniques for identifying coordination
problems, i.e., reasoning that there must be a coordination problem when the
team is not achieving their goal, are inadequate, because in some cases, optimal
coordination will not allow a team to achieve its goal. Hence meta-reasoning
based on domain performance will say more about the domain than it will about
the coordination.

Typical approaches to multiagent coordination do not explicitly represent the
individual tasks required to coordinate a group. Instead, the tasks are implicitly
captured via some protocol that the group executes to achieve coordination. This
implicit representation makes meta-reasoning difficult because specific issues can
be difficult to isolate (and even more difficult to rectify.) By explicitly represent-
ing individual coordination activities as roles, it is more straightforward to reason
about the performance of those tasks[24]. Individual coordination tasks, such as
allocating a resource or initiating a team plan, represented as explicit roles, can
be monitored, assessed and changed automatically, since they are decoupled from
other coordination tasks.

In practice, autonomously identifying coordination problems that might be
brought to the attention of a human expert is imprecise. Rather than reliably
finding poor coordination, the meta-reasoning must find potentially poor coor-
dination and let the humans determine the actually poor coordination. (In the
next section, we describe the techniques that are used to ensure that this does
not lead to the humans being overloaded.) Notice that while we allow humans to
attempt to rectify problems with agent coordination, it is currently an open ques-
tion whether humans can actually make better coordination decisions than the



agents. To date, we have identified three phenomena that may be symptomatic
of poor coordination and bring these to the attention of the human:

— Unfilled task allocations. In previous work, meta-reasoning identified unallo-

cated tasks as a symptom of potentially poor coordination[24]. When there
are more tasks than team members able to perform tasks, some will neces-
sarily be unallocated. However, due to the sub-optimality of task allocation
algorithms', better overall performance might be achieved if a different task
was left unallocated.
When a role temporarily cannot be allocated, three things can be done. First,
the role allocation process can be allowed to continue, using communication
resources but getting the role allocated as soon as possible. Second, the role
allocation process for the role can be suspended for some time, allowing the
situation to change, e.g., other roles completed. This option uses less com-
munication resources but potentially delays execution of the role. Thirdly,
the role and its associated plan can be cancelled. Choosing between these
three options is an ideal decision for a human since it requires some estimate
of how the situation will change in the future, something for which human
experience is far superior to an agents. If a human is not available to make
a decision, the agent will autonomously decide on suspending the allocation
of the role for some time, before letting the role allocation continue.

— Untasked team members. When there are more team members than tasks,

some team members will be untasked. Untasked physical team members
might be moved or reconfigured to be best positioned for likely failures or
future tasks. Potentially, the team can make use of these team members to
achieve goals in different ways, e.g., with different plans using more team
members, or preempt future problems by assigning untasked team members
to preventative tasks. Thus, untasked team members may be symptomatic of
the team not effectively positioning resources to achieve current and future
objectives.
There are currently two things that can be done when a team member does
not have a task for an extended period: do nothing or move the agent to some
other physical location. Doing nothing minimizes use of the agent’s resources,
while moving it around the environment can get it in better position for
future tasks. Again, this decision is ideally suited for human decision-making
because it requires estimates of future activities for which they can draw
upon their experience. If a human is not available to make a decision, the
agent will autonomously decide to do nothing.

— Unusual Plan Performance Characteristics. Team plans and sub-plans, ex-
ecuted by team members to acheive goals and sub-goals will typically have
logical conditions indicating that the plan has become unachievable or ir-
relevant[21]. However, in some cases, due to factors unknown to or not un-
derstood by the team, plans may be unachievable or irrelevant without the

! In simple domains, it may be possible to use optimal, typically centralized, task
allocation algorithms, but decentralized task allocation algorithms involving non-
trivial tasks and large numbers of agents will be sub-optimal.



logical conditions for their termination becoming true. In such cases, meta-
reasoning about the plan’s performance can bring it to the attention of a
human for assessment. Specifically, we currently allow a plan designer to
specify an expected maximum length of time that a plan will usually take
and bring to the attention of the human plans that exceed this expected
time. We envision allowing specification of other conditions in the future, for
example, limits on expected resource use or number of failure recoveries.
When a plan execution does not meet normal performance metrics, there
are two things that can be done: cancel the plan or allow it to continue.
Cancelling the plan conserves resources that are being used on the plan,
but robs the team of any value for successfully completing the plan (if it
were possible.) If the agents knew the plan was unachievable they would
autonomously cancel it, so this meta-reasoning will only be invoked when
there are circumstances outside the agents sensing or comprehension that
are causing plan failure. Thus, in this case the humans are uniquely placed
to cancel the plan if it is indeed unachievable.? Since the agent will have no
evidence that the plan is unachievable, if required to act autonomously, it
will allow the plan to continue.

Notice that when meta-reasoning finds some coordination phenomena that
may indicate sub-standard coordination the team does not stop execution but
allows the human to take corrective actions while its activities continue. This
philosophy enables us to be liberal in detecting potential problems thus ensuring
that most genuine problems are subsumed by the identified problems. However,
from the perspective of the humans, this can lead to being inundated with spu-
rious reports of potential problems. In the next section we present an approach
to dealing with this potential overload.

4 Transfer-of-Control Strategies

Coordination meta-reasoning decisions must be made in a timely manner or the
value of the decision is lessened (or lost all together). In fact, we observe that
in some cases, timely decisions of a lower quality can have more positive impact
on the team than untimely high quality decisions. For example, if resources are
being wasted on an unachievable plan, time taken to cancel the plan incurs
a cost, but to cancel a plan that is achievable results in the team losing the
value of that plan. In this case, quality refers loosely to the likelihood an entity
will make an optimal or near optimal decision. To leverage the advantage of
rapid decision-making we have developed simple, autonomous meta-reasoning.
Decision-theoretic reasoning is then used on top to decide whether to use slower,
presumably higher quality, human reasoning to make a meta-reasoning decision
or whether to use the simple, though fast agent reasoning. Additionally, the
system has the option to use a delaying action to reduce the costs of waiting
for a human decision, if there is value in getting human input. A pre-planned

2 However, humans will not infallibly detect plan unachievability, either.



sequence of actions either transferring control of a meta-reasoning decision to
some entity or taking an action to buy time is called a transfer-of-control strategy.
Transfer-of-control strategies were first introduced and mathematically modeled
in [23]. An optimal transfer-of-control strategy optimally balances the risks of not
getting a high quality decision against the risk of costs incurred due to a delay
in getting that decision. Thus, the computation to find an optimal transfer-of-
control strategy takes as input a model of the expected “quality” of each entity’s
decision-making ability and a model of the expected costs incurred per unit time
until the decision is made. Additionally, the impact of any delaying action needs
to be modeled. In previous work, these models were used to define a Markov
Decision Process that found the optimal strategy.

4.1 Transfer of Control Strategies

In this section, we briefly review mathematical model of transfer-of-control strate-
gies presented in [23]. A meta-decision, d, needs to be made. There are n entities,
e1 ...en, who can potentially make the decision. These entities can be human
users or other agents. The expected quality of decisions made by each of the
entities, EQ = {EQgi (t) : R — R}, is known, though perhaps not exactly.
P = {Pr(t) : R — R} represent continuous probability distributions over the
time that the entity in control will respond with a decision of quality EQ%(t).

We model the cost of delaying a decision until time ¢ as {W : t — R}. The
set of possible wait-cost functions is W. We assume W(t) is non-decreasing and
that there is some point in time, I', when the costs of waiting stop accumulating
(i.e., YVt > I,YW € W W(t) = W(TD)).

Finally, there is an additional action, with cost D.,s, with the result of
reducing the rate at which wait costs accumulate. We call such an action a
deadline delaying action and denote it D. For example, a D action might be
as simple as informing the party waiting for the decision that there has been
a delay, or more complex, such as reordering tasks. We model the value of the
D by letting W be a function of ¢t — Dyqiue (rather than t) after the D action.

We define the set S to be all possible transfer-of-control strategies. The prob-
lem can then be defined as:

Definition 1. For a decision d, select s € S such that Vs' € S,s' # s, EU%t >
EU%t

We define a simple shorthand for referring to particular transfer-of-control

strategies by simply writing the order that entities receive control or, alterna-
tively, Ds are executed. For example,
G fred@barney Plbarney is shorthand for a strategy where control is given to the
agent fred, then given to the agent barney, then a D is performed, and finally
given indefinitely to barney. Notice that the shorthand does not record the tim-
ing of the transfers of control. In the following discussion we assume that there
is some agent A that can always make the decision instantly.

To calculate the EU of an arbitrary strategy, we multiply the probability of
response at each instant of time with the expected utility of receiving a response



at that instant, and then sum the products. Hence, for an arbitrary continuous
probability distribution:

EU = /OOO Pr(t)EUZ (t) .dt (1)

where e, represents the entity currently in decision-making control.

Since we are primarily interested in the effects of delayed response, we can
decompose the expected utility of a decision at a certain instant, EUgc (t), into
two terms. The first term captures the quality of the decision, independent of
delay costs, and the second captures the costs of delay, i.e.,: EUgct = FBQ%(t) —
W(t). A D action affects the future cost of waiting. For example, the wait cost
after performing a D at ¢ = A at cost Deest is : W(t|D) = W(A) — W(A —
Dvalue) + W(t/ - Dvalue) + Dcost-

To calculate the EU of a strategy, we need to ensure that the probability
of response function and the wait-cost calculation reflect the control situation
at that point in the strategy. For example, if the user has control at time ¢,
Pr(t) should reflect the user’s probability of responding at t. To do this simply,
we can break the integral from Equation 1 into separate terms, with each term
representing one segment of the strategy, e.g., for a strategy e A there would be
one term for when e has control and another for when A has control.

Using this basic technique, we can now write down the equations for some
general transfer-of-control strategies. Equations 2-5 are the general EU equations
for the AA strategies A, e, eA and eDeA respectively. We create the equations
by writing down the integral for each of the segments of the strategy, as described
above. T is the time when the agent takes control from the user, and A is the
time at which the D occurs. One can write down the equations for more complex
strategies in the same way.

In the case of the large team of WASMs, we currently use simple models of
EQ4(t), W(t) and Pr(t). We assume that each human expert is equally capable
of making any meta-reasoning decision. In each case, wait costs accrue linearly,
i.e., the wait costs accured in the second minute are the same as those accrued
in the first minute. We assume a Markovian response probability from the hu-
man, though this is a model that future work could dramatically improve. For
two of the three meta-reasoning decisions, we model the quality of the agent’s
autonomous reasoning as improving over time. This is not because the reasoning
changes, but because the default response is more likely correct the more time
that passes. Specifically, over time it makes more sense to let a role allocation
continue, since there has more likely been changes in the team that allow it to
complete. Likewise, terminating a long running plan is more reasonable as time
passes, since it becomes more likely that something is actually preventing com-
pletion of the plan. However, notice that the rate at which the quality of the
autonomous reasoning for the long running plan increases is much slower than
for the role allocation. EQZuman(t) is highest for the long running plan, since
it is a relatively decoupled decision that requires the expertise of the human,
whereas the other decisions are more tightly coupled with other coordination



EUZ = EQ%(0) — W(0) (2)

EU¢ = [ Pr(t) x (EQZ(t) — W(t)).dt + 3)
I Pr(t) x (EQL(t) — W(D)).dt

BUL = [ Pr(t) x (BQX(H) — W(b).d) + (4)
J2Z Pr(t).dt x (BQUT) — W(T)

EUgDeA = (5)
[2 Pr(t)(EQL(t) — W(t)).dt +
[ Pr()(BQL(t) = W(A) + W(A — Duaruc)
_W(t - Dﬂalue) - Dcost).dt +
f;o PT (t)(EQ%(t) - W(A) + W(A - Dvalue)
—W(T - Dvalue) - Dcost)-dt

Table 1. General AA EU equations for simple transfer of control strategies.

and involve more coordination expertise which the team can have. Over time,
the autonomous reasoning to let an untasked agent stay where it is does not
change, hence the autonomous model of the quality is a constant. Currently,
there are no deadline delaying actions available to the team.

5 Agentifying Adjustable Autonomy

The coordination algorithms are encapsulated in a domain indpendant prozy[10,
27,20, 24]. Such proxies are the emerging standard for implementing teamwork
between heterogeneous team members. There is one proxy for each WASM and
one for each human expert. The basic architecture is shown in Figure 2. The
proxy communicates via a high level, domain specific protocol with either the
WASM or human to collect information and convey requests from the team. The
proxies communicate between themselves to facilitate the coordination. Most of
the proxy code is domain independent and can be readily used in new domains
requiring distributed control. The current version of the code, known as Ma-
chinetta, is a substantially extended and updated version of the TEAMCORE
proxy code[27]. TEAMCORE proxies implement teamwork as described by the



STEAM algorithms[26], which are in in turn based on the theory of joint inten-
tions[11, 3].

In a dynamic, distributed system, protocols for performing coordination need
to be extremely robust, since the large numbers of agents ensures that anything
that can go wrong typically does. When the size of a team is scaled to hundreds
of agents, this does not simply imply the need to write “bug-free” code. Instead
abstractions and designs that promote robustness are needed. Towards this end,
we are encapsulating “chunks” of coordination in coordination agents. Each co-
ordination agent manages one specific piece of the overall coordination. When
control over that piece of coordination moves from one proxy to another proxy,
the coordination agent moves from proxy to proxy, taking with it any relevant
state information. There are coordination agents for each plan or subplan (Plan-
Agents), each role (RoleAgents) and each piece of information that needs to be
shared (InformationAgents). For example, a RoleAgent looks after everything to
do with a specific role. This encapsulation makes it far easier to build robust co-
ordination. Since, the coordination agents actually implement the coordination,
the proxy can be viewed simply as a mobile agent platform that facilitates the
functioning of the coordination agents. However, the proxies play the additional
important role of providing and storing local information.

Fig. 2. Overall system architecture.

To integrate the meta-reasoning into a Machinetta controlled team, an addi-
tional type of mobile agent is introduced, called an adjustable autonomy mobile
agent. Each adjustable autonomy mobile agent has responsibility for a single



piece of interaction with the humans. In the case of coordination meta-reasoning,
an adjustable autonomy mobile agent is created when a proxy detects that a sit-
uation has occurred that requires meta-reasoning. To get the decision made,
the adjustable autonomy mobile agent creates and executes a transfer-of-control
strategy. The adjustable autonomy mobile agent exists until a decision has been
made, either autonomously or by some human.

Information is collected by the proxy as mobile agents of various types pass
through to implement the coordination. Critically, information agents move in-
formation about the current workload of each human expert to the proxy of each
other human expert. These models currently contain a simple numeric value for
the human’s current workload, though more detailed models can be envisioned.
When an adjustable autonomy agent is created it can first move to the proxy of
any human expert to get the models it requires to create an optimal transfer-
of-control strategy. Note that these models will not always be complete, but
provide estimates of workload the agent can use to construct a strategy. In some
cases, if the decision can easily be made autonomously, the adjustable autonomy
agent will not move to the proxy of the human expert, because their specific
availability is not important.

Importantly, as described above, simple reasoning for making the meta-
reasoning decisions are encapsulated by the adjustable autonomy mobile agent
so that a decision can be made autonomously if human expertise is not readily
available or the decision is not sufficiently important. For example, the reasoning
on unallocated roles is to let the role “continue” in an attempt to allocate it.

Figure 3 shows the interface for presenting decisions to human experts. No-
tice, that while the specific information about the information is presented, con-
textual information is not. This is a serious shortcoming of this work to date and
a key area for for future work. Presenting enough context to allow the human to
make effective decisions will involve both getting the information to the expert
and, more challengingly, presenting it in an appropriate manner.

6 Preliminary Experiments

Objective evaluation of the approach described above is difficult for two rea-
sons. First, improvements in the performance of the team will rely heavily on
the interfaces that present the decisions and related information to the human.
Such interfaces are not a focus of this work. More pragmatically, a simulation
run with a reasonable number of WASMs takes around 30 minutes to run, hence
to run a meaningful set of experiments would take an large amount of human
time. Moreover, domain experts required to make such decisions are hard to
come by. While such experiments will eventually have to be run to validate the
effectiveness of this approach, our initial experiments do not rely on human sub-
jects. Instead, the object of these experiments is to evaluate how the underlying
algorithms work in finding potential team problems and deal with the possibility
that a human is not available to make these decisions when they arise. These



Fig. 3. A view of the interface the human uses to make decisions. Three decisions are
shown. At the top is a decision whether to cancel a long running plan. Below are two
unallocated roles from the same plan, for destroying a particular target.

preliminary experiments form a basis for future experiments, involving actual
human subjects.

To remove the need for many hours of human input, the interfaces were
augmented with code that made decisions as if they were made by the human.
These “human” decisions were made between five seconds and two minutes after
control was transferred to the human. The experiments involved a team of 80
WASMs operating in a large environment. The primary task of the team was to
protect a manned aircraft by finding and destroying surface-to-air missile sites
spread around the environment. Half the team spread out across the environ-
ment searching for targets while the other half stayed near the manned aircraft
destroying surface-to-air sites as they were found near the aircraft. Plans were
simple, requiring a single WASM to hit each found target. If a target was not
hit within three minutes of being found, this was considered abnormal plan ex-
ecution and meta-reasoning would be invoked. Meta-reasoning was also invoked
when a WASM was not allocated to hit any target for five minutes. These times
are low, but reasonable since the simulation ran at approximately four times
real-time. Finally, meta-reasoning was invoked when no WASM was available
to hit a found target. Two human commanders were available to make meta-
reasoning decisions (although, as discussed above there were not “real” human
commanders).

Six different scenarios were used, each differing the number of surface-to-
air missile sites. Each configuration was run ten times, thus the results below
represent around 30 hours of simulation time (120 hours of real-time). As the
number of missile sites increases, the team will have more to do with the same
number of WASMs, thus we can expect more meta-reasoning decisions.



Fig. 4. The number of meta-reasoning decisions to be made as the number of targets
in the environment increases.

Figure 4 shows that the total number of meta-reasoning decisions does in-
crease with the number of targets. Over the course of a simulation, there are
around 100 meta-reasoning decisions or about one per agent. However, as Fig-
ure 5 shows, only about 20% of these get transferred to a human. The large
number of decisions that are made autonomously is primarily because humans
are not available to make those decisions. This suggests work may need to be
done to prioritize decisions for a user, to prevent high priority decisions being
left to an agent, while the user is busy with low priority decisions. However, an
appropriate solution is not obvious, since new decisions arrive asynchronously
and it will likely not be appropriate to continually change the list of decisions the
human is working on. Finally, notice in Figure 6 that a large percentage of the
meta-decisions are to potentially cancel long running plans. The large number of
such decisions illustrates a need to carefully tune the meta-reasoning heuristics
in order to avoid overloading the system with superfluous decisions. However,
in this specific case, the problem of deciding whether to cancel a long running
plan was the most appropriate for the human, hence the large percentage of such
decisions for the human is reasonable.

7 Conclusions and Future Directions

This chapter presents an integrated approach to leveraging human expertise to
improve the coordination of a large team. Via the use of coordination meta-
reasoning, key decisions could be brought to the attention of human experts.
Transfer-of-control strategies ensured that miscoordination was not caused by
delays waiting for human input. The approach was encapsulated in adjustable
autonomy agents that are part of the Machinetta proxy approach to coordina-
tion. Initial experiments showed that the approach was able to balance the need
for human input against the potential for overloading them. Further experiments



Fig. 5. The percentage of decisions trans- Fig. 6. Ratios of different types of meta-

ferred to humans versus the percentage yeasoning decisions presented to the user.
made autonomously.

are needed to understand whether the opportunity for commanders to give input
will actually improve the performance of the team.

While this initial work brings together several key components in an effective
way, use of these techniques in the context of a large team raises some questions
for which we do not yet have answers. One key question is how to handle the fact
that meta-reasoning decisions are not independant, hence the transfer-of-control
stratigies for different decisions should perhaps not be independant. Another
issue is how to ensure that the human is given appropriate information to allow
a meta-reasoning decision to be made and how an agent could decide whether the
human has the required information to make an appropriate decision. Although
others have done some work in this area[l,8], large scale coordination raises
new issues. Other work has highlighted the importance of interfaces in good
interaction[25, 14, 13, 7] which also must be addressed by this work.
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Intentional agents in defense
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Abstract. Multi-agent systems (MAS) should not be conceived as only cooper-
ative. As open systems situations of concurrence, competition and conflict often
arise. Starting from this perspective it is relevant not only pro-social interaction
modeling, but also a theory of trust and monitoring, giving special relevance to
issues of security and defense: how can an agent prevent that dangerous actions of
other agents and dangerous events will frustrate his goals? In this paper some rel-
evant concepts for a general model of defense in intentional agents are analyzed
and formally specified. Moreover an ontology of defensive goals and defensive
strategies is studied.

1 Introduction

Security is a matter of defense and protection. More precisely it is a defensive concept.
In fact security means to be safe, not be exposed to damages and harms, to be in a
completely safe, reliable and trustworthy environment where there are solutions for
protecting ourselves from possible attacks and dangerous events.

A safe agent is either an agent who does not need to pursue defensive strategies in order
to achieve his goals and to accomplish his tasks or an agent who is capable of blocking
and contrasting possible attacks (viz. an agent having the abilities and opportunities to
perform defensive actions) and who can exploit other agents, structures, artifacts and
institutions in order to prevent, discourage and block possible attacks.

Obviously the former is a very implausible condition, since environments are always
uncertain and dynamic, and agents generally act in social contexts where goals and
interests are often divergent and conflicts can easily emerge [1].

Thus, we must conclude thatprincipled approach to security requires a careful analy-

sis of defense

Since we believe that a general theory of defense is still missing, in this paper we will
try to fill such a gap by taking the first steps towards the development of a formal
model of defense and an ontology of defensive goals and defensive strategies. We will
use a multi-modal logic of time and action and we will explictly model informational
attitudes (beliefs and expectations) and motivational attitudes (goals and intentions) of
agents.

The application of modal logic to the analysis of issues concerning security is not new
in literature. For instance in [2, 3, 4, 5] specific epistemic logics, collectively referred to
as authentication logics, have been proposed to deal with authentification issues. Such
modal logics have been developed as tools for verifying the correctedness of security



protocols, where one wants to ensure that agents obtain certain knowledge over time
and that ignorance of potential intruders persists over the whole run of a protocol.

Our objective in this paper is different from the objective of authors working on log-
ics of authentification. We are mainly interested in providing a conceptual analysis of
defense for agents who act according to their beliefs and motivations. Indeed we think
that, due the strict theoretical connection between security and defense, models and
methodologies of security would stongly profit by this kind of investigation. We believe
that the framework of multi-agent systems and its formal models of intentional agency
are the most suitable to develop such a kind of analysis.

More precisely, we will try to clarify the following points at a high level of abstraction.

— Under which conditions should an agent defend himself from someone else, that
is, what should an agent expect, want, believe, etc... before deciding to pursue a
defensive a strategy?

— Which are the main types of defensive strategies and how do defensive strategies
vary depending on the context and situation of attack?

In this work we suppose that defenders are intentional agents with specific kinds of de-
fensive goals and expectations of attacks. This is somehow a quite restrictive assump-
tion. Indeed elementary reactive agents too can defend themseivesore general
theory of defense should consider intentional defensive behaviors as well as functional
defensive behaviors. For instance a possible restricted meaning ofiagestape is

the act of agenitdriven byi’s goal of changing his spatial location in order to avoid the
impact with an object, event, other agent, etc... The notion of escape can be extended to
cover functional behaviors of elementary agents where the intention to escape is substi-
tuted either by the designed function or by the function acquired through evolution or
reinforcement learning.

2 Alogic of defense

In order to formalize some relevant concepts in our ontology of defense we exploit
a very simple modal logic of time, action and mental states. We call this [Bdic
(Defense Logit DL is based on a combination of a fragment of linear temporal logic
[6], a fragment of dynamic logic [7] and Cohen and Levesque’s logic of beliefs and
intentions [8].

In DL there are two modal operatalk! andGoal for mental states. The former modal
operator is a standard operator for beliefs [9] and expresses what a given agent currently
believes.

The modal operataFoal refers to goals of an agent. We suppose that goals are consis-
tent (viz. an agent cannot decide to pursue two goals which cannot be achieved at the
same time).

In the basic version dDL we cannot reason about conflicting goals and goals which
are incompatible with actual beliefs.

The primitives of the logic are the following:

! Nevertheless there are defensive strategies such as dissuasion which have a specific intentional
connotation.



— asetof agentdGT = {i,7,...};
— a set of atomic actiondCT = {«, 3, ...};
— a set of propositional atom8 = {p, q, ...}

The set of well formed formulag, ¢ of the language& - is defined by the following
BNF:

@ = p|T|elo AP|[i: o] Y[ O ¢|Belip|Goalip
wherep ranges ovefl anda ranges oveACT.

Bel;pis read “agent believes thap” whereasGoal; p is read “agent has goal thap”.
(O is a standardextmodal operator of temporal logi¢}y is read “ is going to hold at
the next state”) whilsfi : o] is a standard operator of dynamic logic dhda] ¢ is read
“¢© holds after every occurrence of agéatactiona”. Hence[i : o L expresses “agent
i does not do action”. We use the following abbreviatioi : ) ¢ =gcf —[i : @] —¢.
Hence(i : a) ¢ has to be read “agemtdoes actiomx and ¢ holds after this action”.
Finally(: : @) T has to be read “agentioes action”.

2.1 Basic semantics
A model of DL is defined by a tupld/ =< W, R, R*"*, B,G,V > where:

— Wis a set of worlds.

— R is amappingRo : W — 2% associating sets of possible worlfs, (w) to
each possible world.

— R% is a mappingR* : AGT x ACT — (W — 2W) associating sets of
possible worldsk¢t (w) to each possible worldl.

— Bis a mappingB : AGT — (W — 2W) associating sets of possible worlds
B;(w) to each possible world.. For each possible world there is an associated
set of possible world®; (w) C W: the worlds that are compatible with the agent’s
beliefs.

— Gis a mappings : AGT — (W — 2W) associating sets of possible worlds
G;(w) to each possible worldr. For each possible world there is an associated
set of possible world&:; (w) C W: the worlds that are compatible with ageist
goals.

— Vis amappind’ : I — 2" associating sets of possible worlds to propositional
atoms.

2.2 Truth conditions

- M,wEp<<= weV(p).

- M,w = —p <= notM,w = ¢.

- MwEeAY <= M wEypandM,w = .

- M,wE Qp <=V if w' € Ro(w) thenM,w’ = ¢.

- M,wE[i:a]y <=V if w € R (w) thenM,w' = ¢.
— M,w |= Bel;p < Vu' if w' € B;(w) thenM,w’ |= ¢.

— M,w = Goal;p < Vu' if w' € G;(w) thenM,w' = ¢.



3 Axiomatization

We take the following complete axiomatization of our simple modal logic of time, ac-
tion and mental states.

0. All tautologies of propositional calculus
1.0(p — %) — (Op — OY)
209« -0¢
3.0i:a](p— ) — (i a)e — [i: a]¥)
4.0p— i o]y

5. Bel;(¢ — ¢) — (Bel;p — Bel;)

6. ~(Bel;p A Bel;—)

7. Bel;p — Bel;Bel;p

8. =Bel;po — Bel;—Bel;p

9. Goal;(p — ) — (Goal; — Goal;1)
10.~(Goal; A Goal;—p)

11.Goal;p — Goal;Goal;p
12.-Goal; o — Goal;—~Goal;p
13.Goal;p — Bel;Goal;p

14.-Goal;o — Bel;—Goal;p

15. Bel;p — Goal;p

Rules of Inference

Rl.% (Modus Ponens)

R2. % (O-Necessitation)

R3. ﬁ ([¢ - «]-Necessitation)

R4. H's%;@ (Bel;-Necessitation)

R5 (Goal;-Necessitation)

_Fe
' FGoal;p

Table 1. Axiomatization.

Axiom 1 and rule of inference R2 define a minimal normal modal logic for the temporal
operator(). Axiom 2 expresses the interpretation(ofby a total function:

— for everyw € W if w’ € R (w) andw” € R (w) thenw’ = w” and for every
weW, Ro(w) £ 0.

Axiom 3 and rule of inference R3 define a minimal normal modal logic for the operator
[i:al.

Axiom 4 is a connection axiom time-attempt. A similar axiom concerning the connec-
tion between time and action has been studied in [10, 11]. The semantic counterpart of
axiom 4 is:

- R, (w) € Ro(w).

Thus the set of worlds which are accessible from werlda an attempt to do action

is a subset of the set of next-worlds.

Axioms 5 and 9 with rules of inference R4 and R5 define a minimal normal modal logic
for the operatord3el; andGoal;. Axioms 6, 7, 8, 10, 11, 12 express the interpretations
of B; andG; by serial, transitive and euclidean functions:



— Serialityof B;: for everyw € W B;(w) # 0

— Serialityof G;: for everyw € W G;(w) # 0.

— Transitivity of B;: for everyw € W, if v’ € B;(w) andv € B;(w’') thenv €

— Transitivity of G;: for everyw € W, if v’ € G;(w) andv € G;(w’) thenv €
Gi(w)

— Euclideanityof B;: for everyw € W if v,v' € B;(w) thenv’ € B;(v) and
v € B;(v)

— Euclideanityof G;: for everyw € W if v,v' € G;(w) thenv' € G;(v) and
v e G;(v)

Axiom 13 is an axiom of positive introspection for goals similar to axiom 7 for beliefs.
Axiom 14 is its negative version (the negative version of axiom 7 is axiom 8). According
to axioms 13 and 14, worlds that are compatible with agegbals are compatible with
agenti's goals from those worlds which are compatible with agribeliefs, that is:

— for everyw € W if w’ € B;(w) thenG;(w) = G;(w’).

Finally, 15 is thestrong realismaxiom studied in [8, 12, 13]. According to this axiom
the set of worlds which are compatible with the agent’s goals is a subset of the set of
worlds which are considered possible by the agent, that is:

3.1 Validity and satisfiability

We call DL the logic axiomatized by the previous axioms 0-15 and rules of inference
R1-R5. We callDL modelsthe class of models satisfying all the semantic constraints
imposed in the previous section.

We writelp . @ if formula ¢ is a theorem oD L, viz. if ¢ is a logical consequence of
the set of axioms 0-15 and rules of inference R1-R5.

Moreover, we writel |= ¢ if formula ¢ is valid in the DL modelM, viz. M, w = ¢

for every worldw in M.

We write|=p  if formula ¢ is valid in all DL models, viz.M,w = ¢ for everyDL
modelM and worldw in M.

Finally, we say that a formula is satisfiablein a modelM if there is some world iM

at whichy is true, viz. there exists a world in M such thatM, w = .

Now, we can prove thab L is soundandcompletewith respect to the class of models
satisfying all the semantic constraints imposed in the previous section.

Theorem 1. Soundness and completeness.
Foc piff Epe o

Proof. All axioms and inference rules are in the Sahlqvist class, for which a general al-
gorithm to compute their semantic counterparts exists. Therefore it is a routine to verify
that each axiom in 1-15 corresponds to the semantic properties described in the previ-
ous section. Furthermore, a general completeness result exists for logics whose axioms
are in the Sahlqvist class [14, 15]. Therefore we can concludéxias complete. O



4 Expected dangers, dangerous situations and expected attacks

Our general aim is to make clear some categories and concepts which are fundamental
for a model of intentional agency with defensive capabilities.

We begin with the assumption that always a defense taken by an iaigepiies that

agenti intends either to achieve or to maintain a certain reguind agent believes

that there will be a threat on it.

We suppose that an agent can defend himself from something only if he has predic-
tive capacities. More precisely, if an agens defending himself from someone thien
expects that there is an action of another agevttich can possibly interfere with the
achievement of his goals. In our view a defense always implies an expectation concern-
ing a possible threat or a possible danger, viz. the expectation that an external event can
compromise the achievement of our goals.

We can use the formal logic presented in the previous section in order to formalize such
an expectation which is always involved in a situation of defense. First of all let us
introduce a notational convention.

We write 0" to indicate that the sentengeis subject ton iterations of the modality

O wheren can be any number 0,1,2,3,... Therefore 0 is {USty, 1 is O, and so on.

More formally,()™¢ can be defined inductively by:

1. O% =ges ¥;
2. O™ =gy OO .

The first concept we are aimed at formalizing is the concept of expected danger.

Definition 1. Expected danger.
E:L'pDCL’ngBT(i,j, a, Q, dja n) =def
Bel;(v — Q" [j : @] =) A Bel;Goal; O™ ¢

ExpDanger(i, j, a, p, ¥, n) reads: 1) ageritexpects that, under certain conditians

if n steps from now agenidoes actiorx then—¢ will hold after o’s occurrence and; 2)
agenti believes that he wants to be truen+1 steps from now. An alternative reading
is: agenti expects that, under certain conditionsif n steps from now agerntdoes
actiona then he will interfere negatively with the achievement’sfactual goal that
n+1 steps from nowp will be true. ThereforeExzpDanger(i, j, v, p, 1, n) expresses
agenti's expectation that the future occurrence of agsrctiona is a danger for him
since, given certain conditions, if n steps from now’s action« occurs then it will
compromise the achievement of his goal thal steps from nowp will be true.

For exampleExpDanger(Mary, Fred, shoot, MaryAlive,inFrontFred,0) means:
Mary expects that the occurrence of Fred’s action of shooting is a danger for her since

2 In our view expectations are a necessary mental ingredients of a BDI like agent. In a previous
work [16] we did not introduce expectations as an additional primitive. We preferred to build
those mental states on former ingredients (beliefs and goals) in order to have mental states
that preserve both properties, epistemic and conative. In the present analysis we make the
same kind of assumption by building expectation on the basis of more elementary ingredients
(beliefs and goals).



if Fred’s action of shooting occurs when she is in front of Fred then Fred’s action will
compromise the achievement of her goal to be alive next.

Starting from the previous definition of expected danger, we can characterize two more
specific notions: the notion of expected attack and the notion of expected dangerous
situation.

In our vocabulary an agenexpects a certain attack if and only if he expects a certain
danger and he believes that the danger in question is not simply a potential danger,
but it is an actual and effective danger. The concept of expected attack is formalized
according to the following definition 2.

Definition 2. Expected attack.
EZ‘pAttCle(Z, ja «a, Q, ¢v n) —def
ExpDanger(i, j,a, 0,0, n) ABel, O™ (j: ) T

ExpAttack(i, j, o, p, 1, n) reads: 1) agentexpects that, under certain conditions

if n steps from now agerjs actiona occurs then it will interfere negatively with the
achievement of's actual goal thah+1 steps from nowp will be true and; 2) agerit
believes thah steps from now agenwill perform actiona. Therefore

ExpAttack(i, j, o, p, 1, n) expresses ageis expectation that the occurrence of agent
j’s actiona is an actual and effective danger for him (viz. an attack towards him) since
n steps from now will do actiona and, given certain conditions, if n steps from now

j does actiony occurs therj's actiona will compromise the achievement ¢§ goal
thatn+1 steps from nowp will be true.

For example ExpAttack(Bill, thief, force Door, moneySafe, nobody At Home, 0)
means: Bill expects that the occurrence of a thief’s action of forcing the door of Bill's
house is an attack towards him since the thief is going to force the front door and, if
the thief’s action of forcing the front door occurs when nobody is at home then such an
action will compromise the achievement of Bill's goal to keep his money safe.

We suppose that an agenéxpects to be in a dangerous situation if and only if he
expects that if he will be attacked under the actual conditiorisen one of his goals

will be compromised.

The concept of expected dangerous situation is formalized according to the following
definition 3.

Definition 3. Expected dangerous situation.
ExpDangerous(i, j, o, ¢, 1, n) =dey
ExpDanger(i, j, a, p, ¥, n) A Bel;y

ExpDangerous(i, j, o, ¢, 1, n) reads: 1) agenit expects that, under certain condi-
tions v, if n steps from now agernts action « occurs then it will interfere nega-
tively with the achievement of his actual goal tmatl steps from nowp will be true
and; 2) agent believesy to be true. Therefor&xpDangerous(i, j, a, @, 9, n) €x-
presses ageiiis thought that his future-oriented goal thawill be compromised after



every future occurrence of ageirg actiona.® Going back to one of the previous ex-
amples,ExpDangerous(Bill, thief, forceDoor, moneySafe, nobody At Home, 0)
means: Bill thinks (expects) to be in a dangerous situation since nobody is at home and,
if a thief forces the front door when nobody is at home then the thief’s action of forcing
will compromise the achievement of Bill's goal to keep his money safe.

A further relevant concept of a theory of defense is the concept of expected harm. We
suppose that an agenéxpects a future harm if and only if he expects that he will be
attacked by another agent and if he will be attacked under the actual conditions then
one of his goals will be compromised.

Definition 4. Expected harm.
Epoa?“m(i, j7 «, @, 1/1» n) —def
ExpDanger(i, j, a, o, 9, n) A Bel;ww A Bel; O™ (5 : o) T

We can easily prove that an expected harm implies an expectation of a future frustration
of a goal. This is shown in the following theorem®Di.

Theorem 2. p,s ExpHarm(i, j, o, o,1%,n) — Bel;(O" 1 =¢ A Goal; O™ )

Proof. ExpHarm(i, j, o, ¢, 1, n) impliesBel; (v — Q™ [j : o] ~p)ABel;Goal; O™ **
© A Beliyp A Bel; O™ (j:a) T (by definitions 1 and 4). Furthermot®Bel;(v) —
O"[j : a] =p) A Bel;Goal; O™ ¢ A Beljp A Bel; O™ (j : o) T implies Bel; O™
[7:a]l=p A Bel;Goal; O™t o A Bel; O™ (j : a) T (by axiom 5) which in turn
implies Bel; O™ (j : o) ~p A Bel;Goal; O™ ¢ (by the equivalencéj : a) T A
[1:a]=p < (j:a)e*. Finally Bel; O™ (j : a) ~¢ A Bel;Goal; O™ ¢ implies
Bel; O™ O—¢ A Bel;Goal; O™ ¢ (by axiom 4 and rules of inference R2 and R4).
(|

According to theorem 1 if ageinexpects a future harm then he believes that he will not
achieve something he actually wants.

Agressions as intentional attacksAccording to the previous definition 2, agerex-

pects an attack byif and only if i expects that agefpwill perform an actionv and the
occurrence ofx will compromisei’s goals. There are more specific types of expected
attack which can be reasonably called expected aggressions. Investigating such specific
types of expected attack is crucial not only for a better understanding of defense but
also for a comprehensive analysis of social interaction.

We suppose that agenexpects an aggression pyf and only: 1)i expects an attack

from j since he expects thawill perform an actiony andi expects that the occurrence

of j's actiona will compromisei’s goal thate will be true in the future; 2) expects

% Indeed ExpDangerous(i, j, a, p,,n) implies Beli(QO"{(j:a) T — Q" =p) A
Bel;Goal; O™ o.

4 Verifying that such an equivalence is a theorentt is straightforward (the proof is based
on axiom 2 and axiom 4).



thatj will perform actiona: having the intention to do it; 3) accordingite beliefs the
possibility that agen already intends to do actiom in the future is explained by the
fact thatj believes that wantsy to be true in the future and by the fact thdtelieves

that performingx will bring about—.

Thus,i expects an aggression pif and only if i expects a future intentional attack by

j andi thinks thafj’s attack towards is explained by’s beliefs that doingx will harm i

(viz. i thinks thatj intends to dax in order to harm).

The complex notion of expected aggression is formalized according the following defi-
nition.

Definition 5. Expected aggression.

ExpAggression(i, j, o, ¢, 1, n) =dey

ExpAttack(i, j, o, p, 1, n)A

Bel; O™ Goalj (j : ) TA

Bel;(Goal; O™ (j : a) T — (BeljGoal; O™ ¢ A Bel; O™ [j : ] =¢))A
—Bel;=Goal; O" (j:a) T

For exampleExpAggression(Mary, Fred, shoot, MaryAlive, inFront Fred, 4) means:
1) Mary expects an attack from Fred since she expects that 4 steps from now Fred will
shoot and she expects that if 4 steps from now Fred shoots and Mary is in front of Fred
then Mary will not be alive after Fred’s action;

2) Mary expects that 4 steps from now Fred will shadtaving the intention to shoot;

3) according to Mary'’s beliefs the possibility that Fred already intends to shoot in the
future (4 steps from now) is explained by the fact that Fred believes that Mary wants to
be alive in the future (5 steps from now) and by the fact that Fred believes that if 4 steps
from now he does the action of shooting then Mary will not be alive afterward (viz. if 4
steps from now he does the action of shooting then 5 steps from now Mary will not be
alive).

For summarizing, let us make explicit how the five concepts discussed in this section
are organized from a logical point of view.

An expected attack is an expected danger

Fpe ExpAttack(i, j, o, ¢, 1, n) — ExpDanger(i, j, o, p, 1, n)

An expected dangerous situation is an expected danger

Fpe ExpDangerous(i, j, a, o, ¥, n) — ExpDanger(i, j, a, p, ¥, n)

Expecting a harm is equivalent to expecting both an attack and a dangerous situation
Fpe ExpHarm(i, j, a, @, 1, n) <

ExpDangerous(i, j, o, @, v, n) A ExpAttack(i, j, a, o, 1, n)

An expected aggression is an expected attack

Fpr ExpAggression(i, j, a, @, ,n) — ExpAttack(i, j, a, o,,n)

4.1 Defensive goals

An expectation of a possible danger is generally responsible for activating and gener-
ating defensive goals. In our view a defensive goal of an arbitrary dgemuld be



conceived as a goal of agdnwhich is activated by s expectation of a possible danger.

As we have shown in the previous section, when expecting a dangeriabims that

in a certain situation a certain action of another agent will negatively interfere with the
achievement of his goals. Thus, when expecting a danger agantact in different

ways in order to escape the danger: either he can try to block the expected vehicle of
attack plock strategyor he can try to get out of the dangerous situation by preventing
that the conditions of success of the expected attack areproe¢tion strategy

The following theorem of0£ shows which kind of defensive goal is activated in the
mind of ageni when he expects an attack from an agent

Theorem 3. Fp, ExpAttack(i, j, a, o, ¥, n) — Goal;—p

Proof. ExpAttack(i, j, o, p, 1, n) impliesBel; (¢ — Q" [j : o] =) ABel;Goal; O™
o A Bel; O™ (j: a) T (by definitions 1 and 2) which in turn implieBel;(vv —
O [j : a] =) A Goal; O™ ¢ A Bel; O™ {j : o) T (by axioms 6 and 14). More-
overBel;() — Q" [j : a] =) A Goal; O™t o A Bel; O™ (j : ) T implies
Bel;(O"{j: ) TA(W) — O™ [j : ] =p)) A Goal; O™ ¢ (by standard modal prin-
ciples) which in turn impliesBel; (¢ — O™((j : a) T A[j : a] =¢)) A Goal; O™
(by standard modal principles and the equivalefiges A O™ < O™ (o A1)°). Fur-
thermoreBel; (v — O™({(j : a) T A[j : @] =p)) A Goal; O™ ¢ implies Bel; (¢ —
O™ (j : a) ~p)AGoal; O™ (by the equivalencéj : a) TA[j : a] ~p < (5 : a) ).
Finally Bel;(v» — Q" {j : a) ) A Goal; O™ ¢ implies Bel;,(O™[j : a] p —
—p) A Goal; O™ O (by the equivalence: O™ ¢ « ()" =% which in turn implies
Goal;(O"[j : al — =) A Goal; O™ [j : a] ¢ (by axioms 4 and 15 and rules of
inference R2 and R5). Frooal;(O" [j : a] ¢ — =) A Goal; O™ [j : ] ¢ we can
infer Goal;—) (by axiom 9). ad

According to the previous theorem if agaenthinks that the occurrence of aggrg
actiona under the conditions is an actual and effective danger for him (viz. an attack
towards him) then he comes to have the defensive goal of getting out of the dangerous
situation by preventing that the success conditiores the expected attack are trée.

Going back to the examples provided in the previous section, suppose that Bill expects
that 4 steps from now he will be attacked by a thief’s action of forcing the door of the
house since 4 steps from now a thief will force the front door and, if 4 steps from now the
thief’s action of forcing the front door occurs and nobody is at home, then the thief’s ac-
tion will compromise the achievement of Bill's goal to keep his money safe 5 steps from
now: ExpAttack(Bill, thief, force Door, moneySafe, O*nobody At Home, 4). Then,
according to theorem 2, Bill comes to have the goal that 4 steps from now somebody
will be at homeGoal g O* —nobody At Home. In this example Bill decides to defend
himself by the thief’s attack by preventing that the conditions of success of the thief’'s
attack are true.

5 Proving by induction that such an equivalence is a theoreMfis straightforward.

6 By axiom 2 proving that such an equivalence is a theoref6fis again an easy task.

" With “success conditions” of a vehicle of attack we mean the conditions which ensure that
the vehicle of attack will be efficacious and will succeed in compromising the goals of the
defender.



The following theorem oL is complementary to the previous theorem 2 and shows
which kind of defensive goal is activated in the mind of agemhen he expects to be
in a dangerous situation.

Theorem 4. bps ExpDangerous(i, j, a, @, ¥, n) — Goal; O™ [j : o] L

Proof. ExpDangerous(i, j, o, p, 1, n) implies Bel; (v — O™ [j : a] ~¢)ABel;Goal; O"+!
¢ A Bel;y (by definitions 1 and 3) which in turn implieBel; (v» — O™ [j : a] ~¢) A

Goal; O™ ¢ A Belp (by axioms 6 and 14). Moreovésel; (v — Q™ [j : a] =) A

Goal; O™t p A Belp impliesGoal; O™ [j : o] = A Goal; O™ O (by axiom 5 and
axiom 15). FinallyGoal; O™ [j : a] = A Goal; O™ QO impliesGoal; O™ [j : o] L

(by axiom 4 and rules of inference R2 and R5). ad

According to the previous theorem, when agietitinks to be in a dangerous situation

¥, since he thinks that if does actiorn then he will compromise one of his goalis,
comes to have the defensive goal of trying to block the occurrenie aftiona (viz.

the expected vehicle of attack).

Going back to one of the examples provided in the previous section, suppose that Mary
thinks to be in a dangerous situation since she believes that one step from now she
will be in front of Fred and, if one step from now Fred shoots and she is in front of
Fred, then Fred’s action will compromise the achievement of her goal to be alive 2
steps from nowExpDanger(Mary, Fred, shoot, MaryAlive, OinFrontFred, 1).

Then, according to theorem 3, Mary comes to have the goal of trying to block Fred's
action of shootingzoalysqry O [Fred : shoot] L.

5 For a specification of defensive strategies

In the previous section 4.1 we have analyzed two specific kinds of defensive goals and
defensive strategies. We have shown that when expecting a danger an agent can try
either to block the expected vehicle of attabkock strategy or to get out of the dan-
gerous situation by preventing that the conditions of success of the expected attack are
true (protection strategy The previous two strategies are in our view the most general
classes of defensive strategies that an intentional agent can adopt in order to prevent
that his goals will be frustrated and compromised. But there are several specifications
of these two general defensive strategies and defensive goals. The aim of this section is
to provide a very brief overview of such specifications (see also figure 1).

There are two main types of block strategies. We chjective blocla defensive strat-

egy which consists in blocking the expected vehicle of attack by ensuring that its objec-
tive executability preconditions do not hold. For instanceisfdefending himself from

j's action of shooting, he can try to disarm Indeed althoughcan intend to shoat if

j is not armed then he will not be able to perform the action of shoating

On the contrary, we catlubjective blocla defensive strategy which consists in blocking

the expected vehicle of attack by influencing the agent who is supposed to %ttack.
Subjective blocks are suitable defensive strategies only if the expected vehicle of attack

8 See [17] for a theory of social influence.
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is an intentional action of a certain agent. Indeed, when having the goal of influencing
agent, ageni has the goal of inducing agejib avoid doing such action that according
toi's expectations and beliefs is a potential danger for him.

In order to influence agetand to induce him not to do actien agent should try to
modify those beliefs, assumptions, etc..j ¢fiat (according td) represenj’s reasons

for doing actiona.

There are two general modes of changing the beliefs of another agemtrder to
induce him not to do a certain action we callindirect dissuasiomne mode andirect
dissuasiorthe other mode.

In indirect dissuasion, agentries to inducg not to do a certain action by changing

i’s beliefs and underminings reasons for doinge without necessarily advancing ar-
guments for not doingr and without necessarily communicating somethingitoan
explicit way.

For examplej might try to indirectly dissuade a thief from stealing his car by installing

a car alarm. Agent does the action of installing a car alarm (defensive strategy) in
order to make believe that stealing the car will be very risky so thaill forbear from
stealing the car. In this exampleloes not communicate anythingjto

On the contray, a defensive strategy based on direct dissuasion consists in changing the
beliefs of the other agent and undermining his reasons for doing actiyrcommuni-

cating something explicitly to him.

There are several specific types of direct dissuasive strategy such as warnings, threats,
promises, etc2.For instance, ghreatof agenti to agenf should be conceived as'a

act of explicit communication or speech act [20] aimed at infornjittgat: 1)i has a
conditional intention to perform a certain actiGnin caseg will do a certain actionss;

2) if i doesB3; thenj’s goals will be compromisetf.

Finally, there are several types prfotection strategiesviz. defensive strategies aimed

at getting out of an expected dangerous situation by preventing that the conditions of
success of the expected attack are true. In this work we are not going to deeply analyze
them. Let us just note that a protective strategy of escape consists in changing location
in order to dodge the expected vehicle of attack whilst a protective strategy of shielding
consists in building infrastructures, using artifacts, being protected by law, etc... and
generally in building barriers against an expected vehicle of attack.

Generally one would like to distinguish betweg@meventive defensegrsuson-preventive
defensesFor the moment, we leave aside this important dimension of defense since in
this paper we are mainly interested in the analysis of anticipatory and preventive de-
fenses. Just note that preventive moves are strategic moves that the defender makes
before the vehicle of attack starts whilst a non-preventive defense consists either in de-

9 See also [18] for a theoretical approach to threats in argumentation. For a game theoretical
approach to threats see [19].

10 Note that with explicit communication we mean here the classical gricean conception of meta-
level communication [21]. Therefore a threat of agemd agentj necessarily implies's
intention to perform a speech adtin order toinform j that: 1)i has a conditional intention to
perform a certain actiof; in casg will do a certain actions. and ifi doesg; thenj’s goals
will be compromised; 2) wants thaj believes that 1).



fending ourselves during the attack (viz. facing the danger) or in defending ourselves
after the attack by taking remedi€sMoreover, note that the available alternatives for a
preventive defense are less than the available alternatives for a non-preventive defense.
This statement is validated by observing that agents can block an attack only by pre-
venting it. Therefore we must conclude that a precocious defense is in general more
convenient since it offers a wider variety of alternative defensive strategies and moves.

6 Conclusion

We have provided in this paper a general formal analysis of the mental attitudes which
are involved in a situation of defense. A preliminary ontology of defensive strategies has
been designed. The issue of defense is not totally new in the MAS domain. For instance,
the possibility of resolving conflicts through argumentation in negotiation contexts has
received a lot of attention in the MAS communif/But we think that few efforts have

been made in order to provide a general and systematic model of defense for intentional
agents. As we have shown in this paper in fact, defense by argumentation should be
conceived as a particular type of defensive strategy. But there are many other types
of defensive moves and defensive strategies which are likewise important and which
deserve to be investigated.

We think that with the current formal instruments for modeling intentional action,
agency, and in particular with computational models like BDI agents it is possible to
arrive to a principled and systematic model of defense. In this work we have tried to
build the conceptual basis of such a model.

In our view a model of defense with cognitive and social foundations can be an im-
portant reference point not only for modeling security systems but also for modeling
important aspects of social interaction such as coordination and negotiation.

1 This distinction is crucial in medical domain where we can distinguish three macro-phases in
the process of medical care: prevention, treatment and rehabilitation.

12 5ee [22] for a review of the most important models of argumentation-based negotiation de-
veloped in the MAS framework.
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Abstract. We are interested in developing multi-agent systems that
can provide real-time performance guarantees for critical missions that
require cooperation. In particular, we are developing methods for teams
of CIRCA agents to build coordinated plans that include explicit runtime
communications to support distributed real-time reactivity to the envi-
ronment. These teams can build plans in which different agents use their
unique capabilities to guarantee that the team will respond in a coor-
dinated fashion to mission-critical events. By reasoning explicitly about
different agent roles, the agents can identify what communications must
be exchanged in different situations. And, by reasoning explicitly about
domain deadlines and communication time, the agents can build reactive
plans that provide end-to-end performance guarantees spanning multi-
agent teams.

1 Introduction

We are extending the existing Cooperative Intelligent Real-Time Control Archi-
tecture (CIRCA) for real-time planning and control [8, 9] into distributed appli-
cations such as constellations of satellites, cooperative teams of space probes,
and coordinated UAVs. In such coarse-grain distributed applications, multi-
ple autonomous agents are each controlled by a CIRCA system, each of which
builds a control plan incorporating run-time cooperation to achieve team goals
in mission-critical domains. We are particularly interested in extending the real-
time performance guarantees that CIRCA provides for single agents to small
teams of coordinating CIRCA agents. In this paper, we use a simple example
involving multiple spacecraft to describe CIRCA’s new capabilities to negotiate
coordinated roles, plan runtime communication to support coordination, and ex-
ecute automatically-generated plans that ensure real-time coordination across a
team of agents.

Individual CIRCA agents make guarantees of system safety by automatically
building reactive control plans that guarantee to preempt all forms of system fail-
ure. By preempt, we mean that an action is planned to disable the preconditions
of a potential failure, and that the action is time-constrained to definitely oc-
cur before the failure could possibly occur. For example, suppose a spacecraft’s

* Now at Lawrence University in Appleton, WI, kurt.krebsbach@lawrence.edu.
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Fig. 1. A simple single-agent, single-action preemption example.

mission requires it to monitor for some events across a broad area and, when
one of those events occurs, to focus a higher-resolution sensor on the area of
interest within a short deadline (to ensure that the high-resolution sensor ob-
serves the phenomenon of interest). This situation might arise in a mission to
observe geothermal activity or to identify strategic missile launches. Fig. 1 shows
a simple example of a state space diagram for preemption in which the agent
will activate the high-resolution sensor in time to avoid missing the observation.
If the system has guaranteed to detect a state in which (Hi-res-required T)
holds, and perform a responsive action before the window for observation closes,
then this action preempts the temporal transition to the failure state. System
safety is guaranteed by planning actions that preempt all failures [9].

Now suppose one satellite has a wide angle infra-red imaging sensor which
identifies sites of interest that require further sensing using a high-resolution
visual band sensor carried by a different satellite. The two spacecraft must coor-
dinate their activities to preempt the missed observation failure. By coordinated
preemption, we mean a set of complementary plans that can be executed by
distributed agents to detect and react to situations before system failure occurs.
How can two (or more) distributed agents build their plans to accomplish a
coordinated preemption: “You sense the opportunity and I’ll act on it”?

A key observation is that this really devolves into two separate issues:

Planned communication — The agents must recognize the need to explicitly
communicate (both sending and receiving) at a rate fast enough to satisfy
the coordinated preemption timing constraint. In our example, the sensing
agent must agree not only to detect the hot spot fast enough, but also to tell
the other agent about the opportunity quickly enough. Likewise, the acting
agent must focus sufficient attention on “listening” for a message from the
sensing agent at a high enough frequency that it can guarantee to both
receive the message and act on the opportunity, all before the deadline.

Distributed causal links — The distributed agents must be able to represent
and reason about changes to their world that are not directly under their
control, but which are predictable enough to be relied upon for a preemption
guarantee. For example, in our scenario, the sensing agent must rely on the
acting agent to take the appropriate action in time to guarantee that the
data collection is performed in time. In complementary fashion, the acting



agent must construct a plan that honors its commitment to the acting agent.
If one of the agents cannot construct a plan that satisfies its commitments,
it must inform the others.

2 Brief Overview of CIRCA

CIRCA uses a suite of planning and scheduling components to reason about high-
level problems that require powerful but potentially unbounded AI methods,
while a separate real-time subsystem (RTS) reactively executes the automatically-
generated plans and enforces guaranteed response times [8, 9, 11].

Other AM PS<\,:‘>

Role Negotiation

Subgoals,
Feedback Data Problem Configurations
Controller
Synthesis
Module
Reactive Plans
Feedback Data
Real

Other RTSs Time @ The World
Subsystem

Runtime Coordination

Fig. 2. The CIRCA architecture combines intelligent planning and adaptation with
real-time performance guarantees.

All three of CIRCA’s planning and execution subsystems operate in paral-
lel. The Adaptive Mission Planner (AMP) reasons about collaborations at the
level of mission roles and responsibilities using a Contract Net negotiation pro-
tocol [10, 13]. When an AMP has negotiated a responsibility for handling a
particular threat or goal during a phase of a mission, it can configure a plan-
ning problem for the lower-level Controller Synthesis Module (CSM) to solve.



The CSM takes in problem configurations in the form of a set of transitions
(see Fig. 3). The CSM reasons about an internal model of the world deduced
from these transitions and dynamically programs the RTS with a planned set of
reactions [9, 6]. While the RTS is executing those reactions, ensuring that the
system avoids failure, the AMP and CSM continue planning to find the next
appropriate set of reactions. The derivation of this new set of reactions does not
need to meet a hard deadline, because the reactions concurrently executing on
the RTS will continue handling all events, maintaining system safety. When the
new reaction set has been developed, it can be downloaded to the RTS.
The CSM reasons about transitions of four types:

Action transitions represent actions performed by the RTS. These parallel the
operators of a conventional planning system. Associated with each action is
a worst case execution time (wecet): an upper bound on the delay (A(a) < T)
before the action completes.

Temporal transitions represent uncontrollable processes, some of which may
need to be preempted. Associated with each temporal transition is a lower
bound on the delay before the temporal transition could possibly occur
(A(tt) > T'). Transition delays with a lower bound of zero are referred to as
events, and are handled specially for efficiency reasons.

Reliable temporal transitions represent continuous processes that may need
to be employed by the CIRCA agent. For example, a CIRCA agent might
turn on a piece of equipment to initiate the process of warming up that
equipment. The action itself will take a relatively short period of time to
complete, however, the warming process might complete after a much longer
delay. Reliable temporal transitions have both upper and lower bounds on
their delays. As we will see, reliable temporals are especially important for
modeling multi-agent interactions.

Fig. 3 contains three very simple transitions from a single-agent version of
our example observation satellite domain, corresponding to the planned state
space diagram in Fig. 1. The event-occurs event transition represents the oc-
currence of the phenomenon of interest, out of the agent’s control. That event
sets the preconditions for the observation-missed temporal transition, which
may occur as little as 500 milliseconds after the preconditions are established.
Because the postconditions of observation-missed include (failure T), it is
a temporal transition to failure (TTF). To preempt that failure, the CIRCA
agent will plan to take the activate-hi-res action in the intervening state.

CIRCA builds its reactive plans in the form of Test-Action Pairs (TAPs)
that test for a particular situation and invoke a planned response. Fig. 4 shows
the TAP automatically generated and scheduled by CIRCA to implement the
simple preemption in our running single-agent example. Each TAP has an as-
sociated worst-case execution time (wecet), which includes the worst-case time
to complete the test plus the maximum amount of time to complete the action
(if the condition is true). The CIRCA CSM uses its world model to derive the
maximum allowable response time before a failure could possibly occur. Based



;5> The initial sensed event can occur at any time.
(def-event ’event-occurs

:preconds ’ ((hi-res-required F))

:postconds ’ ((hi-res-required T)))

;55 If you dont do hi-res sensing by 500 milliseconds, you fail.
(def-temporal ’observation-missed

:preconds ’ ((hi-res-required T))

:postconds ’ ((failure T))

:min-delay 500)

;55 In the simple single-agent case, doing this handles the event.
(def-action activate-hi-res

:preconds ’ ()

:postconds ’ ((hi-res-required F))

:wcet 300)

Fig. 3. CIRCA domains capture agent capabilities and world dynamics as transitions.

#<TAP 1>
Tests: (HI-RES-REQUIRED T)
Acts : ACTIVATE-HI-RES

Fig. 4. Single agent Test-Action Pair to activate a high-resolution sensor when an
observation is required.



on this and the wecet, it computes how often the given TAP must be executed to
guarantee preempting transition to a failure state.

The CSM then attempts to build a cyclic schedule that runs each TAP at
least as frequently as required. It is crucial to preemption that the maximum re-
sponse time be strictly shorter than the minimum time for one of the undesirable
transitions to occur. Fig. 5 provides an example cyclic schedule in which TAP
1 must be run more often than the other TAPs. If the scheduler cannot build a
satisfactory polling loop, the problem is overconstrained, and the planner must
backtrack in its search to compute a feasible plan.

In this paper, we are interested in extending CIRCA to handle preemptive
plans that require at least two CIRCA agents to execute. But what does it
mean to spread a preemption over two agents? Imagine our original example:
“You sense, I'll act”. Whereas in single agent CIRCA, both parts would be
encapsulated within a single TAP, the test now belongs to one agent, and the
action to the other, implying at least one TAP for each agent. But for the two
agents to preserve the original semantics of the preemption, they will have to
communicate, and that communication will also have occur in a predictable and
timely manner.

| ‘ | ‘ | ‘ | ‘ | ‘ |
TAPL | TAP2 | TAPL | TAP3 | TAPL | TAP4 |

1

Fig.5. A TAP schedule loop in which TAP 1 must be run more often than the others.

3 Negotiating Coordinated Roles

How do the agents decide which role they are playing, and what to communicate
about? In our current implementation, each CIRCA agent has a representation
of its own capabilities, expressed as the classes of goals and threats (potential
failures) it can handle. When a new mission is presented to a multi-CIRCA
system, the agents each bid on the component goals and threats that make up
the mission, based on their capabilities.

In our running example, the mission is characterized by two distinct threats,
one representing the sensor agent’s need to send a message to the actor agent by
a deadline, and one representing the actor agent’s need to respond to the message
by a deadline. The respective agents bid to handle these threats, and win their
appropriate roles on the team. It is worth noting that this decomposition is
already present in the mission description entered by the system programmer or
tasking agent; future versions may be able to decide themselves whether to tackle
the response to a threat in a centralized or cooperative distributed fashion.



(def-event ’event-occurs
:preconds ’ ((saw-event F))
:postconds ’((saw-event T)))

;55 If you don’t do hi-res sensing by 500 msec, fail.
(def-temporal ’hi-res-observation-missed

:preconds ’ ((saw-event T))

:postconds ’((failure T))

:min-delay 500)

;35 All the sensor agent can do is notify the hi-res (actor) agent.
(def-action ’notify-hi-res

:preconds ’ ((notified-hi-res F))

:postconds ’((notified-hi-res T))

rwcet 10)

;55 This reliable temporal represents sensor agent’s model of actor agent’s
;33 commitment to respond.
(def-reliable ’hi-res-observes
:preconds ’ ((saw-event T)
(notified-hi-res T))
:postconds ’((saw-event F)
(notified-hi-res F))
:delay (make-range 250 400))

Fig. 6. The sensor agent can detect impending failure, but cannot directly prevent it.

;5> The uncontrollable event can occur at any time.
(def-event ’hear-about-event

:preconds ’ ((heard-about-event F))

:postconds ’ ((heard-about-event T)))

(def-action ’simple-observe-event
:preconds ’ ((heard-about-event T))
:postconds ’ ((heard-about-event F))
:wcet 300)

;55 If you don’t observe event in hi-res by 400 ms after notificationm,
;55 then you’ve failed.
(def-temporal ’observation-missed

:preconds ’ ((heard-about-event T))

:postconds ’((failure T))

:min-delay 400)

Fig. 7. The simplest actor model gets a message and must respond.



To get the CSMs to plan the coordination communication explicitly, the
Adaptive Mission Planner (AMP) must “trick” the individual agents into build-
ing collaborative plans by presenting them with controller synthesis problems
that have been automatically crafted to represent their joint behavior commit-
ments. The sensing agent’s AMP tells its CSM that it cannot autonomously
defeat the threat, but that if it can communicate a warning quickly enough, this
warning will lead to the defeat of the threat (see Fig. 6). The actor agent’s AMP
tells its CSM that it cannot sense the threat directly, but that a warning may
arrive at any time, after which it must take an action before an upper bound
delay or face catastrophic consequences (see Fig. 7).

4 Building Coordinated Plans

For a coordinated preemption, we must decompose the timing constraint im-
posed by a temporal transition to failure into a set of tighter constraints cor-
responding to bounds on the sensing, communication, and action delays of the
distributed agents responding to the threat.

For example, suppose our example threat (a critical high-resolution observa-
tion) has a minimum delay of 500 milliseconds (i.e., at least 500 milliseconds must
elapse after the appropriate surface event has occurred, before the phenomenon
disappears or expires, causing the team to have missed an observation). This
would correspond to the minimum expected phenomenon duration, and hence
the worst case that makes it hardest to observe.

In a single-agent preemption, the CIRCA agent would simply have to ensure
that it would detect the event and respond with hi-res sensor activation in no
more than the given 500 milliseconds. If the hi-res sensor takes no more than
300 milliseconds to capture its observation, then CIRCA would recognize that it
could activate the hi-res sensor as much as 200 milliseconds after the event and
still remain safe. So, CIRCA would build a TAP that must be polled no more
than 200 milliseconds apart.

In the coordinated preemption case, we break up the overall response time
constraint (AT) into two parts (AA and AB) corresponding to the time that
can be used by the two agents. The sensing agent (Agent A) will have to detect
the threat and then send a message to the acting agent (Agent B), all within AA
time units. Note that the communication action will mimic a regular domain ac-
tion, having some associated delay (AA.) and being triggered by a polling TAP
just as above. Fig. 8 and Fig. 9 illustrate this type of plan (and corresponding
TAP) for Agent A. Note that Agent A’s model contains an explicit represen-
tation of Agent B’s commitment to act in response to the message. The bold
hi-res-observes arrow represents a reliable temporal transition, indicating that
Agent B’s action places both a lower and upper delay bound on the transition’s
source state(s). When setting up CSM problem configurations for a coordinated
preemption, the respective AMPs will include these types of “virtual transitions”
to represent the commitments of other agents.
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Fig. 8. Agent A detects the threat and warns Agent B with a message guaranteed to
be sent after no more than AA seconds.
#<Agent A TAP>
Tests: (AND (SAW-EVENT T)
(NOTIFIED-HI-RES F))
Acts : NOTIFY-HI-RES

Fig.9. Agent A’s TAP for coordinating a preemption with Agent B. A’s responsibility
is to sense the condition and notify B.



State 1
(HEARD-ABOUT-EVENT T)
TTF OBSERVATION_MISSED

SIMPLE_OBSERVE_EVENT

Y

State 0
(HEARD-ABOUT-EVENT F)

———p action HEAR_ABOUT_EVENT
— p event

Fig. 10. Agent B guarantees to detect the message from Agent A and activate its hi-res
sensor within AB seconds, thus ensuring that the “round-trip” delay from sensing to
communication to action is bounded within the maximum available time constraint.
#<Agent B TAP>

Tests: (HEARD-ABOUT-EVENT T)

Acts : SIMPLE-OBSERVE-EVENT

Fig.11. Agent B’s TAP for listening for A’s warning and taking the preemptive action
in time to avoid mission failure.



Fig. 10 and Fig. 11 show that Agent B is given a representation of Agent A’s
possible notification of the event, but no explicit representation of that event
itself. This captures the notion that Agent B cannot actually sense the threat
directly, and relies on other agents for information. As with the reliable temporal
transition representing Agent B’s action to Agent A, here we have an event
representing Agent A’s action (sending a message) to Agent B. The threat of
the impending observation deadline is translated into a more abstract threat
with a minimum delay of AB. Agent B must detect the warning and activate
its hi-res sensor to preempt the perceived deadline, and does so in the normal
single-agent fashion.

Of course, this trivial example makes the problem look simple. The challenge
arises when the sensing, communicating, and acting responsibilities are more
complicated, and must be intertwined with other agent activities. To give an
idea of the complexity that rapidly sets in, consider an example only slightly
more complicated. Suppose that the agent with the hi-res sensor must actually
activate a fine-grain alignment system to point the sensor, and only when that
alignment system is maintaining tight alignment can the hi-res sensor be used.
In that case, the domain description is not much larger (see Fig. 12), but the
state space that results becomes considerably more complicated (see Fig. 13).

Handling this complexity growth is an ongoing research challenge; promis-
ing approaches include using automatic, dynamic abstraction to omit state in-
formation when feasible [6] and using decision-theoretic methods to trade off
completeness for computability [5].

5 Related Work

Other work on multi-agent team coordination has focussed on “joint intentions”
and using explicit models of team plans to define individual agent plans [14],
often using constraint satisfaction and on-line repairs to adapt to evolving en-
vironments and conflicts between agent plans [7, 15]. While the higher levels of
the CIRCA architecture do support elements of this approach, our current work
is focused on building plans that accurately model and control the dynamics
of coordination between agents at run-time. In particular we are interested in
real-time, dependable interactions between teammates.

For the most part, other planning and execution systems for spacecraft handle
multi-agent coordination in a more mission-specific fashion. For example, the au-
tomated mission planner for the Modified Antarctic Mapping Mission (MAMM)
coordinates downlinks from RADARSAT to ground stations [12]. However, the
mission planner does not plan ground station activities except as implied by
the spacecraft plan. And although the MAMM’s domain is certainly dynamic,
the mission planner treats it as predictable. The mission plan is fixed. If an
observation is missed, the remaining mission must be replanned.

CASPER, like CIRCA, provides a soft real-time on-board planning facil-
ity [2]. Unlike CIRCA, CASPER builds plans for a sequential task executive,
and repairs them when necessary to react to environment dynamics. CIRCA’s



(def-action ’align-hi-res-sensor
:preconds ’ ()
:postconds ’((hi-res-sensor-aligned T)
(hi-res-sensor-effective T))
rwcet 10)

;; Once you align sensor, can trigger it and take detailed reading.
(def-action ’begin-hi-res-sensing
:preconds ’((sensing normal) (hi-res-sensor-aligned T)
(hi-res-sensor-effective T))
:postconds ’((sensing hi-res))
:wcet 10)

;; After a while, the sensor alignment expires...
(def-temporal ’sensor-alignment-expires
:preconds ’ ((hi-res-sensor-aligned T))
:postconds ’((hi-res-sensor-aligned F))
:min-delay 100)

;; After sensor alignment expires, a while later the effectiveness is gone;
;; we should preempt this transition to keep the sensing reliable temporal working.
(def-temporal ’sensor-ineffective
:preconds ’ ((hi-res-sensor-aligned F) (hi-res-sensor-effective T))
:postconds ’ ((hi-res-sensor-effective F))
:min-delay 100)

;; need hi-res-sensor-effective, or the sensing doesn’t work...
(def-reliable ’observe-event
:preconds ’ ((heard-about-event T) (sensing hi-res)
(hi-res-sensor-effective T))
:postconds ’ ((heard-about-event F))
:delay (make-range 250 300))

(def-action ’end-hi-res-sensing
:preconds ’((sensing hi-res))
:postconds ’((sensing normal))
:wcet 10)

Fig.12. A few additional transitions can define a much more complex plan space.
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Fig.13. When Agent B must maintain sensor alignment, the reachable state space

grows quickly.



TAP schedules incorporate real-time reactions to an unpredictable environment;
environmental dynamics can be handled in the executive directly. Dynamics that
exceed the scope of the pre-planned reactions are handled by on-the-fly replan-
ning at the CSM and AMP levels.

All of the ASPEN family of planners, including CASPER and the MAMM
mission planner, include specific resource models and constraint checking [3].
CIRCA represents resources implicitly, as postcondition or precondition features
in the CSM and as roles or capabilities in the AMP. Plans for future work include
explicit resource representation and checking.

Both the Three Corner Sat Mission and the Autonomous Sciencecraft Con-
stellation projects are extending ASPEN-based planners to handle distributed
teams of spacecraft like those described in our examples [1, 4].

6 Conclusion

In this paper, we have discussed the notion of coordinated preemption, a multi-
agent extension of guaranteed failure preemption in CIRCA. Coordinated pre-
emption allows a team of distributed CIRCA agents to build and execute syn-
chronized plans that include joint actions such as “You sense, I'll act”. This
new capability furthers our goal of extending CIRCA to multi-agent, real-time,
mission-critical domains. We have implemented coordinated preemptions in CIRCA,
using inter-agent communication for both plan-time negotiation (between differ-
ent agents’” AMPs), and for run-time coordination (between agents’ RTSs).

Several research questions also remain. For example, how should the available
response delay AT, originally for one agent, be split into two or more compo-
nents? How much of the delay should each agent receive, considering that these
load levels influence the plan’s schedulability for each agent? Because the knowl-
edge needed to determine a feasible distribution of the available response time (if
it exists) is itself distributed across agents, we will consider iterative negotiation
between the coordinating agents as a first approach.
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Abstract. This paper is concerned with assuring the safety of a swarm
of agents (simulated robots). Such behavioral assurance is provided with
the physics method called kinetic theory. Kinetic theory formulas are
used to predict the macroscopic behavior of a simulated swarm of in-
dividually controlled agents. Kinetic theory is also the method for con-
trolling the agents. In particular, the agents behave like particles in a
moving gas.

The coverage task addressed here involves a dynamic search through a
bounded region, while avoiding multiple large obstacles, such as build-
ings. In the case of limited sensors and communication, maintaining spa-
tial coverage — especially after passing the obstacles — is a challenging
problem. Our kinetic theory solution simulates a gas-like swarm motion,
which provides excellent coverage. Finally, experimental results are pre-
sented that determine how well the macroscopic-level theory, mentioned
above, predicts simulated swarm behavior on this task.

1 Safe Swarms

The research in this paper is designed with two objectives in mind: to effectively
accomplish a difficult surveillance task, and to accomplish it in a manner that is
“safe.” By “safe” we mean that the multi-agent collective that accomplishes the
task is, in the aggregate, both predictable (behaviorally assured) and controllable.

The traditional approach to achieving safe agents is to engineer safety into
the individual agents (e.g., [1] [2] [3]) and, sometimes, also into the particu-
lar interactions between these individual agents. This is typically accomplished
with formal methods, such as model checking [4] or theorem proving [5], control
theory [1], or other formalisms [3].

This paper explores an alternative view of safety. Our alternative view is
motivated by a desire to model swarms (i.e., very large numbers) of agents
cooperatively performing a task. The modern swarm philosophy is one of emer-
gent behavior, which is defined as producing intelligent macroscopic behavior
in the aggregate from lots of simple, unintelligent agents. The key to swarm
agent/robotics emergent behavior is that even though the individual agent be-
haviors are easy to understand and may be expressed as simple rules, describing
the behavior of the swarm as a whole requires a paradigm shift. In other words,



the description of the macroscopic behavior is not a straightforward function of
descriptions of the microscopic behaviors — because safety of a swarm is often too
computationally difficult to achieve by engineering safety into all the individual
agents, which may have complex interactions.

The alternative view of safety that we propose for swarms is founded upon
physics. Our choice is motivated by the fact that physics is the most accurate
of all the scientific disciplines at predicting the macroscopic behavior of huge
numbers of interacting particles using very simple mathematical formulas. Fur-
thermore, physics disciplines, such as fluid dynamics, utilize these formulas for
the design of systems that have desirable properties. Rather than engineer the
properties into the individual particles (which of course cannot be done in most
real-world situations), these disciplines promote engineering using principles at
the macroscopic level. For example, in fluid dynamics, there is a field called the
“control and management of turbulence dynamics,” in which questions are ad-
dressed such as how to ensure that desirable macroscopic fluid properties are
preserved when the flow is controlled in a specified manner. Solutions to these
questions are stated as control theoretic equations, which are expressed in terms
of macroscopic properties of the fluid, such as velocity and pressure [6].

In summary, physicists have developed succinct formulas that are highly pre-
dictive of complex, multi-particle behavior. Such formulas can be used at an
abstract level to design multi-agent systems with desirable properties, where
agents are modeled as particles. The end result is behavioral assurance by engi-
neering safety into the collective, rather than into the individual agents.

2 Physics of Large, Multi-Particle Systems

The study of many-particle systems is one of the most active research areas in
modern physics [7]. Today it is well known that although one could write down
the equations of motion of individual atoms and their interactions, the complex-
ity of doing this for a large number of particles is too daunting. The problem is
not just quantitative (which would lead one to suspect that it could be solved
with improved computational power), but it is also qualitative [7]. For example,
how could one hope to understand the human abilities of natural language and
planning by studying the properties of individual neurons? Likewise, physicists
often predict macroscopic properties of matter, such as volume or pressure, from
microscopic atomic particles by using statistical arguments, such as expectations,
rather than resort to predictions of movement of the individual particles.

The physics of many-particle systems can be subdivided into three main
disciplines [7]:

1. Thermodynamics. In the discipline of thermodynamics, descriptions are
strictly at the macroscopic level. Valid formulas are derived based on a min-
imum number of postulates, without any detailed assumptions about the
microscopic properties of the system.



2. Statistical Mechanics. Here, the macroscopic behavior of a multi-particle
system is described based on the statistical properties of the microscopic
behavior. The assumption is that the system is “in equilibrium.”

3. Kinetic Theory. The most popular physics approach to describing systems
that are not necessarily in equilibrium is kinetic theory. Similarly to statis-
tical mechanics, kinetic theory describes macroscopic behavior in stochastic
terms. Note that kinetic theory subsumes statistical mechanics, i.e., in equi-
librium, the former is the same as the latter.

The approach adopted in this paper is kinetic theory. Kinetic theory is the
discipline of choice because it has a much richer and more extensive theory than
thermodynamics (i.e., “relatively few statements can be made” in thermodynam-
ics [7]), and because many multi-agent applications do not assume equilibrium.

Inspired by the huge success in applying physics to many-particle systems, we
have decided to apply physics, in particular kinetic theory, principles to multi-
agent swarms. Our agents are assumed to be simulated robots. Kinetic theory
is used to control the agents, because fluid-like movement appears to be the
most appropriate approach for a swarm of robots to achieve our task, and ki-
netic theory simulations are frequently used to model and study the movement
of actual fluids.! In order to achieve a high level of predictive accuracy using
kinetic theory, we use a multi-agent system that behaves like a many-particle
physical system. Here, we show that using kinetic theory for both theory and
simulation produces an excellent match between the two, thus providing a high
degree of system behavioral assurance and safety. It is important to note that
the match between theory and simulation is not achieved with a theory that pre-
dicts individual particle movements, which are generated within the simulation.
Rather, the theory uses stochastic properties of the swarm as a whole to make
its predictions. In other words, the theory is macroscopic and is predictive of the
simulation, which is microscopic in its design and implementation.

3 The Sweeping and Obstacle Avoidance Task

The task being addressed here, which is also described in [9], consists of sweeping
a large group of mobile robots through a long bounded region (a swath of land,
a corridor in a building, a city sector, or an underground passageway /tunnel), to
perform a search, i.e., surveillance. This requires maximum coverage. The robots
have a limited sensing range for detecting other agents/objects. It is assumed
that robots near the corridor boundaries can detect these boundaries, and that
all robots can sense the global direction that they are to move, e.g., by using
a compass. There is no other global information, and the agents behave in a
distributed, non-centralized manner. As they move, the robots need to avoid
large obstacles, such as large buildings. This poses a challenge because with
a limited sensing range, robots on one side of a building cannot necessarily

! An alternative is a molecular dynamics (MD) simulation that is deterministic. For
results of a physics-based approach using MD simulations, see [8].



communicate with robots on the other side. The search might be for enemy
mines, survivors of a collapsed building or, alternatively, the robots might be
patrolling the area. It is assumed that the robots need to keep moving, because
there are not enough of them to view the entire length of the region at once.
In other words, the robots begin scattered randomly at one end of the corridor
and move to the opposite end (considered the “goal direction”). This is a sweep.
A sweep terminates when all robots have reached the goal end of the corridor,
or a time limit is reached. Once the robots complete one sweep, they reverse
their goal direction and sweep back again. Finally, if stealth is an issue then we
would like the individual robot movements to be unpredictable to adversaries.
It is conjectured that the behavior of a gas is most appropriate for solving this
task, i.e., each robot is modeled as a gas particle.

4 Motivation for Using a Fluid-Like Swarm

The term “fluid” refers to both liquids and gases; this paper focuses on gases
in motion. Although individual atoms or molecules in a gas have unpredictable
locations at any instant in time, the gas is predictable at a macroscopic level.
Furthermore, when gases are placed in a container, they expand to fill the con-
tainer, thereby providing outstanding spatial coverage. When not in an equilib-
rium state, gases can also move in bulk. The gas can be transported either by
advection (due to the velocity of the ambient air in which it has been dispersed)
or due to molecular diffusion, e.g., if the gas is heavier than the ambient air then
it will fall slowly to the ground. Gases will also flow around obstacles, and then
expand after passing the obstacles, thereby filling the space again.

These forms of coverage are precisely the ones required for excellent perfor-
mance on the sweeping and obstacle avoidance task. Therefore, we use a kinetic
theory particle simulation to model our agent swarm performing the task.

5 Kinetic Theory for Simulating Fluids

Our kinetic theory (KT) simulation is a microscopic model of individual particles,
which are considered to be agents, or simulated robots. Our simulation, as well
as this overview of it, borrows heavily from Garcia [10].

When modeling a gas, the number of particles is problematic, i.e., in a gas
at standard temperature and pressure there are 2.687 x 10'° particles in a cubic
centimeter. A typical solution is to employ a stochastic model that calculates and
updates the probabilities of where the particles are and what their velocities are.
This is the basis of KT. One advantage of this model is that it enables us to make
stochastic predictions, such as the average behavior of the ensemble. The second
advantage is that with real robots, we can implement this with probabilistic
robot actions, thereby avoiding predictability of the individual agents, e.g., for
stealth.

In KT, particles are treated as possessing kinetic energy but no potential
energy (i.e., an ideal gas), and collisions with other particles are modeled as



purely elastic collisions that maintain conservation of momentum. Using kinetic
theory formulas, we can predict useful macroscopic properties of the system,
such as the average speed or kinetic energy of the particles in the system. For
example, assuming k is Boltzmann’s constant, where k = 1.38 x 1072 J/K, m
is the mass of any particle, f(v) is the probability density function for speed,
and T is the temperature of the system, then the average speed of any particle
(in 3D) is:

(v) :Amvf(v)dv: 2—&/; %

From this formula, one can see that the temperature T" plays an important role
in KT. In our KT simulation, T" is a user-defined system parameter analogous to
real temperature. In other words, increasing 7' in our system raises the wvirtual
system heat (analogous to actual heat), for the purpose of increasing the system
kinetic energy and thereby increase the particle motion, i.e., the speed of the
agents in the simulation.
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Fig. 1. Schematic for a one-sided Couette flow.
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Fig. 2. Schematic for a two-sided Couette flow.

Our KT simulation algorithm is a variant of the particle simulations de-
scribed in [10]. We substantially modified the algorithms in [10] to tailor them
to simulated robots with local views. Robots, modeled as particles, behave in
the aggregate like “Couette flow.” Figure 1, from [10], depicts one-sided Couette
flow, where a fluid moves through some environment between two walls — one



wall moving with velocity vyqi, and the other stationary (the environment is
the frame of reference). In this Couette, fluid is assumed to move in the positive
y-direction (i.e., longitudinally toward the goal end of the Couette corridor), and
the positive z-direction goes from the stationary wall to the moving wall (i.e.,
laterally across the Couette corridor). Note that the direction of virtual motion
of Couette walls is determined by using a compass to sense the goal direction. In
general, we have found that a Couette is useful because it introduces an external
source of kinetic energy into the system and gives the agents a direction to move.

Because the fluid is Newtonian and has viscosity, there is a linear velocity
distribution across the system. Fluid deformation occurs because of the shear
stress, 7, and the wall velocity is transferred (via kinetic energy) because of
molecular friction on the particles that strike the wall. On the other hand, the
particles that strike either wall will transfer kinetic energy to that wall. This
does not cause the wall to change velocity, since in a Couette flow the walls are
assumed to have infinite length and depth and therefore infinite mass. We chose
a Couette flow in order to introduce kinetic energy into the system and to give
the particles a direction to move.

Our 2D simulated world models a modified (two-sided) Couette flow in which
both Couette walls are moving in the same direction with the same speed (see
Figure 2). We invented this variant as a means of propelling all robots in a
desired general direction, i.e., the large-scale fluid motion is approximately that
of the walls.

In our simulation, each agent, which is modeled abstractly as a holonomic
particle, can be described by a position vector p and a velocity vector v. At each
time step, every agent resets its position based on how far it could move in the
given time step utilizing its current velocity. Particle velocities are initialized to
be a random function of the (virtual) system temperature 7', and these velocities
remain constant unless collisions occur. Collisions are the primary mechanism
for driving particle movement/acceleration in a KT simulation. (Note that with
actual robots, collisions and wall motion would be virtual.) The system updates
the world in discrete time steps, At, which occur on the order of the mean
collision time for an agent.

At each time step, every agent in the system updates its position. When
updating its position, a check is performed first to see if the movement would
cause a (virtual) collision between the agent and a wall. If a collision would occur,
then the agent selects a new velocity from a biased Maxwellian distribution,
which is a function of the system temperature. If the agent is about to strike a
moving wall, then some of the energy from the wall is transferred to the agent.
Inter-agent (virtual) collisions are then processed. The number of collisions in
any given region is a stochastic function of the number of agents in that region.
In particular, the probability of a virtual collision between two agents is based on
their proximity, but is independent of the angle between their velocity vectors.
The new post-collision velocity vectors are based on the center of mass vector,
coupled with a random component. See [10] and [11] for details. This process
continues indefinitely or until a desired state is achieved.



6 The Surveillance Task Simulation

For a model of the surveillance task scenario, we have developed a 2D simula-
tion of the task scenario, i.e., an obstacle-laden corridor with KT-driven robots
flowing through it. The “two-sided” variant of the traditional Couette model is
used (recall this variant from Figure 2), in which both Couette walls move in
the same direction with the same speed. The two-sided Couette is highly effec-
tive at driving bulk swarm movement in the goal direction. The agents begin in
random locations at the top of the corridor, and sweep down the corridor in the
goal direction. Typical results for a sweep are shown in Fig. 3. Because robots
are not capable of distinguishing corridor walls from obstacle walls, any obstacle
wall parallel to the Couette walls is considered to be “Couette” (in motion), and
the (virtual) wall velocity is added to the y-component of the velocity for any
agent that collides with a Couette wall. Therefore, obstacle walls, in addition to
actual Couette walls, can increase the velocity of robots toward the goal.

Inter-robot collisions are processed in localized regions. Likewise, robots only
(virtually) collide with walls that are in close proximity to them.

- - T

Fig. 3. KT controllers perform a sweep. The snapshots progress in time from left to
right.

With this simulation of a swarm of agents performing the task, the question
arises of how to use kinetic theory to predict swarm behavior? One option is to
develop a theory that models the physics of the entire task, including obstacles.
This would require considerable work, and would be especially difficult if we
do not know beforehand the number, sizes, and shapes of the obstacles. An
alternative option is to develop a simpler theory that makes assumptions that
do not hold in the full task, and then scale up the task in simulation to see how



well the theory holds when its assumptions are violated. The latter is the option
adopted here, and is the topic of the following section.

7 Theoretical Predictions of Macroscopic Behavior

One of the primary advantages of physics-based swarms is the large existing
body of physics-based theory for predicting system behavior and ensuring that
the swarm will behave “safely.” A secondary advantage is that the theory can
be used for optimal selection of system parameter values [12]. In this section,
we provide evidence that kinetic theory is predictive of the behavior of kinetic-
theory-based simulations. Furthermore, we demonstrate the practical use of the
theory for parameter value selection.

We focus on subtasks of the sweeping and obstacle avoidance task, described
above. Recall that our objectives for the agents in this task are to sweep a corridor
and avoid obstacles. The ultimate objective is to maximize coverage. Consider
two types of spatial coverage: longitudinal (in the goal direction) and lateral
(orthogonal to the goal direction). Longitudinal coverage can be achieved by
movement of the swarm in the goal direction; lateral coverage can be achieved
by a uniform spatial distribution of the robots between the side walls of the
corridor. The objective of the coverage task is to maximize both longitudinal and
lateral coverage in the minimum possible time (i.e., to also maximize temporal
coverage).

To measure how well the robots achieve the task objective, we examine the
following three metrics:

1. The degree to which the spatial distribution of the robots matches
a uniform distribution. This is a measure of lateral coverage of the
corridor and provides confirmation of equilibrium behavior.

2. The average speed of the robots (averaged over all robots in the
corridor). This is a measure of all three types of coverage: lateral,
longitudinal, and temporal. Velocity is a vector consisting of speed
and direction. The type of coverage depends on the direction. To
control the average swarm speed, one can directly vary the value of
the system temperature, T'. Therefore, our experiment explores the
relationship between T and average speed.

3. The velocity distribution of all robots in the corridor. This is a
measure of longitudinal spatial coverage, as well as temporal cover-
age. For example, consider the one-sided Couette in Figure 1 again,
and in particular focus on the line representing the velocity distribu-
tion. The slope of that line is inversely proportional to the longitudi-
nal spatial coverage (and the temporal coverage). In other words, for
a given Couette diameter, D, if you increase the wall speed, vyq,
then the slope will be reduced and the longitudinal and temporal
coverage will increase. Below, we run an experiment to examine the
relationship between the wall speed, vy,q1;, and the velocity distribu-
tion in one-sided and two-sided Couettes. The intention is to enable



the system designer to select a wall speed for optimizing the swarm
velocity distribution.

The theory presented in this paper assumes simplified 2D environments with no
obstacles. To develop theory for the full task simulation would require extensive
theoretical physics analyses, which is beyond the scope of this paper. This will
be tackled as future work.

We ran three sets of experiments, in accordance with the metrics defined
above. For each experiment, one parameter was perturbed and eight different
values of the affected parameter were chosen. For each parameter value, 20 dif-
ferent runs through the simulator were executed, each with different random
initial robot positions and velocities. The average simulation results and relative
error (over the 20 runs) were computed and graphed.

For these experiments, we defined the error between the theoretical predic-
tions and the simulation results, denoted relative error, to be:

theoretical — simulati
| theoretical — simulation | « 100

theoretical

Although the theory assumes no obstacles, in the simulation we ran with
six obstacle densities, ranging from 0% to 50%. Surprisingly, some of the theory
holds well, despite this.

There are two complementary goals for running these experiments. The first
goal is to determine how predictive the theory is. Derivations of all laws (pre-
dictive theoretical formulas) are in [9]. The second goal is to determine the rela-
tionship between parameter settings and system behavior. If a system designer
understands this relationship, he/she can more easily set parameters to achieve
optimal performance. Finally, and most importantly, the reason why these two
goals are complementary is that if the theory is predictive of the system simula-
tion behavior, then future system designers no longer need to run the simulation
to determine the optimal parameter settings — graphs generated from theory
alone will suffice. This can reduce the system design time.

8 Experiment 1: Spatial Distribution

The first experiment examines the equilibrium spatial distribution of agents
within an enclosed region, i.e., a square “container. The agents begin in a tight
Gaussian distribution, which then diffuses until equilibrium has been reached.
During this experiment, there is no goal force or wall movement, and therefore
no externally-directed bulk transport of the swarm.

The purpose of this experiment is to confirm the theoretically expected be-
havior of a KT system in equilibrium, which will thereby verify the correctness
of our implementation — a big advantage of our approach. The KT gas model
predicts that, upon reaching equilibrium, the particles will be spatially uniformly
distributed. To confirm this prediction, we divided the square container in our
KT simulator into a 2D grid of cells. Theory predicts that there should be (on



average) n/c robots per cell, where n is the total number of robots and c is the
total number of grid cells. We ran with six obstacle densities, ranging from 0% to
50%, to determine the sensitivity of the spatial distribution to obstacle density.
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Fig. 4. Relative error for the KT spatial distribution.

Fig. 4 shows the experimental results. Note that despite the introduction of
as much as a 50% obstacle coverage, we can still predict the spatial distribution
with a relative error of less than 10%, which is surprisingly low. The error is very
low once the number of robots is about 300, which is surprising considering that
300 robots is far less than the 10! particles typically assumed by traditional
kinetic theory.

9 Experiment 2: Average Speed

For the second experiment, we examine the average speed of the robots in the
system. Once again, there is no external force or externally-directed bulk trans-
port of the swarm. However, recall that the agents will increase their speed if
there is an increase in the system temperature, which causes an increase in ki-
netic energy. The objective of this experiment is to examine the relationship
between the temperature, T, and the average speed of the robots. The average
robot speed serves as a measure of how well the system will be able to achieve
complete coverage — because higher speed translates to greater lateral and/or
longitudinal coverage, depending on the velocity direction. This experiment also
serves to verify that our simulation code has been implemented correctly. Note
that not all applications will require maximum coverage; therefore, we want to
study the general question of precisely how specific choices of speed affect cov-
erage.
Our predictive formula for 2D is (see [9] for the mathematical derivation):



where k is Boltzmann’s constant (1.38 x 1023.J/K), m is the robot mass (assumed
to be one), and T is the system temperature.
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Fig. 5. Relative error for the KT average speed.

This theoretical formula is compared with the actual average speed, (v}, of
the robots in the simulation, after the system has converged to an equilibrium
state. There were 300 robots in the simulation. Because temperature affects
speed, temperature was varied from 50° Kelvin to 400° Kelvin. We ran with six
obstacle densities ranging from 0% to 50%, in order to determine the sensitivity
of the average speed to obstacle density.

The results are striking, as can be seen in Fig. 5. The difference between
the theoretical predictions of the average speed and the simulated average speed
results in less than a 2% error, which is outstanding considering that as much as
a 50% obstacle coverage has been introduced. Finally, note that we can use our
theory to not only predict swarm behavior, but also to control it. Specifically,
by setting the temperature 7', a system designer can easily achieve a desired
average speed.

10 Experiment 3: Velocity Distribution

The third experiment concerns the velocity distribution of a robot swarm in a
Couette. The theoretical prediction is compared with simulated behavior. Recall
that in a Couette, fluid flow is in the y-direction — toward the goal. The z-
direction is lateral, across the corridor. In addition to seeing how predictive the



theory is, this experiment also examines the relationship between wall speed,
Vwall, and the velocity distribution of the robots in the system.

We first focus on a subtask in which a traditional one-sided Couette flow
drives the bulk swarm movement. Our predictive formula is (see [9] for the
derivation):

x
Vy = —=Vwall

D
where vy,q;1 is the velocity of the Couette wall, x is the lateral distance from the
stationary wall, and D is the Couette width. In other words, the theory predicts
a linear velocity distribution.
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Fig. 6. Relative error for the KT velocity distribution.

We set up an experiment to measure the relative error between theory and
simulation, consisting of 300 robots. The corridor was divided into eight dis-
crete longitudinal sub-corridors. Theory predicts what the average speed will be
lengthwise (in the goal direction) along each of the sub-corridors. Within each
sub-corridor, the average y velocity of the robots is measured. The relative er-
ror between the theory and the experimental results is then calculated, for each
sub-corridor. Finally, the relative error is averaged across all sub-corridors and
plotted in Fig. 6 for eight different wall speeds and six different obstacle per-
centages. Note that although the error is reasonably low for 0% obstacles and
high wall speeds, error increases dramatically as obstacles are added.

Why is there a discrepancy between the theory and experimental results?
The reason is that theory predicts a certain linear velocity distribution, but as-
sumes no obstacles. For simplicity, the theory assumes that robots never move
backward (back up the corridor). In the simulator, on the other hand, robots do
move backward, regardless of whether or not there are obstacles — because the
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Fig. 7. The velocity distributions as the density of obstacles increases, for one-sided
Couette flow.

simulation has a random component. In fact, as obstacles are introduced into
the simulated world, the frequency of backward moving robots increases sub-
stantially. To examine more closely the effect of obstacles, Figure 7 shows the
velocity distributions themselves (where the wall velocity vq,qi = 4). Even with
no obstacles, the maximum robot velocity does not quite reach 4.0 (we would
expect 3.75 in the sub-corridor nearest to the wall). This is caused by the back-
ward moves. What is interesting is that the velocity distributions remain linear
up to a reasonable obstacle density (30%), while the slope decreases as obstacles
are added. Adding obstacles is roughly equivalent, therefore, to lowering the wall
velocity Vyaur!

To see if the correlation between obstacle density and wall velocity holds in
the two-sided Couette flow, we re-ran the previous experiment, but with both
walls having v,4;; = 4. The results are shown in Figure 8. The theory predicts
(see [9] for the derivation) that for the two-sided Couette, vy = vyqu regardless
of the value of z. Note that, as theory predicts, the velocity distribution of the
flow is independent of the distance from the walls — the large scale fluid motion
is approximately that of the walls. Again, increasing obstacle density is very
similar to decreasing wall speed.

In conclusion, without obstacles, the theory becomes highly predictive as the
wall velocity increases. Furthermore, this very predictive theoretical formula can
also be used to achieve a desired swarm velocity distribution, i.e., to control the
swarm — simply set the value of v,qy, the virtual wall speed, to achieve the
desired distribution, using the formula. On the other hand, with an increasing
number of obstacles, the predictability of the theory is increasingly reduced.
However, we have shown that (up to quite reasonable densities) the increase in
the number of obstacles is roughly proportional to a reduction in wall velocity,
Vwall -
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Fig. 8. The velocity distributions as the density of obstacles increases, for two-sided
Couette flow.

11 Discussion of Theoretical Predictions

With respect to the average speed and the spatial distribution, the theory is
highly predictive. Although the theory assumes no obstacles, the addition of ob-
stacles to the simulation has a minimal effect on the results, with errors typically
under 10%. Surprisingly, this level of theoretical accuracy is achieved with only
hundreds of robots, which is very small from a kinetic theory perspective.

Our results for the velocity distribution are acceptable for no obstacles, gen-
erally giving errors less than 20%. As the obstacle density increases, so does the
error. However, we have shown that an increase in obstacle density changes the
slope of the linear velocity distribution. This is roughly equivalent to a commen-
surate reduction in wall speed.

In summary, we can conclude that when the actual scenario closely coincides
with the theoretical assumptions (e.g., few obstacles), the theory is highly pre-
dictive. Also, we have provided an important insight into the nature of the effect
that obstacle density has on the system. The most important conclusion to be
drawn from these experiments is that in the future we can largely design KT
systems using theory, rather than computationally intensive simulations, for the
selection of optimal parameter settings. A subsidiary conclusion is that we have
verified the correctness of our swarm code, which is something quite straight-
forward for a physics-based approach but much more difficult for alternative
approaches.

12 Conclusions

KT uses a stochastic algorithm for updating particle positions; therefore KT pre-
dictions can only be approximate. Furthermore, as stated in [10], Monte Carlo



simulations such as KT need very long runs and huge numbers of particles to
acquire enough statistical data to produce highly accurate (theoretically pre-
dictable) results. We cannot guarantee this, since we are developing control al-
gorithms for robotic swarms with a few to a few thousand robots under strict
time limitations. Despite all of these limitations of our KT robotic swarm sim-
ulation, the theory is nevertheless highly predictive of the simulation results.
The conclusion is that our approach of using KT for designing swarm-based
multi-agent systems has great promise for engineering swarms that are “safe.”

13 Related and Future Work

The work that is most related consists of other theoretical analyses of swarm
systems. OQur comparisons are in terms of the goal and method of analysis. There
are generally two goals: stability and convergence/correctness. Under stability
is the work in [13-15]. Convergence/correctness work includes [13]. Other goals
of theoretical analyses include time complexity [16], synthesis [17], prediction
of movement cohesion [13], coalition size [14], number of instigators to switch
strategies [18], and collision frequency [19].

Methods of analysis are also diverse. The most relevant is work on physics-
based analyses of physics-based swarm robotics systems. We are aware of four
classes of methods. The first is Lyapunov analyses, e.g., [15]. The second is
force and energy analyses, e.g., [12,17]. The third develops macro-level equations
describing flocking [20]. Finally, the fourth is the most related work of all — the
KT research by Jantz and Doty [19]. Note that although Jantz and Doty showed
that KT can be used to model multi-agent swarms with predictable behavior [19],
our research extends theirs by providing a much more extensive and methodical
study of the relationship between kinetic theory and simulation.

Our current research [21,22] has compared KT against behavior-based ap-
proaches and found that it performs competitively, even if the alternative algo-
rithms have more information. The next step is to transition KT from simulation
to real robot swarms. We already have substantial progress on robotic implemen-
tations [23], and the next step will be to add KT.
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Abstract. This paper describes current work developing command and authori-
zation services to support the coordination of multiple humans and an autono-
mous control agent working on the same underlying advanced life support sys-
tem. The primary goal of these services is to prevent unknowing or accidental
conflicts from arising as a result of issuing commands or taking action on the
system. Avoiding such conflicts minimizes the risk of interfering with the
work of another agent or putting the system into an unsafe operating state. This
paper provides an overview of the advanced life support system at NASA to
which this work has been applied and then discusses details for authorization,
overrides, and system reconfiguration for commanding.

1 Introduction

NASA is currently investigating advanced life support systems for extended opera-
tion in future space habitats such as the space station or possible planetary sites.
Since 1995, our group has been working at NASA’s Johnson Space Center to provide
intelligent control for advanced life support systems [5, 27]. These intelligent control
systems have been realized by software agents using an architecture known as 3T [4]
and were designed to run autonomously for months at a time. 3T is a layered control
architecture whose top tier is a hierarchical task net (HTN) planner, the plans of
which are executed through a reactive middle tier that in turn manages the sensors
and actuators of the hardware via a low-level control tier. One such life support sys-
tem is the advanced Water Recovery System (WRS). The WRS removes the organic
and inorganic materials from waste water (hand wash, shower, urine and respiration
condensate) to produce potable water.

In a previous paper, [3], we have explored safety-related issues for the design of
the autonomous control software for the WRS system. These design issues include
using adjustable autonomy to allow humans to interact with the agent safely, counter-



acting the slow degradation of hardware over time, being able to “safe” subsystems
(put them into a shutdown or standby mode) in the event of power or communication
failures, using checkpoints to quickly restore the WRS to nominal operations, and
developing tools to help the human understand problem situations in order to recover
from the anomaly.

In this paper, we focus on achieving the safe operation of the WRS by supporting
the coordination of multiple humans and the control system, who may each take ac-
tions on the same underlying WRS system. Although the 3T-based automated control
system operates the WRS hardware unattended most of the time, there are several
cases in which humans must also take actions on the life support system. Actions that
humans take can be either manual or mediated. Manual actions are those that the
human carries out directly on the life support system hardware, for example, physi-
cally turning a valve. A human conducts mediated actions by giving instructions to
the automation software, which carries out the actions. Manual and mediated actions
are needed for two possible reasons (1) the action must be manual because the auto-
mation has no appropriate actuator or (2) the action could be carried out either by a
human or via the software but is motivated by circumstances outside the scope of
normal operation for the automation. In contrast, automated actions are those taken
by the control software during its normal operation without any requests from an
external source.

When possible, NASA astronauts rely on pre-built crew activity plans to ensure
required resources and equipment are available and configured for manual activities.
Yet circumstances arise where the crew needs to take action outside this plan, such as
contingency response or opportunistic task performance. In such cases it may not be
effective or even possible to rebuild the entire plan in light of situation changes and
temporal constraints on response. We have developed an approach that permits
safely interleaving unplanned crew activities with planned activities by verifying
resources for upcoming activities, regardless of whether they are in the plan, are
properly allocated and configured just prior to activity execution.

Challenges arise in coordinating humans and the control agent in their actions on
the system because simultaneous or interleaved actions may be required or desired.
The motivation for different agents to take different actions may arise from independ-
ent triggers or goals, and these actions may conflict with or impede each other. Fur-
ther, it is difficult for humans to determine what actions other humans may be taking
on the system because users may be located remotely from the WRS when taking
mediated actions. It is also difficult for the autonomous control agent to determine
what human agents are doing, both due to limited instrumentation of manual control
inputs and due to the lack of models for manual actions. The availability of such
models might allow the control agent to map observed human actions to known WRS
procedures for the purpose of predicting the human’s next steps and maintaining safe
operation of the WRS throughout the procedure.

In this paper, we present command and authorization services as implemented in a
user support system for interacting with automated control agents called the Distrib-
uted Collaboration and Interaction (DCI) Environment. The goals of these services in
DCI are (1) to decrease the risk of conflicting commands to the underlying physical
system (2) to decrease the risk of interfering with the work of another agent (human



or the control agent) pertaining to the underlying physical system, and (3) to decrease
the risk of the system being put into a harmful state by the action of any agent (for
example, a state where pumps may be damaged by attempting to pull water from a
blocked source). In order to achieve these goals, we offer software that assists a
human user in performing mediated commands by verifying the requested system is
not already being used by others (i.e., locked out), then reconfiguring the system so
that it is safe to perform commands (mediated or manual). This reconfiguration sup-
port includes adjusting the autonomy of the autonomous control system when neces-
sary. The DCI environment provides command lock-outs for possibly conflicting
commands from different human users by selectively granting authorization to act on
the system.

The next section describes research relevant to the DCI agent system that imple-
ments safe commanding. Two sections following that provide an overview of the
WRS system and the commands on this system currently supported by the DCI proto-
type. The paper then discusses how DCI supports command and authorization capa-
bilities including detailed discussions of the authorization model, the need for au-
thorization overrides, and support for reconfiguring the WRS and its control agent to
accommodate human activities.

2 Related Work

To integrate humans into a multi-agent system alongside a software control agent and
personal assistant agents, the DCI system has leveraged existing research across a
wide range of areas including, human-agent interaction [16, 21], teaming and human-
agent teams [7, 10, 19], user interfaces and underlying applications [9, 25], character-
istics of autonomous agents including adjustable autonomy [1, 11, 24], and planning
tools and mixed-initiative planning [12, 15, 18]. This section highlights some of this
research and how it applies to aspects of multi-agent coordination among humans and
agents as supported by the DCI Command and Authorization services.

The interface agents in the MokSAF environment support human interaction with
software agents in human/agent teams in the domain of decision-support for military
route planning [19]. These interface agents assist humans in tasking other agents
(route-planning agents), present situation information to the human team members,
and help humans communicate and coordinate with other humans. All of these capa-
bilities are desirable for Ariel agents in DCI, and the MokSAF work identifies many
important issues with respect to enabling an interface agent to act on a user’s behalf.
However, the MokSAF environment does not address DCI’s need to interact with
mostly autonomous agents because the route-planning agents are still human-centric
in that their primary purpose is to assist a human in generating a route, if tasked by
the human to do so.

A very successful and innovative implementation of interaction between humans
and software agents has been demonstrated in the Electric Elves system to support
human organizations [10]. Scerri et al have extended some of the findings of the
Electric Elves project and successfully applied them to create teams of humans, ro-
bots, and agents [22, 23]. Bradshaw et al have also investigated human-agent team-



work in depth [7, 8]. They continue to develop policies to support agent interaction
and teamwork, based on KAoS agent services [6]. These systems incorporate multi-
ple humans and multiple agents; however, they do not fully address our requirements
for support agents to act as mediators and/or enablers for humans to interact with yet
a third class of agents: autonomous control systems who must act on the same physi-
cal system that humans may act on.

There are similar safety concerns when humans interact with robots. There has
been considerable research [2, 13, 14, 20] on modeling human behavior to improve
human-robot interaction. DCI also uses human modeling to improve interaction.
There is a fundamental difference in the DCI approach and this research in human-
robot interaction (HRI), however. In the HRI research, human models and modalities
are used for the purpose of giving robots’ human-like behavior. The belief is that
agents that behave like humans are more understandable to humans. In DCI, human
models are used to give computer-based agents such as robots insight into the behav-
ior of their human users to improve interaction. By combining the current state and
tasks of human users with knowledge of operational protocols, the Ariel agents can
mediate between the different behaviors and perspectives of the computer-based
agent and the human.

Adjustable autonomy has been defined as the transfer of responsibility to take ac-
tion among a set of agents [24]. The adjustment of an agent’s autonomy to take con-
trol actions is necessary for space systems where shared resources are often con-
strained and equipment can be used by both humans and agents. Scerri et al. have
investigated transferring control among multiple agents using strategies that auto-
matically determine how and when to adjust agent autonomy. In our approach, how-
ever, the human determines when to adjust agent autonomy to transfer responsibility
among humans and software control agents [26]. We implement this transfer of con-
trol by reconfiguring a mostly autonomous control agent to temporarily release con-
trol of resources or equipment that the agent typically manages to permit a human to
take action on these resources or equipment.

3 Water Recovery System (WRS) Overview

The WRS is composed of four subsystems shown in Fig. 1. These subsystems are
loosely coupled, and their primary interdependencies are related to input and output
of the water to be processed.

(1)  The biological water processor (BWP) removes organic compounds and am-
monia by circulating the water through a two-stage bioreactor. The first stage uses
microbes to consume the organic material using oxygen from nitrate molecules. The
second stage uses microbes to convert the ammonium to nitrate.

(2)  The reverse-osmosis (RO) subsystem removes inorganic compounds from the
output of the BWP, by forcing the water to flow at high pressure through a molecular
sieve. The sieve rejects the inorganic compounds, concentrating them into brine. At
the output of the RO, 85% of the water is ready for post-processing, and 15% of the
water is brine.



(3) The air evaporation system (AES) removes the concentrated salts from the
brine by depositing it on a wick, blowing heated air through the wick, and then cool-
ing the air. The inorganic wastes are left on the wick and the condensate water is
ready for post processing.

(4)  The post-processing system (PPS) makes the water potable by removing the
trace inorganic wastes and ammonium using a series of ion exchange beds and by
removing the trace organic carbons using a series of ultra-violet lamps.

In total, the automated control system for the WRS manages more than 200 sen-
sors (measuring pressure, temperature, air and water flow rates, pH, humidity, dis-
solved oxygen, and conductivity) and actuators (including pumps, valves, ultra-violet
lamps, and heaters).

4 WRS Activities Supported

Our current work concerning command and authorization addresses the coordination
of multiple humans with each other and with the automation before, during, and after
the execution of human-initiated actions on the WRS hardware. We currently sup-
port these four human-initiated activities:

* BWP nitrifier slough — The biofilm that grows on the insides of the tubes in the
nitrifying portion of the BWP will thicken over time, slowly constricting the passage
of water and air. To minimize clogs, the control system periodically sloughs the
biofilm by sharply increasing the airflow. This automatic slough is only partially
effective, and eventually a human is required to manually slough the nitrifier using
high pressure water flow. The configuration for this activity requires ensuring that
water is flowing in the BWP as well as suspending the automatic shutdowns (ASDs)
that the control automation will normally enact if tube pressure readings go outside
the nominal range. The manual slough takes from twenty minutes to an hour to com-
plete. The BWP nitrifier slough is a manual activity.

* RO slough — Inorganic deposits may accumulate inside the RO’s tubular mem-
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branes. If the water flow is reversed, a small ball in each tube will slide along the
tube length, sloughing this buildup away. The automated control system carries out
this RO slough at a predetermined frequency. If the RO output quality degrades, a
human may manually command the control system to slough the membranes again.
Reconfiguration for this activity requires the RO to be shutdown. The RO slough
takes four minutes to complete followed by a thirty minute purge of the RO subsys-
tem. The RO slough is a mediated activity. This is the only mediated action the
command and authorization service currently supports.

* RO membrane change out — Eventually the RO membranes lose their efficiency and
must be physically replaced. The RO is shutdown, and the upstream and downstream
subsystems are placed in standby mode. The change out takes approximately twelve
hours to complete. The RO membrane change out is a manual activity.

* BWP pressure calibration — Pressure sensors are the primary input used to control
the BWP. These sensors require calibration about every three months. In order to
conduct the calibration, the BWP must be disconnected from the downstream subsys-
tems and placed in a standby mode. The calibration procedure usually takes from
four to six hours to complete. The BWP pressure calibration is a manual activity.

5 Commanding the WRS

When a human wishes to perform actions on the WRS using the command and au-
thorization capability in the DCI environment, he or she requests the appropriate
commanding permission for a particular activity. Throughout the paper, the term
authorization implies a license to take action on the WRS or one of its subsystems by
the designated user. We use the term commanding to convey this authorization plus
the concept of whether the system is ready for the execution of a particular activity
associated with a pre-defined procedure. To grant commanding for a given activity,
DCI must first, if possible, grant authorization for the set of manual or mediated ac-
tions (including reconfiguration actions) required by the activity, and then reconfig-
ure the WRS hardware and control automation to the proper state required for the
activity.

In the DCI environment, each user is represented by an Ariel agent [17], which
acts as a liaison between the user and the rest of the software environment. An Ariel
agent provides a human-centric interface into the software environment and delivers a
number of services including notification, task tracking, and location tracking. In
particular, the Ariel agent provides a Command and Authorization Service, which
assists its user with command and authorization requests. Fig. 2 shows two Ariel
agents, the WRS system, and components discussed in the upcoming subsections: the
Command and Authorization Manager (CAM) and the Augmentation for Command-
ing (AFC).



5.1 Command and Authorization Manager (CAM)

The CAM accepts requests for commanding from users through their Ariel agents.
Each request is associated with an activity that the user wishes to perform. The CAM
first queries the AFC (see next subsection) for information about the effects of the
requested activity on the hardware system as well as any configuration conflicts be-
tween the current system configuration and the configuration required for the activity.
Section 5, below, describes how the CAM uses the results of this query to grant or
deny authorization. If authorization is denied, this result is returned to the user along
with a description of the configuration conflicts. If authorization is granted, and the
user wishes to continue, the CAM asks the AFC to carry out any required reconfigu-
ration on the WRS including orchestrating required manual actions. Once the recon-
figuration, if any, is complete, the CAM informs the user through his or her Ariel that
the WRS is ready to command. The user can then proceed with the actions required
by the procedure for the requested activity. When the user has completed the activity,
he or she requests the CAM to release commanding for the activity. The CAM in-
forms the AFC that the activity's configuration is no longer required (which may
result in additional reconfiguration of the WRS by the AFC to “un-configure” for the
activity) and then releases the authorization.

5.2 Augmentation for Commanding (AFC)

The AFC is a piece of augmenting software in the DCI environment (shown by the
dotted lines indicating coupling to the WRS). Augmenting software is tightly coupled
to the automation through shared models or data but has its own processing resources.
In this case, the AFC shares static models of both the physical WRS system and the
procedures that can be performed on the system (including reconfiguration proce-
dures). Using these models, the AFC can predict how various activities will affect
the WRS. The AFC can also query the WRS control agent dynamically to get the
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current system configuration.

When the CAM queries the AFC about the effects of an activity, the AFC provides
two results. First, the AFC decomposes the associated reconfiguration procedure (as
well as the activity’s procedure model, if available) to determine and return all com-
ponents of the WRS that may be affected by the activity. In the current implementa-
tion, this result is highly abstracted and consists of an indicator for the system or
subsystem that is affected, designating that the entire system/subsystem would be
dedicated to this activity. This system/subsystem approach is made extensible by also
returning the specific decomposition of subsystems that are affected by the reconfigu-
ration (in the future, subcomponents of the subsystems may also be used here). Sec-
ond, the AFC queries the WRS automated control agent for the current system con-
figuration (i.e., the current state of the eight valves and ten pumps in the WRS) and
returns a list of conflicts between the current state and the state that would result from
reconfiguration. The CAM uses the first result to determine whether to grant authori-
zation for the activity, and passes the second set of results back to the user.

If the CAM asks the AFC to reconfigure the WRS for a requested activity, the
AFC triggers the WRS control agent to perform the reconfiguration, if any. During
the course of the reconfiguration, some manual actions may also be required. When
it is time for a manual reconfiguration action, the WRS control agent, through the
AFC, CAM, and the Ariel agent’s user interface, requests the user to perform the
action and waits for a return indication from the user that it is accomplished. This
feedback from the user is needed because manually operated physical devices are not
normally instrumented for computers, so manual actions are not easily observable by
the software for tracking a user’s progress in the reconfiguration. Once all reconfigu-
ration actions have been completed, the CAM informs the user that the WRS is ready
for commanding.

6 Managing Authorizations and Overrides

Authorization to act on the WRS is managed by the CAM. The CAM is centralized
to provide synchronized access from multiple entities (various Ariel agents and, in the
future, the automated control system itself) to a single model describing which enti-
ties hold which authorizations. In general, granting authorization to one entity for a
given scope of action blocks other entities from receiving authorization overlapping
that scope until the first authorization is released. This blocking authorization para-
digm is a well-known technique and is applied here to prevent multiple entities from
acting on the WRS simultaneously for activities within the same scope, which may
therefore interfere with one another.

When possible, the CAM should authorize concurrent activities that can be
achieved safely together. In our life support domain, not only is crew health a top
priority, but crew time is also a very valuable resource. Therefore we want to mini-
mize the circumstances under which our system might unnecessarily block a crew
member from performing an activity on the life support system or unnecessarily slow
down that crew member. Further, our design philosophy must account for the nature
and culture of space exploration in which crew safety is considered to be the top



mission priority, above vehicle health and mission success. Since life support sys-
tems are required for crew safety, inadvertently taking actions that impede or interfere
with crew life support can have a negative effect on crew safety. Absolutely prevent-
ing a crew member from performing any activity on a life support system could po-
tentially be fatal, given an unforeseen circumstance or an emergency situation.

Therefore, our authorization design goal is to enhance safe operation of the life
support system by helping to coordinate humans and the control agent to prevent
unknowing or accidental conflicts. However, we are fully cognizant that a well
trained and fully informed crew member should be allowed to override any blocking
authorization that may exist, and take action, risking a conflict in order to achieve a
possibly higher purpose. Consequently, our design has two components (1) deter-
mine which activities can be safely authorized for concurrent execution and allow the
maximum concurrency possible, and (2) if an activity cannot be authorized because it
cannot be guaranteed for safe execution in conjunction with other currently author-
ized activities, provide as much information as possible about potential conflicts to
the user and allow the user to override the authorization. The following subsections
discuss each of these design components in turn.

6.1 Authorizations

We believe that the maximum concurrency without risking conflicts can be
achieved by authorizing activities Actl and Act2 concurrently as long as (1) their
configurations do not conflict (states of the hardware and software) and (2) no action
taken for Actl (during reconfiguration or the procedure itself) affects the same com-
ponent or state value (i.e., valve position) as any action taken for Act2, and vice
versa. For our initial approach, we use models already within the WRS control agent
to support command and authorization and limit our development of new models.
Unfortunately, (1) the existing models for the required configurations are not detailed
enough to guarantee no conflicts (e.g., they have not been extended to include re-
quired operating characteristics of the automation) and (2) we do not have models of
the procedures for activities that require only manual action.

Until we extend the activity models and reconfiguration models to overcome these
limitations, we have initially adopted a conservative approach to authorization that
works well with the existing models but does not allow the maximum possible au-
thorization concurrency. The approach is conservative in that it locks authorization
for an entire subsystem (e.g. the RO) if any component of that subsystem is affected
by an activity (by the reconfiguration, or the activity itself if a model exists), and it
locks authorization for the entire WRS if multiple subsystems or the dependencies
between subsystems (e.g. water flow) are affected. For the small set of actions and
scenarios we have considered thus far, the conservative nature of this approach has
not been a disadvantage.

When a user requests commanding permission for a given activity from the CAM,
the CAM obtains information from the AFC about the highest-level system or subsys-
tem affected by the activity. The CAM translates the system/subsystem decomposi-
tion into a model of scopes for granted authorization. Let @ be the set of all system



components such that authorization can be assigned for the scope of that component.
For the current implementation @ = {WRS, BWP, RO, AES, PPS}. For the variables
x and y, let x, y € @. Let Sub(x, y) define a predicate that indicates whether compo-
nent x is a subsystem or subcomponent of component y in a hierarchical decomposi-
tion of the system. For the current implementation, the following hold: Sub(BWP,
WRS), Sub(RO, WRS), Sub(AES, WRS), Sub(PPS, WRS).

Let a be the set of all agents (including humans and the automated control agent)
that can act on the system. For the variables a and b, let a, b € a. Let Auth(a, x)
define a predicate indicating that agent a has authorization to act over the scope of
system component x.

The CAM uses the following rule to assign authorizations: When b requests
Auth(b, x), then grant Auth(b, x) if and only if no other agent holds the authorization
for x, for any of x’s subsystems, or for any component that has x as a subsystem. In
other words, when request( Auth(b, x) ),

if Va, —Auth(a, x)

AV a,y, Sub(x, y) = —Auth(a, y)
AY a,y, Sub(y, x) = —Auth(a, y)
then Auth(b, x).

6.2 Overrides

If the CAM denies a user authorization to act on the system, the user should (by
policy) wait until the authorization can be granted before taking any action. How-
ever, enforcing such a lockout could prevent a user from taking needed action in an
emergency, which is a particularly troubling prospect with respect to a critical life
support system. The development and use of more sophisticated models for the ef-
fects of activities on the system will allow us to avoid being overly conservative,
maximizing the number of activities we can authorize concurrently. However, these
advances will not address situations in which a low-priority ongoing activity may
block authorization for an emergent higher-priority activity. We are currently work-
ing on building a user override capability for denied authorizations. The override
capability should allow the user to obtain the authorization and perform the activity
with no less protection from conflicts with newly arising tasks than the protection
provided to a user granted a normal authorization. However, granting an override
authorization is more complex than simply granting a new authorization that happens
to conflict with existing authorizations. In particular, the specific areas of conflict
must be identified and the appropriate users who currently hold authorizations must
be notified about any potential problems that might arise in the context of the new
override authorization. Determining the correct reconfiguration actions to take for an
override situation also raises new questions. If configurations required for two simul-
taneously authorized activities conflict (i.e., require different state values or software
modes), how should priority for setting these states be determined? We are currently
working on a design to address these override issues. Explicit override capabilities
are not currently supported in the prototype implementation.



The current implementation does allow overrides to occur, however, because the
current WRS implementation offers limited options for enforcement of either denied
authorizations or denied system access in general. There is some password protection
for mediated actions, but anyone could theoretically walk up to the system at any time
and, for example, power down a pump. We hope to improve enforcement as the
override software support is developed. Suri et al describes relevant previous work
on policy enforcement [29]. In the interim, when an authorization is denied, the
CAM reports back to the requesting user the set of pre-existing authorizations that
conflict with the request as well as the list of conflicts between the current system
configuration and the requested activity’s configuration. The highly trained user can
consider this information to determine how to proceed. He or she may ask other
users holding a conflicting authorization to release it, or he or she may proceed
manually with the desired reconfiguration and activity with foreknowledge of possi-
ble conflicts that may arise. Although much work remains, making users aware of
possible conflicts arising from ongoing activities by other users on the WRS is an
important first step toward supporting the coordination of multiple humans and an
automated control agent working on the same underlying physical system.

6.3 A Note on Security

The current CAM implementation assumes that every entity requesting authorization
possesses the necessary credentials (authentication, skills, and/or certificates) for the
authorization to be granted. We would like to add credential checking in the future.
However, it is not currently critical in our application because (1) we assume all pos-
sible users (NASA crew) are highly trained and (2) our authorization process is used
primarily for coordination rather than access control enforcement. Although users
must log in to use the DCI environment (authentication), they can currently act on the
WRS by circumventing DCI completely. Users are motivated to request commanding
permission through DCI primarily to minimize the risk of conflicts for themselves
and the control agent and to obtain assistance from the AFC in reconfiguring the
WRS hardware and the control agent for the desired activity. However, the users
currently do not need the system’s permission to take action.

7 Reconfiguration for Commanding

Reconfiguration for commanding is managed by the AFC. The AFC is coupled to the
WRS automated control agent and shares its static models of both the physical WRS
system and the procedures that can be performed on the system (including reconfigu-
ration procedures). Using these models, the AFC can predict how various activities
will affect the WRS. The AFC can also query the WRS control agent dynamically to
get the current system configuration and it can trigger the WRS control agent to take
actions to carry out any reconfiguration necessary to prepare for an activity. In gen-
eral, the reconfiguration process may include setting the states of particular hardware
such as valves open/closed or pumps on/off, adjusting the autonomy of the automa-



tion to allow for manual actions [28], bringing the state of the system to a particular
point such as getting tube pressures or heater temperatures within a specified range,
or commanding a subsystem to a particular processing mode. The current implemen-
tation handles a subset of these types of reconfiguration actions and affects both hard-
ware (the states of eight valves and ten pumps) and software (the operating character-
istics of the automated control system). Actions required to achieve the reconfigura-
tion necessary for each of these activities may be either manual or mediated. Note
that mediated actions are performed by the control agent, but triggered externally, and
they can be initiated by a human or by external software. Actions taken by the WRS
control agent in the course of reconfiguration are examples of mediated actions that
are initiated by external software (the AFC).

We have found that models of reconfiguration procedures can be used to (1) de-
termine what parts of the WRS would be affected by (reconfiguring for) an activity
and (2) allow the AFC to trigger the WRS control agent to perform the
reconfiguration necessary. Except for mediated activities, such as the RO slough, in
which the control agent performs the actions in the body of the activity itself, models
of reconfiguration procedures were not originally developed for the WRS control
agent because they were not necessary for autonomous operation. In support of the
DCI commanding capability, we added models of the reconfiguration procedures for
the other three activities described above in Section 3.

The AFC ensures that the WRS maintains the configuration, as a whole, required
to support all of the currently authorized activities. If authorization were allowed for
only one activity at any given time, the AFC could support reconfiguration for this
activity by first triggering the WRS to execute the reconfiguration procedure for that
activity after authorization is granted and then triggering the WRS to execute the
reconfiguration procedure to return to nominal autonomous operation before authori-
zation is released. However, since multiple authorizations should be supported, the
AFC must unify the configuration states required for all concurrent authorizations.
The following paragraphs describe how the AFC and WRS control agent together
achieve the desired unified configuration for all currently authorized activities.

Let C be the set of all components in the WRS system. In general, this set may in-
clude hardware (values and pumps), software modules, measurable operating charac-
teristics (such as tube pressure), or abstractions of groups of system pieces such as
subsystems. To apply the reasoning presented here, the members of C must be inde-
pendent and separable. This means, for example, that no pump listed as a member of
C can be a part of the BWP subsystem if the BWP subsystem is also a member of C.
For the variable ¢, let ¢ €C.

Let S be the set of all states that components in the WRS system can take. Exam-
ples of possible state values in S may include ON, OFF, OPEN, CLOSED, <180psi,
STANDBY, etc. For the variable s, let s €S.

Let the tuple (¢, s) be a component-state pair’ in which component ¢ takes on the
state value s. Let R be a set of n component-state pairs representing a configuration
state in the WRS. Components in C that are not included in any element of R have no

' To simplify this discussion, we will not explicitly disallow unrealistic component-state pairs
such as (TUBE1PRESSURE, ON) or (VALVE2, <180psi).



component-state space

Fig. 3. Venn diagram of required configurations, R, for Activity A and Activity B

specific state requirement for that configuration (i.e., the states of these components
are don’'t cares in the configuration).

R= {(cl,sl),(cz,sz),...(c”,s”)}.

The desired configuration state for a given activity can be determined by examin-
ing the reconfiguration procedure for that activity. The AFC keeps a prioritized list
of the configurations required. The lowest priority configuration (priority 0) is the
normal operating configuration (nominal-ops) during which no activities are currently
authorized. When any activity is authorized, its configuration is added to the list and
given the next highest priority above nominal-ops (priority 1). Once support for
override authorizations is implemented, the configuration for activities requiring
overrides would be added to the list at even higher priority levels. Assigning these
priorities correctly for configurations related to overrides is an open research issue.
Given this prioritized list, the unified configuration is determined by stepping through
each configuration, starting with the lowest priority configuration, and adding its
component-state pairs to the unified result. As each component-state pair is added, it
will overwrite any pair containing the same component in the unified configuration.
Configurations with the same priority may be processed in any order. No component
may have more than one required state value at the same priority because such con-
flicts would require an override. Therefore, in the final unified configuration, only
the highest priority state for each component will be included. The AFC triggers the
WRS control agent to apply this desired unified configuration each time a change in
authorizations occurs.

Consider the following example containing no overrides: Assume, that the nomi-
nal-ops configuration for normal operation during which no activities are authorized
is Ry = {(PUMP1,0N),(PUMP2,0N),(VALVE3,0PEN)}. Activity A requires con-
figuration Ry = {(PUMP1,0FF),(PUMP2,0FF)} and Activity B requires configura-
tion Rg = {(VALVE3,CLOSED),(PUMP1,0FF)}. These configurations overlap
(contain the same component holding the same state value) as shown in Fig. 3, but do
not conflict (do not contain the same component with different state values).



Therefore, these activities A and B could be authorized concurrently? with the
same configuration priority. Table 1 shows some example sequences of authoriza-
tions for these activities (assuming concurrent authorization is supported) and how
the configuration of the WRS would change to accommodate these authorizations.

Table 1. Possible authorization sequences with resulting configuration changes

Time Authorized Prioritized Unified Desired Actions
Activities Configurations Configuration Taken
PUMPI1, ON
t none (RN) PUMP2, ON none
VALVE3, OPEN
PUMPI1, OFF
2 A (Rx, Ry PUMP2, OFF furn off PUMPI
VALVE3. OPEN turn off PUMP2
PUMPI, ON
6 none (Ry) PUMP2, ON turn on PUMPI
VALVE3, OPEN turn on PUMP2
PUMPI, OFF turn off PUMP1
f B (Rx, Rp) PUMP2, ON
VALVE3, CLOSED close VALVE3
PUMPI1, OFF
f B, A (Rx, Ry, Ry) PUMP2, OFF turn off PUMP2
VALVE3, CLOSED
PUMPI1, OFF
ts A (R, Ry) PUMP2, OFF open VALVE3

VALVE3, OPEN

8 Conclusions

The command and authorization services in the DCI environment are designed to
support the safe operation of advanced life support systems and their intelligent con-
trol agents by enhancing the coordination among multiple humans and these control
agents. This work is still preliminary, but supports future evaluation with respect to
safety metrics and guarantees. Our prototype system makes users aware of possible
conflicts arising from ongoing activities by other users on the WRS system. We have
developed and implemented a conservative policy for granting authorization to act on
the system, which ensures that no more than one user at a time is authorized to use a
system or subsystem. Further, as an integral part of processing a human’s request to
perform an activity on the physical system, we provide previously unavailable assis-
tance in reconfiguring the system for that activity. By suspending or modifying auto-
matic responses in the control system for the duration of human-initiated activities,
we have also enhanced coordination between humans and the automation.

2 However, for our currently implemented conservative authorization model in which users
block an entire subsystem if they affect a single component in that subsystem, these activi-
ties would not be authorized concurrently.



We plan to enhance our conservative authorization policy in the future as we de-
velop improved models of the effects of human activity on the life support system and
therefore better understand possible sources of conflict. We would like to further
enhance our authorization capabilities by supporting credential checking as well as
authorization enforcement and override capabilities. Finally, we plan to extend this
work to better support coordination with the autonomous system. This additional
support would include (1) extending supported activities to those containing a mix-
ture of manual, mediated, and automated actions, (2) making more extensive use of
the adjustable autonomy and traded control capabilities of the automation, (3) grant-
ing explicit authorizations to the automation in addition to humans such that humans
are protected from unknowingly acting on the system when the automation is per-
forming a critical operation, and (4) integrating command and authorization with
control planning for the autonomous system and task planning for the human to avoid
redundant reconfiguration. Although much work remains to fully support safe human
commanding and authorization in coordination with autonomous systems, the pre-
liminary work presented in this paper provides both enhanced capabilities and en-
couragement that we have defined a reasonable path forward.
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Abstract. The consideration of security requirements in the development of
multi-agent systems is a very difficult task. However, only few approaches have
been proposed that try to integrate security issues as internal part of the
development process. Amongst them, secure Tropos has been proposed as a
structured approach towards the consideration of security issues in the
development of multiagent systems. In this paper we enhance secure Tropos by
integrating to its stages: (i) a process for selecting amongst alternative
architectural styles using as criteria the security requirements of the system; (ii)
a pattern-based approach to transform security requirements to design, and (iii)
a security attack scenarios approach to test the developed solution. The
electronic single assessment process (eSAP) case study is used to illustrate our
approach.

1 Introduction

Recently agent orientation is presented as the next major paradigm for the
development of large complex computer systems. Although there are some
convincing arguments for believing that agent orientation will be of benefit for
engineering certain complex software systems [6], much work is still required so that
it becomes widely accepted as a major development paradigm, and more research is
required towards many areas related to it. One of these areas is security.

Security of information systems is an area that has received great attention the last
few decades mainly due to the storage of sensitive information on computer systems,
and the wide interconnection of these systems through networks and the Internet. As a
result, security research is considered one of the most active areas of computer
science and engineering research. Nevertheless the high amount of work on this area,
current information systems are not considered totally secure. According to the U.S.
National Research Council [17] poor design is one of the major reasons for the
development of insecure systems. Current work on information systems security has
been focused on the development and verification of security protocols and other low
level solutions, and the consideration of security requirements as part of the whole
system development has been neglected.

This is also the case for multiagent systems, since current agent oriented
methodologies do not usually consider security as an integral part of their



development stages and as a result agent developers do not actually find any help
when considering security during the stages of the system development. This is
mainly because the consideration of security in the development phases is a
demanding and difficult task, due to the following reasons:

(a) developers, who are not security specialists, usually need to develop
multiagent systems that require knowledge of security;

(b) Many different concepts are used between security specialists and software
engineers. As a result, there is an abstraction gap that makes the integration
of security and software engineering more difficult;

(c) there is an ad hoc approach towards security analysis;

(d) Itis difficult to define together security and functional components and at the
same time provide a clear distinction. For instance, which components are
part of the security architecture and which ones are part of the functional
specification;

(e) It is difficult to move from a set of security requirements to a design that
satisfies these requirements, and also understand what are the consequences
of adopting specific design solutions for such requirements;

(f) It is difficult to get empirical evidence of security issues during the design
stages. This makes the process of analysing security during the design stage
more difficult;

(g)  Itis difficult to fully test the proposed security solutions at the design level.

We believe that the agent oriented software engineering paradigm presents a
feasible approach for the integration of security to software engineering due to the
appropriateness of agent oriented philosophy, for dealing with the security issues that
exist in a computer system. Security requirements are mainly obtained by analysing
the attitude of the organisation towards security and after studying the security policy
of the organisation. As mentioned in [6] agents act on behalf of individuals or
companies interacting according to an underlying organisation context. The
integration of security within this context will require for the rest of the subsystems
(agents) to consider the security requirements, when specifying their objectives and
interactions therefore causing the propagation of security requirements to the rest of
the subsystem. In addition, the agent oriented view is perhaps the most natural way of
characterising security issues in software systems. Characteristics, such as autonomy,
intentionality and sociality, provided by the use of agent orientation allow developers
first to model the security requirements in high-level, and then incrementally
transform these requirements to security mechanisms [12].

In previous work [13, 14, 15] we have presented models and techniques towards
the solution of problems a, b, ¢, and d. For example, we proposed a well guided
security-oriented process that considers the same concepts and notations throughout
the development lifecycle and it allows the parallel definition of security and
functional requirements providing at the same time a clear distinction.

In this paper we extend our previous work to deal with problems e, f and g by
extending the current secure Tropos. In particular, we propose a process for selecting
amongst alternative architectural styles, a pattern-based approach to transform the



analysis to design, and a security attack scenarios approach to test the developed
solution.

Our work is not the only one in the agent paradigm pool that tries to integrate
security issues as an internal part of the development process. Liu et al. [10] presented
work in which security requirements are analysed as relationships between actors,
such as users, stakeholders and potential attackers. Liu proposes three different kinds
of analysis techniques: agent oriented, goal oriented and scenario based analysis.
Agent oriented analysis is used to model potential threats and security measures,
whereas goal oriented analysis is employed for the development of a catalogue to help
towards the identification of the different security relationships on the system. Finally,
the scenario based analysis is considered an elaboration of the other two kinds of
analysis. Yu and Cysneiros [21] use the concept of a soft-goal to assess different
design alternatives, and how each of these alternatives would contribute positively or
negatively in achieving the soft-goal. However, these approaches only guide the
consideration of security issues on specific development stages, in other words both
of them are focused only in the requirements engineering area. Our approach, in
contrast, considers security issues throughout the development process. As indicated
in [3], it is important to consider security issues throughout the development process.
Moreover, Huget [5] has proposed an agent oriented software methodology, called
Nemo, which considers some security aspects. However, in his approach security is
not considered as a specific concept but it is integrated within the other models of the
methodology. As indicated earlier, it is important to model together security and
functional requirements but at the same time provide a clear distinction. Moreover,
Nemo tackles security quite superficially and as Huget states [5] “particularly,
security has to be intertwined more deeply within the models”.

The rest of the paper is structured as follows. Section 2 of the paper provides an
overview of secure Tropos, mainly for readers not familiar with the methodology,
whereas Section 3 introduces our approach providing answers to the problems e, f,
and g presented above. Section 4 concludes the paper.

2 An overview of Secure Tropos

Tropos [1] is an agent oriented software engineering methodology, in which
notions such as actors (entities that have strategic goals and intentionality), goals (an
actor’s strategic interests), soft-goals (goals without clear criteria whether they are
satisfied or not), tasks (represent in an abstract level a way of doing something),
resources (represent a physical or informational entity) and intentional dependencies
(indicate that one actor depends on another in order to attain some goals, execute
some tasks, or deliver a resource) are used in all the phases of the system
development from the first phases of the early analysis, down to the actual
implementation.

The Tropos methodology is mainly based on four phases [1]: Early Requirements
Analysis, aimed at defining and understanding a problem by studying its existing
organizational setting; Late Requirements Analysis, conceived to define and describe
the system-to-be, in the context of its operational environment; Architectural Design,
that deals with the definition of the system global architecture in terms of subsystems;



and the Detailed Design phase, aimed at specifying each architectural component in
further detail, in terms of inputs, outputs, control and other relevant information.

During the phases of early and late requirements analysis Tropos employs two
main types of diagrams: the actor diagram and the goal diagram. An actor diagram,
describes the actors (depicted as circles), their goals (depicted as oval and bubble
shapes) and the network of dependency relationships amongst the actors (two arrowed
lines connected by a graphical symbol varying according to the dependum, i.e. goal,
task, or resource). An example is given in Figure 2. A goal diagram represents the
analysis of an actor’s goals, conducted from the view point of the actor, by using three
basic reasoning techniques: means-end analysis, contribution analysis and AND/OR
decomposition. It is drawn as a balloon and contains graphs whose nodes are goals
(ovals) and/or tasks (hexagonal shape) and whose arcs are the different relationships
that can be identified among its nodes. An example is given in Figure 3.

Although, the Tropos methodology was not conceived with security in mind, we
have presented in previous work a set of security related concepts [13, 14, 15] (some
resulted from security related extensions of existing concepts), to enable it to model
security issues throughout the development of multiagent systems. This security
oriented extension, which is known as secure Tropos, includes the following security
related concepts.

A security constraint is defined as a restriction related to security issues, such as
privacy, integrity and availability, which can influence the analysis and design of the
information system under development by restricting some alternative design
solutions, by conflicting with some of the requirements of the system, or by refining
some of the system’s objectives [12]. Graphically a security constraint is depicted as a
cloud and it is positioned in the side of the actor who has to satisfy it (see for instance
Figure 2).

Additionally to security constraints, Secure Tropos defines secure dependencies. A
secure dependency introduces security constraint(s) that must be fulfilled for the
dependency to be satisfied. Both the depender and the dependee must agree for the
fulfilment of the security constraint in order for the secure dependency to be valid.
That means the depender expects from the dependee to satisfy the security
constraint(s) and also that the dependee will make an effort to deliver the dependum
by satisfying the security constraint(s).

Secure Tropos uses the term secure entity to describe any goals and tasks related to
the security of the system. A secure goal represents the strategic interests of an actor
with respect to security. Secure goals are mainly introduced in order to achieve
possible security constraints that are imposed to an actor or exist in the system.
However, a secure goal does not particularly define how the security constraints can
be achieved, since alternatives can be considered [12].

The precise definition of how the secure goal can be achieved is given by a secure
task. A secure task is defined as a task that represents a particular way for satisfying
a secure goal.
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It is worth mentioning that the process in secure Tropos is one of analysing the
security needs of the stakeholders and the system in terms of security constraints
imposed to the stakeholders (early requirements) and the system (late requirements),
identifying secure entities that guarantee the satisfaction of the security constraints,
and assigning capabilities to the system (architectural design) to help towards the
satisfaction of the secure entities. Security requirements are identified by employing
the modelling activities of secure Tropos [12], such as security reference diagram
construction, security constraints and secure entities modelling. In particular, the
security constraints imposed to the system and the stakeholders, are identified and
secure goals and entities that guarantee the satisfaction of the identified security
constraints are imposed to the actors of the system.

The secure Tropos process allows for two types of validation. A model validation
and design validation. The model validation involves the validation of the developed
models (for example, the goal diagram or the actor diagram) with the aid of a set of
validation rules [12]. The design validation aims to validate the developed solution
against the security policy of the system. A key feature of the Secure Tropos that
allows us to perform such a validation is the fact that the same secure concepts are
used throughout the development stage. Moreover, the definition of these concepts
allows us to provide a direct map between them, and therefore be able to validate
whether the proposed security solution satisfies the security policy.

3 Enhancing secure Tropos

Secure Tropos provides solutions towards the first four problems identified in the
Introduction. The approach described in this section enhances our work on secure
Tropos in order to provide answers to problems e, f, and g. To achieve this aim, we
integrate into the current secure Tropos process three sub-activities; (1) the system’s
architectural style selection according to its security requirements; (2) the



transformation of the security requirements to a design that satisfies these
requirements; (3) and the attack testing of the multiagent system under development.

3.1 Illustrating the approach

To better illustrate the above sub-activities and their integration within the secure
Tropos, we consider a complete description of the electronic single assessment
process (eSAP) case study that we have introduced in previous work [16]. After
analyzing the security requirements of the individual actors during the early
requirements analysis [12], the electronic Single Assessment Process system (eSAP)
is introduced and responsibility is delegated to it for some of the actors’ goals. Since
dependencies are delegated from the actors to the eSAP system, possible security
constraints regarding those dependencies are also delegated as shown in Figure 2.

Fig. 2. Actor’s diagram including the eSAP system

For example, before the introduction of the eSAP system, the Social Worker was
depending on the Nurse to Obtain Older Person Information. However, this secure
dependency involves the security constraint (restricting the Nurse) Share
Information Only if Consent Obtained. With the introduction of the eSAP system,
the Social Worker actor depends on the eSAP to Obtain Older Person
Information, therefore the eSAP becomes responsible for satisfying the Share



Information Only if Consent Obtained security constraint that is delegated together
with the secure dependency.

Then, the eSAP system is analysed and secure goals/tasks are imposed to the
system to help towards the satisfaction of its security constraints as shown in Figure 3.
For example, the Keep System Data Private security constraint can be fulfilled by
blocking access to the system, by allowing access only from a central computer, or by
ensuring system privacy. However, the first two contribute negatively to the usability
of the system, i.e. the system will be secure but it will not be used. On the other hand,
the Ensure System Privacy secure goal is considered the best solution since it
provides security to the system and it doesn’t affect (dramatically) its usability.

Fig. 3. Goal diagram for the eSAP system

When the requirements analysis is complete, the next stage is the architectural
design. According to [2] one of the most important issues is to identify the
architectural style that is more suitable for the eSAP system. For instance, we could
try to identify whether a client/server or a mobile agent architectural style is more
suitable for our system.

3.1.1 Selecting the system’s architecture according to its security requirements

An important requirement of a security-oriented approach is to allow developers to
explore different architectural designs or in other words, to allow developers to reason
about alternative design solutions according to the security requirements of a
multiagent system.



For this reason, this research has developed an analysis technique to enable
developers to select among alternative architectural styles' using as criteria the non-
functional requirements of the multiagent system under development. Although, this
process can be used to select an architectural style according to any of the non-
functional requirements of the system, as mentioned above, one of the most important
issues in the eSAP is security. Consequently it is natural to decide about the
architectural style of the system taking into account the issues involved, in other
words the system’s security requirements.

We use the measure of satisfiability [4] to compare different architectural styles
with respect to non-functional requirements (such as security). Satisfiability
represents the probability that a non-functional requirement will be satisfied. The
contribution of each style to the satisfiability of non-functional requirements is
expressed by a weight ranging between 0 and 1. For example, 0.1 means the
probability that the architectural style will satisfy the non-functional requirement is
very low (the style is not suitable for satisfying the requirement). On the other hand, a
weight of 0.9 means the probability that the architectural style will satisfy the non-
functional requirement is very high (the style is suitable for satisfying the
requirement).

The weights of the contribution links are assigned after reviewing different studies,
evaluations, and comparisons involving the architectural styles under evaluation.
Figure 4 indicates the non-functional requirements of the eSAP system (as identified
during the early and late requirements analysis —Figures 2,3) along with the
satisfiability contributions from the client/server and the mobile agents architectural
styles.

When the contribution weights for each architectural style to the different non-
functional requirements of the system have been assigned, the best-suited
architectural style is decided. This decision involves the categorization of the non-
functional requirements according to the importance to the system and the
identification of the architectural style that best satisfies the most important non-
functional requirement using a propagation algorithm, such as the one presented by
Giorgini et al. [4].

From earlier analysis (see Figure 3) it is concluded that security of the eSAP involves
privacy, integrity and availability. Therefore, it is desirable to select a suitable
architectural style for the system having these security requirements as criteria.
According to the propagation algorithm, the satisfiability for the security is given by
the following:

S (security) = Min (S (Privacy)s S (integrity)s S (availability))
where
S (Integrity) = Min ( S (Collect auditing data) S (check Data Integr/'ty))

S (Privacy) = Min (S (check data for consent)s S (Check access control)s S (Check authentication)s S
(Check Information Flow)s S (Check Cryptography))

S (Availability) = Min (S (Back up procedures)s S (F?ecoverability))

! To avoid confusion it must be noted that architectural styles differ from architectures in that
a style can be thought of as a set of constraints on an architecture” [Bas98].
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Fig. 4. Selecting between architectural styles

In the presented example, for the client/server architecture we have the following
values (aS derived from Figure 4) S (Collect auditing data) = 087 S (check Data Integrity) = 087 S
(check data for consent) = 08’ S (Check access control) = 08’ S (Check authentication) =0-8’ S (Check Information
Flow) =0-8’ S (Check Cryptography) =0-8’ S (Back up procedures) =0-6’ S (Recoverability) =0.6.

Therefore, S (negrityy =0.8, S (privacyy = 0.8,S (Avaitavitiyy = 0.6, and as a result S
(Security) = 0.6. that means the probability that the client/server architecture will
satisfy the security requirements of the system is 60%.

Applying the same technique to calculate the probability that the mobile agent will
satisfy the security requirements of the system we have the following:

S (Collect auditing data) — 077 S (check Data Integrity) — 067 S (check data for consent) = 087 S (Check access
control) = 07,8 (Check authentication) =0.7, S (Check Information Flow) =0.4, S (Check Cryptography) =0.6, S
(Back up procedures) =0-8’ S (Recoverability) =0.8.

Therefore, S (negrityy =0.6, S (privacyy = 0.4, S (Avaitabiiyy = 0.8, and as a result S
(Security) = 0.4, meaning that the probability that the mobile agents architectural style
will satisfy the security requirements of the system is 40%.

As a result, for the given security requirements, the client/server style satisfies
better the security of the eSAP system.

3.1.2 Transform the analysis to design

When the architectural style has been chosen, the next step of the architectural design
stage aims to decompose the system in order to identify internal actors who will
satisfy the system’s (secure) goals. In the presented example, the eSAP actor is
decomposed to internal actors and the responsibility for the fulfilment of the eSAP’s
goals is delegated to these actors as shown in Figure 5.



Fig. 5. eSAP actor partial decomposition
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For instance, the Evaluate Assessment Information goal is delegated to the
Assessment Evaluator, whereas the Provide Assessment Information goal is
delegated to the Assessment Broker. In addition, the Older Person Broker and the
Consent Manager actors have been introduced to the eSAP system to fulfill the
responsibility of the eSAP system to satisfy the secure dependency Obtain Older
Person Information together with the Share Information Only if Consent
Obtained security constraint.

With respect to security the identification of some of the actors is a difficult task,
especially for developers with minimum knowledge of security. To help developers,
security patterns can be used. “A security pattern describes a particular recurring
security problem that arises in specific contexts and presents a well-proven generic
scheme for its solution” [19]. In other words, security patterns document proven
solutions to security related problems in such a way that are applicable by non-
security specialists. Therefore, the application of security patterns in the development
of multiagent systems can greatly help to identify the required actors in a structured
manner that does not put in danger the security of the system by providing a solution
customised to the problem. The use of security patterns enables non-security
specialists to identify patterns for transforming the security requirements of their
system into design, and also be aware of the consequences that each of the applied
security patterns introduce to their system. Additionally, because security patterns
capture well-proven solutions, it is more likely that the application of security patterns
will satisfy the security requirements of the system.

Therefore, we have developed a security pattern language [15] and we have
integrated it within our security-oriented process. Figure 6 describes the relationship
of the patterns of the language as well as their relationship with existing patterns.
Each box indicates a pattern, where a solid-line box indicates a security pattern that
belongs to the language developed by this research and a dashed-line box indicates a
related existing pattern. White triangles depict generalisations/ specialisation and
solid lines associations of type uses/ requires.

Agency Sandbox ~ ———1 Checkpoint |
Guard .
EeCoeComeTs
1 Session
Agent jmmmmmmmmmsmg
Authenticator I Crypto Key
i Generation __
N N/ poscscces s
e EEEL am—m Moy 1 Crypto Key
! Embassy ! i Proxy ! C?rftii?fer L Exchange
1 1 | I e R L e
1

Fig. 6. The pattern language roadmap



The AGENCY GUARD is the starting point of applying the patterns of the
language and it is a variant of the Embassy [7] and the Proxy [18] patterns. It uses the
AGENT AUTHENTICATOR pattern to ensure the identity of the agents, the
SANDBOX pattern in order to restrict the actions of agents, and the ACCESS
CONTROLER pattern to restrict access to the system resources.

On the other hand, the SANDBOX pattern can implement the Checkpoint [20]
pattern, and the AGENT AUTHENTICATOR pattern can use the Session [20] pattern
to store credentials of the agent. Moreover, the AGENT AUTHENTICATOR
employs the Cryptographic Key Generation [9] and the Cryptographic Key Exchange
[9] patterns for further cryptographic actions.

To understand how the patterns of the language can be applied during the
development of a system, consider the internal analysis of the eSAP system (see
Figure 3). It was concluded that Information Flow, Authentication and Access
Control checks must be performed in order for the eSAP system to satisfy the secure
goal Ensure System Privacy. In the case of the Information Flow secure task, the
e€SAP should be able to control how information flows within the system, and
between the system and other actors. For example, the system should be able to
control who requires access to the system and, by considering the security policy, to
grant or deny access to the system. With respect to the Authentication checks, the
system should be able to authenticate any agents that send a request to access
information of the system, and in the case of the Access Control, the system should
be able to control access to its resources. To meet these goals, The AGENCY
GUARD pattern can be used to grant/deny access to the system according to the
security policy, the AGENT AUTHENTICATOR pattern can be used to provide
authentication checks and the ACCESS CONTROLER pattern to perform access
control checks as shown in Figure 7. The use of these patterns not only satisfies the
fulfillment of the secure goals of the system but also guarantees the validity of the
solution.

Moreover, developers know the consequences that each pattern introduces to the
system. In the presented example, for instance, the application of the AGENCY
GUARD means that only the AGENCY GUARD must be tested for correct
enforcement of the agency’s security policy (consequence), the application of the
AGENT AUTHENTICATOR means that during implementation only the AGENT
AUTHENTICATOR must be checked for assurance (consequence), whereas the
application of the ACCESS CONTROLER means that different policies can be used
for accessing different resources (consequence).
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Fig. 7. Using the pattern language

3.1.3 Testing the developed solution

When the agents of the system have been identified along with their secure
capabilities, it is very important for developers to test how their solution copes with
potential attacks. For this reason, we have developed a process that is based on
security attack scenarios.

A Security Attack Scenario (SAS) is defined as an artack situation describing
the agents of a multiagent system and their secure capabilities as well as possible
attackers and their goals, and it identifies how the secure capabilities of the system
prevent (if they prevent) the satisfaction of the attackers’ goals.

Security attack scenarios aim to test how the system copes with different kinds of
security attacks. Therefore a scenario includes enough information about the system



and its environment to allow validation of the security requirements. A security attack
scenario involves possible attacks to a multiagent system, a possible attacker, the
resources that are attacked, and the agents of the system related to the attack. An
attacker is depicted as an agent who aims to break the security of the system. The
attacker intentions are modelled as goals and tasks and their analysis follows the same
reasoning techniques that the Tropos methodology employs for goal and task analysis.
Attacks are depicted as dash-lined links, called attack links, which contain an
“attacks” tag, starting from one of the attacker’s goals and ending at the attacked
resource.

The process is divided into three main stages [12]: creation of the scenario,
validation of the scenario, and testing and redefinition of the system according to
the scenario. Even though the presented process is introduced as a sequence of stages,
in reality is highly iterative and stages can be interchanged according to the
perception of the developers. During the creation of a scenario, Tropos goal diagram
notation is used for analysing the intentions of an attacker in terms of goals and tasks,
identify a set of attacks according to the attacker’s goals, and also identify the agents
of the system that posses capabilities to prevent the identified attacks. Therefore, the
agents of the system related to the identified attack(s) are modelled. The secure
capabilities, of each agent, that help to prevent the identified attacks are identified and
dashed-links (with the tag “help”) are provided indicating the capability and the attack
they help to prevent.

When the scenarios have been created, they must be validated. Therefore, during
the scenario validation process software inspections [8] are used. The inspection of
the scenarios involves the identification of any possible violations of the Tropos
syntax and of any possible inconsistencies between the scenarios and the models of
the previous stages. Such an inspection involves the use of validation checklists. Such
a check list has been proposed for instance in [12].

Although inspections have been proposed by this research for the validation of the
security attack scenarios, other techniques could also be applied depending on the
developers’ experience and the nature of the system. For instance, two well known
validation techniques for requirements specification are walkthroughs and prototyping
[8].

When the scenarios have been validated, the next step aims to identify test cases
and test, using those test cases, the security of the system against any potential
attacks. Each test case is derived from a possible attack depicted in the security attack
scenarios. Each test case includes a precondition (the state of the system before the
attack), a system expected security reaction (how the system reacts in the attack),
a discussion that forms the basis for the decision regarding the test case, and a test
case result that indicates the outputs of the test case.

The test cases are applied and a decision is formed to whether the system can
prevent the identified attacks or not. The decision whether an attack can be prevented
(and in what degree) or not lies on the developer. However as an indication of the
decision it must be taken into consideration that at least one secure capability must
help an attack, in order for the developer to decide the attack can be prevented.
Attacks that cannot be prevented are notated as solid attack links, as opposed to
attacks that the system can prevent and which are notated as dashed attack links.
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For each attack that it has been decided it cannot be prevented, extra capabilities
must be assigned to the system to help towards the prevention of that attack. In
general, the assignment of extra secure capabilities is not a unique process and
depends on the perception of the developer regarding the attack dangers. However, a
good approach could be to analyse the capabilities of the attacker used to perform the
attack and assign the system with capabilities that can revoke the attacker’s
capabilities. For instance, consider the scenario related to the eSAP in which the
Social Worker wishes to obtain an Assessment Evaluation, and an Attacker
wishes to attack the integrity of the @SAP system. As identified in the analysis of the
security reference diagram [12], three main threats are involved in this kind of attack,
cryptographic attacks, care plan changing and viruses. Therefore, the Attacker’s
main goal, Attack eSAP Integrity, can be decomposed to Modify Content of
Messages, Change Values in Data Files, and Alter Programs to Perform
Differently as shown in Figure 8.

The first sub-goal involves the Attacker trying to modify the content of any
messages transmitted over the network. To fulfill this goal, the Attacker might try to
employ cryptographic attacks to any resource transmitted between any external actors
and the eSAP system. The second sub-goal indicates the Attacker trying to change
the values in data files of the system. The fulfilment of this goal can be satisfied by
means of changing the data of resources stored in the eSAP system. The third sub-
goal indicates the attempt of the Attacker to alter a program so it performs
differently. Mainly this can be achieved using viruses that can alter the behaviour of
specific programs (agents) in order to enable the attacker to gain access to the system
or to system’s information.

Three main test cases are identified for this scenario [12], cryptographic attacks,
data changing attacks and viruses attacks. For each of these attacks, a test case is
constructed. In this paper we only present the password sniffing and the viruses test
cases as shown in Table 1 and 2. By applying different test cases many useful results
can be obtained about a system. For instance, for the presented case study the test case
of the modification attack scenario identified that an agent should be introduced to the
system to monitor the €SAP and take effective measurements against any possible
viruses.
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Test Case 1: Password sniffing

Precondition: The Social Worker tries to obtain access to the eSAP system by
providing their authorisation details. The Attacker tries to intercept the authorisation

details.

System expected security reaction: prevent the Attacker from obtaining users’

passwords

Discussion: the main target of the Attacker would be all the resource transmitions
between the Social Worker and the eSAP system that contain any kind of
authorisation details. Although authorisation details are enrypted, this is not enough
since password sniffing takes place from a compromised computer belonging to the
network. As a result, the Attacker is able to decrypt any message. A good technique to
defend against password sniffing is to use one-time-passwords. A one-time-password is
a password that is valid for only one use. After this use, it is not longer valid, and so
even if the Attacker obtains such a password it is useless. However, the users must be
able to gain access to the system more than once. This can be accomplished with what
is commonly known as a password list. Each time a user tries to access the system they

provide a different password from a list of passwords.

Test Case Result: Currently the system fails to adeqautely protect against password
sniffing attacks. For the eSAP system to be able to react in a password sniffing attack,
the external agents of the system (such as the Nurse, the Social Worker, the Older

Person) must be provided with capabilities to provide passwords from a password list.

Table 1. The password sniffing

Test Case 2: Viruses

Precondition: The Attacker tries to change the system behaviour by using some

kind of virus.

System expected security reaction: The system should be able to prevent viruses.




Discussion: Viruses consist one of the most sophisticated threats to computer
systems. It is quite common for attackers to send viruses to computer systems they
want to attack in order to exploit vulnerabilities and change the behaviour of the
system. Although many effective countermeasures have been developed for
existing types of viruses, many new types of viruses are also developed frequently.
An ideal measurement against viruses is prevention. In other words, viruses should
not get into the system. However, this is almost impossible to achieve. Therefore,
the best approach is to be able to detect, identify and remove a virus. Auditing
helps towards the detection of the virus. However, apart from this the eSAP

system is not protected against viruses.

Test Case Results: The eSAP system needs to be integrated with an anti-virus
program to enable it to effectively detect, identify and remove any possible viruses.
Such a program, which could be another internal agent of the eSAP system,
should be able to monitor the system and take effective measurements against any

possible viruses.

Table 2. The viruses test case

By applying these test cases many useful results can be obtained for the system
under development. For instance, for the eSAP system, firstly it was identified that
the system provides enough protection against some of these attacks. Secondly, for
the attacks that the system did not provided adequately protection, extra agents and
extra secure capabilities were identified and modifications took place in the eSAP
system. For example, the external agents of the system were given the capability to
provide passwords from a password list, and the Authenticator was given capabilities
to successfully process such passwords. The lack of such capabilities was identified
by the application of the password-sniffing test case of the interception attack
scenario. Moreover, an agent, called Viruses Monitor, was introduced to the system
to monitor the eSAP and take effective measurements against any possible viruses.
The lack of such an agent was identified by the application of the viruses test case.

4 Conclusions

In this paper, we have presented an extension to the secure Tropos methodology to deal with
the problems e, f, and g identified in the Introduction. To achieve this aim, we have integrated
into the secure Tropos process three sub-activities; (1) the system’s architectural style selection
according to its security requirements; (2) the transformation of the security requirements to a
design that satisfies these requirements; (3) and the attack testing of the multiagent system
under development.
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Each of those activities is important for the consideration of security for different
reasons. The technique for selecting amongst different architectural styles and its
integration within the Tropos methodology allows the explicit definition of the
technique and allows developers to evaluate and select between different designs
according to the system’s security requirements. This, in turn, allows developers to
analyse security requirements and base design solutions on this analysis. Moreover,
the integration of the pattern language within the development stages of the secure
Tropos allows novice security developers to reason about the consequences a
particular design will have on their system, and therefore develop a design that will
satisfy the security requirements of the system.

On the other hand, the introduction of security attack scenarios to test the system’s
response to potential attacks allows developers to test the developed security solution
during the design stage. This, in turn, allows developers to re-consider particular
system functions with respect to security until the system under development satisfies
all the security requirements.

An important consideration of our approach is that it covers all the stages from the
early requirements down to design, using the same concepts and notation. This is
important since it allows the validation of the developed security solution by tracking
the developed solution all the way back to the security requirements and the security
policy. Moreover, the illustrated approach is implementation independent. Although
many important issues may arise from the choice of a specific language, the
consideration of such issues as part of the proposed process would restrict developers
to specific solutions. We believe that a software engineering methodology should not
restrict developers, and this claim is supported by various researchers within the agent
oriented software engineering research area, as demonstrated by the development of a
huge amount of agent oriented methodologies (for example see [1, 5, 6] that claim to
be language independent and they do not consider implementation stages.

However, there are plans for future work. We first aim to integrate our approach
with other related approaches, such as UMLsec, in order to extend the applicability
domain. Secondly, we plan to develop tools that will allow to perform most of the,
manual for the time being, checking and validations automatically. Thirdly, we plan
to test the approach in a wider domain by using different case studies.
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Abstract. Organisations increasingly interoperate with others to participate in
Virtual Organisations or VO. This leads to models that need to deal with open
service interaction with multiple levels of openness. Other VO security and
safety challenges include decentralised operation and management, interopera-
bility, balancing privacy versus accountability, managing error events with
multiple semantics and managing anomaly events versus normal variations.
The interrelationships, interactions and behaviours of agents in MAS and multi-
MAS (MMAS) are analogous to those in VO. MAS provide a useful method of
modelling VO, to manage their and to make them secure and safer.

1 Introduction

Distributed system security is primarily concerned with using cryptographic protocols
to protect organisational assets against external threats, treating the organisation as a
trusted system internally without security checks — a fortress model of security. Secu-
rity safeguards protect organisational assets such as the network infrastructure, proc-
essing, services and data against threats such as information disclosure, corruption,
masquerade, unauthorised access, denial of services and repudiation. In addition,
more finely grained access control often used internally according to the organisa-
tional role, level of access e.g., Clark-Wilson [1] and Bell-LaPadula [2] and the type
and value of the asset — a compartmentalised fortress model. These in turn use sets of
authorisation rules or policies to define what type of access a user has to a type of
asset.

Security requires additional security management protocols often at an inter-
organisational level. For example, external Trusted Third-Parties (TTP) are used by
organizations to create the authorisation and authentication credentials they distribute,
configure and revoke. TTP are trusted not to make copies of credential for others, not
to provide back door access and to produce easily forgeable credentials.
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Fig. 1. A scenario to illustrate the use of a fortress security model to give secure access to
POP3 and Web services to a mobile worker on his home network who must then switch to use
another ISP to access them. However, DNS and PKI services are threatened by a masquerade.

The human users of ICT or Information, Communication Technology, including
their organisational inter-relationships and human-ICT relationships, act as additional
vital organisational assets that need to be protected. Obviously, humans such as hack-
ers can act malevolently, e.g., stealing unauthorised information, and threaten secu-
rity. However, people can also frequently inadvertently weaken security. For exam-
ple, people can non-optimally configure system security, e.g., switching it off or to a
minimum level of security because it is too complicated for them to configure to a
higher level. When a natural or man-made environment disaster occurs, local mobile
wireless communications can get overloaded and cause a Denial of Service or DoS as
each participant or observer reports the event to others, perhaps preventing local
emergency and help messages getting though. Humans can also weaken security
systems because they often add an additional level of indirection that can be com-
promised. For example, humans prefer to use domain names rather than numerical 1P
addresses in order to address Internet assets such as Web servers. A mapping service
such as the Domain Name Service or DNS must be used to map human readable
names into numerical IDs and vice versa. DNS can be attacked by altering DNS mes-
sages and DNS data so that messages get redirected to a different destination server
than the one intended by the sender. Humans thus often represent the biggest security
challenge of the whole system [3].

Whereas security commonly refers to the ability to protect services against mali-
cious threats using cryptographic protocols, safety refers to managing the system
when failures occur. Failures may occur for several reasons because of system design
errors, because of task errors that occur when they interact with another system and
because of environment conditions or operators that cause a system to operate outside
its normal, safe, operating conditions. Another definition of safety is that it is the
probability that a system does not fail in a manner that causes catastrophic damage



[4]. Safety management is akin to failure management and has four main strategies.
Fail-operational systems continue to operate when they fail, sometimes unsafely. Fail-
safe systems become safe when they cannot operate. Fail-secure systems maintain
maximum security when they can not operate. Fault-tolerant systems continue to
operate correctly when parts operate incorrectly because parts are replicated and these
can be accessed, ideally transparently, instead.

Security and safety management is complex because it deals with heterogeneous
distributed organisational assets. It must not only deal with security and safety of the
physical resources and services but it must also deal with the human stake-holders
that interact with systems and it must deal with dynamic, virtual, inter-organisational
boundaries.

1.1 VO Security and Safety Management

An organisation, e.g., a business firm, is an arrangement of relationships between
individuals that produces a system endowed with qualities not present at the level of
individuals. It ensures a relatively high degree of interdependence and reliability,
providing there are procedures in place to replace individuals and their interactions
within the organisation, thus providing the organisation with the ability to persist in
the face of disruptions. The relationships between individuals within the organisation
are determined by the interactions and their interactions are in turn constrained by the
organisation. These interrelationships exist only within organisations, but reciprocally
organisations require these relationships in order to exist. Behaviours or actions are
normally performed internally within organisations such as firms on economic
grounds, i.e., only if they cannot be performed more cheaply in the market or by an-
other organisation. It was partly for this finding in 1937 [5] that Ronald Coase was
awarded the Nobel Prize for economics over 50 years later.

There are three generic types of Virtual Organisation or VO [6]. Firstly, there are
organizations that extend some of their organisational activities externally, thus form-
ing virtual alliances to achieve (shared) organisational objectives. E-commerce or-
ganisations that participate in supply-chains and coalitions of military and humanitar-
ian forces are examples of this type. Secondly, a virtual organization can be related to
a perceptual organization that is "abstract, unseeing and existing within the minds of
those who form a particular organization”. The third type of virtual organization is
established when corporations are distributed and intensively use ICT to support this
such as the use of Virtual Private Networks or VPN, e.g., see Figure 1. Primarily, the
focus of this article is on modelling security for the first type of VO.

1.2 Paper Outline

The remainder of this article is organised as follows. The next section, 2, describes
the requirements for VO security and safety. Section 3 discusses the design and im-
plementation using MAS as a design model and technology for implementing VO.
MAS are also considered as primary entities to manage VO security and safety. Sec-
tion 4 presents conclusions.



2 VO Security and Safety Challenges and Requirements

Challenges

Characteristics

Open Access vs. Regulated
Access

Pure open service access, any time, any place, anyhow, any-
body access is unregulated & difficult to secure.

May need to span across infrastructures, owned by others that
can only be indirectly managed, e.g., to delegate authority,

Decentralised Operation and
Management of services

No single authority; multi autonomous stakeholders and
autonomous groups.

Emergent behaviour can arise and violate existing security
One system can compromise the security and safety of an-
other.

Security Interoperability

Services and users may reside in multiple administrative
domains.
Multiple security mechanisms in use across domains.

Balancing privacy vs. ac-
countability

Masquerades are easier
Degrees of privacy from anonymity to public identification

Managing error events with
multiple semantics

Higher-level policies may not be directly implementable at a
lower-level

Low level faults often not propagated to, are not understand-
able, at a higher level

Managing Anomalies versus
Normal variations

Deterministic vs. semi-deterministic vs. random
Normal perturbations vs. Anomalies.
Intended attacks vs. unintended failures.

Table 1. Virtual Organisation Security & Safety Challenges and Requirements.

The security and safety challenges for VO are summarised in Table 1. Each type of
challenge is discussed in more detail below.
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Fig. 2. Heterogeneous service access and interoperability in multiple domains

Virtual organisations tend to use open service environments in order to interoperate.
A pure open service environment supports ubiquitous access: any time, any place,
anyhow by anybody. This openness has several dimensions. It refers to service inter-
faces being public available. Services are accessible over a public network. It enables
heterogeneous implementations of the services to be built that inherently interoperate.
Heterogeneous interfaces can be aligned to each other, possibly with some informa-
tion loss. Securing heterogeneous services is dealt with further in section 2.3. Ser-
vices are extensible so that new services can be synthesised as composites of existing
services and that old service interfaces can be extended. Users can dynamically bind
to and unbind from service invocations, possibly interacting via third-party mediators.
Services are scalable, supporting a range of concurrent users.

The operational management of open service environments requires that it both
supports any desired dynamic configurations and service operations yet restricts any
undesired configurations and operations. In practice, open doesn't necessarily mean
that access costs nothing, that anyone can have access; pure openness is often re-
placed by regulated openness. VO tend to be secured using cryptographic protocols,
see Fig. 2. It means that anyone can apply and register providing they meet the access
policy constraints. For example, there is an age limit to purchase alcohol and lottery



tickets. Hence an important technique for dynamic system management is policy-
based management coupled to cryptographic security protocols. Policy-based man-
agement defines the management rules or policies that are activated when service
events occur such as unauthorised resource access.

2.2 Decentralised Operation and Management of Services

Within a virtual organisation, the individual organisations act with a degree of auton-
omy. They interact more on a peer to peer level, without a central manager, in part,
because they are autonomous and because of openness. They may draw up and ad-
here to contracts and agreements that formalize commitments between them and that
have a legal force and legal consequences. Both the users and provider entities within
a transaction can simply switch to another similar entity if a problem occurs, provid-
ing that this is not prohibitively expensive to do so when breaking their contractual
agreement, e.g., they may judge the financial penalty is small or that it requires too
much time and financial resources for others to bother with.

An important issue is how service users and providers select each other. The domi-
nant model in distributed computing is that service providers advertise their capabili-
ties in service directories and that the choice is made on the best match service capa-
bilities by the user, but this often not user centric, i.e., it may not be linked to a rating
of the actual services delivered. Before choosing to delegate tasks to others to act on
their behalf, some sort of local evaluation of others, perhaps using recommendation,
ratings, reputation and referrals from others or past experiences of oneself, can be
carried out. One party may also decide to trust another party, that is, the trustor be-
lieves that the trustee is benevolent and competent and voluntary delegates tasks to
the trustee with no real commitment from the trustee [7]. Within an open service
environment and in particular on ones based upon trust, it is far easer for masquer-
ades to occur. For example, convicted criminal hacker Kevin Mitnick testified before
U.S. congress that he often gained security credentials by simply masquerading as
someone else. Ironically, another hacker gained a reduced criminal sentence by hav-
ing encrypted the evidence of his actions.

There is also the issue of how to audit, classify and manage interdependent interac-
tions when they are orchestrated across multiple organisations and domains. It is
common in cases where some ambiguity about the cause of events exists for the or-
ganisations involved to compete to get others to fix a problem in order to reduce their
own costs. It may also be unclear how to identify the cause and to handle a fault when
it is arises because of interference between two autonomous systems, so called emer-
gent behaviour. It may also not be possible to determine the exact or even the prob-
able cause of events. [8] has outlined the following security challenges for managing
emergent properties, in ad-hoc networks. Emergent properties represent new benefi-
cial security features of ad-hoc networks, e.g., to help establish or revoke trust rela-
tion. Some emergent properties are undesirable and may lead to security violations
e.g., emergent properties may bypass traditional intrusion-detection techniques and
mask that a certain network node has been captured by an adversary. Third, inade-
quate assessment of emergent properties such as false detection may also lead to



security and robustness violations. For example, the false detection of node capture
may lead to network partitioning and denial of service in an ad-hoc network by the
unnecessary revocation of node membership. Fourth, the understanding of the charac-
teristics of emergent properties helps determine scalability and resilience.

2.3 Security Interoperability

ICT environments are naturally open; providers and users often discover and evaluate
each other’s capabilities and preferences dynamically, enabling users to invoke pro-
viders' services on-the-fly. Interoperability in a heterogeneous open service environ-
ment can be greatly aided by using public service specifications and by specifications
being in a computation form that is able to be analysed and to be aligned to related
heterogeneous specifications. For example, different parties may use different kinds
of authentication certified by different TTF — these will require the use of some sort
of authentication certificate gateway to allow each other to interoperate. Interopera-
bility is aided when they can share semantic type metadata to support a common
understanding between them.

2.4 Balancing privacy versus accountability

Privacy can be regarded as both a basic human right to be left alone and as a user
freedom to not be observed by others. In practice, a portion of privacy is often traded
in order to have greater convenience in order to interact with others such as other
human users and service providers, e.g., to avoid entering the same personal details
for repeat transactions. [9] has identified intermediate levels of identity between true
identity and true anonymity. He distinguished four levels of ‘‘nymity:”” anonymity,
non-reversible pseudonymity (not tied to a true identity), reversible pseudonymity
(tied to a true identity), and identity. Maximum disclosure and invasion of user pri-
vacy occurs when a user’s personal details are revealed and linked to additional con-
texts such as the current location or to payment credentials.

There are also concerns with identity management and accountability within open
systems. It may be difficult to assign an accountable identity or address to the perpe-
trator of a malicious action within an open service environment, because the identity
and address can be easily masked or spoofed. This represents a significant weakness
in authentication services as unauditable 1Ds and addresses may be bound to authen-
tication tokens thereby restricting the usefulness of the tokens. Therefore, this brings
forth a fresh type of problem whereby malicious intent can no longer be bound to an
accountable identity or address and where varying contextual meanings can represent
hidden malevolent agendas.

2.5 Managing events and errors with multiple semantics

VO potentially have a greater variety of failures because of the larger number and
possible dynamic compositions of service components. They also use a more complex



operating environment, leading to transient and intermittent failures and because
status messages and error messages may trigger failures that are not understood by
the application processes. A further complication in an open distributed system is
that Byzantine type faults may be more likely. Byzantine faults occur when processes
continue to operate issuing incorrect results or possibly work together with other
faulty processes to give the impressions that they are working normally.

Either errors can be trapped and handled internally within the application or they
can be handle using some sort of world model that can be shared across applications
[10]. The application-level approach often involves instrumenting the application
code to generate events and to catch the fatal ones. This has the important disadvan-
tage that the event can only have a context within an application and can't easily have
a more global context across applications. A second disadvantage is the semantics of
the error is designed and annotated at the level of the software infrastructure in which
the application execution. However, users may lack an understanding of the low-level
infrastructure semantics.

Conventionally, failures can be handled in several ways. A very common tech-
nique is to handle them locally in the application using static exception handlers.
Failures can be masked, by switching to a replicated copy if fault-tolerance is sup-
ported or by catching it and simply propagating infrastructure errors up to a user
process. However, application level processes and users often cannot understand the
meaning of errors because they are at a lower level of abstraction or because they use
a particular perspective of understanding that users are unfamiliar with. For example,
one well known personal firewall for computers expects users to be able to under-
stand which types of network protocol ports an application should be allowed access
to in order to get through the firewall. Users may not understand why a service stops
behaving as expected if no information is given and so may not be clear which type
of remedial action, such as a restart, should be used.

2.6 Managing normal variability versus anomalies

Simple open service environments can be designed to support Event-Condition- Ac-
tion (ECA) type interaction. Conditions constrain both how events cause actions and
the order in which actions normally flow, e.g., a metadata directory is queried first to
identify which data resources hold certain types of data, thus avoiding wasting time
querying data resources that do not hold the data. It is important to model both nor-
mal and invariant pattern of events. Specific normal variant event and action patterns
are specified that need to be handled so that they do not disrupt the system, e.g., a
resource manager may receive a flood of repeat event requests because a user re-
ceives no acknowledgement that his request has been received.

In more complex distributed systems, users, providers and mediators have more
autonomy; sub-systems can refuse to carry out requests even although they have the
capability to do so. Systems can have the flexibility for multiple and concurrent ser-
vice providers and users to dynamically bind and unbind to each other and for actions
to be orchestrated into work-flows at run-time rather than at design-time. More com-
plex behaviours can also emerge from the interplay between simple ones and a com-



plex environment. Anomalous events or actions, not defined in the standard or ex-
pected set of planned normal behaviours can arise.

3 MAS Designs to Support the Safety and Security Management of

VO

Challenges

MAS Solution

Open Access vs. Regulated
Access

Agent can manage policies dynamically to regulate access.
Agents can reason about which are the important parts of
interactions to secure and which to leave public.

Agents can share tasks and goals with other agents across
organisational boundaries and 'delegate’ these to others to act
on their behalf.

Decentralised Operation and
Management of services

Different types of agents act as multi autonomous stake-
holders and autonomous groups.

Agents can share information about security threats that any-
one detects, acting as a neighbourhood watch.

Simple interactions between agents can lead to the emergence
of global behaviour — swarm intelligence.

Security Interoperability

Agents can be used support semantic mediation between
different security protocols

Balancing. Privacy vs. ac-
countability

Agent mediators can be used as TTP and can use policy-based
management between customers and providers so that identity
and details of customers are revealed on a need to know basis.
TTP agent mediators that reveal private information unneces-
sarily can suffer a loss of reputation, gain a low merit mark
for their quality of service.

Agents can share knowledge of events and expertise to allow
services to be managed across organisational boundaries.

Managing events: mismatch
of high-level management vs.
lower-level operational,
application, ones

Agents can be used to support semantic mediation between
different security views, protocols, concepts and policies.
Agents can model events and reason about them exter-
nally to the application processes in which they occur

Managing Anomalies versus
Normal variations

Normal goal-directed behaviours can be modelled using ex-
plicit plans by agents. Agents can also re-plan when events
are detected that cause disruptions to the plan.

Agents can explicitly model environments' expected events
and infer unusual events.

Table 2. MAS use to support VO safety and security

Multi Agent Systems (MAS) are a distributed artificial intelligence problem model
that can be solved and reified using a range of technological solutions from proce-
dural and object-oriented to declarative and to a wide spectrum of logic program-
ming. MAS are organisations of individual agents. The properties of agents are that
they are goal directed and can behave with a degree of autonomy. They can react
instinctively to interactions and proactively initiate interactions, or they can deliberate



about their interactions. They can interact cooperatively, to share common goals,

tasks, information and tasks or they can act in a self-interested competitive manner.

Software type of agents, not only interact with other agents but they are also situ-
ated in a non-agent environment, an ICT infrastructure. They can sense events, proc-
ess them and affect the environment. The link between the sensed events, the behav-
iours or actions that agents undertake and any subsequent effects in the environment
depends on the type of agent such as being deliberative, reactive, goal-directed, util-
ity-based or a combination of these. The interrelationships, interactions and behav-
iours of agents in MAS and multi-MAS (MMAS) are analogous in many ways with
those of members of social and economic organisations and virtual organisations.

The first major design issue that needs to be considered in using a MAS model of
VO security is whether or not security should be managed by agents within an or-
ganisation or delegated or trusted to others external to an organisation such as to the
ICT infrastructure environment. The degree of security control under the manage-
ment of the agent needs to be considered. This can range as follows:

O Agents (application) have no control of security: they delegate security manage-
ment to the infrastructure or to third parties;

O Agents manage security at a coarse level: they can monitor security changes di-
rectly or indirectly; they can switch on and off their own security; they can switch
between various levels of security;

O Agent manage security at a fine level: They can deliberate and control security
using semantic and social collaborative models.

There are a number of advantages to using MAS to manage security that are ex-
pounded in the next sub-sections and summarised in Table 2. These are related to the
VO security challenges and requirements given in Table 1.

3.1 MAS support for Open Access vs. Regulated Access

The organisation or application domain can specify policies to say who has what
access to which organisational assets. Agents can reason about the instances of poli-
cies and policy flows that are triggered when agents access. It is not sufficient for
agents to just reason about triggered policies, agents should also reason about when to
trigger security protocols in situated actions of the work-flow. To do this, agents will
need to track work-flows for tasks and assess the policies for when security should be
used, and at what level. Polices may need to change dynamically, e.g., if threat levels
are perceived to have changed. When individual organisations interact within a VO,
policy mediation may be needed to check the compatibility and priority of policies
when multiple ones apply and to decide which ones should be applied.

In the past, no single framework existed to express domain specific Ontologies,
rules and reasoning about the ontology concepts and rules. With the advent of the
W3C Web Ontology Language, OWL, there is a single framework to express rich
concept structures and relationships, rules in the form of constraints on concept
classes and properties and a type of description logic to reason about concepts.



3.2 MAS support for Decentralised Operation and Management of services

Safety and security can be increased using MAS models because autonomous agents
can build different independent viewpoints or models of the nature of these failures.
Agents can be designed to use multiple heterogeneous plans to achieve goals in the
face of limited environmental failures and malicious attacks. In addition, they can
socialize, acting together as a neighbourhood watch and use triangulation, i.e. using a
combination of multiple view-points, to understand a given problem or situation im-
proving the limitation of relying on any single viewpoint of the failure, see Fig. 3.

Attack on Agent
A’s asset is
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Agent A notifies
Agent domain C
that it should
encrypting all
messages

10101010.
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Domain of AgentC

Fig. 3. One agent can socialise with others about an intrusion it detects

Computer systems will need to manage themselves according to high-level objec-
tives specified by humans, otherwise the increasingly complex, heterogeneous dis-
tributed systems, such as ubiquitous computing systems will become impossible to
administer [11]. IBM first introduced this vision of self-managing system in 2001
when it launched the autonomic computing initiative. Autonomic Systems support
four basic properties: self-configuration, self-healing, self-optimization and self-
protection.

VO often rely on norms or group prescriptions to constrain its members to do or
not to do actions. They rely on the obedience of trustees to adhere to the norm.
Swarm behaviour is influenced by instinct, by local interactions, past experiences.
Herd behaviour is influenced by market-leaders. If there are no norms, chaotic behav-
iour can arise. There is often a local convergence to norms but this may cause global
polarisation within a VO because local norms are orthogonal [12].



3.3 MAS support for Security Interoperability

Open service environments for VO such as those based upon public Web service
specifications from the W3C and public MAS specifications from FIPA, the Founda-
tion for Intelligent Physical Agents [13] provide the means for different actors within
a VO to interoperate, more easily, and at a lower cost. New entrants to the market can
more readily publish and offer services, users can more easily interact to select ser-
vices, and mediators can more easily provide various value-added channels between
providers and users. Not only should the service interactions use public specifica-
tions but the service management should also use public security protocols in order to
operate. Earlier applications of MAS security tended to use proprietary security
mechanisms, for example using non-standard certificates for authentication [14], [15]
this tends to lead to closed systems that cannot interoperate with others as part of a
VO.
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Fig. 4. The V-SAT model, Viewpoints of Safeguards that protect Assets against Threats

Although, security protocols based upon public specifications are readily available,
there are great many to choose from and the same security protocol can be configured
differently to adhere to different organisational security models. A semantic media-
tion approach based upon a core model, the V-SAT model, Viewpoints of Safeguards
that protect Assets against Threats, see Fig. 4, has been proposed in [16] to support
security interoperability using multiple security protocols. This has been represented
first in DAML+OIL and then in OWL.

<l-- Policy Instances -->

<secprofile:AgentCondition rdf:|D="PlatformCredentialPolicy">
<policy rdf:range="xsd:String">
(exists (?c (Security_Ontolo:SignatureMethod ?c))




(or (Security_Ontolo:Algorithm ?chttp://www.w3.0rg/2000/09/xmldsig#rsa-shal)
(Security_Ontolo:Algorithm ?¢ http:/ww.w3.0rg/2000/09/xmldsig#dsa-shal) )
</policy>

</secprofile:AgentCondition>

<secprofile:AgentCondition rdf:|D="PlatformProtocolPolicy">
<policy rdf:range="xsd:String">
(exists  (?p  (Security_Ontolo:Protocol ~ ?p)) (and  (Security_Ontolo:FIPASecurityProtocol ~ ?p

urn:fipa:security:SecurityObjectl) (Security_Ontolo:FIPASecurityProtocol ?p urn:fipa:security:SecurityObject2) )

<Ipolicy>

</secprofile:AgentCondition>

Fig. 5. An example policy constraining the algorithm used for digital signatures

Because (external) security configurations can be described at an abstract level,
different mechanism choices can be specified in V-SAT model terms in instances of
the viewpoint called application profiles. For example, support for encryption using
DES or AES and message hashing using MD5 or SHA-1 can be specified. Constraint
or policy based reasoning can be used to see if a common security configuration can
be agreed between different communicating parties, see Fig. 5.

3.4 MAS support for balancing privacy versus accountability

Protecting the privacy of the user context, e.g., user ID, service preferences, past
interaction history, personal details and payment credentials, requires more than sup-
porting confidentiality and authorisation using encryption mechanisms — a multi-
lateral approach is needed [17]. This approach offers four different levels of privacy:
owner-centred privacy management, use of different degrees of anonymity, restricted
disclosure of the user context on a need to know basis and to detect the misuse of
privacy and to penalize those who do so. The privacy model is supported in a system
called USHER, U-commerce Services Here for Roamers. There are several elements
to this system. It uses a MAS organisation to model and associate roles to participants
in the organisation and to control access to the user context according to specified
context sharing policies. These roles are: an Owner of a user context; a Holder e.g.,
GPS device, authorised to collect user context information,; a Requester, e.g., route-
planner; authorised to get an owner’s context; Nymisers that act as mediators, that are
authorised to selectively reveals owners' contexts to others and an Authoriser that
issues credentials for rights to access user-contexts, see Fig. 6.




Use-case 1.1 Location: Where am 1? (Locator not under Owner control)
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Use-case 1.2 Location: Where am 1? (Owner controls locator)
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Fig. 6. Organisation interaction and roles for controlled sharing of a user's location context that
has been created using two different location determination systems: client-side, e.g., GPS, and
server-side, e.g., wireless network trilateration.

Because of the richness of the interaction between the different actors involved in
exploiting and safeguarding the owner contexts, problems due to lack of a shared
semantic model for privacy can arise [18]. These include: the inability to interlink
service processes that access the user-context with the security processes that safe-
guard them; the lack of a common terminology to allow owner contexts to interlink to
management concepts that are understood by the different actors and the lack of rich
meta-data to manage the operation of the privacy safeguards. Hence, not only a for-
mal policy-model is needed to support the management of owner preference access
but also for a semantic model is needed to support it. The privacy model in [18] is
based on the V-SAT model given above where the main asset that needs to be pro-
tected against threats is the user context. There is a W3C standard that could be used
to express privacy policy called P3P but this is provider- not user-centred. P3P needs
to be enhanced to support user contexts and to link the policy evaluation to be under
user control. This system has been applied to two applications — a location-aware
religious service that locates the nearest Mosque for Muslims and a restaurant re-
commender service [18].

3.5 MAS support for managing events and errors with multiple semantics

Interoperability amongst the various open system actors can be greatly aided by shar-
ing semantic type metadata. A Semantic-based failure communication model based
on an integrated failure and security ontological model has been developed as an
extension to the V-SAT model [19]. This is combined with a semantic profile model
to interlink policy models and process models of normal and failed behaviour can
support improved, higher level, application oriented fault management. The semantic



model can also support a reasoning model to support adaptive fault and security man-
agement and the choice of an appropriate fault handler. Detected errors can be propa-
gated and transformed when necessary into semantically tagged error events. In some
cases errors are best handled and more efficiently handled locally whereas in other
cases errors may best propagated up to the agent level because errors may have global
significance.

In a VO, there are often multiple (sub-)domains, e.g. Restaurants and Hotels. Some
parties trust one another and some do not, but each believes that honest parties are in
a majority and that a domain administrator manages the admission and consensus of
agents operating in its respective domain (Fig. 7) on its behalf. Traditionally, the
verification of authenticated peers possessing private keys corresponding to the pub-
lic keys determines if a party is honest and capable. This concept of identity is very
general and insufficient especially in rich semantic environments which may span
individuals and organizations.

The operational capability including security of systems and applications in open
service environments is reduced when malicious and services are present. Such be-
haviour can be particularly hard to detect because of the dynamics of open systems
and because it may only become apparent in certain service states and when a certain
percentage of disruptive stake-holders or occurrences become noticeable. Whilst the
Semantic Web has the potential to promote a richer interaction and interoperability
between different parties, Byzantine behaviour may also arise because of the added
complexity in unambiguously interpreting and processing semantic metadata and
meta-processes in a consistent way between heterogeneous parties. The Byzantine
Agreement Protocol (BAP) [20] can be used to tackle Byzantine behaviours. It uses a
majority based rating mechanism for identifying and pruning Byzantine entities in a
domain. It has received considerable attention for the design of fault tolerant systems.
It seeks to establish a fault-tolerant agreement when one or more of the nodes in a
system have been compromised or failed.



Fig. 7. Byzantine Services Scenario

3.6 MAS support for Managing Anomalies versus Normal variations

A basic assumption underlying anomaly detection is that anomaly patterns differ
from normal behaviour patterns. However if may not always be not be possible to
differentiate the two with certainty, e.g., a flood of repeat requests by a frustrated user
and a flood of events used by a malicious user designed to cause a DoS are similar. In
this case, the patterns of events need to be characterised along a number of features
with respect to some normal distribution of these features and only a difference prob-
ability can be calculated between normal and anomaly events. There are two main
strategies for detecting and handling anomalies. If predefined normal patterns of
events are available, then either anomaly events can be matched against anomaly
pattern sets or against normal pattern sets. Secondly, if normal patterns are not avail-
able, they can perhaps be learnt from observation of operational events as normal
events tend to cluster whereas anomalies tend not to [21].

4. Conclusions

Although cryptographic security protocols represent the core protocols to safeguard
distributed systems a multi-lateral approach is needed, cryptographic protocols need
to be complemented with additional approaches based upon policy-based manage-
ment, semantic-based mediation, agent-based task and information sharing and policy
assessment. Some behaviours of VO such as Byzantine faults, anomalies, emergent,
human and social behaviours are hard to model and will require more research to find
ways to manage the security and safety aspects of these more effectively.
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Abstract. This paper describes an approach to improving the robust-
ness of an agent system by augmenting its failure-handling capabilities.
The approach is based on the concept of semantic compensation: “clean-
ing up” failed or canceled tasks can help agents behave more robustly
and predictably at both an individual and system level. Our approach
is goal-based, both with respect to defining failure-handling knowledge,
and in specifying a failure-handling model that makes use of this knowl-
edge. By abstracting failure-handling above the level of specific actions or
task implementations, it is not tied to specific agent architectures or task
plans and is more widely applicable. The failure-handling knowledge is
employed via a failure-handling support component associated with each
agent through a goal-based interface. The use of this component decou-
ples the specification and use of failure-handling information from the
specification of the agent’s domain problem-solving knowledge, and re-
duces the failure-handling information that an agent developer needs to
provide.

1 Introduction

The design of reliable agent systems is a complex and important problem. One
aspect of that problem is making a system more robust to failure. The work de-
scribed in this paper is part of a Department of CSSE, University of Melbourne
project to develop methodologies for building more robust multi-agent systems,
in which we investigate ways to apply transactional semantics to improve the
robustness of agent problem-solving and interaction. Traditional transaction pro-
cessing systems prevent inconsistency and integrity problems by satisfying the
so-called ACID properties of transactions: Atomicity, Consistency, Isolation, and
Durability [1]. These properties define an abstract computational model in which
each transaction runs as if it were alone and there were no failures. The program-
mer can focus on developing correct, consistent transactions, while the handling
of recovery, concurrency, and failure is delegated to the underlying engine.
However, for most agent systems, with agents situated in and interacting
with their environment, principles of transaction management cannot be directly



applied. The effects of many actions may not be delayed: such actions “always
commit”, and thus correction of problems must be implemented by “forward
recovery”, or failure compensation [1]- that is, by performing additional actions
to correct the problem, instead of a transaction rollback. In addition, actions may
not be “undoable” nor repeatable. Further, it is often not possible to enumerate
how the tasks in a dynamic agent system might unfold ahead of time: it is not
computationally feasible, nor do we have enough information about the possible
“states of the world” to do so.

In this paper, we focus on one facet of robustness motivated by transactional
semantics, that of failure-handling, and in particular, how the concept of seman-
tic compensation can be used to support a robust approach to failure-handling
in an agent context.

A “semantic” compensation need not exactly reverse a given effect, but rather
is an “undo” appropriate to the context of the situation. Semantic compensation
provides a way for an agent system to recover from task problems by “cleaning
up after” its problematic actions, thus approximating failure atomicity. The ef-
fective use of semantic compensation in response to agent failure can have several
benefits:

— It helps leave an agent in a more stable state, and one from which future
actions— such as retries, or alternate methods of task achievement— are more
likely to be successful;

— it helps maintain an agent system in a more predictable state: failure prop-
agation is controlled; agent interactions are more robust; and unneeded re-
sources are not tied up;

— the approach can be applied as a useful default method, when no domain-
specific plans for patching a given failed activity are available.

However, the system characteristics discussed above mean that traditional
transaction management methods are not appropriate in a multi-agent context.
We cannot always characterize ‘transactions’ and their compensations ahead of
time, nor create “compositions” of compensations by applying subcompensations
in a reverse order [1]; in many domains such compensations will not be correct
or useful. In addition, in an agent context, failure-handling behavior should be
related to the agent’s goals, and take into account which goals are current or
have been cancelled.

Thus, to operationalize the use of semantic compensation in an agent context,
it is necessary both to define the compensations in a way that is effective, and to
usefully specify when to initiate both compensations and goal re-achievements,
including scenarios where problems occur with tasks delegated between agents.
The key components of our approach, which address these issues, are as follows:

First, for a given domain, and for some subset of the tasks the agent knows
how to perform, we associate information about what needs to be achieved to
compensate a failure of that task. This information is specified in terms of the
goals that need to be achieved in order for the compensation to be successful.
That is, we specify, at an abstract level, declarative information about what to
do to handle a failure, not how to achieve the implementation.



Second, a compensation-retry failure-handling model is defined, which uses
the defined compensation knowledge, and is employed to address failures in
the agent’s problem solving. Goal re-achievement is incorporated as an intrinsic
part of this model: if a goal hierarchy remains current, then by default the agent
continues to work towards achieving it at some level. Difficulties in compensating
at failure points, or in retrying a failed goal, may cause an agent to “push up”
failure-handling to a higher-level goal context.

In our approach, the agent’s failure-handling behaviour is supported by a
layer that sits below each agent’s domain logic component. This underlying layer
does the bookkeeping necessary to support the failure-handling model and its
employment of the compensation information. Thus, agent developers are not
required to encode the failure-handling logic at the agent’s “domain” level. By
consistent employment of the failure-handling model across agents in a system,
the system’s behaviour on failure becomes more robust and predictable.

event-based agent application interface

agent
application

semantic

failure-handling component control

(FHC)

conversation management
communications
networking

1T

Interactions with other agents
and domain resources

Fig.1: An agent’s FHC. We refer to the domain logic part of the agent, above the
failure-handling component, as the “agent application”.

This underlying failure-handling component, which we term the agent’s FHC,
allows incremental specification of knowledge about how to perform compensa-
tions, and allows the agent to react to failures in a well-specified way when such
information is available. As shown in Figure 1, the FHC interfaces with (in a
typical architecture) the conversation protocol layer of the agent [2,3] in addi-
tion to its domain logic component. In the remainder of this paper, we refer to
the domain logic part of the agent, above the FHC, as the “agent application”.

A key aspect of this framework is the use of transactionally-supported log-
ging, which allows consideration of execution history in failure-handling, and
supports compensation of already-achieved goals. In addition, the FHC supports
the necessary failure-handling interaction protocols between agents.

In Section 2, we provide a motivating example for our use of compensation,
and describe at a conceptual level our failure-handling model and the knowledge
it utilizes. Then, in Section 3 we detail the agent’s failure-handling component, or
FHC, which makes use of this failure-handling model; and describe a prototype



which implements much of the approach. In Sections 4 and 5 we finish with a
discussion of related work, and summarize.

2 Compensation-Based Failure-Handling
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Fig. 2: Planning a dinner party. The figure uses an informal notation, where subtasks
that may be executed concurrently are connected by a double bar; otherwise they are
executed sequentially.

We motivate our approach to semantic compensation by presenting an ex-
ample in a “dinner party” domain. (We use this domain because it has a rich
semantics and is easily understandable; its issues can be mapped to analogous
problems in more conventional domains). Consider two related scenarios, where
a group of agents must carry out the activities necessary to prepare for holding
a party. First, consider an example where the party will be held at a rented
hall, for a business-related event. Fig. 2A shows one task decomposition for such
an activity. The subtasks include planning the menu, scheduling the party and
arranging to reserve a hall, inviting the guests and arranging for catering. The
figure indicates that some of the subtasks (such as inviting the guests) may be



delegated to other agents in the system. Next, consider a scenario which differs
in that the party will be held at the host’s house. In this case, while the party
must be scheduled, a hall does not need to be reserved. In addition, the hosts
will not have the party catered and will shop themselves. Fig. 2B shows a task
decomposition for this scenario.

If the party planning fails or the event must be canceled, then a number of
things might need to be done to properly take care of the cancellation— that
is, to “compensate for” the party planning. However, the specifics of these ac-
tivities will be different depending upon what has been accomplished prior to
cancellation. In the first case (Fig. 2A) we may have to cancel some reserva-
tions, but if we have used caterers, then we will not have to deal with any extra
food; in the second case (Fig. 2B), we have no reservations to cancel, but we
will likely have unused food. In either event, the party cancellation activities can
be viewed as accomplishing a semantic compensation. The nature of a useful
compensation depends upon upon the nature of the task. An exact ‘undo’ is not
always desirable— even if possible. Compensations are both context-dependent
and usually infeasible to enumerate ahead of time, and employing a composition
of subtask compensations is almost always too simplistic.

2.1 Goal-Based Compensation Definitions

The example above showed that compensation of a task can typically be achieved
in different ways depending upon context. It is often difficult to identify prior
to working on a task the context-specific details of how a task failure should
be addressed or a compensation performed. It can be effectively impossible to
define all semantic compensations prior to runtime in terms of specific actions
that must be performed.

Instead, as a key component of our approach, we claim it is more useful to
define semantic compensations declaratively, in terms of the goals that the agent
system needs to achieve in order to accomplish the compensation, thus making
these definitions more widely applicable. We associate compensation definitions
with some or all of the tasks (goals)! that an agent can perform. These definitions
specify at a goal- rather than plan— level what to do in certain failure situations,
and the agents in the system then determine how a given goal is accomplished.
The way in which these goals are achieved, for a specific scenario, will depend
upon context.

Figures 3A and 3B illustrate this idea. Suppose that during the party-planning
of the examples above, the host falls ill and the party needs to be canceled. Let
the compensation goals for the party-planning task be the following:
all party-related reservations should be canceled; extra food used
elsewhere if possible; and guests notified and ‘apologies’ made.

! In this paper, we use ‘goal’ and ‘task’ interchangeably; as distinguished from plans,
action steps, or task execution. In our usage, goals describe conditions to be achieved,
not actions or decompositions.
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Fig. 3: Compensation of dinner party planning.

The figures show the resulting implementations of these compensation goals for
the activities in Figs 2A and 2B. The compensation goals for the high-level party-
planning task are the same in both cases, and indicate what needs to be made
true in order for the compensation to be achieved. However, the implementations
of these goals will differ in the two cases, due to the different contexts in which
the agent works to achieve them. When the party was to be held at home (Fig.
3B), extra food must be disposed of, and (due to the more personal nature of
the party) gifts are sent to the guests. In the case where the party was to be
held in a meeting hall (Fig. 3A), there are reservations that need to be canceled.
However, there is no need to deal with extra food (the caterers will handle it)
nor to send gifts. Some compensation goals may be already satisfied and need
no action, and some tasks may be only partly completed at time of cancellation
(e.g. not all guests may be yet invited).

A semantic compensation may include activities that do not address any of
the (sub)tasks of the original task, such as the gift-giving in the first example.
Some compensation activities may “reverse” the effects of previous actions (e.g.
canceling the reservation of a meeting hall), but other effects may be ignored (no
effort is made to “undo” the effects of the house-cleaning) or partially compensa-
table (dealing with the extra food) depending upon context. The compensation
for a high-level task will likely not correspond to a composition of compensations
for the high-level activity’s expected subtasks.

Thus, in defining failure-handling knowledge for a given (sub)task, the devel-
oper must specify what must be achieved— what must be true about the state of
the world— for compensation of that task to be successful. As described above,
this information is specified only in terms of goals, not actions or plans— the
agent application will determine at runtime how to implement, or achieve, these
goals.

A goal-based formulation of failure-handling knowledge has several benefits:



— it allows an abstraction of knowledge that can be hard to express in full
detail;

— its use is not tied to a specific agent architecture; and

— it allows the compensations to be employed in dynamic domains in which it
is not possible to pre-specify all relevant failure-handling plans.

A compensation definition is specified in terms of in terms of the parameters
of its associated “forward” task. However, the agent developer will make this
specification independently of the context in which the task may be achieved.
That is, it must be possible to define a task’s compensation semantics inde-
pendent of the state of the world or parent task; we do not know a priori the
circumstances under which the task will be invoked or whether it will have fully
completed. Encoding failure-handling knowledge as goals, not plans, allows this
criteria to be addressed. The application agent will take current state into ac-
count when deciding at runtime how to implement a given compensation goal.

Task Compensation Goals
all party reservations canceled & extra food
plan dinner party|used if possible & notification and apologies

to guests
invite guests guests notified of cancellation
reserve hall hall reservation canceled

shop for supplies |supplies returned
Table 1: Simplified compensation definitions for the ‘dinner party’ example.

Table 1 shows some example task compensation definitions from the dinner
party scenario. We view construction of the definitions as “assisted knowledge
engineering”; we can examine the agent’s problem-solving implementation, and
in particular its goal-subgoal relationships, and leverage this implementation
knowledge to support the definition process. We are researching ways to provide
semi-automated support for this process.

2.2 Compensation-Retry Model

Given a set of goal-based compensation definitions for an agent domain, we
would like the agents to employ this information consistently across a system, in
a manner that supports recovery from problems, and helps prevent propagation
of failure between agents. Here, we present an approach to failure-handling,
based on invocation of compensations and goal re-achievement, that addresses
these criteria.

We define a compensation-retry failure-handling model that is used by each
agent in a system, supported and enforced by the agents’ failure-handling layers.
Failure-handling is triggered by a failure or cancellation event on a goal- as
detected by the agent’s domain logic. A cancellation event may occur either



in conjunction with a failure or by itself, and has the semantics that the effects
of the goal should be compensated but the goal should no longer be pursued.

handle problem event

halt
execution

S = success
F = failure

at parent

Fig. 4: The FSM for the failure-handling model triggered by a goal failure.

There are two basic building blocks used in our failure-handling process— the
invocation of compensation for a failed task, and the invocation of a retry (re-
achievement) of a failed task. The failure-handling model controls when and at
what goal level these two building blocks may be applied. The model incorporates
two important concepts. First, if a goal is not cancelled, there is always an option
to persist in goal re-achievement after compensation. Second, if compensation at
the failure point is not successful, the agent may “push up” the failure event to
the parent goal context. This means that handling of the problem will result in
broader and more general cleanup, and pursuit of alternate methods of achieving
the higher-level tasks.

The failure-handling model can be viewed as a set of finite-state machines
(FSMs), where the transitions between the states are events signaling changes
in goal status. Figure 4 shows a simplified version of the FSM initiated by a goal
failure. A “compensation” state indicates that the compensation goals associated
with the failed task are invoked. A “retry” state means that a new instantiation
of the original ‘forward’ task is invoked. As discussed above, the agent’s domain
logic determines both how to compensate for a failed goal, and how to work on
re-achieving a goal. So, a “retry”— an attempt at goal re-achievement— does not
imply that the goal should be (necessarily) re-attempted in the same manner as
before. The agent application makes that determination based on the current
problem-solving context.

When failure occurs, the FSM of Fig. 4 defines what options are available
at each stage of the failure-handling process, and the conditions under which
the failure-handling may terminate. A similar FSM, not shown, encodes the
agent’s response to a cancellation event?. A key difference is that when a goal is
cancelled, the agent does not attempt to re-achieve the goal after compensation.

FSM instances may be nested; e.g., a failure within the implementation of a
‘retry’ subgoal can be pushed up to the enclosing FSM as a failure of the retry

2 In fact, the two FSMs can be combined.



itself. When such failure-handling models are used consistently across an agent
system, the system’s response to failure becomes more predictable and robust.

Refining the Failure-Handling Model with Domain Knowledge. For a
given FSM state and goal status event event, there may be more than one tran-
sition possible. For example, the figure above indicated that if a retry fails, the
agent may either “push up” the compensation, or re-attempt a compensation-
retry sequence. The agent developer can add domain knowledge to refine the
system’s failure-handling defaults, by specifying which of the allowable tran-
sitions in the failure-handling finite-state machine above, should be followed.
As with the compensation definitions, specification of these conditions requires
knowledge of the domain semantics.

The next section describes how this failure-handling model, with associ-
ated preferences on its state transitions, is implemented by the agent’s failure-
handling component, or FHC. For the failure-handling process to be most ef-
fective, there are requirements on the capabilities of the agent with which it is
used. These are described in Section 3.3.

3 An Architecture for Failure-Handling

The previous section described a model for defining compensations, and em-
ploying compensations and goal retries, in dynamic and complex agent environ-
ments. In this section, we describe an architecture that supports this model,
to allow consistent and predictable system behaviour on failure, while reducing
what needs to be done by the agent developer to program the agents to handle
failure. We separate each agent’s “normative” from failure-handling knowledge
by means of a decoupled component which, as introduced in Figure 1, we term
the agent’s FHC. It is this layer of the agent architecture which implements the
failure-handling model described in the previous section.

An agent’s domain logic resides in its agent application layer, which per-
forms planning, task decomposition and execution. A goal-based API between
the layers allows the FHC to both monitor and affect the agent application’s
problem-solving. Based on its monitoring, an agent’s FHC determines which
failure-handling activities will be performed— with respect to both task com-
pensations and re-achievements— and when they will be requested. The agents’
application logic is then invoked to implement the tasks and determine the de-
tails of how they are achieved.

The interface between the FHC and its agent application is based on goal
events. An agent application reports new (sub)goals to its FHC as it generates
its task decompositions, including information about the new goal’s parent; and
reports the goal status events it detects— success, failure, and cancellation—
as its problem-solving progresses. The agent application also reports information
that allows the FHC to keep track of which goals have been delegated to other
agents. Based on the information reported via this API, an agent’s FHC deter-
mines whether/when an agent can start work on a goal, can instruct it to start



new goals in order to implement compensations and/or re-achievements, and can
tell it to halt work on an existing goal.

The use of the FHC reduces the agent developer’s implementation require-
ments, by providing a model that structures and supports the failure-handling
information that needs to be defined. (The FHC implementation must be specific
to a given agent framework, including its communication mechanisms, and ‘con-
nects’ the agent application to the lower agent layers). The motivation behind
the use of the FHC is analogous to that of the exception-handling mechanism in a
language like Java; the developer is assisted in generating desired agent failure-
handling behavior, and the result is easier to understand and predict than if
the knowledge were added in an ad-hoc fashion. In Section 3.1, we describe the
FHC’s task monitoring and logging mechanisms. Then, Section 3.3 discusses the
requirements imposed by this approach on the agent applications in a system.

3.1 FHC Task Monitoring and Logging

To provide failure-handling support, an agent’s FHC performs high-level mon-
itoring of the agent application via its API, and maintains a transactionally-
supported abstract log, or history, of its problem-solving. The maintenance of
this abstract history, in conjunction with the domain knowledge described in Sec-
tion 2, gives the FHC the information it needs to implement the compensation-
retry model at failure points®.

The FHC logs at a goal level of abstraction: each subgoal is represented by a
'node’ in the log, with two types of dependency information maintained between
nodes: parent-child goal relationships, including those of delegated goals (as will
be further discussed below), and failure-handling relationships (compensation-
for, retry-of ). Each node stores information about whether its associated goal
is current (part of the current execution path), and any goal status events that
have been reported for it. Event timestamps are recorded as well. The monitored
information, and the logged nodes, do not include plan or action details. Thus,
they are a lightweight abstraction of the agent’s actual problem-solving history.

In the following, we refer to (fragments of) the log as task-monitoring trees,
reflecting the fact that the logging encodes parent-child task relationships. The
task-monitoring trees support the FHC’s failure-handling. Figure 5(a) shows a
simple example of the way in which a task-monitoring tree is incrementally built
as agent problem-solving is tracked. The agent application reports new goals, and
waits for the signal from its FHC before starting them®. The agent application,
using its domain knowledge, performs the actual problem solving to achieve
the goal. Note that the agent application need not be using an explicit “tree”
representation itself, nor be keeping track of goal parent-child relationships over

3 In our current implementation, each agent maintains its log only locally, though in
the future it may be of utility to allow the agents to export some history information
to other agents.

4 While not discussed in this paper, the FHC log may also used to support task
coordination.
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time; it only needs to be able to report its subgoals as they are generated. Part
of the role of the FHC is to record this dependency information, required for its
failure-handling model.

FHC trees are retained for all tasks that have a currently-executing root or
that have a repair relationship to a currently-executing task. Thus the extent
of the abstract logging depends on the agent’s activities. (Sub)tasks that have
a currently-active ancestor task may not be flushed from the log, even if they
themselves are completed. Task trees that are terminated may potentially be
removed. However, by maintaining finished tasks on the log, the FHC can sup-
port compensations of completed tasks in addition to addressing problems with
currently-executing tasks.

3.2 Implementation of the Compensation-Retry Model

The failure-handling model described in Section 2.2 is supported by the log-
ging mechanism above. The abstract execution history, and the relationships
maintained between history ‘nodes’, allows reasoning about the failure-handling
states and the transitions between them.

The failure-handling process is triggered for a given goal by a failure and/or
cancellation event on that goal, detected by the agent application and reported
via its API®. However, failure-handling is initiated only if compensation infor-

5 In addition to goal events detected by the agent application, cancellation events
on already-achieved goals may also be detected via FHC cancellation rules, based

A A A A



mation exists for the failed or cancelled goal. Thus, this information may be
added incrementally to an agent system, and used where available.
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Fig. 6: Initiating a compensation goal for failed task B. B’s history remains in the log.
The relationship with its compensation task is recorded in the log.

The FHC’s failure-handling logic is implemented as a set of ECA rules [4].
More specifically, the FSMs described in Section 2.2 are implemented by a set of
rules, residing in the FHC, that are triggered by goal events and conditioned on
compensation definitions in conjunction with information about the nodes in the
FHC’s log. The rule execution results in instructions to the agent application,
which tell it to start new goals, or stop work on existing goals. Compensations
and retries, initiated by the FHC’s rules, cause the creation of new nodes in the
FHC’s log. The new nodes maintain links to the node for which they are com-
pensating or retrying. Figure 6 shows the process of initiating the compensation
associated with a “forward” goal in response to a failure detected for that goal.

Inter-Agent Failure Handling To support failure-handling in scenarios where
multiple agents work to achieve parts of a larger task, it is necessary for the FHCs
of the agents involved to be able to ‘connect’ delegated tasks between agents. By
doing so, they effectively maintain a distributed task structure which supports
failure-related communication between the connected agents [5-7]. Such com-
munication is necessary to support the FHC’s reasoning— not only to propagate
changes in the status of delegated goals between agents, but to support interac-
tions to determine which of the agents involved in a task will take responsibility
for the failure-handling if a problem occurs.

on information in the log about the completed goal, in conjunction with changes
in the current state of the world. The compensation of a completed goal, once its
‘cancellation’ is detected, may be handled using the same basic mechanisms as above.
While this is an important feature of our larger research model, for simplicity we do
not discuss it here.



The agent application’s ‘regular’ interaction protocols will determine how
subtasks are allocated and delegated. These protocols may involve negotiation
or bidding [2] or market mechanisms [8], as well as direct sub-task assignments
or subscriptions, and typically include the reporting of error/task results.

It is important that the FHC’s ability to “connect” tasks across agents does
not make assumptions about the specifics of these regular protocols (or how they
may change), so that failure-handling remains decoupled in delegation situations,
and failure-handling protocols can be implemented by the FHC in a manner
transparent to the agent application. Figure 5(b) suggests the task delegation
bookkeeping that needs to be maintained by the FHC. [9] provides details of
the API developed to support this process, and describes the failure-handling
interaction protocols in more detail.

3.3 Requirements on the Agent Applications and Agent System

The model presented here is most effective in the context of a situated agent:
one which senses its execution results, and detects changes to its environment.
In addition, the agent must be able to explicitly detect goal status changes. To
robustly support retries and compensations, an agent must be able to determine
whether or not a given goal needs to be achieved; whether it has failed, and in
what failure mode. (In general, detection of failure can be undecidable; however,
the FHC may be instructed to infer failure for a given task if the agent does not
respond with task status within a given domain-dependent time interval.)

Further, our goal-based agent/FHC interface imposes certain requirements
on the agent application. For an agent to implement the interface correctly, the
following must be true. First, the agent must be able to perform goal-based
problem-solving and report ‘goal events’. Second, an agent application must
attempt to implement the goal-based instructions it receives from its FHCS.
These instructions may include the halt of an existing task as well as new goal
initiations.

In addition to the requirements that the agent applications must meet, failure-
handling is best supported if the multi-agent system supports some form of
brokering or service discovery [10], enabling robust re-delegation of retries of
compensations if the original agent assigned the task is no longer available.

3.4 Prototype Implementation

We have implemented a prototype multi-agent system in which for each agent,
an FHC interfaces with an agent application logic layer. The agents are imple-
mented in Java, and the FHC of each agent is implemented using a Jess core
[11], with the ECA rules of the FHC implemented as Jess rule sets. The agent-
application components of our prototype are simple goal-based problem-solvers
to which an implementation of the FHC interface was added. Currently, the

5 In this paper, we do not explore issues of levels of commitment or goal prioritization.



transaction layer/agent application interface uses Jess “fact” syntax to commu-
nicate goal-based events. Inter-agent communication in our prototype system is
primitive; in the future we plan to situate the implementation of the FHC on an
established agent system framework, which can provide communication, broker-
ing, and interaction protocol support. Using our prototype, we have performed
initial experiments in several relatively simple problem domains. Preliminary
results are promising, and suggest that our approach to defining and employ-
ing goal-based failure-handling information generates useful behavior in a range
of situations. Work is ongoing to define failure-handling knowledge and strate-
gies for more complex problem domains in which agent interaction will feature
prominently. In the process, the FHC framework will be used as a testbed for
evaluating and comparing different failure-handling strategies. Section 5 dis-
cusses some of the issues we expect to encounter and investigate in these more
complex domains, and discusses future work in the larger project context.

4 Related Work

Our approach is motivated by a number of transaction management techniques
in which sub-transactions may commit, and for which forward recovery mecha-
nisms must therefore be specified. Examples include open nested transactions [1],
flexible transaction [12], SAGAs, [13], and ConTracts [14]. Earlier related project
work has explored models for the implementation of transactional plans in BDI
agents [15-18], and a proof-of-concept system using a BDI agent architecture
with a closed nested transaction model was constructed [19].

In Nagi et al. [20], [21] an agent’s problem-solving drives ‘transaction struc-
ture’ in a manner similar to that of our approach (though the maintenance of
the transaction structure is incorporated into their agents, not decoupled). How-
ever, they define specific compensation plans for (leaf) actions, which are then
invoked automatically on failure. Thus, their method will not be appropriate in
domains where compensation details must be more dynamically determined.

The SPARK [22] agent framework is designed to support situated agents,
whose action results must be sensed, and for which failure must be explicitly
detected. ConGolog’s treatment of exogenous events and execution monitoring
has similar characteristics [23]. While these languages do not directly address
crash recovery, their action model and task expressions are complementary to
the recovery approach described here.

Parsons and Klein [24] describe an approach to MAS exception-handling uti-
lizing sentinels associated with each agent. For a given specific domain, such as
a type of auction, “sentinels” are developed that intercept the communications
to/from each agent and handle certain coordination exceptions for the agent. All
of the exception-detecting and -handling knowledge for that shared model resides
in their sentinels. In our approach, while we decouple high-level handling knowl-
edge, the agent retains the logic for failure detection and task implementation;
agents may be added to a system to handle certain failures if need be.



Chen and Dayal [25] describe a model for multi-agent cooperative transac-
tions. Their model does not directly map to ours, as they assume domains where
commit control is possible. However, the way in which they map nested transac-
tions to a distributed agent model has many similarities to our approach. They
describe a peer-to-peer protocol for failure recovery in which failure notifica-
tions can be propagated between separate ‘root’ transaction hierarchies (as with
cooperating transactions representing different enterprises).

[26] describe a model for implementing compensations via system ECA rules
in a web service environment— the rules fire on various ’transaction events’ to
define and store an appropriate compensating action for an activity, and the
stored compensations are later activated if required. Their event- and context-
based handling of compensations have some similarities to our use of strategy
rules. However, in their model, the ECA rules must specify the compensations
directly at an action/operation level prior to activation (and be defined by a
central authority).

WSTx [6] addresses transactional web services support by providing an on-
tology in which to specify transactional attitudes for both a service’s capabilities
and a client’s requirements. A WSTx-enabled ‘middleware’ may then intercept
and manage transactional interactions based on this service information. In sep-
arating transactional properties from implementation details, and in the devel-
opment of a transaction-related capability ontology, their approach has similar
motivations. However, their current implementation does not support parame-
terized or multiple compensations.

Workflow systems encounter many of the same issues as agent systems in
trying to utilize transactional semantics: advanced transactional models can
be supported [27], but do not provide enough flexibility for most 'real-world’
workflow applications. Existing approaches typically allow user- or application-
defined support for semantic failure atomicity, where potential exceptions and
problems may be detected via domain rules or workflow ‘event nodes’, and
application-specific fixes enacted [28,29]. Recent process modeling research at-
tempts to formalize some of these approaches in a distributed environment. For
example, BPEL&WS-Coordination/Transaction [5] provides a way to specify
business process ‘contexts’ and scoped failure-handling logic, and defines a ‘long-
lived transaction’ protocol in which exceptions may be compensated for. Their
scoped contexts and coordination protocols have some similarities to our failure-
handling strategy rules and FHC interaction protocols.

5 Discussion and Future Work

We have described an approach to improving robustness in a multi-agent system.
The approach is motivated by transactional semantics, in that its objective is
to support semantic compensations for tasks in a given domain; we assume
environments in which the agents cannot wait to commit actions. We provide
the agents in a system with a failure-handling model based on compensations
and retries. Its consistent use makes the semantics of an agent system more



predictable, both with respect to the individual agent and with respect to its
interactions with other agents; thus the system can become more robust in its
reaction to unexpected events.

An important criteria driving our approach is that it address issues faced
by agents situated in a changing environment. For situated agents, exogenous
events can cause problems in accomplishing a task or render a task unneces-
sary. A key aspect of robust agent behaviour is the ability to react appropriately
in such situations. Our approach is goal-based, both with respect to defining
failure-handling knowledge for agent tasks, and in deciding when to employ it.
We separate the definition of failure-handling knowledge from the agents’ im-
plementations of those tasks. Our hypothesis, borne out by our initial experi-
ments, is that in a large range situations this knowledge can be separated. One
goal of further experiments will be to characterize when this approach works is
most effective. Our experiments will also help us to evaluate the ways in which
compensation definitions and failure-handling domain knowledge are tied to the
problem representation. For example, task/subtask granularity influences retry
strategy.

Failure-handling and crash recovery are closely tied, and one focus of current
work is the extension of our existing model and framework to support a unified
treatment of these two activities. In our model, crash points are treated as failure
events, and the effects of a crash are sensed in the same way as unexpected
execution events. Compensation post-crash helps 'reset’ an agent, approximating
a rollback, and post-recovery, the agent continues to work on relevant goals. We
will explore these ideas in the context of a larger-scale implementation that
extends an existing agent framework. Another focus of current research is the
development of a 3APL-based language and semantics for describing our failure-
handling model.

Acknowledgments. This research is funded by an Australian Research
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A Guardian Agent Approach to Safety in
Medical Multi-agent Systems
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Abstract. We present an overview of current work on argumentation
based reasoning to ensure safety in medical multi-agent systems. In par-
ticular, we describe deployment of a specialised Guardian agent engaging
in argumentation based reasoning about safety, and argumentation based
dialogues with other agents to cooperatively ensure that agent activities
are safe. The work is being conducted as part of a project aiming at
development of theoretical models of argumentation, and their imple-
mentation in software components for deployment in agent technologies.
The project has established a medical multi-agent scenario requiring de-
ployment of the Guardian agent. This scenario provides a focus both
for theoretical work and the eliciting of technical requirements. In this
paper we describe the scenario and discuss the theoretical issues being
addressed.

1 Introduction

The issue of ensuring safety is a high priority for multi-agent system (MAS) ap-
plications in safety critical domains such as medicine. A number of these systems
(e.g,. [1], [13]) involve specialised medical domain agents (SMDAs) communicat-
ing with each other in order to specify one or more medical actions. Hazards
may result from interactions between actions separately planned by SMDAs, or
from one or a combination of planned actions contraindicated by a particular
patient’s clinical circumstances. Hence, in order that a “Guardian Agent” (GA)
be in a position to warn of hazards that may arise, requires that such a GA have
a global overview of the SMDASs’ action recommendations, as well as access to
patients’ clinical information. However, ensuring safety is not simply a matter of
prohibiting a medical action, since the treatment goal of the prohibited action
may still have to be realised if the patient’s health is not to be compromised. Fur-
thermore, strategies other than prohibition may be appropriate. This suggests
a more involved deliberative interaction between a GA and SMDAs to decide a
safe course of action; one that involves argumentation.

To illustrate, consider an SMDA deciding over a course of action for realising
a treatment goal. Any number of actions may be appropriate (e.g., any number
of drugs may be appropriate for reducing hypertension). Deciding a preferred
course of action can be facilitated by weighing up the arguments for alternative
courses of action. Suppose the SMDA recommends a preferred action al. The GA



may indicate that al is contraindicated by the patient’s clinical circumstances.
There are then a number of possible strategies for ensuring that safety is not
compromised. For example, al may be simply be prohibited by the GA. On the
other hand, the SMDA may argue that the treatment goal of al is a necessary
goal, in which case the GA may advise that the SMDA choose an alternative
action - one that, from the SMDA'’s perspective, may be deemed as less preferred
by its decision making process. Or, the GA may recommend another action that
ameliorates the hazard resulting from al. Deliberating over a safe course of action
thus involves a dialogue between the SMDA and the GA, involving exchange
of the SMDA’s arguments for action and the GA’s arguments for alternative
strategies to enforce safety. To sum up, we list the following requirements for a
Guardian Agent:

— Global overview: The GA will have a global view of agent activities so that
it can monitor actions proposed or committed to by distributed SMDAs

— Specialisation: The GA will be a dedicated agent with specialist safety
reasoning capabilities!. It should be equipped with as generic a theory of
safety as possible so as to facilitate deployment in a wide range of medical
MAS applications

— Argumentation: The GA will make use of arguments for alternative strate-
gies for ensuring safety, and engage in dialogues with other agents to agree
on safe plans of action. These dialogues will involve exchange of arguments.

— Information access: The GA will have (possibly privileged) access to pa-
tient information

In this paper we focus on the challenges for argumentation theory raised
by the deployment of a Guardian agent in medical multi-agent systems. We
present an overview of current work addressing these challenges. This work is
being conducted as part of the EU 6th framework project ASPIC (Argumenta-
tion Service Platform with Integrated Components)?. ASPIC aims at develop-
ment of theoretical models of argumentation, implementation of these models
in software components, and development of a platform for component integra-
tion with knowledge resources (semantic web) and embedding of components
in agent technologies. ASPIC has identified a number of scenarios for steering
ASPIC research and development activities. These scenarios consist of agents
with ASPIC developed components implementing inference of arguments, argu-
mentation based decision making and argumentation based dialogue. One such
scenario - the Guardian Agent scenario - describes a Guardian agent engag-
ing in argumentation based reasoning with other agents to cooperatively ensure
that agent activities are safe. In section 4 we describe the scenario and ongo-
ing research addressing the formal modelling of this scenario. Prior to this, we

! Note that an advantage of centralising safety reasoning in a Guardian Agent is that
it will also facilitate auditing of safety after execution of plans. Auditing is difficult
if safety reasoning is distributed among SMDAs

2 CRUK are the scientific coordinators of ASPIC, which is comprised of 8 academic
and 2 industrial partners. For further information visit www.argumentation.org



give some background on argumentation (section 2) and discuss integration of
argumentation based reasoning in agent architectures (section 3).

2 The Basics of Argumentation

Argumentation captures everyday patterns of practical reasoning that are pre-
cluded by the monotonicity and inconsistency intolerance of classical logical ap-
proaches. Argumentation begins with logic based inference of arguments. Given
a theory denoting an agent’s belief or knowledge base, arguments for competing
(possibly inconsistent) claims can be inferred. In this view an argument consists
of a claim and its support, where the support corresponds to a proof of the
claim. The support can be an unstructured set of data from which the claim
is derived, or a structured sequence of lines of reasoning or an inference tree.
Assuming the former, let b,p and f respectively denote that ‘T'weety is a bird’,
‘Tweety is a penguin’ and ‘Tweety flies’. Given the propositional logic theory
{b,p,b — f,p — —f}, then two arguments can be inferred: one for the claim
that Tweety flies - A1 = {b,b — f} : f; and one for the claim that Tweety does
not fly - A2 = {p,p — —~f}:—f.

The next step is to evaluate the status of arguments. Evaluation proceeds in
three steps:

Firstly, the interactions (usually conflict based) between arguments are defined.
For example, if two arguments have conflicting claims, then they are said to
attack each other. Hence, in the above example Al and A2 attack each other.
On the other hand, if the claim of one argument conflicts with a datum in the
support of another argument, then the former attacks the latter, but not vice
versa. This is referred to as an undercutting attack or simply undercut. For ex-
ample, suppose an argument A3 for the claim that ‘Tweety is not a bird’ (—b).
Then A3 undercuts Al.

Secondly, pairs of mutually attacking arguments then need to be compared on
the basis of some relative valuation. This comparison is manifested as a defeat
relation. So, in our example, since penguins are a subclass of birds, then by the
specificity principle which states that properties of subclasses take priority over
properties of superclasses, we have that A2 defeats Al.

Thirdly, one needs to account for defeat relations between all arguments to
determine the arguments with preferred status. This is commonly accomplished
by applying Dung’s seminal ‘calculus of opposition’ [3]:



Let S be a set of arguments and Defeat C S x S (i.e., the set of pairs (A, A")
such that A defeats A’). Let E C S. Then E is an acceptable set of arguments
iff:

1. no two arguments in F defeat each other

2. for any A € E, if there exists an A" € S such that A’ defeats A then there
exists an A” in F such that A” defeats A’

3. E is set inclusion maximal under the previous two conditions

The preferred arguments are those that are in the intersection of the set
FEy, ..., E, of acceptable subsets of S. For example, suppose we have another
argument A3 = {gp, gp — [} : f where gp denotes that ‘Tweety is a genetically
modified penguin’. On the basis of the specificity principle, A3 defeats A2 and
A2 defeats Al. Hence { A1, A3} is the single acceptable subset of {A1, A2, A3},
and so Al and A3 are the preferred arguments.

In a decision making context, evaluating the arguments with preferred status
establishes the preferred claims, i.e., the preferred decision candidates. However,
as will become apparent in the following sections, a more comprehensive model
of argumentation based decision making requires extensions to the basic Dung
approach.

There is a growing body of research addressing the uses of argument in multi-
agent dialogues ([12]), whereby the contents of an agent’s locution (a claim) is
subject to challenge and counter-argument from another participating agent. In
response to a challenge, an agent must communicate its supporting argument for
a claim. In turn, each component of the supporting argument is itself considered
as a claim that can be subjected to challenge and counter-argument. Research
has primarily focussed on argumentation based persuasion and negotiation dia-
logues. These are categorised in Walton and Krabbe’s typology [14], along with
enquiry, information seeking and deliberation dialogues. Deliberation dialogues
involve reasoning about the appropriate course or courses of action for a group
to undertake.

3 Agents that Argue

Recent works address argumentation based decision making over goals and ac-
tions (e.g., [2,7]) in an agent setting. However, integration of argumentation with
agent architectures is a relatively nascent area of research. As a first step in this
direction, we propose the DOMINO model [4] of agent control shown in figure
1.

The DOMINO model extends the Belief-Desire-Intention model [9] to accom-
modate argumentation. The model can be thought of as depicting the elements
of a process in which an agent can respond reactively and purposefully to situa-
tions and events. Given a set of situation beliefs representing the current state of
the environment, the agent infers (1) a problem goal. Realisation of the problem
goal will be achieved by updating the situation beliefs into line with the desires
encoded in the problem goal. In the first case, the problem goal may encode a



Fig. 1. The DOMINO agent model

desire to update the agent’s beliefs with some new belief obtained by inference
from existing beliefs or through inquiry. For example, if the agent’s situation
beliefs are updated with a patient’s clinical symptoms, then this may raise the
goal ‘diagnose symptoms’. Arguments for candidate new beliefs (e.g., diagnoses)
are inferred (2), and argumentation based decision making (3) determines the
preferred candidate (diagnosis) which is subsequently committed (4) to the situ-
ation beliefs. Of course, if insufficient information is available to infer arguments
and/or decide a preference amongst them, an information seeking action is com-
mitted to (5), executed (6])3, resulting in an update to the situation beliefs (7).
Decision making to determine a preferred candidate can then proceed as above.
In the second case, the problem goal may encode a desire to realise an inten-
tion. For example, if the agent’s situation beliefs are updated with the diagnosis
‘heart attack’, then this may raise the goal ‘treat heart attack’. Arguments for
candidate actions are inferred (2), and argumentation based decision making
(3) determines the preferred candidate which is subsequently committed to (5),
executed (6), resulting in a change to the external environment, so updating the
situation beliefs (7).

The DOMINO model is partly implemented by the PROforma technology
[4] which has been successfully used to build a number of medical argumenta-
tion based decision support systems (www.acl.icnet.uk). As part of the ASPIC
project, PROforma is currently being extended to an agent technology imple-
menting the DOMINO model. The aim is to embed ASPIC built components for
inference of arguments, and argumentation based decision making and dialogue,
to facilitate deployment of PROforma agents in medical multi-agent systems. In
what follows, we describe the Guardian agent scenario that illustrates deploy-
ment of such agents.

3 This illustrates the way in which an information seeking dialogue might be initiated
from the actions/communications node



4 The Guardian Agent Scenario

In a medical MAS, specialist SMDASs are responsible for recommending a diag-
nosis given a set of patient symptoms, and a course of action given a treatment
goal. Examples of SMDAs include agents specialised for reasoning about the
cardiac domain, gastrointestinal domain etc. Overlooking the activities of all
these agents is a Guardian agent (GA). The GA has specialised knowledge for
reasoning about safety, and access to patient information agent mediated by a
patient information agent. The GA monitors hazards arising during execution
of medical actions, and, if appropriate, initiates remedial courses of action. The
GA also monitors courses of action planned by the SMDAs, warns of hazards
that may arise, and deliberates with the SMDAs to decide upon a safe course of
action.

Fig. 2. Medical MAS - each agent has embedded components for argument inference
(I) and argumentation based dialogue (D) and decision making (Dm)

In what follows, we describe a scenario involving argument inference, argu-
mentation based decision making by both the cardiac and guardian agent, and
an argumentation based deliberation dialogue involving both agents. We discuss
the theoretical challenges raised by the scenario, and give an overview of current
work addressing these challenges. We assume that the knowledge base of the
cardiac agent is encoded as a logic program consisting of first order facts and
rules of the form p,,(X,) < p1(X1) A ... A pr(Xk) Anot prr1(Xer1) A ... Anot
pn(X,,), where for i = 1...n, p; is a predicate name, X; is a tuple of variables
and/or constants, and not denotes negation as failure. We assume the knowledge
base of the GA is encoded as a second order logic program consisting of facts

and rules of the form ¢, (V) — 1 (Y1) A... Aqe(Yi) Anot qra1(Yes1) A. .. Anot

qn(Yy), where for i = 1...n, Y] is a tuple of variables and/or constants and/or

first order predicates of the form p(X).




4.1 The cardiac agent

4.1.1 Argumentation over beliefs Let us suppose that the situation beliefs of
the cardiac agent (CA) is updated with the clinical symptoms and test results of
a particular patient. The goal diagnose(patient_condition) is raised. The CA has
specialised medical knowledge about the cardiac domain, and makes us of this
knowledge to infer arguments for and against different diagnoses. The arguments
are evaluated to decide the preferred decision candidate myocardial_infarct
(heart attack).

The differing diagnoses represent candidate beliefs. Inference of arguments
for beliefs is based on the Logic of Argumentation (LA) [8]. LA defines a natural
deduction proof theory for inferring arguments of the form (Claim, Warrant,
Qualifier), where the Warrant is the set of beliefs from which the claim is
derived, and the Quali fier is the degree of confidence warranted by the argument
in the claim. The Qualifiers are taken from from a variety of dictionaries of
numerical coefficients (e.g., confidence measures), symbolic qualifiers (e.g., +,
++), linguistic qualifiers, etc.

Argument evaluation to determine the preferred diagnosis is based on an ap-
proach defined for evaluating the status of LA inferred arguments. All arguments
for a given claim p are aggregated to give an aggregated argument for p. Quali-
fier specific aggregation functions determine an overall confidence for p (e.g., if
Ajp ... A, are the arguments for p, where Q1 ... (Q, are the respective confidence
measures, then using Bernoulli’s rule, the confidence measure for the aggregated
argument for pis (Q1+...+Qn) — (Q1 X ... X Qy)). Aggregated arguments for
competing claims are then “flattened” to decide the preferred claim (e.g., if the
aggregated confidence measure for p is greater than the aggregated confidence
measure for the competing claim —p then p is the preferred candidate).

The above model of inference and evaluation has been successfully used in a
number of medical decision support systems [4]. More recently, we have imple-
mented an ASPIC component for inference of LA arguments. The Dung model
of evaluation is to be implemented as the core argument evaluation component.
However, Dung does not account for argument aggregation. This has led to cur-
rent work on extending Dung to accommodate aggregation.

4.1.2 Arguments over actions To continue with the scenario, the preferred
candidate belief is updated to the situation beliefs, and thus the goal treat
(myocardial _in farct) is raised. Arguments for alternative courses of action are
inferred, and these arguments are evaluated to decide the preferred decision
candidate administer(aspirin).

Argumentation over action differs from argumentation over beliefs in that
arguments for the former do not so much appeal to ‘the truth of the matter’
as to the nature of the action’s consequences, i.e., the effects of an action, the
goals realised by these effects and the utility (be it value based, economic e.t.c)
that these actions have in the world. In [10] we formalise inference of arguments
for action in an agent context (building on work by Amgoud [2]) and evaluation
of such arguments. Briefly, an agent’s belief base contains rules representing



causal reasoning from actions to effects, effects to the goals these effects realise,
and sub-goals to goals. An argument for a course of actions is then inferred via
backward reasoning from the top level goal to be realised, to the actions that
realise these goals. These arguments can be represented as AND trees whose
root nodes represent the top level goal, and whose leaf nodes are actions.

In the case of the cardiac agent, its belief base contains the following rules
relating subgoals to goals (1), effects to the goals these effects realise (2) and
actions to their effects (3 and 4):

(1) treat(myocardial__infarct) «— treat(pain) A treat(sickness)A
prevent(blood_clotting)

(2) prevent(blood_clotting) «— reduce(platelet_adhesion)

(3) reduce(platelet_adhesion) «— administer(aspirin)

(4) reduce(platelet_adhesion) < administer(chlopidogrel)

On the basis of these rules, arguments for courses of action are inferred.
Figure 3 shows two such arguments (ignoring the subtrees indicating actions for
treatment of pain and sickness which we assume to be the same in both cases):

Fig.3. Arguments Al and A2 for alternative courses of action, where: tmi
= treat(myocardial_infarct), tp = treat(pain), ts = treat(sickness), pbc = pre-
vent(blood_clotting), rpa = reduce(platelet_adhesion), a = administer(aspirin), ¢ =
administer(chlopidogrel)

We now describe evaluation of these arguments. Firstly, A1 and A2 represent
alternative courses of action, and so attack each other. To determine which
defeats the other requires that we valuate and thus elicit a preference amongst
these arguments on the basis of some criterion. In [10] we show that while an
argument A may defeat A’ according to some criterion C, it may well be that
A’ defeats A according to some other criterion C’. One then needs to argue
over the relative importance of the criteria to resolve the symmetrical defeat.
Hence, in [10] we define a framework formalising ‘meta-argumentation’ over the



grounds by which one argument defeats another. In our running example, one
might have an argument Bl stating that Al defeats A2 on the basis of the cost
criterion, and an argument B2 stating that A2 defeats Al on the basis of the
efficacy criterion. Hence, to determine whether A2 or Al is preferred will require
constructing some argument C' justifying either B1’s defeat of B2 (in which case
Al will be preferred) or B2’s defeat of B1 (in which case A2 will be preferred).
Such an argument C' will be based on some preference ranking on the criteria.
However, let us suppose that aspirin is both more efficacious (w.r.t the treatment
goal) and cheaper than chlopidogrel, so that there exist two arguments B1 and
B2, each of which represents an argument for the claim that Al defeats A2.
Hence, Al is Dung preferred.

4.2 The Guardian Agent

The Guardian agent is equipped with specialist knowledge for reasoning about
safety. This knowledge includes generic safety constraints and specific knowledge
about medical safety. An example of the former (taken from a list of generic safety
principles reported on in [11]) is given below in the standard logic database rep-
resentation of integrity constraints:

— state_property(S, P), planned_action(Acl, G), ef fect(Acl, E), hazardous(P, E, H)

The constraint should be read as a requirement that the predicates to the
right of “«~” must not all hold for some ground instantiation of the variables.
In particular, that it should not be the case that a planned action (Acl) with
goal G, has an effect (E) that in combination with some state property (P)
results in some hazard (H). Associated with this constraint are three arguments
of the form (Support, Claim) where the claims represent alternative strategies
for revising a plan to enforce compliance with the constraint:

A3 = ({planned_action(Acl, G),ef fect(Acl, E), state_property(S, P),
hazardous(P, E, H),not necessary(G)}, prohibit_action(Acl))

A4 = ({planned_action(Acl, G), ef fect(Acl, E), state_property(S, P),
hazardous(P, E, H)}, choose_alternative_action(Acl))

A5 = ({planned_action(Acl, G),ef fect(Acl, E), state_property(S, P),
hazardous(P, E, H), action(A2), ameliorate( Ac2, E)}, add_amelioration_action(Ac2))

Note that A3 encodes the default assumption that the goal of the planned
action is not a necessary goal. This may well be the case if G is one among a
disjunction of subgoals for realising some goal G’. For example, the two rules
G' — G, G' — G" of the type described in section 4.1.2, express that G’ can be
realised by subgoal G or G”.

As for evaluation of these arguments, note that each argument attacks the
other two since the claims represent alternative strategies for revising a plan of



action. However, A3 defeats A4 on the basis that A3 is a more minimal plan
revision than A4, and both A3 and A4 defeat A5 on the basis that the latter
only ameliorates the hazard rather than prevents the hazard from arising. Hence
A3 is the Dung preferred argument.

4.3 Deliberating over a safe course of action

We have described inference and evaluation of arguments for both the cardiac
and guardian agents. We now describe how these agents communicate arguments
in a deliberation dialogue to determine a safe course of action.

Currently, no models exist for the conduct of deliberation dialogues. As a
first step, Hithcock et.al. [5] propose a generic framework in which to develop
such models. In [5], deliberation is described as involving (among other things)
communication of goals, proposals for plans of action for realizing goals, and
the reasoning underlying how preferences between competing action proposals
are judged. In section 4.1.2 we briefly described our current work on inferring
arguments for proposals for action, and formalising argumentation over the jus-
tifications for why one action argument is preferred to (defeats) another. We
believe that this work can form a basis for agent participation in deliberation
dialogues.

In what follows we describe a deliberation dialogue between the cardiac and
guardian agent, in which each time the CA communicates a claim, the GA chal-
lenges the claim, which in turn requires that the CA communicate the argument’s
support for the claim. We assume the same for any claim communicated by the
GA. We can therefore abstract from these individual communications to com-
munication of arguments. For example, when stating that the CA communicates
the argument A1, this corresponds to the CA’s claim administer(asprin), fol-
lowed by a challenge from the GA, followed by the CA communicating the whole
of the argument Al.

Figure 4 shows the CA’s arguments Al and A2 for alternative courses of
action administer(asprin) and administer(chlopidogrel) respectively. Also in-
cluded are arguments Bl and B2 justifying Al’s defeat of A2 on the grounds
of efficacy and cost respectively. The argument N1 expresses that the goal
prevent(blood_clotting) is a necessary goal for realisation of the top level goal
treat(myocardial in farct) (i.e., there is no alternative subgoal for realisation of
the top level goal). The Guardian agent’s plan revision arguments A3,A44 and
A5 are also shown. The defeat relations between arguments are indicated by the
arrows with unbroken lines. At each stage of the dialogue, each agent can choose
to communicate one of its Dung preferred arguments. At the outset, CA’s pre-
ferred arguments are A1, N1, Bl and B2, and GA’s preferred argument is A4.
These preferences change as a result of arguments communicated by the other
agent. At the end of the dialogue it is the preferred arguments in the “delibera-
tion space” that represent the agreed course of action. The deliberation proceeds
as follows (as indicated by the numbered dashed arrows):



Cardiac "Deliberation space"

of arguments Guardian
Agent g Agent

Fig. 4. Both the cardiac and guardian agents’ arguments are shown. Also shown are
the arguments communicated in the deliberation dialogue (the “deliberation space”)

1) CA communicates the goal prevent(blood_clotting) and its preferred argu-
ment Al for administer(asprin).

2) The GA has access to the information agent for the patient in question, and
based on the state’s (patient’s) property (history of gastritis), and knowledge
that aspirin has an acidic effect that in combination with a history of gastritis
can cause the hazard of gastric bleeding, instantiates the argument A3 for the
claim prohibit_action(administer(aspirin)). Recall that this argument is also
based on the assumption that the goal is not a necessary one. The safety argu-
ment A3 attacks Al, and defeats A1 given that the safety criterion is ranked the
highest. Notice that the CA’s Dung preferred arguments are now A2, N1, Bl
and B2.

3) CA communicates N1 which undercuts and so defeats A3 (by overriding the
default assumption that the goal is not necessary). Hence the GA’s Dung pre-
ferred argument is now A4. Also, A1l is now a CA preferred argument again (N1
effectively reinstates A1l by defeating the defeater A3 of A1)

4) GA communicates its preferred argument A4. This argument’s claim pro-
poses that the CA choose an alternative action to administer(asprin), and so
A4 attacks Al, and defeats Al given the safety criterion’s highest ranking. Now



the CA’s preferred argument is A2 again (as well as Bl and B2).

5) The CA can now communicate its preferred argument A2 for administer
(chlopidogrel), or the two arguments Bl and B2, each of which express that
Al defeats A2 and the reasons for the defeat. The CA chooses to communicate
the aggregation of the latter two arguments, given that their aggregation has
sufficient force (aspirin is preferred to chlopidogrel both on efficacy and cost
grounds) to defeat the GA’s argument A4 for choosing an alternative. Thus, Al
is reinstated as the CA’s preferred argument, and the GA’s preferred argument
is now Ab5.

6) The GA communicates A5 which proposes inclusion of an ameliorating action
administer(proton_pump_inhibitor) which reduces the acidity resulting from ad-
ministration of aspirin. At this stage no further relevant arguments are available.
Thus the CA and GA terminate the dialogue, agreeing on the course of action
as represented by the claims of the preferred arguments A1 and A5 in the delib-
eration space; i.e., to administer aspirin and a proton pump inhibitor.

5 Conclusions

In this paper we have described deployment of a Guardian agent in medical
multi-agent systems. This agent deliberates cooperatively with other special-
ist medical agents to determine a safe course of action. We have presented
an overview of existing work and current research into inference of arguments
and argumentation based decision making by both the specialist agents and the
guardian agent, and argumentation based deliberation dialogues between these
agents. This programme of research is being conducted as part of an EU project
- ASPIC - aiming at development of theoretical models of argumentation, and
implementation of these models in software components for deployment in agent
technologies. The eventual aim is that ASPIC technology will enable deployment
of Guardian agents in medical systems. To summarise, we have described:

— the DOMINO model as a starting point for integration of argumentation
based reasoning with agent architectures

— inference of arguments for beliefs and aggregation based evaluation of these
arguments to decide a preferred candidate belief.

— inference of arguments for actions, and argumentation over the justification
for one action argument’s defeat of another, so as to facilitate decision mak-
ing as to the preferred course of action.

— a Guardian agent’s arguments for alternative plan revision strategies for
enforcing compliance with generic safety constraints.

— deliberation between specialist medical agents and the Guardian agent so as
to cooperatively decide a safe course of action. This involves communication
of agents’ arguments whereby the decision as to the choice of which argument
to communicate is in part based on the agent’s preferred arguments at the
given stage in the dialogue. The arguments communicated include arguments



for action, arguments for plan revision, and arguments justifying why one
course of action is preferred to another. Once the agents agree to terminate
the dialogue, the communicated arguments are evaluated to determine the
Dung preferred argument, and hence the agreed safe course of action.

The above research programme is still in its early stages. Further theoreti-

cal work remains to be done before executable algorithms can be specified and
implemented in argumentation components for deployment in agent technolo-
gies. The Guardian agent scenario serves to facilitate this ‘pipeline’ from theory
to technology, by providing a focus for both theoretical work and prototyping
work. Indeed we are currently prototyping the Guardian agent scenario in the
logic programming based COGENT environment [6].
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Abstract. Conservative design is the ability of an individual agent to
ensure predictability of its overall performance even if some of its actions
and interactions may be inherently less predictable or even completely
unpredictable. In this paper, we describe the importance of conservative
design in cooperative multi-agent systems and briefly characterize the
challenges that need to be addressed to achieve this goal.

1 Introduction

Uncertainty is ubiquitous in complex MAS operating in open environments. A
safe multi-agent system is composed of agents that are equipped with ”con-
servative design” [2] capabilities. We define conservative design in cooperative
multi-agent systems as the ability of an individual agent to ensure predictability
of its overall performance even if some of its actions and interactions may be in-
herently less predictable or even completely unpredictable. An essential feature
of conservative design is the ability of agents to efficiently handle risk. Risk is
the potential for realizing unwanted negative consequences of an event [5].

Establishing environmental predictability and enforcing risk management
measures are first-class goals of real-world organizations. Corporations are moti-
vated by the need to maintain their reputations while maximizing profit. Repu-
tation can be a precious commodity and corporations can charge more for their
products because they have a reputation, say, for reliability. When corporations
depend on other organizations that are less reliable than themselves, they must
come up with plans that enable them to guarantee that they will still live up to
their reputations. In practice, the customers of a reputable corporation assume
that the corporation has accounted for the risk of its suppliers failing to deliver
within the given constraints, has made contingency plans, and will deliver the
product as agreed upon.

In this paper, we describe this concept of conservative design in multi-agent
systems specifically as it relates to coordination with other agents. We identify
a number of challenge areas along with examples that have to be addressed to
achieve this goal.



2 Conservative Design

Predictability of both the environment and of the outcomes of agent performance
are essential for building safe systems. One way of ensuring conservative design
in agents is to identify levels of risk in an agent’s goals and to incorporate rea-
soning about risk into agent planning. More specifically, an important challenge
problem for safe coordination in multi-agent systems is the ability to transform
an unpredictable and highly complex world into a simpler world where even if the
actions are not entirely deterministic, at least there are predictable bounds on
the probabilities of their outcomes. The following is an example of a multi-agent
application that motivates the need for conservative design. We also identify the
questions that need to be addressed by the multi-agent system.

Consider the supply chain scenario described in Figure 1. Each agent rep-
resents a company/organization involved in the supply chain. The PCManufac-
turer, the two Chip Producers (ChipProducerl and ChipProducer2) and the two
Transporters (TransporterA and TransporterB) are represented by individual
agents. The PCManufacturer makes a commitment to the customer to deliver
the product within a deadline DL. This means the PCManufacturer has to ne-
gotiate commitments with one of the two Chip Producers and one of the two
Transporters such that there is enough time to assemble and deliver the final
product to the customer before the deadline DL. It may be the case that PC-
Manufacturer may have to take some risky actions to ensure completing the goal
within the deadline. Agent PCManufacturer has the achievement goal of satis-
fying the customer’s request within the given constraints. Its maintenance goal
could be to keep the costs low and allow for risk within a certain threshold while
handling the customer’s request.

Suppose the ChipProducerl agent is unable to keep its initial commitment
to the PCManufacturer agent. PCManufacturer may choose to re-negotiate a
new commitment instead. The re-negotiation is caused by the local dynamics
of ChipProducerl, and it may result in a change of the content of the exist-
ing commitment, such as the quality or the quantity of the parts, the cost, or
the delivery time of the parts [8]. Resources invested in searching for alternate
commitments in real-time could result in high costs. The PCManufacturer agent
could avoid these costs by estimating the probability that ChipProducer! will
need to re-negotiate its commitment and include this information in the decision
process while choosing the Chip Producer agent. Furthermore, if the probability
of re-negotiation by ChipProducerl is within an acceptable threshold, the costs
of online re-negotiation can be kept low by identifying contingent commitments.
The following are some questions that will help determine the risk of choosing
ChipProducerl as the supplier:

1. How trustworthy is the agent based on its reputation? How likely is it to
drop its commitment?

2. Is it useful to enforce a decommitment penalty for this particular sub-
contract?

3. How likely is it for the agent to complete the task within the expected
performance profile?



Fig.1. A Supply Chain Scenario

4. Should payment for product be a function of the performance profile of end
product delivered?

5. Are there enough resources to establish commitments with both ChipPro-
ducerl and ChipProducer2? This will allow PCManufacturer to store one of
the chips while using the other in case both agents deliver on schedule. This
reduces the risk of not having a chip available by the delivery deadline.

Determination of risk enables a multi-agent system to identify predictable
and less-predictable parts of its solution space. The multi-agent system, depend-
ing on its goals and its environment, may have to spend resources in ensuring
that the less-predictable parts of the solution space are made more predictable
in order to provide performance guarantees. We now describe some factors that
will facilitate risk handling and leverage the uncertainty in multi-agent environ-
ments.

2.1 Identifying Risk Thresholds

One way that corporations enforce risk management is by establishing legal
thresholds on the amount of risk that they can assume or are willing to tolerate.
For instance, the boards of directors of a company cannot act ”irresponsibly”
or ”recklessly”. They also may have thresholds on the risk associated with their
products. The Federal Aviation Agency (FAA) may set risk thresholds on the
products they allow for airplane parts manufacturers. An example of such a risk
threshold could be the average number of air miles flown between maintenance
checks. The plane would not be allowed on the market until it has been shown



to have a risk lower than the legal threshold. The thresholds can be fuzzy and
may depend on a number of variables. Yet they are useful measures that help
achieve a entity’s overall goal which is to make its environment deterministic, so
that planning and scheduling can be made simpler.

Our goal in this work is to build agents that want to maintain their reputation
within a multi-agent system while minimizing the cost of ensuring predictability
of the environment. The cost of dealing with the unwanted consequences of an
event is called risk impact. For instance, if the power goes down in a manufactur-
ing company for a number of hours, there is an impact on the productivity for
that day. Predictability of the environment involves pre-computing and control-
ling risk impact for different situations. Suppose risk is defined by m attributes
and x; is one such attribute contributing to risk; p; is the probability of this
attribute occurring; imp; is the impact (cost) of the attribute x;. Then,

m
Risk = Zpi * 1Mp;
i=1
It is possible to extend this function to contexts where there is uncertainty
in the impact. In other words, if a particular risk attribute occurs, various im-
pact outcomes are possible depending on the current environmental state. For
example, if the power goes down at 10 a.m. as opposed to 10 p.m., the resulting
impact would be very different. Suppose there are are n possible impacts for
each attribute z; and each impact p;; occurs with probability imp;;, then

m n

Risk = Z Zpij * IMp;
i=1j=1
A risk threshold 7 may have to be determined in a situation specific fashion

and conservative design means that the agents have the following maintenance
goal:

Risk < 1

The following are examples of risk attributes in the supply chain scenario
described earlier:

1. Chip Producer agent delivers product x units after deadline d1 established
in a commitment.

2. Transport agent delivers product y units after deadline d2 established in a
commitment.

3. Storage costs of redundant orders result in higher total costs, thereby low-
ering total profit.

Consider a situation where TransporterA promises to deliver the product by
time 10 with cost 20, however there is a probability 0.4 it may be delayed to
time 20. TransporterB promises to deliver by time 10 with cost 30 and with
probability 0.05 it may be delayed to time 12. The following are some issues
that affect PCManufacturer’s decision process:



1. The risk threshold for PCManufacturer could be a function of the tightness
of the deadline, the cost constraints and the importance of maintaining its
reputation. Suppose the price negotiated with the customer for the final
product is 60. If the deadline is sufficiently beyond time 12, say time 25,
PCManufacturer would choose TransporterA and pay 20 cost units. If the
deadline is 18, then PCManufacturer would be willing to pay the higher cost
of 30 cost units to have TransporterB deliver the Chip with 100% guarantee
by time 12.

2. It is also possible for PCManufacturer to look at the possible product delivery
times and try to move the schedule a little ahead. For instance, the agent
could anticipate a potential product request, initiate negotiation to complete
the product early and pay for storage. This will reduce the risk threshold of
failure to have the product part on time but does increase the cost by paying
for storage.

Identifying risk attributes and risk thresholds are important problems that
need to be addressed to accurately handle uncertainty.

2.2 Using Risk to Prune Solution Space

There are multiple choices in an agent’s coordination process including with
which agent to cooperate, when to cooperate and how to cooperate. When an
agent has to coordinate with several other agents, the order of the coordina-
tion is also an important factor. An agent uses its performance criteria to make
its coordination choices. The performance criteria is defined by multiple factors
including risk threshold, utility and cost. In order to maintain its reputation
and reliability, the agent could use risk as a factor to prune the search space. In
other words, if a coordination solution carries a risk measure higher than the risk
threshold acceptable by that the agent, this solution will not be considered as a
candidate. After deleting all solutions with risk beyond the threshold, the agent
can evaluate the rest of the solutions using a utility/cost measure, meaning, the
agent can select the solution with the highest utility /lowest cost. Another ap-
proach to evaluate those solutions is to use a multi-dimensional weighted function
that combines both the utility and the risk measurement. For example, given the
following performance measures of three solution options:

Solution] : utility = 100, risk = 10
Solution2 : utility = 120, risk = 15
Solution3 : utility = 145, risk = 25

Suppose the acceptable risk threshold is 20, Solutions 1 and 2 are valid candi-
dates, while Solution 3 is eliminated. The agent can then use a multi-dimensional
function to evaluate the remaining two solutions. The following is an example of
a possible multi-dimensional evaluation function:

F = wl x utility — w2 * risk



where wl and w2 represent the importance of utility and risk are to the
agent. This simple weighted function would allow the agent to balance utility
and risk in its decision-making process. If w2 is higher than w1, the agent tries
to find the solution with the highest utility while minimizing risk.

Thus we conjecture that an agent can use risk to reduce its problem solving
costs. It has to first enumerate all possible solutions, use its risk threshold to
prune the solution space, and then evaluate the remaining solutions using the
utility measure or a multi-dimensional function that combines utility and risk.

2.3 Contingencies in Coordination

In mission-critical environments, failure can lead to catastrophic consequences.
This means that it is not sufficient for an agent to minimize risk in coordination.
For instance, the uncertainty in agent outcomes and environment characteristics
could necessitate dropping previous commitments and establishing new commit-
ments [7]. However, online re-coordination can be prohibitively expensive. While
negotiating, it will be useful for agents both to determine the probability of a
commitment completing successfully and to identify contingency commitment
contracts in case of commitment failure. There has been significant previous
work in studying contingencies for planning and scheduling [1, 3, 4]. We are in-
terested in extending some of these ideas to coordination.

Consider an example where agent A should complete task T'1 by deadline 80.
Suppose Task T'1 can be achieved by two alternate ways P! and P2 where P1
is a high risk solution with high utility while P2 is a low risk solution with low
utility. Specifically, P1 requires that agent B completes an enabling action M1.
However agent B is usually heavily loaded and has the reputation of dropping
its commitments regularly.

One way of handling this uncertainty would be for agent A to establish a
contingent commitment that consists of two parts: the details of a commitment
along with time of completing the contracted task, and a time at which the
contractor agent will confirm the commitment. This confirmation time will lie
between the time of establishing the commitment and the time for completing
the commitment.

In the above example, suppose the current time is 12 and a commitment
between agent A and agent B is feasible with a probability of 0.4. The contingent
commitment would be as follows: Agent B commits to complete action M1 by
time 43; and will confirm the commitment at time 25. Agent A will choose plan
P2 as the contingent plan. In the case that agent B confirms the commitment
positively at time 25, agent A will continue with Plan P1. If on the other hand,
agent B states that it has to drop its commitment, then agent A will resort
to plan P2. Additionally, there will a high penalty for agent B if it confirms
commitment at time 25 but fails to complete action M1 by time 43.

An alternative way of handling uncertainty would be leveled commitment
contracts [6]. These are contracts where each party can decommit by paying a
predetermined penalty. This would allow agents to accommodate events which



unfolded since the contract was entered into while allowing the other agents to
use the penalty to make alternate plans.

A critical question is to determine how much contingency planning for coordi-
nation is enough? The contingent plans themselves may require contingencies in
case of failure. The challenge is then to design agents that are equipped with the
ability to do cost-benefit tradeoffs for the depth of contingency in coordination.

3 Conclusions

In this paper, we defined the concept of conservative design in multi-agent sys-
tems. This is based on the premise that safety, like security, should not be an
after-thought but an integral part of the design of the agent’s decision making
capabilities. We also identified factors that contribute to analyzing and respond-
ing to risk in agent environments. As future work, we plan to formalize the
representation of risk using the supply chain scenario as an example. Then we
plan to implement some of the reasoning processes described in this paper. We
see this as first step towards conservative design in multi-agent systems.
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Abstract. Mathematical models of complex processes provide precise
definitions of the processes and facilitate the prediction of process behav-
ior for varying contexts. In this paper, we present a numerical method for
modeling the propagation of uncertainty in a multi-agent system (MAS)
and a qualitative justification for this model. We discuss how this model
could help determine the effect of various types of uncertainty on different
parts of the multi-agent system; facilitate the development of distributed
policies for containing the uncertainty propagation to local nodes; and
estimate the resource usage for such policies.

1 Introduction

Agents operating in open environments should be capable of handling the uncer-
tainty in there environments in order to provide performance guarantees. This
includes determining and controlling the source and propagation of the uncer-
tainty. Mathematical models of complex processes provide precise definitions
of the processes and facilitate the prediction of their behavior for varying con-
texts. In this paper, we present a closed-form numerical method for modeling
the propagation of uncertainty in a multi-agent system (MAS) and a qualitative
justification for this model. We discuss how this model could help determine the
effect of various types of uncertainty on different parts of the multi-agent system;
facilitate the development of distributed policies for containing the uncertainty
propagation to local nodes; and estimate the resource usage for such policies.
We will first describe the characteristics of the MAS problem we are in-
terested in addressing and then model this problem using a numerical Partial
Differential Equation. The solution to this particular Partial Differential Equa-
tion (PDE) will describe the behavior of the MAS for varying number of agents
and for varying amounts of time. In keeping with the philosophy behind deriva-
tions of PDEs governing physical processes, we derive the PDE using only small
time intervals and only for agents with direct dependencies to other agents. The
advantage of this procedure is that as soon as such a model is derived, the solu-
tion of that PDE provides the prediction of system behavior for all times (small



or large) and for different kinds of agent networks. Providing information to
predict performance degradation in individual agents due to the propagation of
the uncertainty will facilitate the construction and implementation of contingent
plans to control the propagation of uncertainty and contain its potential negative
effects on the performance characteristics of the cooperative MAS.

In order to apply the mathematical techniques to the study of propagation of
uncertainty, we consider large scale multi-agent systems (MAS) that are nearly-
decomposable and have hundreds of heterogeneous agents. Simon [11] defines a
nearly-decomposable system as a system made up of sub-systems where the in-
teractions between sub-systems are weak and they behave nearly independently.
This implies that inter-subsystem interactions are weaker than intra-subsystem
interactions. In our work, we assume that most of these interactions can be pre-
dicted at design time [5]. Another simplification is that we abstract the details
of uncertainty propagation into a probability per unit time for an individual to
be influenced by uncertainty. This abstraction will allow for the construction of
the PDE-based model.

Legend

Q Subsystem
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—~— Frequent
Interactions

5 Infrequent
— - )
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Fig. 1. Nearly-Decomposable Multi-agent System

Figure 1 describes a nearly-decomposable system that we will use to describe
the issues addressed by this paper. The nearly-decomposable multi-agent system
has a large number of cooperative agents. We assume that each agent is capable
of performing a set of tasks. Agent interactions are defined as those relationships
where the performance characteristics (utility, duration, cost) of a task(s) in



one agent affect the performance characteristics of task in another agent. In
other words, uncertainty in the execution of a task in one agent might have
adverse effects on the execution of tasks in other agents. An example of such an
interaction would be an enables relationship [4] where successfully completing a
task (or a primitive action) in one agent is a pre-condition to initiating a related
task (primitive action) in another agent. In Figure 1, there are a number of
agents that have frequent interactions, for instance agent sets { A1, A2, A3, A4},
{B1, B2, B3, B4}, etc. Agents with frequent interactions are grouped loosely
together into sub-systems. There are other sets of agents {A3, D1}, {B2,C1},
{B3, D3} that exhibit infrequent interactions.

There is significant previous research in reasoning about uncertainty in multi-
agent systems [1,3,9,12,13]. Many of these use formal models and decision the-
oretic approaches to describe and reason about uncertainty in scheduling and
coordination. The bottleneck in most of these approaches is that as the number
of agents and interactions increase, determining the optimal solution becomes
very difficult. Hence many of these approaches use approximate techniques to
compute the solution. Our work is novel in that we are use a linear mathematical
model to reason about uncertainty and the advantage of a closed-form approach
is that it scales to large MAS. This mathematical model has also used to reason
about other complex processes like heat conduction in materials [2] and prop-
agation of viruses in computer networks [6]. Uncertainty propagation in MAS
under certain assumptions is analogous to propagation of computer viruses in
computer networks. In this paper, we limit ourselves to studying the uncertainty
of an agent completing a task successfully where that task is a pre-condition
to the task belonging to another agent. These are also called enables relation-
ships [4] Computer viruses propagate through networks causing node failures
while uncertainty /failure propagates through MAS networks causing agents to
fail in their tasks. We are currently working on extending this model to the
propagation of different levels of uncertainty from one agent to another. An ex-
ample of such an interaction would be the facilitates relationship [4] where if
some task A facilitates a task B, then completing A before beginning work on B
might cause B to take less time, or cause B to produce a result of higher quality,
or both. If A is not completed before work on B is started, then B can still be
completed, but might take longer or produce a lower quality result than in the
previous case. In other words, completing task A is not necessary for completing
task B, but it is helpful.

The paper is structured as follows: In Section 2, we present the issues in-
volved in modeling the problem using a PDE, the derivation of a PDE model of
uncertainty propagation in nearly-decomposable MAS and a qualitative analysis
of the model. In Section 3, we summarize the results and discuss future work.

2 The Model

In this section, we describe the process of modeling the uncertainty propaga-
tion problem as a Partial Differential Equation (PDE) as well as the benefits



of using a PDE. The main difference between PDE and Ordinary Differential
Equation(ODE)-based mathematical models is that the first one is distributed,
whereas the second one is non-distributed. An ODE-based model is used when a
certain instance is treated as a “non-divisible whole”. For example, if one wants
to describe the acceleration of a car by modeling the whole car as a moving parti-
cle, one uses the ODE ‘% = a(t), where t is time, x(¢) is the travel distance and
a(t) is the acceleration. However, if one wants to describe processes taking place
inside of certain parts of the car during its run, e.g., vibration, then one should
use PDEs. Analogously, in the case of multi-agent systems, ODE-based models
describe all influenced agents as a non-divisible subset of the entire network.
The distributed PDE-based models, on the other hand, differentiate between
different influenced agents.

A PDE is described as a continuous function in euclidean space. So how do
we get a continuous model from a discrete set of agents and their interactions?
There is a well-known procedure [2] used in the derivations of PDEs that gov-
ern physical phenomena in nature where a continuous model is obtained from
a discrete model, provided that the number of discrete points is large. This as-
sumption holds here since we consider only large-scale MAS in this work. The
procedure involves uniting a subset of agents (subject to some rules)? into a set
and assigning a point on the real line to this set. Next, we consider another set
of agents, which are in a particular kind of relation with the first one and assign
a close point on the real line to this set. Continuing this process, we obtain a
grid of points with the step size h on the real line. A close analog is a grid in
a finite difference scheme [7] for the numerical solution of a PDE. Next, we as-
sume that all points in the gaps between grid points also represent similar sets
of agents. This produces a continuum of points. The continuous functions in this
paper can all be viewed as interpolations of corresponding discrete functions.
This derivation procedure allows for a continuous model that is often easier to
analyze theoretically than its discrete counterpart. It turns out that a proper
theoretical analysis can often lead to optimal numerical schemes.

Although, the continuous model is more convenient for the theoretical analy-
sis, finding solutions for continuous PDEs is computationally intractable except
for trivial cases. Trivial cases are those PDEs with constant coefficients where the
solutions are given by explicit formulas. So, the concept of finite differences [7] is
used to solve the PDE. A main idea behind finite differences is that the derivative
of a function U(x) is w (approximately), where h is the grid step size.
Thus, the derivatives involved in a PDE can be approximated by discrete finite
differences. This produces an algebraic system of equations. The solution to this
algebraic system is the approximation of the exact solution of the corresponding
PDE at those grid points.

In principle, if the grid step size h approaches zero, the solution of that alge-
braic system approaches the solution of the continuous model. This is because the
derivatives are approximated more accurately as h approaches zero. But when

3 The subsystems which are part of the nearly-decomposable MAS could provide a
natural mapping to these agent sets.



h decreases, it increases the size of the algebraic system. This could potentially
bring instabilities in the solution. The advantage of the continuous PDE is that
it guarantees that such instabilities will not occur, specifically it does not occur
for the PDE’s discussed in this paper. In summary, we use a continuous model
because the theory is well-defined and it helps in the derivation of suitable finite
difference schemes, which are stable and the solutions of corresponding algebraic
systems accurately approximate solutions of those continuous PDEs . Our goal
is to perform the following sequence of steps:

1. Embed the original discrete math model into a continuous diffusion PDE;
2. Solve this PDE by defining a finite difference grid with grid step size h.

The model is based on the following three conjectures which are analogs of the
Fickian diffusion law, the Fourier law of heat conduction and the conservation
law. In classical settings, conjectures about natural phenomena have been always
validated experimentally, which led to verifications of corresponding mathemat-
ical models. This paper only presents the plausibility of the conjectures and we
plan to validate the conjectures experimentally as future work.

2.1 Uncertainty Propagation in MAS using a Continuous model

As described earlier, our model works under the assumption that for a given
agent Y in the MAS, there are a certain set of agents Z that are influenced by
the uncertainty in agent Y’s actions.

Let N be the total number of agents in the MAS. To construct the continuous
model, we take a subset of agents My C N of this set. The set M; is represented
by a point z; on the line of real numbers. Next, we take the set M of all agents
whose uncertainty is influenced by M;. The set M, is represented by a point
x9 > x1. Next, take the set M3 of all agents, that are influenced by the agents
in the set Ms. M o is the set of all agents in M; that might be influenced by
Mo, i.e., influence can go both ways: from M; to M; and backwards. We do
not include M;j 2 in M3 in order to guarantee that each agent is in exactly one
set. The set M3 is represented by a point x5 > x2. Next, take the set My of all
agents, which are influenced by agents in the set M3, but not influenced by those
agents in the set M; 3 U M> 3. The set M, is represented by a point x4 > x3.

This process is repeated assuming that the distance between neighboring
points is the same, i.e., x; — x;—1 = h, where h is a small positive number
independent of the point ;. So, there are n >> 1 points {z;}_,,—00 < z1 <
To < x3 < ...< 2y, <00 and

UMizN (1)

These set of points describe an embedded continuous model. The interval
x € [a,b] contains representatives of sets of agents. This is analogous to the
Finite Difference Method for numerical solutions of PDEs/ODEs. While the
embedded continuous model, is certainly convenient for the theory, in the case
of numerical solutions we can consider points x1, xa, ..., T, with x; — x;_1 = h



as grid points of a corresponding finite difference scheme. Thus, we will actually
find the solution of the corresponding PDE at these points. It is also well-known
that a solution for a system of finite difference equations is often interpolated
on the entire interval as a sufficiently smooth function.

Suppose N (x;) is the number of agents in the set M; and Ny, s(z;,t) is the
number of agents influenced by uncertainty in this set at the moment of time ¢.
Then

Nmf (:Ei, t)
N (z;)

is the relative number of influenced agents in the set M;. Near-decomposability
of the MAS implies that the uncertainty from some agents of M; might infect
only neighboring agents: either those from the set M;;1 or those from the set
M,;_1. In other words, an instantaneous change in the relative number u(z;,t) of
influenced agents of the set M; at the time ¢ will at most cause an instantaneous
change of u(z;_1,t) and u(x;y1,1t).

Therefore, in the continuous model, we assume that for a sufficiently small
time interval, agents of the set M, can be influenced only by agents in very close
sets M, with y ~ . This means that a change of the function u(z,t) at a point
x and at a moment of time ¢ causes a change of this function only for y ~ = for
times ¢’ &~ t. However, this does not preclude a change of the function u(x,t) at
a point  to cause changes of u(y,t”) for points y located far from the point z,
as long as the moment of time ¢ is far from ¢ and ¢ > ¢.

All functions involved in the derivations below are assumed to be sufficiently
smooth. For each point y € [a,b] and for each time moment ¢ > 0, let M, be
the set of all agents represented by the point y, N(y) be the total number of
agents in M,. Also, let Az and At be two sufficiently small positive numbers,
ie., 0 < Az, At << 1. Then, one can derive [6], the density of influence of the
interval |y, y + Ax] at the moment of time ¢ to be

N(y + Az)u (y + Az, t) — N(y)u (y,t) 3)
Az

The density of influence is approximately the average change, over the in-
terval [y, y + Az], of the number of agents influenced by the uncertainty at the
moment of time ¢. In a small time interval (¢t — At,t + At), agents belonging to
sets M, with points x located in the interval [y,y + Az] might be influenced
only by agents from sets M, for z ~ y = y+ Axz. And vice versa: in a small time
interval (t — At,t + At) agents belonging to these sets M, might influence only
agents of sets M, with z ~ y ~ y + Ax.

Taking the limit for the above equation, the density of influence at the point
z and at the moment of time ¢ can be derived as

u(x;, t) = <<1 (2)

NP2 (21 (@)

Let G (z,t,t + At) be the number of hosts, which include: (1) agents influ-
enced by agents of the set M, in a small time interval (¢,¢ + At) plus (2) those



agents in the set M,, which are influenced by agents from neighboring sets M,
with z ~ x during the same time. G (z,¢,t + At) is proportional to the density
of influence,

Gz, t,t+ At) = D(a:)N(x)% (x,t) At (5)

where the diffusion coefficient D(z) is an analog of the influence rate at the
point x, i.e., D(x) is the relative number of agents in an infinitesimally small
period of time, that are influenced by uncertainty in agents of the set M, plus
those of the set M,,, which are influenced by agents in neighboring sets. D(x) is
hence related to the connectivity averaged over all agents in the set M,. It will
be shown below that D(x) is an analog of the diffusion coefficient and that the
above equation is an analog of the Fickian diffusion law [8].

In summary, G (x,t,t + At) is the influence through the point x in the time
interval (¢,t + At) where D(x) > constant > 0.

We now describe an analog to our model based on the 3-dimensional version
of the Fourier law of heat conduction [?]. Let V C R3 be a certain volume,
S be its boundary and the function v(X,t) be the temperature at the point
(z,y,2) = X € R? at the moment of time ¢. Then the heat flow across the closed
surface S in the small time interval (¢, ¢+ At) is

Q- At/k@ds, (6)

on
s

where n(X) is the unit outward normal vector on S and k(X) is the heat con-
duction coefficient, which is an analog of the diffusion coefficient. Now consider
the 1-dimensional version of this formula. Specifically, in the 1-dimensional case,
the interval [y, y + Ax] is taken instead of the volume V and S is replaced with
two edge points y and y + Azx. We have then n (y + Az) =1 and n(y) = —1.

The conservation law, which states that “the rate of change of the amount of
material in a region is equal to the rate of change of flow across the boundary plus
that which is created within the boundary” [8]. By analogy with the conservation
law, it is shown [6] that the following equation can be derived

y+Ax y+Ax

/%(D(:v)N(w)um(x,t))dxz / N(w)%(:c,t)dw. (7)

Suppose F'(z,t) is the level of impact of individual uncertainty at the point
x at the time ¢. If an agent’s uncertainty is completely due to the propagation of
uncertainty from another agent, then the impact is due to an external uncertainty
and F(z,t) is set zero. If the uncertainty in an agent is due to its own actions,
then F(z,t) > 0.

The following derivation of the diffusion equation is obtained as shown in

[6] :

N(z)uy = (D(x)N(x)ug), + N(z)F(x,t). (8)



where N(z) is number of agents in M,; u; is the derivative of the number
of influenced agents with respect to time t; w, is the derivative of the number
of influenced agents with respect to point x; D(z) is the diffusion coefficient at
the point x which is related to the connectivity averaged over all agents in the
set M, ; F(z,t) is the level of impact of individual uncertainty. This equation
captures the conservation law in terms of uncertainty where the rate of change
of the amount of uncertainty in a subsystem is equal to the rate of change of
of uncertainty flowing into the subsystem plus that which is created within the
subsystem.

The initial condition for the diffusion equation is

u(z,0) = Ad (z — xo) , 9)

where A is a positive number. This initial condition reflects the fact that the
source of the uncertainty was in the set M, and it had the power A.
If N(x) is a constant, then the diffusion equation is simplified as

u = (D(x)uy), + F(x,t). (10)

2.2 Brief analysis of the model

We plan to perform a careful experimental analysis of this model as future work.
We now present a brief qualitative analysis instead. Suppose we assume the
diffusion coefficient is a constant, thereby considering a trivial case of the PDE
ie. for z € (—o00,00),D(z) = constant > 0, F(x,t) = 0. Then the influence of
uncertainty at time ¢ is the solution to the diffusion equation defined above and
is given by

A (z — x0)?
u(z,t) = WS exp l—T:] (11)

In the above solution, the decay of the function u(z,t) is slower for larger
values of D. This means that the larger the diffusion coeflicient, i.e. the larger
the connectivity among the agents, the wider the influence of the uncertainty at
any fixed moment of time t.

Also, for any fixed value of z, the function w(z,t) increases first for small
values of ¢ and then decreases to zero starting at a value ¢t = t(x),. The initial
increase is due to influence in the sets M, for values of y close to x. Let, for
example > xo. Then «x feels the spread of the uncertainty effects, which comes
from the left, because x is located to the right of the initial source of the uncer-
tainty xo. Also, x begins to “sense” the influence of uncertainty at the moment
of time t = t(z), where t(z) is such a value of ¢, at which the function u(z,t) be-
comes significantly different from zero: also, lim;—,o u(x, t) = 0 for x # (. This
supports our intuition of how uncertainty influences other agents in a nearly-
decomposable system where one sub-system completes its task before another
begins: the uncertainty in the initial sub-system influences agents of a certain
set. This set, in turn influences “neighboring” sets, and so on. But after a while,



no new influence comes to the set M, and the relative number of influenced
agents eventually becomes negligibly small.

3 Conclusions and Future Work

In this paper, we have derived a Partial Differential Equation-based model for
uncertainty propagation in large-scale multi-agent systems. We have used the
similarities between uncertainty propagation and Fourier law of heat conduction
to derive a model that is scalable and linear. The model helps determine the
spread of influence of uncertainty over time and can help determine performance
degradation caused by the uncertainty. It also gives us information on how best
to control the uncertainty by using potential contingency plans which keep track
of the possible path of the propagation. In this paper, we considered the case
where uncertainty affects hard interactions such as enables between agents.
There are number of exciting areas of future work. We first plan to validate
this model experimentally in a simulation system. The experiments will vali-
date and help modify the model first for the hard interactions described in this
paper, then for soft interactions such as facilitates and finally the aggregation
of uncertainty as it propagates through the MAS. We also will use the simula-
tions to derive reasonable bounds for coefficients of the diffusion PDEs and their
derivatives for networks of varying sizes and with varying interactions.
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Abstract. Mobile commerce and location-aware services promise to combine the conveniences of both
online and offline bricks-and-mortar services. Just as agent-enabled desktop computers can be used to
improve a user’s e-commerce experience, so can agent-enabled mobile devices be used to improve a
user’s mobile commerce experience. Agent-enabled mobile devices can perform complex and time-
consuming tasks not well-suited for the small and cumbersome user interfaces available on most mobile
devices, can interact with other mobile devices over more than one interface, and can accompany users
under circumstances in which the desktop computers cannot. Agent-enabled mobile devices, however,
present new security challenges and risks. While e-commerce agents run the risk of disclosing one’s
identity in cyberspace, agent-enabled mobile devices running location-aware applications, run the risk
of disclosing one’s actual physical location in addition to other personal information. This paper
outlines security and privacy issues and provides security guidelines for agent-based location-aware
mobile commerce.!

1 Introduction

Mobile devices equipped with built-in telephony, Internet access, Geographic Positioning Systems (GPS),
smart cards, audio and video capture and playback, voice recognition and biometric authentication, are
becoming widely available and more affordable. Once viewed as coveted gadgets for early technology
adopters, their increased processing power, small size, longer battery life and built-in networking
capabilities are making them indispensable tools for employees in almost every industry and a practical
necessity for consumers throughout the world. The affordability of these devices, the proliferation of
wireless hotspots and the availability of wireless location services have created new business opportunities.

Application areas benefiting from these location-aware and positioning technologies range from
sales force automation and supply chain management, to tourism and lost pet recovery services. Smart
vehicles of the future will provide location-aware services to provide motorists with improved safety,
navigation, toll payment, entertainment and communication services. Location services are being employed
today either as a service (enhanced-911) or unbeknownst to the consumer — such as the location tracking of
EZ-Pass tag holders by roadside EZ-pass readers. On-board GPS devices have been used by rental car
companies to track motorists’ compliance with rental agreements; clothing manufacturers have considered
using embedded RFIDs in clothing to track garments; and companies are offering wrist watches that allow
parents to track their child’s movement’s from the web.

Agent-enabled mobile devices are a natural fit for helping users manage mobile commerce
transactions and services with other e-commerce and mobile commerce agents, or directly with bricks-and-
mortar businesses. As the number of domain areas and applications of location-aware services and devices
increases, so will the difficulty of effectively managing and interacting with these services and devices.
Clearly the privacy and security issues raised by these new technologies require careful examination and

! Certain commercial entities, equipment, or materials may be identified in this document in order to describe an
experimental procedure or concept adequately. Such identification is not intended to imply recommendation or
endorsement by the National Institute of Standards and Technology, nor is it intended to imply that the entities,
materials, or equipment are necessarily the best available for the purpose.



appropriate technologies to balance the benefits with the risks of the potential abuse of having access to
personal data that correlates online and location-specific offline behavior. Agent-enabled mobile devices
and multi-agent systems must be able to adequately address these risks with countermeasures suitable for
this resource-constrained environment. The following sections discuss the unique security risks associated
with agent-enabled mobile devices and provide guidance on useful countermeasures to mitigate these risks
[6,7,8,9,10,11,12].

2 Security Requirements for Agents in Mobile Commerce

In order for agents to reliably participate in mobile commerce transactions, the agent platform must be able
to provide support for disconnected operation, support for cryptographic operations, run on resource-
constrained clients, resist physical attacks, protect sensitive data even when the device is lost or stolen, not
introduce new security risk to the user or the user’s organization, and securely communicate from a number
of wireless interfaces. The security-relevant differences between mobile devices and desktop computers
that directly affect the security of and privacy of agent-enabled mobile devices are summarized below.
These security-relevant differences present new risks that must be taken into account by both developers
and users of multi-agent systems and the appropriate countermeasures that are suited for the mobile
commerce environment must be employed [19,23].

e Agent-enabled mobile devices are subject to physical capture. The small size, relatively low cost, and
constant mobility of mobile devices make them more likely to be stolen, misplaced, or lost. Agents’
private keys must be able to be physically protected from compromise and their public key revoked
when the device is reported as being lost.

o Physical security controls that protect desktop computers do not offer the same protection for mobile
devices. Security guards are more likely to check the contents of a laptop carrying case or check the
laptop itself for proper identification than to physically search people for mobile devices. A thief can
more easily conceal a mobile device than a laptop or desktop computer.

e Mobile devices broadcast “hello”-type messages or beacons to keep the network aware of its presence
and service availability. Users of wireless networks must present credentials to prove they are authorized
users or the service and in doing so disclose the location of their mobile device. Network service
providers need to know the physical location of mobile phones for both billing purposes and to comply
with €911 legislation in the US.

e The devices themselves have limited computing power, memory, and peripherals that make existing
desktop security countermeasures impractical for mobile devices. Limited processing power, for
example, may render encryption with long key lengths too time-consuming and unsuitable for an agent’s
needs.

e Synchronization software allows PCs to back up and mirror data stored on a mobile device and allows
the mobile device to mirror data stored on desktop applications. The PC and the mobile device face
different threats and require different security mechanisms to mitigate risk, but both must provide the
same level of security to protect sensitive information. Confidential data collected by an agent-enabled
mobile device may be compromised via the PC, and confidential data on the PC may be compromised
via the mobile device.

e Members of an organization often purchase and use mobile devices without consulting with or notifying
the organization’s network administrator. Wireless mobile devices are often used for both personal and
business transactions. Users that purchase these devices on their own often do not consider the security
implications of their use in the work environment. Mobile devices can be the target of attack from
outsiders or actually be used by insiders to compromise the security perimeter of an organization.

e Mobile devices offer multiple access points such as the user interface, expansion modules, wireless
modems, Bluetooth, IR ports, and 802.11 connectivity. These access points present new risks that must
be addressed separately from an existing wired network. Each interface supports different security
mechanisms and provides different levels of assurance.

e Mobile devices have a number of communication ports from which they can send and receive data, but
they have limited capabilities for authenticating the devices with which they exchange data. Agents



communicating via an Infrared port, for example, may not be able to rely on the same underlying
security mechanisms available through Bluetooth.

e User authentication methods to the mobile device itself are limited by the device form factor. An
unauthorized user of an agent-enabled mobile device that has no user-to-device authentication or weak
authentication can instruct an agent to act upon their behalf without authorization.

e Many users have limited security awareness or training with the use of mobile devices and are not
familiar with the potential security risks introduced by these devices. Agent-enabled mobile devices can
quickly perform a number of complex tasks in a short amount of time on behalf of an authorized user.
The same device in an unauthorized user’s hands can also perform a number of unauthorized complex
tasks in a short amount of time.

e Mobile device users can download a number of productivity programs, connectivity programs, games,
and utilities—including freeware and shareware programs—from untrusted sources. The programs can
be easily installed without network administrators being notified. These programs may contain Trojan
horses or other “malware” that can affect the user’s mobile device, PC, or other network resources.

e There are few, if any, auditing capabilities or security tools available for many of these devices. Mobile
commerce transactions may require the location of the transaction to be recorded in addition to
information related to the transaction itself. In many cases, neither the user nor the administrator can
audit security-relevant events related to the use of these devices. Forensic tools for mobile devices also
lack the maturity of their desktop counterparts.?

o Users often subscribe to third-party Wireless Internet Service Providers (WISP) and access the Internet
through wireless modems. Users can download or upload data to and from other computers without
complying with the organization’s security policy.

e There are several new mobile operating systems and applications that have not been thoroughly tested
by the market to expose potential vulnerabilities.

e Denial of service attacks in a wired network can be launched from anywhere in the world. Denial of
service attacks in mobile commerce can be launched remotely and locally by jamming the physical
medium. Battery exhaustion attacks can also be launched against mobile devices to drain the devices’
power and prohibit any communication. Detailed time and geographical location may be required for the
completion of location-specific transactions, collection of appropriate taxes, or the application of proper
legislation.

e Mobile devices may conduct Peer-to-Peer commerce using digital cash in an ad hoc environment using
networking technologies such as Bluetooth. Agents conducting mobile transactions in an ad hoc
networking environment, however, may always have access to an online certificate authority to verify
the credentials of their peers. Given that the availability of a certificate authority is not always possible,
agents must verify the signatures of their peers along a certificate chain by querying a distributed storage
system or by using a trust model whereby trusted nodes can vouch for the identities of peers without
traversing and verifying the entire certificate chain which may not always be available.

e Agents operating in a mobile commerce environment cannot always expect the same quality of service
as would be expected in a wired network and must be able to conduct transactions with intermittent
connectivity. Some transactions may be conducted asynchronously, while others may be time-sensitive
and require immediate completion.

e Given the mobile device’s limited resources, support for security interoperability between resource-
constrained mobile devices and desktop workstations or servers must be addressed. Cryptographic
functions that can easily be used on workstations may create unacceptable performance degradation or
battery use on mobile devices.

3  Wireless Location Services

Wireless Location Services (WLS) can open up new opportunities for online and offline business alike and
new services for mobile device users. Agent-enabled mobile devices can take advantage of location
information to, for example, help user’s find and purchase local goods and services while traveling in new
places, help manage travel service, keep the user informed of ongoing transactions, and request approval or

2 See NIST Special Publication SP-800-72 Guideline on PDA Forensics November 2004.



additional information from the user without constraining the user in the same physical location. In order to
benefit from these new services, however, the user’s location must be made available to the provider of
these services. WLS technologies can be broken down into network-based solution, handset-based or GPS-
based solutions, or proximity-based solutions. These technologies differ on the method of determining the
mobile device’s location, and also differ on the method by which they can disclose the mobile device’s
location [17].

3.1 Network - based WLS

Network-based location services use triangulation techniques to identify the mobile device’s location and
require modifications to the network infrastructure. Network-based location services are installed on
service provider's networks, operate inside buildings and urban canyons, determine the mobile device
location within a few seconds, are more accurate in densely populated or urban areas, and require no
special circuitry on or upgrading of the mobile handset. Network-based location services are available for
cellular telephony networks as well as 802.11 WLAN networks. Network service providers that offer
network-based location services may allow third parties to access this information in order to provide
location services to mobile users. In this instance, agents running on mobile devices must consent to the
release of their location information to third parties offering location-aware services and must trust the
network service providers to disclose their location only to authorized third parties.

3.2 GPS -based WLS

GPS-based location services require an on-board chipset on the mobile device itself, are available
worldwide, require a clear path to a GPS satellite, cannot be relied upon for use inside a building, have an
accuracy of approximately 5 meters, can take from 30 seconds to 15 minutes to determine the location, and
have a higher cost per handset. GPS is also capable of providing altitude information in addition to
longitude and latitude. Agents running on GPS-enabled mobile devices may share their location
information at their discretion.

3.3 Proximity - based WLS

Another way of establishing the location of a mobile device is to detect when the device is within the
transmission range of a beacon or access point whose position is fixed and known in advance. For example,
when a mobile device associates with an 802.11 access point, the location of the mobile device can be
assumed to be within the transmission range of the access point. The transmission range can depend on
environmental conditions and the type of antenna used by the mobile device, but can be used effectively in
applications that do not require a great deal of accuracy, for example getting a listing of restaurants in a
particular town. Bluetooth Piconets are ad hoc networks designed to easily interconnect mobile devices that
are in the same physical area such as a conference room. Bluetooth devices have a typical operating range
of about 10 meters, but this range can be extended up to 100 meters. A Bluetooth-enabled mobile handset
can query or associate with a nearby Bluetooth beacon to establish its location. Agents relying on these
technologies to establish their physical location must be able to remain anonymous, to conceal their
physical location, and have their mobile commerce transactions be unlinkable and untraceable when
desired.

3.4 RFIDs

Radio Frequency Identification (RFID) tags are poised to replace one of the most successful product
identification technologies used today, namely the Universal Product Code (UPC) or bar code. Although
RFID technologies are predominantly associated with supply chain logistics, many governments are
considering their use in border patrol and immigration processing environments. RFID technology can
revolutionize supply chain logistics by allowing a handheld RFID reader to scan several hundred



tags/second without requiring line of sight. The ability to scan objects from a distance offers tremendous
improvement in supply chain management, but also raises a number of privacy and security concerns.
Applications that are cause for concern include: the tracking individuals and inanimate objects, correlating
data from multiple tag reader locations, monitoring social interactions, tracking financial transactions,
aggregating data from RFID constellations, and scanning personal belongings from a distance. Security
threats include eavesdropping and unauthorized scanning, traffic analysis and tracking through predictable
tag responses, spoofing and providing false sensor readings, denial of service and disruption of the supply
chain, corporate espionage due to lack of reader access control. RFID technology is not a location service,
but it does present a number of opportunities for location-specific tasks and its use in mobile commerce has
yet to be fully exploited. Agent-enabled mobile devices can be used to located RFID-enabled products,
query the RFIDs for additional product information, combine online and offline comparison-shopping
tools, directly purchase goods using mobile payments systems, actively participate and supply-chain
management, and reduce the cost of buying for the user and the cost of selling for the merchant.

4 Mobile Commerce Agent Platforms

Wireless mobile devices range from simple one- and two-way text messaging devices to Internet-enabled
PDAs, tablets, and smart phones. The use of these devices in agent-based mobile commerce introduces new
security risks. Moreover, as these devices begin having their own IP addresses, the devices themselves can
become the targets of attacks. A natural evolution, of course, is to have attacks launched from mobile
devices.

4.1 Mobile Phones, PDAs, and Smart Phones

PDAs were first introduced to the market in the 1980s as mobile or palm-size computers that served as
organizers for personal information and are gradually replacing the traditional leather-bound organizer.
PDAs provide users with office productivity tools for accessing e-mail, enterprise network resources, and
the Internet. These capabilities are quickly becoming a necessity in today’s business environment. In
addition, data that users have entered into their PDAs can be synchronized with a PC. Synchronization
allows users to easily back up the information on their PDA and transfer data from the PC to the PDA.
PDAs can also conveniently transfer data to other mobile devices by sending, or “beaming,” the
information through IR ports. This section provides general recommendations that can be applied to all
mobile devices using these or other operating systems.

As the emerging mobile and networked workforce began carrying laptops and fumbling with
PDAs and cell phones at the same time, mobile device manufacturers began responding by introducing
devices that combine a PDA and a cell phone on the same device. These devices are referred to as smart
phones. Smart phones incorporate the capabilities of a typical PDA and a digital mobile telephone that
provides voice service as well as e-mail, text messaging, Web access, and voice recognition. Many smart
phones are available that can run programming languages such as C or Java and offer telephony application
programming interfaces (API) that allow third-party developers to build new productivity tools to help the
mobile work force. Cell phone security has primarily focused on protecting carriers from fraudulent
charges and users from eavesdropping. Typical mobile phones use simplified operating systems that have
no information-processing capabilities and therefore present few information security risks. Smart phones,
however, have more sophisticated operating systems capable of running applications and supporting
network connectivity with other computing devices.

Most of the agent platform operating systems for Personal Digital Assistants (PDA) on the market
today are Linux, Palm-OS, Symbian EPOC, or Microsoft PocketPC. Most of the agent platforms for mobile
phones on the market are predominantly J2ME-based. Most high-end handheld organizers are both mobile
phones and PDAs or at a minimum offer 802.11-connectivity. Handheld organizers offer more computing
power that typical mobile phones and provide a good opportunity for agents to help users with their mobile
commerce transactions. Although both PDAs and mobile phones are presently considered to be limited in
processing power and memory when compared to desktop workstations, as can be expected, new products



are continuously being introduced into the market with enough computing power to allow for more
sophisticated agent-based applications.

Even though agent-enabled mobile devices are relatively new, the research and developer
communities have released a number of agent platform implementations targeting mobile phones and
PDAs. Below we provide a representative snapshot of agent platform development platforms and
languages. This list is not intended to be comprehensive and it is understood that some will no longer be
supported when research grants have been exhausted while others will continue to flourish. Nonetheless,
research and development activity in this area foretells a future where agent-enabled mobile devices are
commonplace.

The Foundation for Intelligent Physical Agents FIPA is a non-profit organization that develops
interoperability standards heterogeneous software agents. FIPA-OS is an agent development toolkit and a
FIPA-compatible platform. Following is a list of publicly available implementations of agent platforms that
conform to the FIPA Specifications: Agent Development Kit, April Agent Platform, Comtec Agent
Platform, FIPA-OS, JACK Intelligent Agents, JADE, JAS (Java Agent Services API), LEAP, and ZEUS.?

MicroFIPA-OS runs on any device that supports the J2ME specification and virtual machine and
has sufficient memory. MicroFIPA-OS has been tested on the following devices and operating systems:
Compaq iPAQ H3600 series (Linux for iPAQ and PocketPC/WindowsCE), Casio Cassiopeia E115
(PocketPC/WindowsCE 3.0&2.11), Psion Series 5Smx (Epoc), and Intel X86 architecture (Linux and
Windows95/98/NT/2k). Supported and tested virtual machines and operating systems are: 2ME by Sun on
Linux for iPAQ and PocketPC/WindowsCE, JDK 1.1.8/1.2.X/1.3.X, EpocVM (Psion) [13,16,18, 20].

4.2 Java

Java is the most popular agent programming language available today. Java is a full-featured, object-
oriented programming language compiled into platform-independent byte code executed by an interpreter
called the Java Virtual Machine (JVM). The resulting byte code can be executed where compiled or
transferred to another Java-enabled platform. The Java programming language and runtime environment
enforces security primarily through strong type safety, by which a program can perform certain operations
only on certain kinds of objects. Java follows a so-called sandbox security model, used to isolate memory
and method access, and maintain mutually exclusive execution domains. Java code such as a Web applet is
confined to a sandbox, designed to prevent it from performing unauthorized operations, such as inspecting
or changing files on a client file system and using network connections to circumvent file protections or
people's expectations of privacy [14].

Security is enforced through a variety of mechanisms. Static type checking in the form of byte
code verification is used to check the safety of downloaded code. Some dynamic checking is also
performed during runtime. A distinct name space is maintained for untrusted downloaded code and linking
of references between modules in different name spaces is restricted to public methods. A security manager
mediates all accesses to system resources, serving in effect as a reference monitor. Permissions are assigned
primarily based on the source of the code (where it came from) and the author of the code (who developed
it), which restricts the access of the code to computational resources. In addition, Java inherently supports
code mobility, dynamic code downloading, digitally signed code, remote method invocation, object
serialization, and platform heterogeneity.

43 J2ME

The J2ME platform is the Java platform for resource-constrained mobile devices such as PDAs and mobile
phones. The J2ME platform offers the following security features. The base of all security infrastructure is
that the mobile device we be able to maintain locally keys with a secure way like within a smart cart or
locally in the hard drive of the device and that any time we be able to perform cryptographic operations in a
secure way. The security environment for the J2ME is called the Security and Trust Services APIs
(SATSA). SATSA provides application-level digital signatures; basic user credential management,

3 See FIPA web site URL: http://www.fipa.org/resources/livesystems.html



cryptographic operation and smart card communication allowing for secure mobile data transmission by
using encryption. The information received can be authenticated using the PKI infrastructure or by using
pre-shared symmetric keys using decryption methods. Very important is the reduced size of the footprint
that the J2ME and the SATSA especially reflects on the mobile device. This is happening because once the
SATSA is loaded in the mobile device memory, for that point on it can serve different cryptographic
operations without the making the mobile node reload a new process with new SATSA components. This is
happening because a single SATSA process can be shared by all the applications that are running on the
mobile device.

The JSR-179 Location API for J2ME specification defines a J2ME optional package that enables
mobile location-based applications to request and get a location result. The API is designed to be a compact
and generic API that produces information about the present geographic location of the device, or periodic
location updates, to Java applications. The location may be obtained by using any number of location
technologies, for example, satellite-based methods like GPS, cellular telephony network based methods, or
short-range positioning methods like Bluetooth Local Positioning, etc. The location is represented by the
geographical coordinates (latitude, longitude and altitude) and includes information about the coordinate’s
accuracy, a timestamp, and information about speed and course of the mobile device. This J2ME optional
package also includes a database of landmarks and allows the user to store commonly used locations in the
database. The landmark database may be shared between all Java applications and may be shared with
other applications in the device, including native applications. This means that each application can learn
about past travel activities, favorite locations, and depending on how each landmark is labeled, applications
may be able to learn, for example, the user’s home and address and office address [22].

4.4 Linux PDA

The Linux PDAs presently offer the same advantages and disadvantages encountered in the ongoing Linux
open source debate. As technology advances are likely to allow for more processing power, and more on-
board memory, the factors influencing the selection of a PDA operating system will become essentially the
same as those influencing the choice of operating system for desktop workstations. The success of Linux-
based PDAs rests on the open source model and its ability to engage the software development community
to produce useful applications.* The Linux platform supports a wide variety of security technologies (VPN,
Firewalls, Intrusion Detection, etc.) and an extensive set of security toolkits are available online.

4.5 Pocket PC

Microsoft’s first entry into the PDA market was with the Windows CE handheld operating system that is
now called Pocket PC. Although the first releases of these PDAs were not as easy to use and considerably
more expensive than the Palm PDAs, these devices have shown marked improvement are leveraging all of
Microsoft’s resource from desktop application compatibility to software development tools. The Pocket PC
grew out of the success of the Palm PDA and the realization that a market existed for similar devices that
were more capable. Microsoft has included handheld devices in its new .Net strategy to encourage
developers to build applications that can be accesses from a wide range of Microsoft platforms. The use of
homogeneous operating systems for both mobile devices and workstations introduces new security
concerns. On one hand, the homogeneous platforms may allow system administrators to take advantage of
enterprise network security tools across all the organization’s computing infrastructure, on the other hand,
it may introduce new opportunities for the development of viruses and malware that originate on one
platform and migrate to another.

4.6 Palm OS

Palm was able to establish itself as the market leader in the PDA market by focusing on simplicity and
ease-of-use. Palm was able to capture 80% of the market by 2002, but strong competition has reduced

4 See URL: http://www.heldhelds.org for more information on Linux on handheld devices.
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Palm’s market share over the last few years. Palm devices use 16- and 32-bit processors based on the
Motorola DragonBall MC68328-family of microprocessors. The Palm OS is a proprietary operating
system, but the source code is available for licensing. The Palm OS is single-threaded and is not generally
considered a secure operating system as a user or application can access program code, data and the
processor. The Palm OS is stored in ROM while applications and user data are stored in battery-powered
RAM. Data is stored in records and records are grouped into databases where the database is analogous to a
file. The Mobile Information Device Profile (MIDP) for Palm OS is a Java runtime environment for Palm
OS handheld devices. It allows the Palm OS to run the same Java applications that are available for other
MIDP-compliant devices, such as mobile phones and pagers. This means that the MIDP for the Palm OS
provides standard APIs for developing Java applications for Palm OS handheld devices.

4.7 Symbian

Symbian is an operating system that has been developed for the mobile phone market. Symbian offers full-
strength encryption and certificate management, secure communications protocols and certificate-based
application installation. Symbian supports four main content development options: C++, Java, WAP, and
the Organiser Programming Language (OPL), a scripting language for the Symbian platform. Symbian
supports the authentication of software components using digital signatures and certificates to provide a
measure of confidence that applications being installed onto the mobile phone are from a known reputable
vendor. The Symbian certificate management module provides mutual authentication between the mobile
phone user and other entities.® It supports WTLS certificates and X.509 certificates. The certificate
management module provides the following services: storage and retrieval of certificates using the
cryptographic token framework, assignment of trust status to a certificate on an application-by-application
basis, certificate chain construction and validation, verification of trust of a certificate, and certificate
revocation.

5 Mobile Commerce Security Requirements

Multi-agent systems and intelligent agents are a relatively new method of designing and implementing
complex systems. The complexity of MAS when combined with the wireless devices and mobile commerce
introduces new security risks and requirements. Each agent must assume that other agents are acting in the
best interest of the host machine or the user it represents. Each agent must protect the confidentiality of the
host user’s private data and protect the host’s or user’s anonymity when necessary. Agents running on
mobile devices must be able to mutually authenticate other agents and multi-agent systems. Agents may be
downloaded from the web or installed form a PC, the provider of the agents must be authenticated by
providing an identity certificate, and the mobile device must be able to enforce access control on the device
itself [1,2,3,4,5,21].

Although mobile devices have not generally been viewed as posing security threats, their
increased computing power and the ease with which they can access networks and exchange data with
other mobile devices introduce new security risks to an organization’s computing environment. As mobile
devices begin supporting more networking capabilities, network administrators must carefully assess the
risks they introduce into their existing computing environment. This section describes how the security
requirements for confidentiality, integrity, authenticity, and availability for mobile device computing
environments can be threatened.

5.1 Loss of Confidentiality

Information stored on mobile devices and on mobile device storage modules and mirrored on a PC, by both
users and agents, must remain confidential and be protected from unauthorized disclosure. The

5 See Sun’s MIPD FAQ URL: http://java.sun.com/products/midp4palm/faq.html
¢ For more information on the Symbian security modules see URL: http://www.symbian.com/technology/symbos-v7x-
det.html#t11



confidentiality of information can be compromised while on the mobile device, the storage module, or the
PC or while being sent over one of the Bluetooth, 802.11, IR, USB, or serial communication ports.
Moreover, most mobile devices are shipped with connectivity that is enabled by default. These default
configurations are typically not in the most secure setting and should be changed to match the
organization’s security policy before being used.

PDAs can beam information from an IR port to another PDA IR port to easily exchange contact
information such as telephone numbers and mailing addresses. This capability is a useful feature, but some
concerns might arise about the data being transmitted. The data is unencrypted, and any user who is in
close proximity to the mobile device and has the device pointed in the right direction can intercept and read
the data. This is known as data leakage. Users familiar with PDA beaming should recognize that they often
must have the PDA within a few inches of the other device and also make an effort to align the ports
properly. The probability of data leakage occurring without the victim’s knowledge is relatively low
because it requires the intercepting device to be within a few feet and often within a few inches.
Nonetheless, the threat should not be overlooked because it could result in a compromise of sensitive
information. No attack has been documented of a malicious user being able to pull information out of an IR
port because the IR beaming protocol can only issue a request to send information that must be approved
by the device user before the information is sent. There is no equivalent request to receive information.
However, a Bluetooth device that is not configured properly is susceptible to having a user with a
Bluetooth-enabled device pull data from the device. An 802.11-enabled device with an insecure P2P setting
may also expose data to another 802.11-enabled device.

The ability of either the mobile device or the PC to initiate synchronization presents additional
risks. A rogue compromised mobile device may attempt to synchronize with a PC; alternatively, a
compromised PC may try to synchronize with a PDA. This type of attack is often referred to as “hijacking”
and relies on hijacking software that is available today.” A malicious user could obtain personal or
organizational data, depending on what is stored on the PDA or PC. For this type of attack to be successful,
either the PC or the mobile device has been compromised, or a malicious user has been able to create a
rogue mobile device or PC and gain access to the user’s network.

PDAs can also remotely synchronize with a networked PC using dial-up connections, dialing
either directly to a corporate facility or through a WISP. The modems allow users to dial into an access
server at their office or use a third-party WISP. Dial-up capability, however, also introduces risks. Dialing
into a corporate facility requires a mobile device synchronization server; otherwise, the remote PDA must
derive synchronization service by connecting to a PC that is logged on using the remote client’s ID and
password. If the PC is not at least configured with a password-protected screensaver, it is left vulnerable to
anyone with physical access to the PC. Moreover, since the WISP is an untrusted network, establishing a
remote connection requires additional security mechanisms to ensure a secure connection. The PDA would
require a VPN client and a supporting corporate system to create a secure tunnel through the WISP to the
organization’s network. Modem-enabled PDAs are still relatively new, and organizations may not have the
security services in place to support them. Organizations may want to restrict their use until they have
either adapted their existing VPN capabilities or put the required services in place.

Another means for synchronizing data is through an Ethernet connection. Users can synchronize
data from any networked workspace. The data that crosses the network is as secure as the network itself
and may be susceptible to network traffic analyzers or sniffers. PDA users can also synchronize through
their organization’s wireless network. This entails accessing 802.11-compliant APs to connect to an
organization’s wired network. Many PDA vendors support or are beginning to support VPN connections
using 802.11 APs.

Smart phones can support wireless location services by using an on-board GPS integrated circuit
or by having service providers analyze the cell phone signal received at cellular antenna sites. GPS-enabled
phones can identify the phone’s location to within a few meters and also relay position information. Thus,
in the case of emergency, a user who may be injured or threatened can relay his location to the proper
authorities. These devices are subject to security threats associated with networked computing devices but
also have a new set of privacy concerns as the user’s location can be disclosed to third parties. Advertisers
and other service providers would like to access user location information through agreements with the
cellular telephone provider. Users should carefully read cellular phone companies’ privacy policies and opt
out of any unwanted wireless location services.

7 See “A Whole New World for the 21* Century,” March 2001, at http://www.sans.org.
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5.2 Loss of Integrity

The integrity of the information on the mobile device and the integrity of the mobile device hardware,
applications, and underlying operating system are also security concerns. Information stored on, and
software and hardware used by, the mobile device must be protected from unauthorized, unanticipated, or
unintentional modification. Information integrity requires that a third party be able to verify that the content
of a message has not been changed in transit and that the origin or the receipt of a specific message be
verifiable by a third party. Moreover, users must be accountable and uniquely identifiable. The integrity of
the information can be compromised while in transit or while stored on the mobile device or add-on storage
modules. The integrity of the mobile hardware must be protected against the insertion or replacement of
critical read-only memory (ROM) or other integrated circuits or upgradeable hardware. Mobile applications
must be ensured to protect against the installation of software from unauthorized sources that may contain
malware. The integrity of add-on modules must be ensured to protect the mobile device from rogue
hardware add-on modules.

5.3 Loss of Availability

Many agent-based transactions must have network service availability for the entire duration of the
transaction. The purpose of a Denial of Service (DoS) attack is to make computational or network
resources unavailable or to severely limit their availability by consuming their resources with an inordinate
amount of service requests. DoS attacks are typically associated with networked devices with fixed IP
addresses for attackers to target. Most mobile devices access the Internet intermittently and do not have
fixed IP addresses, but as networking technologies become more widespread, “always-on” connectivity
will be commonplace within the next few years. As a result, many mobile devices already support the use
of personal firewalls to protect themselves against certain DoS attacks and other types of attacks.

Mobile devices can also be the targets of DoS attacks through other means. Trojan horses, worms, viruses,
and other malware can affect the availability of a network and, in many instances, also compromise the
network’s confidentiality and integrity.® A virus that, for example, sends documents from a user’s PC to e-
mail addresses found in the user’s electronic address book can burden the network with a flood of e-mails,
send out confidential information, and even alter the information sent, all while giving the appearance that
it was intentionally sent from the user’s account. Viruses have not been widely considered a security threat
in PDAs because of the PDA’s limited memory and processing power.

Moreover, users typically synchronize their data with their PCs, and they can recover any lost or

corrupted data simply by synchronizing with their PCs. Consequently, even a virus such as the Liberty
Crack, which wipes out data on a PDA, has not been considered a serious threat.” PDA antivirus protection
programs have only been on the market for a few years, and most PDAs do not have antivirus protection
either because they do not support networking or the software simply has not been installed.
However, a virus on a mobile device could contain a payload designed to compromise a desktop PC, which
in turn could directly affect the local network. As PDAs become more powerful, malicious users will
develop viruses designed to achieve more harmful results. PDAs that share the same operating system as a
PC may be particularly susceptible to a new strain of viruses. Although offering users additional benefits of
sharing documents developed using the same applications, the common operating systems may invite new
security threats. With both of the devices running the same applications, the methods for the virus to launch
its attack and spread to other parts of the network increase.

Smart phones may lose network connectivity not only when they travel outside a cell coverage
area but also when cell phone jammers are used. Many restaurants and movie theaters, for example, now
use commercially available jammers to block cell phone communications often without notifying the cell
phone users. Users expecting important messages are not able to receive those messages because the
jammers block them from accessing network resources. Malicious users may also use cell phone jamming
devices. Jamming devices can carry out these attacks by broadcasting transmissions on cellular frequencies
that nullify the actual cellular tower transmissions. The jammed cell phone will not be able to communicate

8 See SP 800-28, Guidelines on Active Content and Mobile Code, October 2001, for more information on malware.
9 See PDA/Wireless Communication Pains, November 17, 2000, at http://www.sans.org.
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unless other means of communications are available on the phone or in that region (e.g., a dual-band cell
phone that can operate at different frequencies and also operate on an analog signal).

Cell phones, smart phones, and text pagers are able to send text messages, from 110 to 160
characters in length depending on the carrier, to other cell phones by using Short Message Service (SMS).
To send and receive SMS text messages, phone users usually have to pay a monthly fee to their service
provider or a small fee for each text message beyond a preset monthly limit. Text messages can also be sent
from a cellular service provider’s Web page, by visiting Web sites that allow users to send text messages
free of charge from e-mail applications. Text-messages rely on the service provider’s network and are not
encrypted, and no guarantees exist on quality of service. Cell phones and text-messaging devices can be
spammed with text messages until their mailbox is full, and the user is no longer able to receive new text
messages unless previously stored e-mails are deleted.

As 3G development progresses and 3G phones become more prevalent, organizations will need to
be aware of the security issues that arise. One potential security issue is that a 3G mobile device, when
connected to an IP network, is in the “always-on” mode. This mode alleviates the need for the device to
authenticate itself each time a network request is made. However, the continuous connection also makes the
device susceptible to attack. Moreover, because the device is always on, the opportunity exists to track
users’ activities.

6 Mobile Device Security Guidelines

As the use of mobile devices increases and technology improves, attacks can be expected to become more
sophisticated. To control and even reduce the security risks identified above, administrators and users of
multi-agent systems in mobile commerce need to implement management, operational, and technical
countermeasures to safeguard mobile devices, confidential information, and the organization’s networks
[24].

6.1 Management Countermeasures

Information security officers and network administrators should conduct a risk assessment before mobile
devices are introduced into the organization’s computing environment. Organizations should educate the
users about the proper use of their mobile devices and the security risks introduced by their use by
providing short training courses or educational materials to help users use these devices more productively
and more securely. Moreover, network administrators should establish and document security policies that
address their use and the user’s responsibilities.!” The policy document should include the approved uses,
the type of information that the devices may store, software programs they can install, how to store the
devices and associated modules when not in use, proper password selection and use, how to report a lost or
stolen PDA, and any disciplinary actions that may result from misuse. Organizations should also perform
random audits to track whether devices have been lost or stolen.

6.2 Operational Countermeasures

Operational countermeasures require mobile device users to exercise due diligence in protecting the mobile
devices and the networks they access from unnecessary risks. Most operational countermeasures are
common sense procedures that require voluntary compliance by the users. Operational countermeasures are
intended to minimize the risk associated with the use of mobile devices by well-intentioned users. Although
a determined malicious user can find ways to intentionally disclose information to unauthorized sources,
the mobile security policy and the organization’s operational countermeasures should make clear the user’s
responsibilities.

The back of the PDA device should always be labeled with the owning organization’s name,
address, and phone number in case it is lost. Mobile device users should be provided with a secure area to

0 See SP 800-30, Risk Management Guide for Information Technology Systems, January 2002, at
http://csrc.nist.gov/publications/nistpubs/index.html.
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store the device when not in use. A desk with drawers that lock or a file cabinet with locks are available in
most offices and should provide sufficient physical security against theft from within the office
environment.

Galvanized steel cables and locks are also available to secure mobile devices to the user’s desktop
if other physical controls are not available. Although these measures cannot ensure that a determined thief
will not cut these cables or locks, it does prevent an opportunistic thief from walking away with an
unattended mobile device. While on travel, room safes should be used, if available, to store mobile devices
when not in use.

Security administrators should have a list of authorized mobile device users, to enable them to
perform periodic inventory checks and security audits. Individuals that use their mobile devices for other
than business uses should comply with the organization’s security policy or be restricted from accessing the
organization’s network. Mobile devices should be distributed to the users with security settings that comply
with the organization’s security policy and should not be distributed with “out-of-the-box” default settings.
A configuration management policy should be established. Such a policy frees security administrators from
having to focus on many different configurations and allows them to concentrate on the configurations that
have been adopted for the organization. Mobile devices should have a PIN code or password to access the
device. Some mobile devices already use voice authentication for authenticating users to the device or to
network resources. Voice authentication should be coupled with password authentication. A number of
security tools are currently available to help mitigate the risks related to the use of PDAs, including
password auditing, recovery/restoration, and vulnerability tools.!!

In general, users should not store sensitive information on mobile devices. However, if sensitive

information is stored on the mobile device, users should be encouraged to delete sensitive information
when no longer needed. This information can be archived on the PC during synchronization and transferred
back to the PDA when needed. Users can disable IR ports during periods of nonuse to deter them from
leaking information from their mobile devices. Users with access to sensitive information should have
approval from their management and network security administrators before storing sensitive information
on their mobile device to ensure they have the appropriate security countermeasures in place.
Some mobile devices allow users to mark certain records as “private” and hide them unless the device
password is entered. Thus, if a malicious user gained access to an unattended device without knowledge of
the device password, that malicious user would not be able to see the private data. Depending on the
underlying operating system, however, some of these private data fields can be read directly from memory.

6.3 Technical Countermeasures

This section describes technical countermeasures for securing wireless mobile devices. Technical
countermeasures should address the security risks identified during the risk assessment and should ensure
that the organization’s security policy is being enforced.

6.3.1  Authentication

Identification and authentication (I&A) form the process of recognizing and verifying valid users,
processes, or devices. Mobile device users must be able to authenticate themselves to the mobile device by
providing a password, a token, or both. At the most basic level, organizations should require mobile
devices to be password protected. Security administrators should educate users on the selection of strong
passwords. Password-cracking tools for mobile devices are available for network administrators and users
to audit their PC’s synchronization application password.'? Password protection is already included with
most mobile devices, but is usually not enabled in the default setting. Several Web sites offer software that
prompts a user to enter a password when the user has turned the PDA off and turned it back on again.

11 See “Research Tools” at http://www.atstake.com.
12 See http:/www.atstake.com/research/tools/index.html for PDA security assessment tools.
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6.3.2  PC Synchronization Software

Biometric user authentication technologies are also available for mobile devices. Fingerprint readers can be
attached to the mobile devices through a serial or USB port and can be set to lock the whole device, to lock
an individual application, or to connect to a remote database over a network or dial-up connection. Tamper-
proof smart cards, which contain unique user identifying information such as a private key, can also be
used to authenticate the user to the device. Users insert the smart card into a peripheral slot on the device
and provide a password to authenticate themselves. Malicious users must have possession of the smart card
and knowledge of the user’s password to gain access to the device.

Unique device identifiers, when available, can be used as part of an authorization mechanism to
authenticate and provide network access to a mobile device. Mobile devices can take advantage of several
methods to identify a unique mobile device, including flash ID, device ID, and Electronic Serial Number
(ESN). Unique device identifiers can be used to authenticate the mobile device for network access or allow
the mobile device itself to be used as a physical token for two-factor authentication.

Although it might be possible for an unauthorized user to copy the shape of a signature, many
handwriting recognition programs measure aspects that are more difficult to copy, such as the rhythm and
timing of the signature. The user can select a password to write instead of a signature, which is more widely
available on paper documents distributed in the normal course of business.

6.3.3  Encryption
Some files on the device may require a higher level of security than password protection can offer. For
example, user passwords are required to access all sorts of automated services in our everyday lives.

During the course of a single day, a user may need to use passwords to withdraw money from an
automatic teller machine (ATM), to enter a building by typing an access code, to listen to voice mail, to
browse favorite Web sites, to purchase goods online, to access online trading accounts, to make a phone
call using a calling card, and to access personal and business e-mail accounts. Using the same password to
access different services is discouraged because if this single password were compromised, an unauthorized
user would be able to access all of the user’s accounts. However, many PDA users store many of these
passwords in a file on the PDA, possibly even naming the file “mypasswords.” Once a single password has
been given, other user accounts can be identified through various means ranging from dumpster diving to
simply reviewing a user’s Web browser history file. Encryption software can be used to protect the
confidentiality of sensitive information stored on mobile devices and mirrored on the desktop PC. The
information on add-on backup storage modules should also be encrypted and the modules securely stored
when not in use. This additional level of security can be added to provide an extra layer of defense to
further protect sensitive information stored on mobile devices. Many software programs are freely available
to help users encrypt these types of files for an added layer of security. Encrypting the file protects it from
brute-force password guessing if the file falls into the wrong hands. Mobile device users may elect to
encrypt files and messages before the files and messages are transferred through a wireless port.

Smart phones use digital technologies to deter unencrypted voice traffic from being intercepted.
FEC (Forward Error Correction) coding and spread-spectrum techniques add more robust communication
error protection and complexity. Organizations should upgrade their analog phones to digital smart phones
that offer more capabilities at the application level (e.g., Web browsing, networking) and the ability to use
more security mechanisms with those applications.

6.3.4  Antivirus Software

Antivirus software is another important security measure for mobile devices.!3 All organizations, regardless
of their security requirements, should incorporate PDA antivirus applications to scan e-mail and data files
and to remove malware from files. The software should scan all entry ports (i.e., beaming, synchronizing,
e-mail, and Internet downloading) as data is imported into the device, provide online signature update
capabilities, and prompt the user before it deletes any suspicious files. Organizations should further require
regular updates to the antivirus software and require associated workstations (i.e., the PCs with which users
synchronize their PDAs) to have current, properly working virus-scanning software. Most major PC
antivirus software vendors have mobile device anti-virus software that can be downloaded directly from
their Web sites.

13 See http://csre.nist.gov/virus/ for useful links for more information on viruses.
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63.5 PKI

Many mobile devices are beginning to offer support for PKI technologies. PKI is one of the best available
methods for meeting confidentiality, integrity, and authenticity security requirements.'* A PKI uses an
asymmetric encryption method, commonly known as the “public/private key” method, for encrypting and
ensuring the integrity of documents and messages. A certificate authority issues digital certificates that
authenticate the claimed identity of people and organizations over a public network such as the Internet.
The PKI also establishes the encryption algorithms, levels of security, and the key distribution policy for
users. PKI support is often integrated into common applications such as Web browsers and e-mail
programs by validating certificates and signed messages. The PKI can also be implemented by an
organization for its own use to authenticate users that handle sensitive information.

The use of PKI counters many threats associated with public networks, but also introduces
management overhead and additional hardware and software costs that should be evaluated while
performing the risk assessment and selecting the appropriate countermeasures to meet the organization’s
security requirements. If PKI has already been deployed to provide security services in the wired network
of an organization, users should be provided a separate and distinct public/private key pair for use on
PDAs. This will prevent compromise of the organization’s data in the event of a lost or stolen PDA.

6.3.6 VPN and Firewalls

Organizations in a wide variety of industries are using mobile devices for remote access to patient records,
merchandise inventory, and shipping logistics. Secure remote access for desktop and laptop computers has
been successfully enabled by the use of firewalls and VPN over the last few years. !’

Mobile devices are beginning to offer support for personal firewalls and VPN technologies and to
offer network administrators effective countermeasures against threats to the confidentiality, integrity, and
authenticity of the information being transferred. A packet filter firewall, for example, screens Internet
traffic based on packet header information such as the type of application (e-mail, ftp, Web, etc.) and by the
service port number. A VPN creates a virtual private network between the mobile device and the
organization’s network by sharing the public network infrastructure. VPN technology offers the security of
a private network through access control and encryption, while taking advantage of the economies of scale
and built-in management facilities of large public networks. Network administrators should look for the
following features when purchasing PDA-based VPN technologies: interoperability with existing
infrastructure, support for wireless and dial-up networking, packet-filtering or stateful-inspection firewall,
automatic security updates, and a centralized management console.

6.3.7  Location-specific Security Policies for Mobile Devices

As the mobile device users move from location to location and the device is used under different conditions
and exposed to different risks, a location-based security policy can help protect the device from both insider
and outsider threats. When agent-enabled mobile devices are used for mobile commerce and location-aware
services, there are a number of new policy-related and location-specific security concerns that must be
addressed. The problem of how one creates, expresses, administers, distributes, enforces, updates, and
monitors location-based security policies on mobile devices is very different from how policies are
enforced on a desktop environment [15]. Examples of location-specific policies include disabling
communication ports when there is an elevated threat of eavesdropping or signal detection, specifying
encryption settings based on risk-level, recording the presence of other mobile devices in a particular
meeting place, including the physical location of security-related events in audit logs, enabling capture-
resilient protocols in case the mobile device is lost, and tagging and classifying objects based on the
location in which they were created.

14 See SP 800-32, Introduction to Public Key Technology and the Federal PKI Infrastructure, February 2001, at
http://csrc.nist.gov/publications/nistpubs/index.html.

See Special Publication 800-46, Security for Telecommuting and Broadband Communications, at
http://csrc.nist.gov/publications/nistpubs/index.html.
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6.3.8  Enterprise Solutions

Enterprise mobile device management software allows network administrators to discover mobile devices,
install and remove applications, back up and restore data, collect inventory information, synchronize data
with corporate servers and databases, and perform various configuration management functions from a
central location. Enterprise security solutions have been introduced that allow the organization to set
policies on all mobile devices under the organization’s control. Some of the options that are available
include defining the type of encryption to use, which application databases to encrypt, password protection,
and port protection.

6.3.9  Miscellaneous

Third-party developers have introduced a number of security tools to help protect mobile devices. These
security tools are fairly inexpensive and typically offer simple yet practical security countermeasures to
protect against malicious users that are more likely to steal the device than to crack an encrypted file or
eavesdrop on their wireless communications. Some of these security tools delete applications and their data
after a preset number of unsuccessful login attempts. Authorized users simply have to resynchronize the
mobile device with their PCs to recover the deleted information. This countermeasure is particularly
effective and applicable in instances where mobile devices are holding sensitive information. Users must be
cautioned that all data entered on the mobile device since the last synchronization will be lost. A malicious
user could purposely enter several incorrect passwords to delete the data on an unattended mobile device,
but this risk can be mitigated by frequent synchronization with the user’s PC. Another simple security tool
is to add an application that auto-locks the mobile device after it is idle for a selected period of time. The
user can usually set this time-out period. This solution mitigates risks that arise when users leave mobile
devices unattended. Users simply enter a password to regain access to the mobile device. This solution is
similar to a screen saver password for a desktop PC.

7  Conclusions

Mobile commerce is being enabled by new technologies that allow mobile phones and other mobile devices
to access the Internet. There are now more mobile phones in use worldwide than PCs and televisions. This
rapid growth of wireless data services foreshadows an even larger growth in both portable and embedded
devices. Agent technologies can play an important role in helping users manage multiple mobile devices
and communicate with other agent-enabled systems throughout their virtual and physical environments.
These new technologies offer the promise of new and better ways of conducting business, but also raise a
number of new privacy and security challenges and opportunities for research. To improve this situation,
several steps must be taken. Wireless security standards must be developed and vetted by industry. Security
services across wireless networks must be implemented end-to-end. Authentication services and key
exchange technology must become more robust, including a mix of secret key and public-private key
management technologies. As more security services are implemented, and as these services become more
complex, sufficient policy management tools must exist to help agents negotiate privacy and security
protocols between mobile devices. This paper has outlined security risks arising from agent-enabled mobile
commerce and has provided practical management, operational, and technical guidelines for mitigating
these risks.
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Abstract. Enabling interactions of agent-teams and humans for safe
and effective Multiagent rescue is a critical area of research, with en-
couraging progress in the past few years. However, previous work suffers
from three key limitations: (i) limited human situational awareness, re-
ducing human effectiveness in directing agent teams, (ii) the agent team’s
rigid interaction strategies that jeopardize the rescue operation, and (iii)
lack of formal tools to analyze the impact of such interaction strategies.
This paper presents a software prototype called DEFACTO (Demon-
strating Effective Flexible Agent Coordination of Teams through Om-
nipresence). DEFACTO is based on a software proxy architecture and
3D visualization system, which addresses the three limitations mentioned
above. First, the 3D visualization interface enables human virtual om-
nipresence in the environment, improving human situational awareness
and ability to assist agents. Second, generalizing past work on adjustable
autonomy, the agent team chooses among a variety of ”team-level” in-
teraction strategies, even excluding humans from the loop in extreme
circumstances. Third, analysis tools help predict the dangers of using
fixed strategies for various agent teams in a future disaster response sim-
ulation scenario.

Key words: Multiagent Systems, Adjustable Autonomy, Teamwork

1 Introduction

Multi agent safety addressed in this paper is interpreted in the way that a team
of agents ensures the safety of civilians or buildings in case of an emergency situ-
ation. Analyzing the safety of using multi agent teams interacting with humans



is critical in a large number of current and future applications|2,5,14,3]. For
example, current efforts emphasize humans collaboration with robot teams in
space explorations, humans teaming with robots and agents for disaster rescue,
as well as humans collaborating with multiple software agents for training [4, 6].

This paper focuses on the challenge of improving the effectiveness and analysing
the dangers of human collaboration with agent teams. Previous work has re-
ported encouraging progress in this arena, e.g., via proxy-based integration ar-
chitectures[10], adjustable autonomy[13,4] and agent-human dialogue [1]. De-
spite this encouraging progress, previous work suffers from three key limitations.
First, when interacting with agent teams acting remotely, human effectiveness
is hampered by low-quality interfaces. Techniques that provide telepresence via
video are helpful [5], but cannot provide the global situation awareness. Second,
agent teams have been equipped with adjustable autonomy (AA)[14] but not the
flexibility critical in such AA. Indeed, the appropriate AA method varies from
situation to situation. In some cases the human user should make most of the
decisions. However, in other cases human involvement may need to be restricted.
Such flexible AA techniques have been developed in domains where humans in-
teract with individual agents [13], but whether they apply to situations where
humans interact with agent teams is unknown. Third, current systems lack tools
to analyze the impact of human involvement in agent teams, yet these are key
to flexible AA reasoning.

We report on a software prototype system, DEFACTO (Demonstrating Effec-
tive Flexible Agent Coordination of Teams through Omnipresence), that enables
agent-human collaboration and addresses the three shortcomings outlined above.
First, DEFACTO incorporates a visualizer that allows the human to have an
omnipresent interaction with remote agent teams. We refer to this as the Omni-
Viewer, and it combines two modes of operation. The Navigation Mode allows
for a navigable, high quality 3D visualization of the world, whereas the Alloca-
tion Mode provides a traditional 2D view and a list of possible task allocations
that the human may perform. Human experts can quickly absorb on-going agent
and world activity, taking advantage of both the brain’s favored visual object
processing skills (relative to textual search, [9]), and the fact that 3D representa-
tions can be innately recognizable, without the layer of interpretation required
of map-like displays or raw computer logs. The Navigation mode enables the
human to understand the local perspectives of each agent in conjunction with
the global, system-wide perspective that is obtained in the Allocation mode.

Second, to provide flexible AA, we generalize the notion of strategies from
single-agent single-human context [13]. In our work, agents may flexibly choose
among team strategies for adjustable autonomy instead of only individual strate-
gies; thus, depending on the situation, the agent team has the flexibility to limit
human interaction, and may in extreme cases exclude humans from the loop.
Third, we provide a formal mathematical basis of such team strategies. These
analysis tools help agents in flexibly selecting the appropriate strategy for a given
situation.



We present results from detailed experiments with DEFACTO, which reveal
two major surprises. First, contrary to previous results[14], human involvement
is not always beneficial to an agent team— despite their best efforts, humans
may sometimes end up hurting an agent team’s performance. Second, increas-
ing the number of agents in an agent-human team may also degrade the team
performance, even though increasing the number of agents in a pure agent team
under identical circumstances improves team performance. Fortunately, in both
surprising instances above, DEFACTOQO’s flexible AA strategies alleviate such
problematic situations.

2 DEFACTO System Details

DEFACTO consists of two major components: the Omni-Viewer and a team of
proxies (see Figure 1). The Omni-Viewer allows for global and local views. The
proxies allow for team coordination and communication, but more importantly
also implement flexible human-agent interaction via Adjustable Autonomy. Cur-
rently, we have applied DEFACTO to a disaster rescue domain. The incident
commander of the disaster acts as the user of DEFACTO. This disaster can
either be “man made” (terrorism) or “natural” (earthquake). We focus on two
urban areas: a square block that is densely covered with buildings (we use one
from Kobe, Japan) and the University of Southern California campus, which is
more sparsely covered with buildings. In our scenario, several buildings are ini-
tially on fire, and these fires spread to adjacent buildings if they are not quickly
contained. The goal is to have a human interact with the team of fire engines
in order to save the most buildings. Our overall system architecture applied to
disaster response can be seen in Figure 1. While designed for real world situa-
tions, DEFACTO can also be used as a training tool for incident commanders
when hooked up to a simulated disaster scenario.

2.1 Omni-Viewer

Our goal of allowing fluid human interaction with agents requires a visualization
system that provides the human with a global view of agent activity as well
as showing the local view of a particular agent when needed. Hence, we have
developed an omnipresent viewer, or Omni-Viewer, which will allow the human
user diverse interaction with remote agent teams. While a global view is obtain-
able from a two-dimensional map, a local perspective is best obtained from a
3D viewer, since the 3D view incorporates the perspective and occlusion effects
generated by a particular viewpoint. The literature on 2D- versus 3D-viewers is
ambiguous. For example, spatial learning of environments from virtual naviga-
tion has been found to be impaired relative to studying simple maps of the same
environments [11]. On the other hand, the problem may be that many virtual
environments are relatively bland and featureless. Ruddle points out that navi-
gating virtual environments can be successful if rich, distinguishable landmarks
are present [12].
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Fig.1. DEFACTO system applied to a disaster rescue.
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Fig. 2. Omni-Viewer during a scenario: (a) An Incident Commander using the Navi-
gation mode spots multiple fires (b) The Commander navigates to quickly grasp the
situation (¢) The Commander is transferred control of the task to fight the fire and
uses the Allocation mode to send a fire engine there (d) The fire has been extinguished.



To address our discrepant goals, the Omni-Viewer incorporates both a con-
ventional map-like 2D view, Allocation Mode (Figure 2-c¢) and a detailed 3D
viewer, Navigation Mode (Figure 2-a). The Allocation mode shows the global
overview as events are progressing and provides a list of tasks that the agents
have transfered to the human. The Navigation mode shows the same dynamic
world view, but allows for more freedom to move to desired locations and views.
In particular, the user can drop to the virtual ground level, thereby obtaining the
world view (local perspective) of a particular agent. At this level, the user can
“walk” freely around the scene, observing the local logistics involved as various
entities are performing their duties. This can be helpful in evaluating the phys-
ical ground circumstances and altering the team’s behavior accordingly. It also
allows the user to feel immersed in the scene where various factors (psychological,
etc.) may come into effect.

In order to prevent communication bandwidth issues, we assume that a high
resolution 3D model has already been created and the only data that is transfered
during the disaster are important changes to the world. Generating this suitable
3D model environment for the Navigation mode can require months or even
years of manual modeling effort, as is commonly seen in the development of
commercial video-games. However, to avoid this level of effort we make use of
the work of You et. al. [15] in rapid, minimally assisted construction of polygonal
models from LiDAR (Light Detection and Ranging) data. Given the raw LiDAR
point data, we can automatically segment buildings from ground and create the
high resolution model that the Navigation mode utilizes. The construction of the
USC campus and surrounding area required only two days using this approach.
LiDAR is an effective way for any new geographic area to be easily inserted into
the Omni-Viewer.

We use the JME game engine to perform the actual rendering due to its
cross-platform capabilities. JME is an extensible library built on LWJGL (Light
Weight Java Game Library), which interfaces with OpenGL and OpenAL. This
environment easily provided real-time rendering of the textured campus envi-
ronment on mid-range commodity PCs. JME utilizes a scene graph to order the
rendering of geometric entities. It provides some important features such as OBJ
format model loading (which allows us to author the model and textures in a
tool like Maya and load it in JME) and also various assorted effects such as
particle systems for fires.

2.2 Proxy: Teamwork and Adjustable Autonomy

We have built teams based on previous proxy software [13], that is in the public
domain. The proxies were extended to our domain in order to take advantage
of existing methods of communication, coordination, and task allocation for the
team. However, these aspects are not the focus of this paper.

Instead, we focus on another key aspect of the proxies: Adjustable Autonomy.
Adjustable autonomy refers to an agent’s ability to dynamically change its own
autonomy, possibly to transfer control over a decision to a human. Previous work
on adjustable autonomy could be categorized as either involving a single person



interacting with a single agent (the agent itself may interact with others) or a
single person directly interacting with a team. In the single-agent single-human
category, the concept of flexible transfer-of-control strategy has shown promise
[13]. A transfer-of-control strategy is a preplanned sequence of actions to transfer
control over a decision among multiple entities, for example, an AH; Hs strategy
implies that an agent (Ar) attempts a decision and if the agent fails in the
decision then the control over the decision is passed to a human Hj, and then
if H1 cannot reach a decision, then the control is passed to Hs. Since previous
work focused on single-agent single-human interaction, strategies were individual
agent strategies where only a single agent acted at a time.

An optimal transfer-of-control strategy optimally balances the risks of not
getting a high quality decision against the risk of costs incurred due to a delay in
getting that decision. Flexibility in such strategies implies that an agent dynam-
ically chooses the one that is optimal, based on the situation, among multiple
such strategies (H1A, AH;, AH A, etc.) rather than always rigidly choosing
one strategy. The notion of flexible strategies, however, has not been applied
in the context of humans interacting with agent-teams. Thus, a key question is
whether such flexible transfer of control strategies are relevant in agent-teams,
particularly in a large-scale application such as ours.

DEFACTO aims to answer this question by implementing transfer-of-control
strategies in the context of agent teams. One key advance in DEFACTO, how-
ever, is that the strategies are not limited to individual agent strategies, but
also enables team-level strategies. For example, rather than transferring control
from a human to a single agent, a team-level strategy could transfer control
from a human to an agent-team. Concretely, each proxy is provided with all
strategy options; the key is to select the right strategy given the situation. An
example of a team level strategy would combine Ar Strategy and H Strategy
in order to make ArH Strategy. The default team strategy, Ar, keeps control
over a decision with the agent team for the entire duration of the decision. The
H strategy always immediately transfers control to the human. ArH strategy is
the conjunction of team level Arp strategy with H strategy. This strategy aims
to significantly reduced the burden on the user by allowing the decision to first
pass through all agents before finally going to the user, if the agent team fails
to reach a decision.

3 Mathematical Model of Strategy Selection

We develop a novel mathematical model for these team level adjustable auton-
omy strategies in order to enable team-level strategy selection. We first quickly
review background on individual strategies from Scerri [13] before presenting our
team strategies. Whereas strategies in Scerri’s work are based on a single deci-
sion that is sequentially passed from agent to agent, we assume that there are
multiple homogeneous agents concurrently working on multiple tasks interact-
ing with a single human user. We exploit these assumptions (which capture the



features of our domain) to obtain a reduced version of our model and simplify
the computation in selecting strategies.

3.1 Background on individual strategies

A decision, d, needs to be made. There are n entities, e; ...e,, who can po-
tentially make the decision. These entities can be human users or agents. The
expected quality of decisions made by each of the entities, EQ = {EQe, 4(t) :
R — R}™,, is known, though perhaps not exactly. P = {Pr(t) : R — R}
represents continuous probability distributions over the time that the entity in
control will respond (with a decision of quality EQe q(t)). The cost of delaying
a decision until time ¢, denoted as {W : ¢ — R}. The set of possible wait-cost
functions is W. W(¢) is non-decreasing and at some point in time, I", when the
costs of waiting stop accumulating (i.e., Vt > I''VW € W, W(t) = W(I)).

To calculate the EU of an arbitrary strategy, the model multiplies the prob-
ability of response at each instant of time with the expected utility of receiving
a response at that instant, and then sum the products. Hence, for an arbi-
trary continuous probability distribution if e. represents the entity currently in
decision-making control:

BU - /0 T P EU. a(t) i (1)

Since we are primarily interested in the effects of delay caused by transfer of
control, we can decompose the expected utility of a decision at a certain instant,
EU,, 4(t), into two terms. The first term captures the quality of the decision,
independent of delay costs, and the second captures the costs of delay: EU,, 4t =
EQ. q(t) — W(t). To calculate the EU of a strategy, the probability of response
function and the wait-cost calculation must reflect the control situation at that
point in the strategy. If a human, H; has control at time ¢, Pr(t) reflects Hy’s
probability of responding at ¢.

3.2 Introduction of team level strategies

Ar Strategy: Starting from the individual model, we introduce team level Ap
strategy, denoted as Ar in the following way: We start with Equation 2 for
single agent Ar and single task d. We obtain Equation 3 by discretizing time,
t =1,...,T and introducing set A of tasks. Probability of agent Ay performing a
task d at time ¢ is denoted as P, 4(f). Equation 4 is a result of the introduction of
the set of agents AG = ay, asg, ..., ar. We assume the same quality of decision for
each task performed by an agent and that each agent Ap has the same quality
so that we can reduce EQq q(t) to EQ(t). Given the assumption that each agent
Ar at time step ¢ performs one task, we have ), » Pa,a(t) = 1 which is depicted
in Equation 5. Then we express Yo% > c A Paa(t) X Waa(t) as the total team
penalty for time slice ¢, i.e, at time slice ¢ we subtract one penalty unit for each



not completed task as seen in Equation 6. Assuming penalty unit PU = 1 we
finally obtain Equation 7.

EU, 4 = /0 T Pra(t) x (EQu.alt) — W(t)).dt 2)

T
EUpa =Y Paoa(t) x (EQaa(t) — W(t) (3)

t=1deA

T ay
EUaza=_ Y ¥ Pualt) x (EQua(t) - Waa(t)) (4)

t=1 a=a1 deA

T ag ag
EUapaac = (Y EQEt)— > Y Pualt)x Waalt) (5)

t=1 a=a; a=ai1 dEA
T
EUAp a4 = Z (JAG| x EQ(t) — (|4| = [AG| x t) x PU) (6)
t=1
- 4]
EUay.aac = |AG| x Y (EQ(t) - g~ ) (7)
t=1

H Strategy: The difference between EUg A ag and EU A, A, ac results from
three key observations: First, the human is able to choose strategic decisions
with higher probability, therefore his EQp(t) is greater than EQ(t) for both
individual and team level Ar strategies. Second, we hypothesize that a human
cannot control all the agents AG at disposal, but due to cognitive limits will
focus on a smaller subset, AGy of agents (evidence of limits on AGy appears
later in Figure 5-a). | AG | should slowly converge to B, which denotes its upper
limit, but never exceed AG. Each function f(AG) that models AGy should be
consistent with three properties: i) if B — oo then f(AG) — AG; ii) f(AG) < B;
ili) f(AG) < AG. Third, there is a delay in human decision making compared to
agent decisions. We model this phenomena by shifting H to start at time slice
tg. For tgy — 1 time slices the team incurs a cost |A| x (¢ — 1) for all incomplete
tasks. By inserting FQp(t) and AGy into the time shifted utility equation for
Ar strategy we obtain the H strategy (Equation 8).

ArpH Strategy: The ApH strategy is a composition of H and Ar strategies
(see Equation 9).
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Strategy utility prediction: Given our strategy equations and the assump-
tion that EQ g A, g is constant and independent of the number of agents we plot
the graphs representing strategy utilities (Figure 3). Figure 3 shows the num-
ber of agents on the x-axis and the expected utility of a strategy on the y-axis.
We focus on humans with different skills: (a) low EQg, low B (b) high EQg,
low B (c) low EQp, high B (d) high EQpg, high B. The last graph represent-
ing a human with high EQpy and high B follows results presented in [13] (and
hence the expected scenario), we see the curve of AH and Ar H flattening out to
eventually cross the line of Ap. Moreover, we observe that the increase in EQ g
increases the slope for AH and ApH for small number of agents, whereas the
increase of B causes the curve to maintain a slope for larger number of agents,
before eventually flattening out and crossing the Ar line.

4 Experiments and Evaluation

Our DEFACTO system was evaluated in three key ways, with the first two fo-
cusing on key individual components of the DEFACTO system and the last at-
tempting to evaluate the entire system. First, we performed detailed experiments
comparing the effectiveness of Adjustable Autonomy (AA) strategies over multi-
ple users. In order to provide DEFACTO with a dynamic rescue domain we chose
to connect it to a simulator. We chose the previously developed RoboCup Res-
cue simulation environment [8]. In this simulator, fire engine agents can search
the city and attempt to extinguish any fires that have started in the city. To
interface with DEFACTO, each fire engine is controlled by a proxy in order to
handle the coordination and execution of AA strategies. Consequently, the prox-
ies can try to allocate fire engines to fires in a distributed manner, but can also
transfer control to the more expert user. The user can then use the Omni-Viewer
in Allocation mode to allocate engines to the fires that he has control over. In
order to focus on the AA strategies (transferring the control of task allocation)
and not have the users ability to navigate interfere with results, the Navigation
mode was not used during this first set of experiments.
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Fig. 3. Model predictions for various users.

The results of our experiments are shown in Figure 4, which shows the results
of subjects 1, 2, and 3. Each subject was confronted with the task of aiding fire
engines in saving a city hit by a disaster. For each subject, we tested three
strategies, specifically, H, AH and Ap H; their performance was compared with
the completely autonomous Ar strategy. AH is an individual agent strategy,
tested for comparison with ApH, where agents act individually, and pass those
tasks to a human user that they cannot immediately perform. Each experiment
was conducted with the same initial locations of fires and building damage. For
each strategy we tested, varied the number of fire engines between 4, 6 and 10.
Each chart in Figure 4 shows the varying number of fire engines on the x-axis,
and the team performance in terms of numbers of building saved on the y-axis.
For instance, strategy Ar saves 50 building with 4 agents. Each data point on
the graph is an average of three runs. Each run itself took 15 minutes, and each
user was required to participate in 27 experiments, which together with 2 hours
of getting oriented with the system, equates to about 9 hours of experiments per
volunteer.

Figure 4 enables us to conclude the following:
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Fig. 4. Performance of subjects 1, 2, and 3.



— Human involvement with agent teams does not necessarily lead to improve-
ment in team performance. Contrary to expectations and prior results, hu-
man involvement does not uniformly improve team performance, as seen by
human-involving strategies performing worse than the Ap strategy in some
instances. For instance, for subject 3, human involving strategies such as
AH provide a somewhat higher quality than Ap for 4 agents, yet at higher
numbers of agents, the strategy performance is lower than Ap. While our
strategy model predicted such an outcome in cases of High B, Low EQp,
the expected scenario was High B, High EQp.

— Providing more agents at a human’s command does not necessarily improve
the agent team performance As seen for subject 2 and subject 3, increas-
ing agents from 4 to 6 given AH and ArH strategies is seen to degrade
performance. In contrast, for the A strategy, the performance of the fully
autonomous agent team continues to improve with additions of agents, thus
indicating that the reduction in AH and ApH performance is due to human
involvement. As the number of agents increase to 10, the agent team does
recover.

— No strategy dominates through all the experiments given varying numbers of
agents. For instance, at 4 agents, human-involving strategies dominate the
Ar strategy. However, at 10 agents, the Ap strategy outperforms all possible
strategies for subjects 1 and 3.

— Complex team-level strategies are helpful in practice: ApH leads to improve-
ment over H with 4 agents for all subjects, although surprising domination
of AH over ArH in some cases indicates that AH may also a useful strategy
to have available in a team setting.

Note that the phenomena described range over multiple users, multiple runs,
and multiple strategies. The most important conclusion from these figures is that
flexibility is necessary to allow for the optimal AA strategy to be applied. The
key question is then whether we can leverage our mathematical model to select
among strategies. However, we must first check if we can model the phenomenon
in our domain accurately. To that end, we compare the predictions at the end of
Section 3 with the results reported in Figure 4. If we temporarily ignore the “dip”
observed at 6 agents in AH and ApH strategies, then subject 2 may be modeled
as a High B, High EQp subject, while subjects 1 and 3 modeled via High B,
Low EQpg. (Figure 5-(b) indicates an identical improvement in H for 3 subjects
with increasing agents, which suggests that B is constant across subjects.) Thus,
by estimating the EQpg of a subject by checking the “H” strategy for small
number of agents (say 4), and comparing to A strategy, we may begin to select
the appropriate strategy.

Unfortunately, the strategies including the humans and agents (AH and
ArH) for 6 agents show a noticeable decrease in performance for subjects 2
and 3 (see Figure 4), whereas our mathematical model would have predicted an
increase in performance as the number of agents increased (as seen in Figure 3).
It would be useful to understand which of our key assumptions in the model has
led to such a mismatch in prediction.



Table 1. Total amount of allocations given.
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The crucial assumptions in our model were that while numbers of agents
increase, AG g steadily increases and EQ g remains constant. Thus, the dip at
6 agents is essentially affected by either AGy or EQp. We first tested AGy
in our domain. The amount of effective agents, AGy, is calculated by dividing
how many total allocations each subject made by how many the Ap strategy
made per agent, assuming Ap strategy effectively uses all agents. Figure 5-(a)
shows the number of agents on the x-axis and the number of agents effectively
used, AGp, on the y-axis; the Ap strategy, which is using all available agents,
is also shown as a reference. However, the amount of effective agents is actually
about the same in 4 and 6 agents. This would not account for the sharp drop
we see in the performance. We then shifted our attention to the EQp of each
subject. One reduction in EQpg could be because subjects simply did not send
as many allocations totally over the course of the experiments. This, however is
not the case as can be seen in Table 1 where for 6 agents, the total amount of
allocations given is comparable to that of 4 agents. To investigate further, we
checked if the quality of human allocation had degraded. For our domain, the
more fire engines that fight the same fire, the more likely it is to be extinguished
and in less time. For this reason, the number of agents that were tasked to each
fire is a good indicator of the quality of allocations that the subject makes. Our
model expected the number of agents that each subject tasked out to each fire
would remain independent of the number of agents. Figure 7 shows the number
agents on the x-axis and the average amount of fire engines allocated to each
fire on the y-axis. AH and ApH for 6 agents result in significantly less average
fire engines per task (fire) and therefore less average EQp.

The next question is then to understand why for 6 agents AH and ArH result
in lower average fire engines per fire. One hypothesis is the possible interference
among the agents’ self allocations vs human task allocations at 6 agents. Table
2 shows the number of task changes for 4, 6 and 10 agents for AH and ArH
strategies, showing that maximum occurs at 6 agents. A task change occurs
because an agent pursuing its own task is provided another task by a human
or a human-given task is preempted by the agent. Thus, when running mixed
agent-human strategies, the possible clash of tasks causes a significant increase
task changes, resulting in the total amount of task allocations overreaching the
number of task allocations for the A strategy (Figure 6). While the reason for
such interference peaking at 6 may be domain specific, the key lesson is that
interference has the potential to occur in complex team-level strategies. Our
model would need to take into account such interference effects by not assuming
a constant FQp.

Table 2. Task conflicts for subject 2.

|Strategy||4 agents|6 agents|10 agents|

AH 34 75 14
ArH 54 231 47




The second aspect of our evaluation was to explore the benefits of the Navi-
gation mode (3D) in the Omni-Viewer over solely an Allocation mode (2D). We
performed 2 tests on 20 subjects. All subjects were familiar with the university
campus. Test 1 showed Navigation and Allocation mode screenshots of the uni-
versity campus to subjects. Subjects were asked to identify a unique building on
campus, while timing each response. The average time for a subject to find the
building in 2D was 29.3 seconds, whereas the 3D allowed them to find the same
building in an average of 17.1 seconds. Test 2 again displayed Navigation and Al-
location mode screenshots of two buildings on campus that had just caught fire.
In Test 2, subjects were asked first asked to allocate fire engines to the buildings
using only the Allocation mode. Then subjects were shown the Navigation mode
of the same scene. 90 percent of the subjects actually chose to change their initial
allocation, given the extra information that the Navigation mode provided.

5 Related Work and Summary

We have discussed related work throughout this paper, however, we now pro-
vide comparisons with key previous agent software prototypes and research.
Given our application domains, Scerri et al’s work on robot-agent-person (RAP)
teams for disaster rescue is likely the most closely related [13]. Our work takes
a significant step forward in comparison. First, the omni-viewer enables naviga-
tional capabilities improving human situational awareness not present in previ-
ous work. Second, we provide a mathematical model based on strategies, which
we experimentally verify, absent in that work. Third, we provide extensive ex-
perimentation, and illustrate that some of the conclusions reached in [13] were
indeed preliminary, e.g., they conclude that human involvement is always bene-
ficial to agent team performance, while our more extensive results indicate that
sometimes agent teams are better off excluding humans from the loop. Human
interactions in agent teams is also investigated in [15,2], and there is significant
research on human interactions with robot-teams [5, 3]. However they do not use
flexible AA strategies and/or team-level AA strategies. Furthermore, our experi-
mental results may assist these researchers in recognizing the potential for harm
that humans may cause to agent or robot team performance. Significant atten-
tion has been paid in the context of adjustable autonomy and mixed-initiative
in single-agent single-human interactions [7,1]. However, this paper focuses on
new phenomena that arise in human interactions with agent teams.

This paper addresses the issue of safety in multi-agent systems interpreted
in the way that a team of agents ensures the safety of civilians or buildings in
case of an emergency situation. To this end, we present a large-scale prototype,
DEFACTO, that is based on a software proxy architecture and 3D visualization
system and provides three key advances over previous work. First, DEFACTO’s
Omni-Viewer enables the human to both improve situational awareness and as-
sist agents, by providing a navigable 3D view along with a 2D global allocation
view. Second, DEFACTO incorporates flexible AA strategies, even excluding
humans from the loop in extreme circumstances. Third, analysis tools help pre-



dict the bahavior of the agent team and choose the safest strategy for the given
domain.

We performed detailed experiments using DEFACTO, leading to some sur-

prising results. These results illustrate that an agent team must be equipped
with flexible strategies for adjustable autonomy, so that they may select the
safest strategy autonomously.
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Abstract. The increasing role of Systems of Systems (SoS) in safety-
critical applications establishes the need for methods to ensure their safe
behaviour. One approach to ensuring this is by means of safety policy
— a set of rules that all the system entities must abide by. This paper
proposes simulation as a means to evaluate the effectiveness of such a pol-
icy. The requirements for simulation models are identified, and a means
for decomposing high-level policy goals into machine-interpretable policy
rules is described. It is then shown how the enforcement of policy could
be integrated into a simple agent architecture based around a black-
board. Finally, an approach to evaluating the safety of a system based
using simulation techniques is outlined.

1 Introduction

Large-scale military and transport Systems of Systems (SoS) present many chal-
lenges for safety. Attempts to define the term ‘SoS’ have been controversial —
attempts can be found in [1] and [2]. It is easy, however, to identify uncontrover-
sial examples, Air Traffic Control and Network Centric Warfare being the most
prominent. These examples feature mobile components distributed over a large
area, such as a region, country or entire continent. Their components frequently
interact with each other in an ad-hoc fashion, and have the potential to cause
large-scale destruction and injury. It follows that for SoS that are being designed
and procured now, safety has a high priority.

In order to ensure the safe behaviour of SoS, the behaviour of the individual
system entities must be controlled, as must the overall behaviour that emerges
from their individual actions and interactions. One way to achieve this is to im-
pose a system-wide safety policy, which describes the rules of behaviour which
agents in the system must obey. Due to the geographically distributed nature of
many entities, the policy typically cannot be directly enforced by some external
controller (as in security policy); rather, the entities must comply with it individ-
ually. Evaluating the effectiveness of such a decentralised policy is not straight-
forward in a complex system, since the overall safe behaviour only emerges from
the behaviour of the entities themselves.



An SoS is a complex multi-agent system (MAS) in which many entities have
a mobile physical presence. The agents within this MAS are in themselves very
complex. This complexity means that formal analysis methods and conventional
system safety techniques are not adequate for evaluating the safety of an SoS.
In this paper, we propose simulation as a viable alternative.

Once the ‘baseline’ model of an SoS has been evaluated, the analysis can
be repeated for a range of candidate safety policies. Based on the results of
this analysis, candidate policies can be modified or discarded, and the process
repeated until a satisfactory safety policy is found. We believe that simulation
is a valuable tool for the development of SoS safety policy.

1.1 Structure of this Paper

The following section describes the problems faced in analysing and ensuring
the safety of SoS. Section 3 introduces the concept of safety policy. Section
4 describes what is required from a simulation engine and simulation model.
Section 5 outlines an approach to implementation of an SoS as a multi-agent
simulation that satisfies the identified requirements. Section 6 highlights how
safety cannot be considered in isolation from other dependability attributes.
Section 7 describes some issues and challenges that need to be tackled, and
section 8 presents a summary.

2 The Problem of SoS Safety Analysis

The Oxford English Dictionary [3] defines safety as “The state of being safe;
exemption from hurt or injury; freedom from danger.” In system safety engi-
neering, it is common to restrict the definition of ‘hurt or injury’ to the physical
injury or death of humans. For the purposes of this paper, we will restrict our-
selves to this definition. It can be noted, however, that the approach presented
can easily be expanded to cover alternative conceptions of safety, such as those
including avoidance of material loss.

The problems faced by safety analysts when attempting to analyse SoS fall
into three categories: the difficulty of performing hazard analysis, the restricted
means by which safety features can be introduced, and the problem of ‘System
Accidents’. In their discussion of functional hazard analysis, Wilkinson and Kelly
[4] note that these problems are present in conventional systems. The character-
istics of SoS, however, exacerbate them.

2.1 Hazard Analysis

In a conventional system, such as a single vehicle or a chemical plant, the sys-
tem boundary is well-defined and the components within that boundary can be
enumerated. Once hazard analysis has been performed to identify events that
may cause injury or death, safety measures can be introduced and the risk of



accidents computed from the probabilities of various failures. Conventional tech-
niques such as fault tree analysis are effective in this task.

In an SoS, the necessary hazard analysis is itself very difficult. When hazard
analysis postulates some failure of a component, the effect of that failure must
be propagated through the system to reveal whether or not the failure results in
a hazard. The system boundary is not well defined, and the set of entities within
that boundary can vary over time, either as part of normal operation (a new
aircraft enters a controlled airspace region) or as part of evolutionary develop-
ment (a military unit receives a new air-defence system). Conventional tactics
to minimise interactions may be ineffective, because the system consists of com-
ponent entities that are individually mobile. In some cases, particularly military
systems, the entities may be designed (for performance purposes) to form ad-
hoc groupings amongst themselves. Conventional techniques may be inadequate
for determining whether or not some failure in some entity is hazardous in the
context of the SoS as a whole.

It follows from this that a hazard analysis approach is needed which can
reveal hazards caused by failure propagation through complex systems and that
can consider the effect of multiple simultaneous failures.

2.2 Ensuring Safety

A purely functional design with no safety features is unlikely to be adequately
safe. Therefore, design changes need to be made in order to reduce safety risk to
acceptable levels. In a conventional monolithic system, there are many features
that can be introduced to prevent or mitigate hazards; examples include blast
doors, interlocks, and pressure release valves.

The SoS that are considered here contain many mobile agents with a high
degree of autonomy. Such ‘hard’ safety features are therefore not available. Con-
sider, for example, air traffic control. If a controller wants to prevent a given
aircraft from entering an airspace region (say, one reserved for an airshow) then
he or she can instruct the aircraft to fly around it. The controller cannot, how-
ever, physically prevent the aircraft from flying into the region. (In a military
scenario there are more drastic measures for dealing with aberrant agents, par-
ticularly if they are unmanned.)

Therefore, achieving safety in an SoS will rely to a large extent on responsible
behaviour from the individual agents. In order to achieve this, agents need to
know what behaviour is acceptable in any given circumstance. It follows from
this that system designers and operators need to know how the agents in the
system can safely interact.

2.3 System Accidents

Perrow, in [5], discusses what he calls ‘normal accidents’ in the context of com-
plex systems. His ‘Normal Accident Theory’ holds that any complex, tightly-
coupled system has the potential for catastrophic failure stemming from simul-
taneous minor failures. Similarly, Leveson, in [6] notes that many accidents have



multiple necessary causes; in such cases it follows an investigation of any one
cause prior to the accident (i.e. without the benefit of hindsight) would not have
shown the accident to be plausible.

An SoS can certainly be described as a ‘complex, tightly-coupled system’,
and as such is likely to experience such accidents. It can also be noted that a
‘normal accident’ could result from the combination of apparently safe, normal
behaviours which are safe in isolation but hazardous in combination. Imagine,
for example, a UAV that aggressively uses airspace and bandwidth under some
circumstances. This may be safe when the UAV is operating on its own, but not
when it is part of larger SoS.

It follows from this that an SoS safety analysis approach will need to be able
to capture the effects of interactions between multiple simultaneous failures and
normal agent behaviour.

3 What is Safety Policy?

3.1 Background on Policy

The belief that numerous independently designed and constructed autonomous
systems can work together synergistically and without accident is naive, unless
they are operating to a shared set of rules which is informed by a high level view
of the system. In existing systems of systems such rules already exist, to a degree,
because otherwise such systems would be nothing more than an uncoordinated
collection of parts. Burns, in [7]: “The proper functioning of the network as a
whole is a result of the coordinated configuration of multiple network elements
whose interaction gives rise to the desired behaviours.”

The problem that we face, however, is that these rules or procedures are
often either not explicitly expressed, not well understood or are inconsistent.
Similarly, they typically do not consider the inter-operating systems as a whole
SoS, or simply do not address the safety aspects arising from this inter-operation.
A term that can be used to encompass such rules and procedures is policy. Whilst
some existing work covers security policy, no work yet deals with a policy for
the safe operation of a system of systems.

The Oxford English Dictionary [3] defines ‘policy’ as:

“A course of action or principle adopted by a government, party, indi-
vidual, etc.; any course of action adopted as advantageous or expedient.”

Intuitively, therefore, a policy guides the action of an individual or group
according to some criteria. Foreign policy, for example, is a familiar concept from
everyday language and sets out ground rules for guiding a nation’s diplomatic
interactions with other nations. Similarly, criminal law lays down rules to curtail
undesirable behaviour and promote desirable behaviour amongst the populace.

Much of government policy, however, confuses policy with ‘goal-setting’. Al-
though some definitions of policy mention goals, they are in the context of policy
goals, or high-level actions, such as “the system is to operate safely at all times”



or “no University applicant should be discriminated against based on his/her
ability to pay tuition fees”, as distinct from targets, e.g. “to ensure 50% of
school-leavers continue to higher education”. Policy can therefore be thought of
as being orthogonal, but complementary, to plans and goals.

Policy is defined in the literature in various ways, but the most generally
applicable system-oriented definition is given in [8]:

“A policy is a rule that defines a choice in behaviour of a system.”

This definition is distinct from that used in, for example, reinforcement learn-
ing, where a prescriptive policy maps from perceived internal state to a set of
actions. Indeed, it can be seen that policy is persistent [9]; policy is not a single
action which is immediately taken, because a policy should remain relatively
stable over a period of time. Any policy containing one-off actions is brittle, in
that it cannot be reused in a different context and quickly becomes out-of-date
and invalid.

Most organisations issue policy statements, intended to guide their members
in particular circumstances [9]. Some provide positive guidance, while others
set out constraints on behaviour. To take a simple example as an illustration,
consider a mother who asks her child to go to the corner shop to buy a pint of
milk. She may lay down two rules with which the child must comply on this trip:

1. The child must not talk to strangers.
2. The child must use the pedestrian crossing when crossing the road.

The first of these rules defines what the child is allowed to do, specifically
it proscribes conversation with people with whom the child is not previously
acquainted. The second statement expresses the obligation that the child should
take a safe route across the road, namely by using the pedestrian crossing. To-
gether these rules form a policy that guides the behaviour of the child on his
journey to the corner shop. The rules are invariant to the child’s ‘mission’; they
still hold whether the child is going to buy a loaf of bread or a dozen eggs, or
not going to the corner shop at all.

3.2 Systems of Systems and Safety Policy

According to Bodeau [10], the goal of SoS engineering is “to ensure the system
of systems can function as a single integrated system to support its mission
(or set of missions).” Among the principle concerns of SoS engineering that
Bodeau identifies are interoperability, end-to-end performance, maintainability,
reliability and security. Unfortunately, he neglects to mention safety.

Wies, in[11], describes policy as defining the desired behaviour of a system, in
that it is a restriction on the possible behaviour. Leveson extends this sentiment
to say that the limits of what is possible with today’s (software-based) systems
are very different to the limits of what can be accomplished safely [6]. In terms of
collaborative groups of systems, SoS, whose behaviour has been observed to be



non-deterministic, a policy is a mechanism to create order or (relative) simplicity
in the face of complexity. Sage and Cuppan [12] talk of “abandoning the myth of
total control”, while Clough [13] describes it as creating a system that is “deter-
ministic at the levels that count”, i.e. at the ‘black-box’ level, and Edwards [14]
observes the need to “selectively rein in the destructive unpredictability present
in collaborative systems”.

In discussing policy many different terms are employed, such as rule, pro-
cedure, convention, law and code of conduct. The presence of so many terms
would seem to suggest a lack of clarity about what policy is, but these terms can
be viewed as policy at different levels of abstraction. Often policy specifications
cause confusion by combining statements at high and low levels of abstraction
[11].

Policy statements or goals can be organised into a hierarchy, with the most
abstract at the top. There is a need to refine from these abstract policies down
to implementable, atomic procedures. Existing goal-oriented techniques and no-
tations, such as GSN [15], KAOS [16] and TROPOS [17], provide a basis for
the decomposition of high-level goals. Specifically, the Goal Structuring Nota-
tion (described by Kelly in [15]) allows the explicit capture of contextual as-
sumptions, for example assumptions made about other agents’ behaviour, and
of strategies followed to perform the decomposition.

At the lowest level of abstraction policies can be expressed in terms of the
permissions, obligations and prohibitions of individual and groups of agents. In
this paper, an approach is suggested for decomposing and implementing policy
goals motivated by safety concerns in a simulation of an SoS. The effect of this
policy is to moderate the behaviour of the agents such that no accidents occur
in the simulated SoS. The safety policy decomposition process and its relation
to agent models are explored further in [18,19].

4 Requirements on the Simulation Engine and Models

Multi-agent Simulation has previously been used in a safety context, for example
to evaluate the safety of proposed changes to the US National Airspace System
[20] and to study the relationship between road intersection layout and automo-
bile accidents [21]. As noted by Ferber in [22], such simulations “make it possible
to model complex situations whose overall structures emerge from interactions
between individuals”.

However, not all multi-agent simulations are suitable for safety analysis. In
order to perform safety analysis using simulation, there are two key requirements
that must be satisfied by the simulation environment and the models that it
contains. Firstly, the simulation must be able to generate the types of hazards
and accidents that are of concern, without the emergent system behaviour being
described in advance. Secondly, it must be possible to detect these situations
when they occur.

For example, consider a system to be analysed that involves flocking Un-
manned Air Vehicles (UAVs). Given a description of how the entities behave, in



terms of flight control, attempting to achieve mission goals, and collision avoid-
ance, it must be possible to run a simulation of a typical mission scenario and see
what flight paths the entity behaviour would generate. It must also be possible
to detect whether these flight paths would lead to collisions, or hazardous loss
of separation.

From the general requirements above, and by looking at the nature of the
accidents we are concerned with, a number of more detailed requirements can
be derived. These requirements are discussed in the following sections.

4.1 Sharing of Physical Space

Safety-critical accidents must, by their nature, occur in physical space. At the
point of an accident, it is through physical interaction that humans are injured
or killed. It follows that a safety-related simulation must have a clearly-defined
model of space and time interactions. Models that abstract away such details (e.g.
by maintaining only relative time ordering, or by dividing geography into large,
arbitrarily shaped regions) will not be able to capture the necessary interactions.

It can be noted that although physical space is needed to actually effect an
accident, many accidents have causes which can be traced back to events and
interactions at the control system or communication levels.

4.2 Autonomous Entity Behaviour

The SoS that are of concern to us involve entities with a large degree of auton-
omy. Many SoS that are being developed now feature unmanned vehicles, and
their autonomous behaviour is an important issue for safety analysis. Negative
emergent behaviour, resulting from the interaction of many such vehicles, is a
particular concern. It is therefore important to model autonomous behaviour.
Autonomous agents are also needed in order to simulate deviation from expected
scenario courses; entities must be able to make plausible decisions and actions
once the situation has departed from the expected course of events.

The simulation cannot, therefore, rely on a single centralised plan of action.
The entity models must be capable of some degree of planning and decision-
making so as to achieve their goals in the face of unexpected obstacles.

4.3 Local and Shared Entity World Views

A common cause of accidents in many systems is a discrepancy between the
mental model of one agent (be it a UAV or a chemical plant worker) and the
actual state of the world. Each agent has a local world model based on the
information that they have perceived directly, that they have received in com-
munication from others, and that they have inferred from the information from
the other two sources. For example, an airline pilot can observe other aircraft
in their immediate area, can receive notification from an air traffic controller of
upcoming weather obstacles, and can infer from the ATC’s instructions that the
course they have been placed on is free from either.



Increasingly, automated systems are used to share data between agents in a
system. Examples include air traffic control centres exchanging data on aircraft
that are moving from one region to another, and a group of fighter aircraft having
access to the combined vision cones of all their radars (this is sometimes referred
to as ‘data fusion’). This exchange provides many benefits (potentially including
safety benefits, as agent knowledge is increased), but also raises new kinds of
hazards. For example, if an agent misidentifies a friendly aircraft as hostile, a
data fusion system may propagate that ‘knowledge’ to many other agents, some
of whom may be in position to threaten the friendly aircraft.

4.4 Communication Between Entities

As mentioned above, entities can supplement their world model through com-
munication with other agents. Communication also incorporates command and
control relationships, which affect the behaviour of subordinate agents. Errors
in communication may, consequently, cause accidents either by modifying an
agent’s world model or by instructing the agent to perform an unsafe action.

4.5 Proxy Measures of Safety

Although a simulation model may generate explicit accidents, a safety analyst
cannot rely on this. As in the real world, accidents in a well-modelled simulated
SoS will be rare; they will be avoided due to subtleties of time and distance. For
example, a collision between a UAV and a manned aircraft may be repeatedly
avoided in a series of different runs, with the two aircraft coming close to collision
but never actually colliding. For the case of policy, the number and severity of
accidents is therefore too crude a measure for the safety of a given policy. There
is therefore a need for surrogate measures (e.g. counting near misses rather than
just collisions), offering greater resolution than a simple casualty count.

4.6 Introducing Expected Variation

In a model that is solely concerned with performance, for example, it may be
sufficient to capture only average performance over time. For a safety model,
this is not sufficient; specific, high-cost events must be captured. Therefore,
simulations must not only be performed with idealised models of expected entity
behaviour; they must also cover all anticipated failure modes. For example, it
must be possible to specify that a UAV included in a simulated system has no
functioning IFF (Identify Friend-or-Foe) capability, or that one of its engines is
operating at reduced maximum thrust.

Going beyond simple failures, it is also desirable to be able to implement dif-
ferent behaviours. Each entity has a set of default behaviours, and the developer
of an entity model may provide a set of optional or alternative behaviours. By
swapping behaviours in and out from this larger set, variations in overall entity
behaviour can be introduced that may affect the results of the simulation run.



An example would be swapping a cautious target identification behaviour for a
more aggressive one that made fewer checks before deciding that an entity was
hostile.

5 Implementing a Multi-Agent Simulation of an SoS

5.1 Describing Policy in a Machine-Interpretable Form

Policy has to be implemented by individual agents — even if there is a central
‘master controller’ for the whole system, in the systems we are dealing with it
will not be able to enforce policy by fiat. Therefore policy has to be decomposed
into rules that are expressed in terms of individual agent behaviour. It follows
that for any given entity type, policy must be expressed such that it involves:

— Responding to states or events that the agent is capable of observing

— Making decisions that are within the scope of the agent’s intelligence and
world model (this is particularly important for non-human agents)

— Taking actions that the agent is capable of performing

To this end, policy is decomposed in the context of an SoS model. This model
embodies the contextual assumptions of other agents’ behaviour, knowledge and
capabilities. Policy decomposition proceeds with increasing specificity, working
top-down from a high-level goal to policy statements on individual agents or sets
of agents. Goal Structure Notation (see section 3.2) allows the explicit capture of
the strategies by which the decomposition is achieved and the context necessary
for such a decomposition.

Figure 1 illustrates an excerpt from a possible policy hierarchy for the UK
civil aerospace Rules of the Air [23]. The policy decomposition starts from an
obvious high-level goal, ‘No collisions shall occur in the civil aviation SoS’, which
is at the top of the diagram. This goal is then decomposed hierarchically, leading
eventually to a number of low-level goals (leaf nodes on the diagram; due to space
limitations, only two of these are shown). These lowest-level goals correspond
to policy rules that can be implemented directly by agents; in the diagram, the
goal ‘Below1000’ has been annotated by a machine-interpretable version of the
corresponding policy rule.

The low-level policy statements are expressed as one of three types:

Permit Describes the actions that an agent is permitted to perform or condi-
tions that it is permitted to satisfy.

Forbid Describes the actions that an agent is forbidden to perform or conditions
that it is forbidden to satisfy.

Oblige Describes the actions that an agent is obliged to perform.

In contrast to policy definition languages such as Ponder [24], we do not at-
tempt to define those actions which an agent is forbidden to perform as well as
those which it is obliged not to perform. As mentioned in section 2.2 it is not



always possible to prevent agents from performing actions contrary to policy.
Unlike security policies, which often assume the presence of an access control
monitor, safety policy cannot assume that aberrant agent behaviour can be
blocked by an external controller. For example, in air traffic control, there is
no external way to stop a wayward aircraft from straying into a forbidden re-
gion of airspace. In a sense, the system operator must rely on agents to police
themselves.

There must also be a design decision about the overall permissiveness of the
SoS. A policy model can either be open or closed: the former allowing all ac-
tions which are not expressly forbidden, while the latter forbids all those actions
that are not explicitly permitted. The presence of both permit and forbid in
this policy model would therefore appear redundant. This is not so, however,
given that exceptions to rules can be expressed in the opposite modality. For
instance, in an open policy model, a policy rule may forbid the low flying of an
aircraft; exceptions to this rule (e.g. for take-off and landing) can be expressed
as permissions. The more specific permissions must then take precedence over
the more general blanket policy to forbid low flying.

5.2 Implementation in an Agent Architecture

The implementation of policy at the agent level is tied closely to the details of the
agent architecture used. In the current work, an architecture is proposed based
on the ‘C4’ architecture developed by the Synthetic Characters group at the
MIT Media Lab. This is a blackboard architecture, in that it contains a series of
subsystems that communicate only through a structured shared memory space.
C4 is described by Isla et al in [25]. The blackboard architecture is valuable in
that it allows discrete behaviours to be loosely coupled, and hence allows variant
behaviours to be easily swapped in and out as described in section 4.6.

Our proposed architecture is depicted in figure 2. The core of the system is
the blackboard, which is divided into several sub-boards. Of particular note is
the outgoing action board, which determines what the agent actually does after
each decision cycle. Each agent has several behaviours, which act by making
changes to the blackboard (including the action space). The arbitration strategy
is simple — on each time ‘tick’, all behaviours are processed in turn (from top
to bottom in the diagram).

The arbiter also has a role in enforcing adherence to safety policy. It can be
seen that one of the first behaviours to be processed is the Policy Processor,
which compares the current policy to the current state and ‘fires’ all the policy
rules that apply. This generates a set of permitted and forbidden actions, which
is written to the policy sub-board. This sub-board is hereafter read-only — the
other behaviours can observe it, in order that they might propose only permitted
actions, but they cannot change it. The policy sub-board is regenerated on each
tick, as changes in the environment may change which policy rules now apply.

Policy rule firings generate tuples of the form (operator, action, list of pa-
rameters). For example:



No collisions

No collisions shall
oceur in the civil
aviation SoS

Collision strategy

Decomposition over all
entities with which an
aircraft can collide

Entities

Entities that should be
avoided are other aircraft,
the ground and fixed

structures

FixedObjects

Aircraft collision Ground collision

An aircraft shall not

collide with other aircraft with the ground or fixed

objects

An aircraft shall not collide

Fixed objects are
attached to the ground
and have some height

MinimumVisRange

Visual range such that
pilot can take evasive
action in time to avoid a
collision

VisualRange

The pilot of an aircraft shall
maintain a minimum visual
range from the cockpit

VisAllAirspace

Decomposition over
nature of control of
airspace

VisRangeOutContrAirspace VisRangelnContrAirspace

The pilot of an aircraft shall
maintain a minimum visual range
from the cockpit within controlled
airspace (25)

The pilot of an aircraft shall
maintain a minimum visual range
from the cockpit outside
controlled airspace (26)

ClassA

VisRangeClassAirspa
ce

Flights in class A
airspace are assumed to
require no minimum
visibility

Decomposition over all
classes of airspace

ATControl

Controlled airspace is
controlled by an air
traffic control unit

ReportedVisibility

Visual range (visibility) is that
communicated to the pilot by
ATC upon landing or taking-

off from an aerodrome (24)(3)

AirspaceClasses

Controlled airspace is
either of class A, B,
C,DorE

VisRangelnClassBAirspace

The pilot of an aircraft shall

VisRangelnClassCDEAirspace

The pilot of an aircraft shall

maintain a minimum visual range
from the cockpit within class C, D
and E airspace (25)(2)

maintain a minimum visual range
from the cockpit within class B
airspace (25)(1)

VisibilityAtAltitude

FlightLevel

T Attitude of aircraft
affects visibility

Decomposition over
flight level of aircrat

Below1000 Above1000

Aircraft flying below 1000
feet must maintain a
visibility > 8km

Aircraft flying below 1000
feet must maintain a
visibility > 5km

v

Key to Symbols

Goal UndevelopedGoal
permit {
subject a:Aircraft;
target as:Airspace;
Context if  ((a.altitude < 10000) and
onte (a.airspace.atc—notEmpty() and
((as.class “B*) or
(as.class “C*) or

In context of (as.class »:
satisfy ((a.horizDistFromCloud > 500) and
(a.vertDistFromCloud > 1000) and

(a.flightVisibility H

S —
Solved by

Fig. 1. Example Policy Decomposition for Rules of the Air
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— (FORBID, change-speed, < 180 knots)
— (FORBID, enter-region, 2000m radius of [15000,5100])
— (PERMIT, attack-target, entity#127)

The rule-firings and the behaviours use the same ontology. As noted above,
behaviours can see which PERMIT and FORBID policy rules are active at the
current time, and modify their behaviour accordingly. As a supplement to this,
or an alternative, the arbiter may check proposed actions (against the policy
board) and reject those that are against the rules. This could seem redundant,
since the behaviours are part of the agent, and hence as much a trusted source as
the arbiter itself. It is easier, however, to build a reliable policy enforcer than it is
to build behaviours that always conform to policy. Likewise, it is easier to build
a behaviour that chooses its action taking into account what policy currently
permits, rather than build one that tries whatever action seems best, then tries
to respond when the action is forbidden.

An alternative to the policy enforcement role of the arbiter is that of a moni-
tor, which notes policy violations but does not prevent them. This is particularly
valuable during development of an agent.

An advantage of the blackboard model is that the behaviours are loosely
coupled to each other; they interact only through the blackboard. This means
that behaviours can be added, removed or changed at any time, without changing
the other behaviours. This relates to the requirements identified in section 4.6.

5.3 Evaluating the Safety Achieved by the Policy

In order to evaluate the level of safety that has been achieved, the SoS agents
must be configured to use the policy, then simulation runs must be performed for



a variety of representative scenarios. Further variation can be introduced through
failures and variant behaviours applied to agents. The level of safety achieved by
the system operating with the policy can be evaluated by measuring the number
of accidents and incidents, and the worst near-incidents, that occurred across all
runs with that policy.

Once the SoS model has been configured and the set of runs decided on,
measures must be put in place to measure the level of safety achieved by the
system. From the definition of safety presented in section 2, it can be seen that
two types of event need to be counted.

The first type is accidents, which corresponds to “ezemption from hurt or
injury” in the definition. Examples of such accidents include collisions between
vehicles and military units firing on friendly forces. The set of possibilities is
quite small, and they can be easily detected.

From “freedom from danger” we can derive another class of event, the in-
cident or ‘near miss’. Examples include activations of an aircraft’s collision-
avoidance system, separation between two aircraft falling below some safe level,
and queries to a superior of the form “Is X hostile?” when X is in fact friendly.
Unlike actual accidents, a great many types of such incidents can be described.
It can be noted that many incidents correspond to hazards; when an incident
occurs, it may be the case that an accident could happen without any other
deviation from normal behaviour.

The great value of counting incidents as opposed to accidents is that accidents
are extremely rare — in the real world, accidents are often avoided by (seemingly)
sheer chance. Measures that track incidents can be given variable sensitivity, so
that they can be adapted to the level of risk that is actually exhibited in the
system. For example, it is desirable to calculate actual collisions accurately, so
that their effects on the unfolding scenario can be modelled realistically. This
is especially true if a multi-criteria analysis is being performed, for example
with performance as well as safety being analysed. By comparison, an incident
measure based on aircraft proximity can be as sensitive (or insensitive) as is
required since triggering it only affects the statistics gathered, not the events
that follow it.

For both accidents and incidents, it is possible to weight events by a measure
of their severity. Consider one policy that generated a number of minor accidents
against another that caused a single accident with massive loss of life. A simple
approach is to count the human casualties (or potential casualties, in the case of
an incident) that could result from an event. The safest policy is then the one
that caused the smallest loss of simulated lives over all the scenarios that were
considered. Weighing accidents against incidents is more difficult, however; there
is the question here of model fidelity, and the consequent fear that an incident
in the simulation might have been an accident in the real system.

The means of detecting accidents during a simulation run are well understood
as they are an essential part of many non-safety simulations. Providing a large
range of incident detectors is less straightforward, and some of these will raise
performance challenges. This is, however, beyond the scope of this paper.



If two policies cannot be compared because their accident and incident counts
are zero or very low, a third technique is possible. For a variety of measures,
perhaps the same measures as those used for incidents, the worst magnitude
achieved could be tracked. An obvious example is violation of aircraft separation;
rather than just counting the number of occasions on which this occurred, the
minimum separation achieved can be recorded. The minimum for the policy is
then the minimum over all runs. An example of this can be seen in Benson [26].

6 Dependability Conflicts in Systems of Systems

Safety is an important system attribute, but it is not the only consideration
when developing an SoS. There are other important attributes such as avail-
ability, performance and security. The term dependability is commonly used to
encompass all such system attributes [27]. Attempting to address all these differ-
ent attributes can result in competing objectives; consequently there are conflicts
that need to be resolved and trade-offs that need to be made in order to achieve
the optimum characteristics for a system.

In SoS, conflicting objectives (and hence trade-offs) are inevitable; probably
the most obvious are conflicts between performance and safety. An example is
the reduction of minimum aircraft vertical separation (RVSM), within controlled
airspace. In RVSM airspace, aircraft fly closer to each other, greatly increasing
the number of aircraft that can be served by an ATC centre within a certain
period of time. This has obvious performance benefits (reduction of delays, more
flights during peak hours), but it raises some serious safety concerns. Special safe-
guards (changes to either sub-system design or operational policies) are therefore
required.

If an SoS is developed with safety as the highest priority, it will be possible to
devise policies that constrain the interactions of system agents to the safest that
are possible. However, such an approach might unacceptably decrease the overall
performance of the system. For example, there is no point in introducing an
extremely safe air traffic policy if doing so reduces the throughput of the system
to uneconomic levels. In order that safety is not achieved at the unacceptable
detriment of other attributes, it is important to model the effect on all attributes
of safety-related changes.

Performance acceptability criteria differ depending on the particular system
mission. Therefore, the required performance level and its criticality (based on
which we determine our willingness to compromise safety in favour of perfor-
mance) are defined with consideration of the system’s context and operational
objectives. Establishing a dependability case about the system can be a means of
communicating an argument about the acceptable achievement of the required
system properties [28].

Simulation provides a way to evaluate the different dependability attributes
of the system in different contexts, by running a set of representative operational
scenarios. This provides a basis for achieving a satisfactory trade-off between the
different attributes.



7 Issues and Challenges

7.1 Model Fidelity and Statistical Significance

No novel and untried system of systems will enter operation with only simulated
evidence of its safety. Simulation, however, gives a guide to the behaviour of the
system which informs, and is supplemented by, further analysis. It is particularly
valuable in that it can reveal the emergent behaviour of a complex system in a
variety of contexts; it is difficult if not impossible to acquire knowledge of this
by other means.

Even when the fidelity of a given simulation is considered inadequate to assess
the safety of a system, it can provide confidence that a given policy is viable, and
help judge relative superiority to other candidates. (For an example of this, see
Benson in [26]). Perhaps most importantly, the simulation analysis can reveal
flaws in a policy that would not have been apparent in manual analysis.

The problem of model fidelity, and of the validity of any results that are
gained through simulation, is a serious one and affects all applications of simu-
lation analysis, not just safety. This is a longstanding controversy in the field of
robotics; discussion can be found in Brooks [29] and Jakobi [30]. In the current
context, one key requirement for usefulness is that the simulation be able to
exhibit emergent behaviour.

7.2  Volume of Processing

As noted above in section 5.3, evaluating the safety of the system requires a
large number of scenarios to be simulated. For each of those simulations, a large
range of failures and variant behaviours need to be considered. Combinations of
failures and behaviours are also important.

It follows that the possible set of simulation runs is extremely large. A naive
approach would be to run all possible combinations of scenario, failures and
behaviours. However, as discussed by Hoeber in [31], such exhaustive exploration
is intractable even for simple simulations and modest numbers of inputs.

There is therefore a need for more targeted exploration of the state space.
In [32], Dewar et al discuss some experimental designs that can be used for
reducing the number of combinations that need to be run. Many such designs,
however, deal poorly with systems in which the interesting phenomena result
from combinations of inputs.

One other approach would be to concentrate on and prioritise those combi-
nations of failures that were statistically most likely. A useful selection criteria
can be based on the potential for certain types of SoS failures to occur together,
as discussed by the authors in [33].

With a large volume of processing comes a large volume of associated out-
put, in the form of event logs from the simulation runs. Policy developers must
understand and comprehend the causal relationships expressed in this output if
they are to refine their policy, but this not likely manually tractable. Some form
of automated assistance will therefore be required. An approach to this using
machine learning is presented in [34].



8 Summary

In this paper, we have presented the case for using safety policy to ensure the
safe behaviour of complex systems of systems, and suggested multi-agent sim-
ulation as a means of evaluating the effectiveness of such policies. It is clear
that analysing SoS is difficult, particularly when they are highly decentralised.
Simulation offers an approach to dealing with some of these difficulties.

An approach to policy evaluation has been proposed, whereby an SoS is
exercised through a variety of simulations for each candidate policy, with a range
of failures and behaviour modifications being introduced. The level of safety
provided by each policy can be assessed by measuring the values of various safety-
related parameters. This concept can be extended further, using simulation to
consider the trade-off between safety and performance.

A number of challenges remain, such as limitations in the fidelity of models
and the number of runs needed to get statistically valid results. The authors are
currently working on tools and examples to demonstrate the concepts described
in this paper.

Acknowledgements The work described in this paper was funded under the
Defence and Aerospace Defence Partnership in High Integrity Real Time Systems
(Strand 2).

References

1. Maier, M.W.: Architecting principles for systems-of-systems. In: 6th Annual Sym-
posium of INCOSE. (1996) 567574

2. Periorellis, P., Dobson, J.: Organisational failures in dependable collaborative en-
terprise systems. Journal of Object Technology 1 (2002) 107-117

3. Simpson, J., Weiner, E., eds.: Oxford English Dictionary. Second edn. Oxford
University Press (1989)

4. Wilkinson, P.J.,; Kelly, T.P.: Functional hazard analysis for highly integrated
aerospace systems. In: IEE Seminar on Certification of Ground / Air Systems,
London, UK (1998)

5. Perrow, C.: Normal Accidents: Living with High-Risk Technologies. Basic Books,
New York (1984)

6. Leveson, N.G.: A new accident model for engineering safer systems. Safety Science
42 (2004) 237-270

7. Burns, J., Cheng, A., Gurung, P., Rajagopalan, S., Rao, P., Rosenbluth, D., Suren-
dran, A.V., Martin, Jr, D.M.: Automatic management of network security policy.
In: Proceedings of the DARPA Information Survivability Conference and Exposi-
tion. Volume 2., Anaheim, California, USA, IEEE Computer Society (2001) 1012—
1026

8. Damianou, N., Dulay, N., Lupu, E., Sloman, M.: Managing security in object-
based distributed systems using Ponder. In: Proceedings of the 6th Open European
Summer School (Eunice 2000), Twente University Press (2000)

9. Moffett, J.D., Sloman, M.S.: The representation of policies as system objects. In:
Proceedings of the Conference on Organizational Computing Systems, Atlanta,
Georgia, USA, ACM Press (1991) 171-184



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Bodeau, D.J.: System-of-systems security engineering. In: Proceedings of the 10th
Annual Computer Security Applications Conference, Orlando, Florida, USA, IEEE
Computer Society (1994) 228-235

Wies, R.: Using a classification of management policies for policy specification
and policy transformation. In Sethi, A.S., Raynaud, Y., Fure-Vincent, F., eds.:
Proceedings of the IFIP/IEEE International Symposium on Integrated Network
Management. Volume 4., Santa Barbara, California, USA, Chapman & Hall (1995)
44-56

Sage, A.P., Cuppan, C.D.: On the systems engineering and management of sys-
tems of systems and federations of systems. Information, Knowledge, and Systems
Management 2 (2001) 325-345

Clough, B.T.: Autonomous UAV control system safety—what should it be, how do
we reach it, and what should we call it? In: Proceedings of the National Aerospace
and Electronics Conference 2000, Dayton, Ohio, USA, IEEE Computer Society
(2000) 807-814

Edwards, W.K.: Policies and roles in collaborative applications. In: Proceedings
of the Conference on Computer-Supported Cooperative Work, Cambridge, Mas-
sachusets, USA, ACM Press (1996) 11-20

Kelly, T.P.: Arguing Safety—A Systematic Approach to Managing Safety Cases.
Dphil thesis, University of York, Heslington, York, YO10 5DD, UK (1998)
Dardenne, A., van Lamsweerde, A., Fickas, S.: Goal-directed requirements acqui-
sition. Science of Computer Programming 20 (1993) 3-50

Bresciani, P., Giorgini, P., Giunchiglia, F., Mylopoulos, J., Perini, A.: Tropos: An
agent-oriented software development methodology. Journal of Autonomous Agents
and Multi-Agent Systems 8 (2004) 203236

Hall-May, M., Kelly, T.P.: Defining and decomposing safety policy for systems of
systems. In Wither, R., Gran, B.A., Dahll, G., eds.: Proceedings of the 24th Inter-
national Conference on Computer Safety, Reliability and Security (SAFECOMP
’05). Volume 3688 of LNCS., Fredrikstad, Norway, Springer-Verlag (2005) 37-51
Hall-May, M., Kelly, T.P.: Using agent-based modelling approaches to support
the development of safety policy for systems of systems. In Gorski, J., ed.: Pro-
ceedings of the 25th International Conference on Computer Safety, Reliability and
Security (SAFECOMP ’06). Volume 4166 of LNCS., Gdansk, Poland, Springer-
Verlag (2006) 330-343

Lee, S., Pritchett, A., Goldsman, D.: Hybrid agent-based simulation for analyzing
the national airspace system. In Peters, B.A., Smith, J.S., Madeiros, D.J., Rohrer,
M.W., eds.: Proceedings of the 2001 Winter Simulation Conference. (2001) 1029—
1037

Archer, J.: Developing the potential of micro-simulation modelling for traffic safety
assessment. In: Proceedings of the 13th ICTCT Workshop. (2000) 233-246
Ferber, J.: Multi-Agent Systems: an Introduction to Distributed Artificial Intelli-
gence. Addison-Wesley (1999)

Allan, R., ed.: Air Navigation: The Order and the Regulations. third edn. Civil
Aviation Authority (2003)

Damianou, N.,; Dulay, N., Lupu, E., Sloman, M.: Ponder: A lan-
guage for specifying security and management policies for distributed sys-
tems. Research Report DoC 2000/1, Imperial College, London (2000)
http://www.doc.ic.ac.uk/deptechrep/DTR00-1.pdf.

Isla, D., Burke, R., Downie, M., Blumberg, B.: A layered brain architecture for syn-
thetic creatures. In: Proceedings of the International Joint Conference on Artificial
Intelligence, Seattle, WA (2001)



26.

27.

28.

29.

30.

31.

32.

33.

34.

Benson, K.C., Goldsman, D., Pritchett, A.R.: Applying statistical control tech-
niques to air traffic simulations. In Ingalis, R.G., Rosetti, M.D., Smith, J.S., Peters,
B.A., eds.: Proceedings of the 2004 Winter Simulation Conference. (2004) 1330-
1338

Avizienis, A., Laprie, J., Randell, B.: Dependability of computer systems: Fundan-
mental concepts, terminlogy and examples. In: Proceedings of the IARP/IEEE-
RAS Workshop on Robot Dependability, Seoul (2001)

Despotou, G., Kelly, T.: An argument based approach for assessing design alter-
natives and facilitating trade-offs in critical systems. In: Proceedings of the 24th
International System Safety Conference (ISSC), Albuquerque, NM, USA, Systems
Safety Society (2006)

Brooks, R.A.: Intelligence without representation. Artifical Intelligence 47 (1991)
139-159

Jakobi, N., Husbands, P., Harvey, I.: Noise and the reality gap: The use of simu-
lation in evolutionary robotics. Lecture Notes in Computer Science 929 (1995)
Hoeber, F.P.: Military Applications of Modeling: Selected Case Studies. Gordon
& Breach Science Publishers (1981)

Dewar, J.A., Bankes, S.C., Hodges, J.S., Lucas, T., Saunders-Newton, D.K., Vye,
P.: Credible uses of the distributed interactive simulation (DIS) system. Technical
Report MR-607-A, RAND (1996)

Alexander, R., Hall-May, M., Kelly, T.: Characterisation of systems of systems
failures. In: Proceedings of the 22nd International Systems Safety Conference
(ISSC 2004), System Safety Society (2004) 499-508

Alexander, R., Kazakov, D., Kelly, T.: System of systems hazard analysis using
simulation and machine learning. In Gorski, J., ed.: Proceedings of the 25th Inter-
national Conference on Computer Safety, Reliability and Security (SAFECOMP
’06). Volume 4166 of LNCS., Gdansk, Poland, Springer-Verlag (2006) 1-14



Safe Agents in Space: Preventing and Responding to
Anomalies in the Autonomous Sciencecraft Experiment

Daniel Tran, Steve Chien, Gregg Rabideau, Benjamin Cichy
Jet Propulsion Laboratory, California Institute of Technology
Firstname.Lastname @jpl.nasa.gov

Abstract. This paper describes the design of the Autonomous Sciencecraft Ex-
periment, a software agent that has been running on-board the EO-1 spacecraft
since 2003. The agent recognizes science events, retargets the spacecraft to re-
spond to the science events, and reduces data downlink to only the highest
value science data. The autonomous science agent was designed using a lay-
ered architectural approach with specific redundant safeguards to reduce the
risk of an agent malfunction to the EO-1 spacecraft. The agent was designed to
be “safe” by first preventing anomalies, then by automatically detecting and re-
sponding to them when possible. This paper describes elements of the design
that increase the safety of the agent, several of the anomalies that occurred dur-
ing the experiment, and how the agent responded to these anomalies.

1 Introduction

Autonomy technologies have incredible potential to revolutionize space explora-
tion. In the current mode of operations, space missions involve meticulous ground
planning significantly in advance of actual operations. In this paradigm, rapid re-
sponses to dynamic science events can require substantial operations effort. Artificial
intelligence technologies enable onboard software to detect science events, re-plan
upcoming mission operations, and enable successful execution of re-planned re-
sponses. Additionally, with onboard response, the spacecraft can acquire data, ana-
lyze it onboard to estimate its science value, and only downlink the highest priority
data. For example, a spacecraft could monitor active volcano sites and only downlink
images when the volcano is erupting. Or a spacecraft could monitor ice shelves and
downlink images when calving activities are high. Or a spacecraft could monitor river
lowlands, and downlink images when flooding occurs. This onboard data selection
can vastly improve the science return of the mission by improving the efficiency of the
limited downlink. Thus, there is significant motivation for onboard autonomy.

However, building autonomy software for space missions has a number of key chal-
lenges and constraints; many of these issues increase the importance of building a
reliable, safe, agent.

1. Limited, intermittent communications to the agent. A spacecraft in low earth
orbit typically has 8 communications opportunities per day. This means that the
spacecraft must be able to operate for long periods of time without supervision.
For deep space missions the spacecraft may be in communications far less fre-



quently. Some deep space missions only contact the spacecraft once per week, or
even once every several weeks.

2. Spacecraft are very complex. A typical spacecraft has thousands of components,
each of which must be carefully engineered to survive rigors of space (extreme
temperature, radiation, physical stresses). Add to this the fact that many compo-
nents are one-of-a-kind and thus have behaviors that are hard to characterize.

3. Limited observability. Because processing telemetry is expensive, onboard stor-
age is limited, and downlink bandwidth is limited, engineering telemetry is lim-
ited. Thus onboard software must be able to make decisions on limited informa-
tion.

4. Limited computing power. Because of limited power onboard, spacecraft com-
puting resources are usually very constrained. An average spacecraft CPUs offer
25 MIPS and 128 MB RAM - far less than a typical personal computer.

5. High stakes. A typical space mission costs hundreds of millions of dollars and
any failure has significant economic impact. Over financial cost, many launch
and/or mission opportunities are limited by planetary geometries. In these cases,
if a space mission is lost it may be years before another similar mission can be
launched. Additionally, a space mission can take years to plan, construct the
spacecraft, and reach their targets. This delay can be catastrophic.

This paper discusses our efforts to build and operate a safe autonomous space sci-
ence agent. The principal contributions of this paper are as follows:

1. We describe our layered agent architecture and how that enables additional agent
safety.

2.  We describe our knowledge engineering and model review process designed to
enforce agent safety.

3. We describe the process the agent use to detect anomalies and how it responds to
these situations.

4. We describe several of the anomalies that occurred during in-flight testing, the
response of the agent, and what steps were taken to prevent its occurrence in the
future.

This work has been done for the Autonomous Sciencecraft Experiment (ASE) [2],
an autonomy software package currently in use on NASA’s New Millennium Earth
Observer One (EO-1) [5] spacecraft.

In this paper we address a number of issues from the workshop call.

Definition of agent safety and how to build a safe agent — we define agent safety as
ensuring the health and continued operation of the spacecraft. We design our agent to
have redundant means to enforce all known spacecraft operations constraints. We
also utilize declarative knowledge representations, whose models are extensively
reviewed and tested. We use code generation technologies to automatically generate
redundant checks to improve software reliability. Additionally, our experiment is also
designed to fly in a series of increasing autonomous phases, to enable characterization
of performance of the agent and to build confidence.



Robust to environment (unexpected) — our agent must be robust to unexpected en-
vironmental changes. Our agent uses a classic layered architecture approach to deal-
ing with execution uncertainties.

How to constrain agents — because of strong concerns for safety, our agent architec-
ture is designed to enable redundancy, adjustable autonomy, and fail-safe disabling of
agent capabilities. The layering of the agent enables lower levels of the agent to in-
hibit higher-level agent behavior. For example, the task executive systems (SCL) does
not allow dangerous commands from the planner to be sent on to the flight software.
The flight software bridge (FSB) can be instructed to disable any commands from the
autonomy software or to shutdown components of or the entire autonomy software.
The EO-1 flight software also includes a fault protection function designed to inhibit
potentially hazardous commands from any source (including the autonomy software,
stored command loads from the ground, or real-time commands).

The remainder of this paper is organized as follows. First we describe the ASE
software architecture, with an emphasis on how it enhances safe agent construction.
Next we discuss the efforts made to prevent, detect, and respond to in-flight anoma-
lies. Finally we present several of the anomalies that have occurred to date. We de-
scribe how the software responded to these anomalous situations, and the steps taken
to prevent it from occurring in the future.

2 ASE

The autonomy software on EO-1 is organized as a traditional three-layer architecture
[4] (See Figure 1.). At the top layer, the Continuous Activity Scheduling Planning
Execution and Replanning (CASPER) system [1, 7] is responsible for mission plan-
ning functions. Operating on the tens-of-minutes timescale, CASPER responds to
events that have widespread (across orbits) effects, scheduling science activities that
respect spacecraft operations and resource constraints. Activities in a CASPER
schedule become inputs to the Spacecraft Command Language (SCL) execution sys-
tem [6].

SCL initiates a set of scripts that issue the complete sequence of commands to the
flight software. Prior to issuing each command, constraints are checked again to con-
firm the validity of the command as well as ensure the safety of the spacecraft. After
the command is sent, SCL checks for a successful initiation and completion of the
command. When a full sequence for a data collection is complete, one or more image
processing algorithms are performed which may result in new requests to the planner.

2.1 Mission Planning

Responsible for long-term mission planning, the ASE planner (CASPER) accepts as
inputs the science and engineering goals and ensures high-level goal-oriented behav-
ior. These goals may be provided by either the ground operators or triggered by the
onboard science algorithms. The model-based planning algorithms enables rapid
response to a wide range of operations scenarios based on a deep model of spacecraft



constraints, including faster recovery from spacecraft anomalies. CASPER uses re-
pair-based techniques [1] that allow the planner to make rapid changes to the current
plan to accommodate the continuously changing spacecraft state and science requests.
During repair, CASPER collects a set of conflicts that represent violations of space-
craft constraints. Generic algorithms are used to select and analyze a conflict to pro-
duce a set of potential plan modifications that may resolve the conflict. Heuristics are
used to select a potential modification, and the plan is updated and reevaluated for
new conflicts. This process continues until no conflicts remain.
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Fig. 1. Autonomy Software Architecture

2.2 Robust Execution

At the middle layer, SCL is responsible for generating and executing a detailed se-
quence of commands that correspond to expansions of CASPER activities. SCL also
implements spacecraft constraints and flight rules. Operating on the several-second
timescale, SCL responds to events that have local effects, but require immediate atten-
tion and a quick resolution. SCL performs activities using scripts and rules. The
scripts link together lower level commands and routines and the rules enforce addi-
tional flight constraints.

SCL issues commands to the EO-1 flight software system (FSS), the basic flight
software that operates the EO-1 spacecraft. The interface from SCL to the EO-1 FSS



is at the same level as ground generated command sequences. This interface is im-
plemented by the Autonomy Flight Software Bridge (FSB), which takes a specified set
of autonomy software messages and issues the corresponding FSS commands. The
FSB also implements a set of FSS commands that it responds to that perform functions
such as startup of the autonomy software, shutdown of the autonomy software, and
other autonomy software configuration actions.

The FSS accepts low-level spacecraft commands which can be either stored com-
mand loads uploaded from the ground (e.g. ground planned sequences) or real-time
commands (such as commands from the ground during an uplink pass). The auton-
omy software commands appear to the FSS as real-time commands. As part of its
core, the FSS has a full fault and spacecraft protection functionality which is designed
to:

Reject commands (from any source) that would endanger the spacecraft.

When in situations that threatens spacecraft health, execute pre-determined se-
quences to “safe” the spacecraft and stabilize it for ground assessment and recon-
figuration.

N =

For example, if a sequence issues commands that point the spacecraft imaging in-
struments at the sun, the fault protection software will abort the maneuver activity.
Similarly, if a sequence issues commands that would expend power to unsafe levels,
the fault protection software will shut down non-essential subsystems (such as science
instruments) and orient the spacecraft to maximize solar power generation. While the
intention of the fault protection is to cover all potentially hazardous scenarios, it is
understood that the fault protection software is not foolproof. Thus, there is a strong
desire to not command the spacecraft into any hazardous situation even if it is be-
lieved that the fault protection will protect the spacecraft.

2.3  Science Analysis

The image processing software is scheduled by CASPER and executed by SCL where
the results from the science analysis software generate new observation requests pre-
sented to the CASPER system for integration in the mission plan.

This layered architecture for the autonomy SW is designed such that each lower
layer is verifying the output of the higher layers. Requests from the science analysis,
or from operators on the ground, are checked by the planner prior to being sent to
SCL. The planner activities are checked by SCL prior to being sent on to the FSS.
Finally, the FSS fault protection checks the SCL outputs as well.

3  Anomalies

As with any large software system and complex science scenarios, anomalous situa-
tions are expected to occur during operations. This section will describe how the ASE
model was developed to enforce agent safety. We also discuss how the agent was



developed to detect for anomalies and several of the responses encoded within the
model. Finally, we describe several of the anomalies that have occurred during in-
flight testing, the cause of the anomalies, how the agent responded to these situations,
and modifications taken to prevent it from occurring in the future.

3.1 Prevention

With the control aspects of the autonomy software embodied in the CASPER & SCL
models, our methodology for developing and validating the CASPER and SCL models
is critical to our safe agent construction process. These models include constraints of
the physical subsystems including: their modes of operation, the commands used to
control them, the requirements of each mode and command, and the effects of com-
mands. At higher levels of abstraction, CASPER models spacecraft activities such as
science data collects and downlinks, which may correspond to a large number of
commands. These activities can be decomposed into more detailed activities until a
suitable level is reached for planning. CASPER also models spacecraft state and its
progression over time. This includes discrete states such as instrument modes as well
as resources such as memory available for data storage. CASPER uses its model to
continuously generate and repair schedules, tracking the current spacecraft state and
resources, the expected evolution of state and resources, and the effects on planned
activities.

Table 1: Sample safety analysis for two risks

Instruments overheat from Instruments exposed to
being left on too long sun
For each turn on command, Verify orientation of
. look for the following turn off spacecraft during periods
Operations . .
command. Verify that they are when instrument covers
within the maximum separation. are open.
. - Maneuvers must be
High-level activity decomposes -
. . planned at times when the
into turn on and turn off activi-
CASPER . . . covers are closed (oth-
ties that are with the maximum .
. erwise, instruments are
separation. .
pointing at the earth)
Rules monitor the “on” time Constraints prevent ma-
SCL and issue a turn off command if neuver scripts from exe-
left on too long. cuting if covers are open.
. . Fault protection will safe
Fault protection software will the spacecraft if covers
FSS shut down the instrument if left P A
are open and pointing
on too long.
near the sun.




SCL continues to model spacecraft activities at finer levels of detail. These activi-
ties are modeled as scripts, which when executed, may execute additional scripts,
ultimately resulting in commands to the EO-1 FSS. Spacecraft state is modeled as a
database of records in SCL, where each record stores the current value of a sensor,
resource, or sub-system mode. The SCL model also includes flight rules that monitor
spacecraft state, and execute appropriate scripts in response to changes in state. SCL
uses its model to generate and execute sequences that are valid and safe in the current
context. While SCL has a detailed model of current spacecraft state and resources, it
does not generally model future planned spacecraft state and resources.

Development and verification of the EO-1 CASPER and SCL models was a multi-
ple step process.

1. First a target set of activities was identified. This was driven by a review of exist-
ing documents and reports. This allowed the modeler to get a high-level overview
of the EO-1 spacecraft, including its physical components and mission objectives.
Because EO-1 is currently in operation, mission reports were available from past
science requests. These reports were helpful in identifying the activities per-
formed when collecting and downlinking science data. For example, calibrations
are performed before and after each image, and science requests typically include
data collection from both the Hyperion (hyperspectral) and Advanced Land
Imager (ALI) instruments.

2. Once the activities were defined, a formal EO-1 operations document [3] was
reviewed to identify the constraints on the activities. For example, due to thermal
constraints, the Hyperion cannot be left on longer than 19 minutes, and the ALI
no longer than 60 minutes. The EO-1 operations team also provided spreadsheets
that specified timing constraints between activities. Downlink activities, for ex-
ample, are often specified with start times relative to two events: acquisition of
signal (AOS) and loss of signal (LOS). Fault protection documents listing fault
monitors (TSMs) were also consulted, using the reasoning that acceptable opera-
tions should not trigger TSMs.

3.  With the model defined, CASPER was able to generate preliminary command
sequences from past science requests that were representative of flight requests.
These sequences were compared with the actual sequences for the same request.
Significant differences between the two sequences identified potential problems
with the model. For example, if two commands were sequenced in a different or-
der, this may reveal an overlooked constraint on one or both of the commands.
We were also provided with the actual downlinked telemetry that resulted from
the execution of the science observation request. This telemetry is not only visu-
ally compared to the telemetry generated by ASE, but it can also be “played
back” to a ground version of the ASE software to simulate the effects of execut-
ing sequences. The command sequences were aligned with the telemetry to iden-
tify the changes in spacecraft state and the exact timing of these changes. Again,
any differences between the actual telemetry and the ASE telemetry revealed po-
tential errors in the model. A consistent model was defined after several iterations
of generating commands and telemetry, comparing with actual commands and te-
lemetry, and fixing errors. These comparisons against ground generated se-



quences were reviewed by personnel from several different areas of the opera-
tions staff to ensure acceptability (e.g. overall operations, guidance, navigation
and control, science operations, instrument operations).

4. Model reviews were conducted where the models are tabletop reviewed by a team
of personnel with a range of operations and spacecraft background. This is to en-
sure that no incorrect parameters or assumptions are represented in the model.

Finally, a spacecraft safety review process was performed. By studying the descrip-
tion of the ASE software and the commands that ASE would execute, experts from
each of the spacecraft subsystem areas (e.g., guidance, navigation and control, solid
state recorder, Hyperion instrument, power) derived a list of potential hazards to
spacecraft health. For each of these hazards, a set of possible safeguards was conjec-
tured: implemented by operations procedure, implemented in CASPER, implemented
in SCL, and implemented in the FSS. Every safeguard able to be implemented with
reasonable effort was implemented and scheduled for testing. An analysis for two of
the risks is shown below.

3.2 Detection

The EO-1 FSS has a set of Telemetry and Statistics Monitoring (TSM) tasks that
monitor the state of the spacecraft. TSMs typically detect anomalies by comparing a
state value with expected thresholds for that value.

The FSS also includes processes for transmitting engineering data from the space-
craft subsystems for recording and future playback. ASE tapped into this data stream
so that it could automatically monitor spacecraft state and resources. The data is re-
ceived at 4Hz and the relevant information is extracted and stored into the SCL data-
base. SCL uses the latest information when making decisions about command execu-
tion. Spacecraft state and resources are checked:

Prior to executing the command to verify command prerequisites are met.
After executing the command to verify the receipt of the command.
After an elapsed time period when the effects of the command are expected.

The SCL model also contains a set of rules that continuously monitor the state of the
spacecraft and relays any change to the database to CASPER. CASPER compares the
new data with its predicted values and makes any necessary updates to the predictions.
Effects of these updates to the current schedule are monitored and conflicts detected.
If a set of conflicts are detected, CASPER will begin modifying the plan to find con-
flict-free schedule.

During ground contacts, mission operators can monitor the EO-1 spacecraft teleme-
try in real-time, as well as playback recorded telemetry and messages. Limits are set
on the various data points to alarm operators when values fall out of their expected
ranges. To manually monitor ASE, we developed a set of telemetry points for each of
the ASE modules. This is typically high-priority heath and status data that is continu-
ously saved to the onboard recorder and downlinked during ground contacts. The real-



time engineering data for EO-1 is monitored with the ASIST ground software tool
developed at GSFC.

The FSB, which acts as a gateway, has several telemetry points to verify that we
have enabled or disabled the flow of spacecraft commands and telemetry. It also has
command counters for those issued to the ASE software. SCL provides telemetry on
its state including counters for the number of scripts executed. CASPER provides
statistics on the planning algorithm including the types of conflicts that it addresses
and what changes it makes to the plan when repairing the conflicts. It also generates
telemetry that identifies any differences it finds between the actual spacecraft state and
the state it expects during the execution of the plan.

The telemetry points for each module is useful in providing a high level view of
how the software is behaving, but debugging anomalies from this would be difficult.
Therefore, each software module also saves more detailed data to log files stored on a
RAM disk. As they are needed, these log files are downlinked either to debug new
issues or to further validate the success of the test.

3.3 Response

Anomaly detection may trigger a response from any one of the software modules, or
from the operations team. At the highest level, CASPER can respond to some anoma-
lies by replanning future activities. For example, CASPER may delete low priority
requests to alleviate unexpected over-utilization of resources. At the middle layer,
SCL can respond to small anomalies with robust execution. In most cases, it can delay
the execution of a command if the spacecraft has not reached the state required by the
command. Because of interactions within a sequence, however, a command cannot be
delayed indefinitely and may eventually fail. If a critical command fails, SCL may
respond with additional commands in attempt to recover from the failure. This is typi-
cally a retry of the commands or set of commands that has failed. If the command
remains failed, the effects of the command do not propagate to the SCL database,
which may trigger CASPER to replan. Finally, at the lowest level, the EO-1 FSS fault
protection is used to detect potentially hazardous spacecraft states and trigger com-
mands to transition the spacecraft out of those states. For example, the Hyperion tem-
perature increases while the instrument is in-use. The FSS fault protection monitors
this temperature and initiates shut-down commands when the maximum temperature is
exceeded.

4 Case Study

In this section, we describe several of the in-flight anomalies that have occurred, in-
cluding the responses taken by the agent, and the changes performed to prevent future
anomalies from occurring.



4.1 Anomaly Types

The anomalies that have occurred onboard can be classified into the following types:
modeling, software, operator, hardware.

Modeling — This is the most common type of error, caused by an incorrect model
of the spacecraft within CASPER and SCL. Many of these errors were not detected
during testing and validation because the EO-1 mission did not have a high-fidelity
testbed, requiring the development of simulators that made several incorrect assump-
tions of the spacecraft behavior.

Software — These are your standard software implementation errors that occur
with any large project. The design of the agent needed to be robust to errors that
occur between the CASPER, SCL, FSW, and science modules.

Operator — Commands are regularly issued from mission operators during ground
contacts. These commands may modify the state of the spacecraft, so the agent will
need to be robust to these situations.

Hardware — The Livingston 2 software component (described in section 5) was
designed to detect and diagnose this type of error. However, because hardware errors
are rare on spacecraft systems, we chose not to focus on detecting these.

The remainder of this section will describe four anomalies in detail, mainly of the
modeling, software, and operator type. We will describe how they were caused, how
the agent responded to the anomaly, and what work was done to prevent it from occur-
ring in the future.

4.2 Onboard Anomalies

April 1, 2004
During this early stage of the project, we were testing a single response scenario
where the onboard science module would analyze an image, and issue requests to the
onboard planner for more images of that target. The scenario went as follows:
e Image Prudhoe Bay, Alaska
e Playback data from the solid state recorder into RAM for image processing
(bandstripping)
e Run image classifier to identify snow, water, ice, and land. This was scheduled
to run immediately after the bandstripping process.
e Run image classifier to identify for cloud coverage. This was scheduled to run
60 minutes after the bandstripping process.
e [f the classification of the scene was above a threshold defined by mission sci-
entists, request additional images of Prudhoe Bay.

Several of the constraints modeled within CASPER and SCL were:
e The bandstripping process cannot begin unless the target Prudhoe Bay was suc-
cessfully imaged



e The image classifiers cannot begin unless the bandstripping process was suc-
cessful

During the first ground contact following this scenario, mission operators noticed
several warnings from SCL telemetry and that the onboard science module did not
perform any image processing. After collecting log files from SCL and CASPER, and
replaying back telemetry collected during the test, it was determined that SCL had
failed the bandstripping script because of a time out during the verification of the
command completion. In actuality, this verification failure was not a result of band-
stripping failing, but of a bug within the flight software time code. It is still interest-
ing, however, to examine the response of the agent.

The failure of the bandstripping script resulted in a lack of change to a SCL data-
base record. This record is continuously monitored by CASPER and a conflict with
the scheduled image classifier algorithm was recognized. However, because the first
image classifier algorithm was scheduled immediately after bandstripping, CASPER
had already committed to executing the classifier activity. When making this type of
commitment, CASPER locks the activity (preventing any re-scheduling) and sends the
execution request to SCL. The command was received by SCL, but failed the pre-
requisite check, blocking the command from being sent to the science module.

The second image classifier was scheduled 60 minutes after the end of bandstrip-
ping, and thus CASPER was able to modify the plan to resolve the conflict by remov-
ing it from the schedule.

This anomaly demonstrated how the layered architecture ensured the safety of the
agent. CASPER was not responsive enough to prevent the first image classifier from
being issued to SCL, but the SCL pre-requisite check failed and thus the command
was not issued. However in the second case, CASPER was able to respond to this
failure by removing the subsequent image processing activity from the schedule.

A modification of the agent architecture to prevent these false-positive anomalies
from occurring would be to have redundant checks in the completion of the com-
mands. In this example, a single SCL database item indicated that bandstripping had
failed, when in fact, it had succeeded. The model could have been updated to check
multiple database records for the status of the bandstripping, instead of relying on
solely on a single data point to verify completion of the command.

July 15, 2004
This anomaly demonstrates how SCL was able to respond to a verification failure of
command sequence. During this test, the anomaly occurred during normal operations
for an X-Band ground contact. The scenario was:
e  Using the X-Band transmitter, downlink all images from the solid state recorder
e  (Clear all images from the solid state recorder

Several of the constraints modeled were:
e The correct voltage/current level of transceiver must be met prior to operating
X-Band activities.
e The downlink must complete successfully prior to clearing all the images from
the solid state recorder.



During the ground contact, mission operators noticed several warnings from SCL
and also that EO-1 had not begun the X-Band downlink of images collected. The
operators manually initiated the X-Band contact and completed dumping the data.
After analyzing log files, it was determined that a prerequisite failure in the SCL
model for the current/voltage of the transceiver prevented the contact from being
initiated. As a result of the X-Band failure, SCL also rejected the command to clear
all the images from the solid state recorder.

This was actually an error within the SCL model. An early version of the model in-
cluded a constraint that the transceiver cannot be powered on unless the cur-
rent/voltage was at the correct level. However, the threshold values for the cur-
rent/voltage in reality are not valid until the transceiver is powered on.

Unfortunately, this modeling error slipped through our testing and validation proc-
ess because of the lack of a high fidelity testbed. The EO-1 testbed did not have a
transceiver for testing and therefore, the current/voltage values were static (at the “on”
levels) in the simulation. Without valid values on the current/voltage prior to power-
ing on the X-Band transceiver, our resolution to this problem was to simply remove
the current/voltage constraint from the SCL model.

January 31, 2005

This anomaly describes CASPER’s response to an unexpected change in the state of
the spacecraft. During one of the scheduled ground contacts, the agent did not initiate
the command sequence as requested from mission planners. An anomaly had oc-
curred that removed the contact sequence from the mission plan. After analysis of
collected telemetry, the cause of the anomaly was due to human intervention with the
spacecraft several hours prior. An unscheduled contact had been initiated by mission
planners, which was performed externally from the onboard planner. The unsched-
uled contact required mission operators to perform a blind acquisition of EO-1 and
manually power on the transceiver, changing the state of the onboard transceiver to
“on”. At the end of this contact, the operators manually powered down the trans-
ceiver.

The change to the transceiver state resulted in an update to the SCL database,
which propagated to the CASPER schedule and created a conflict with the next
ground contact activity. The conflict was with a constraint in the CASPER model that
only allowed the transceiver state to transition from “on” to “off” or from “off” to
“on”. When the update to the transceiver state was received, it set the current state to
the transceiver to “on”. This created a conflict with the next scheduled contact that
had planned to turn the transceiver on when the state was already “on”. To resolve this
conflict, CASPER removed the next contact from the plan. Once the mission operator
powered down the transceiver at the end of the unscheduled contact, subsequent con-
tacts were conflict free, but the deleted contact was not rescheduled due to the risk of
inserting the goal too close to its scheduled time.

To prevent this anomaly for future operations, we simply removed the transition
constraints from the CASPER model of the transceiver. While not ideal, it was de-
termined that this presented no risk to the spacecraft, and allowed the ASE software to



support real-time contact requests from mission planners without affecting the re-
mainder of the schedule.

In this anomaly, although the update to the state of the transceiver was short-lived
as it was eventually powered off by mission operators, its affect on the planner propa-
gated to the next scheduled contact, resulting in the contact being removed from the
schedule. One possible solution to prevent this from occurring in the future is to delay
resolving conflict until necessary. Some initial work has been started on CASPER to
support time-sensitive repair heuristics, but is still experimental and was not deployed
on EO-1.

February 26, 2005

This anomaly occurred during a normal data collect of an area in Peru. During the
first contact following this image, SCL telemetry indicated 1 warning from execution.
After analysis of log files, this was determined to be caused by a command verifica-
tion failure when issuing the command to close the ALI cover. The response of SCL
was to reissue the command to close the covers, ensuring that the covers would be
closed at the end of the collect.

Further investigation into the problem showed that the cover did indeed close af-
ter the first command. However, due to a spike in CPU consumption during that time,
SCL was not able to process the change in the database record indicating that the
cover was closed. While SCL has the highest priority among the ASE tasks, it is not
higher than any of the FSS tasks. We are still investigating the cause for the increase
in CPU load.

In this situation, the actions of the agent were correct in preserving the safety of
the spacecraft. However, a change to the model can be used to ensure this anomaly
does not occur in the future. Again, similar to the first anomaly described in this pa-
per, redundant checks to multiple SCL database items can be used to determine the
true state of the covers. From example, the EO-1 Hyperion instrument covers have
two data-points representing the state of the cover. One data- point indicates if the
cover is either open or closed, while the other is a continuous value, representing how
far the cover has been opened. A check that reasons using both of these data-points
would be less prone to false-positives.

5 Livingston 2

More recently (Fall 2004), in collaboration with Ames Research Center, we have
begun flying the Livingstone 2 (L2) [12] diagnosis system. Both L2 and CASPER use
models of the spacecraft separate from the reasoning engine: the models are tailored
for a particular application without the need to change the software, allowing reuse of
the advanced reasoning software across applications. The diagnostic capability of an
on-board agent can then use the models to monitor the health of the spacecraft and
detect faults. Early development of the L2 model currently does not support respond-
ing to anomalous situations, only detection of them.



However, during the times of the described anomalies, L2 was not operational.
Also its current model only supports monitoring the operations of the spacecraft and
not the CASPER or SCL software. Therefore, anomalous situations within CASPER
or SCL would not be detected by L2.

6 Related Work

In 1999, the Remote Agent experiment (RAX) [10] executed for a several days on-
board the NASA Deep Space One mission. RAX is an example of a classic three-
tiered architecture [4], as is ASE. RAX demonstrated a batch onboard planning capa-
bility (as opposed to CASPER’s continuous planning) and RAX did not demonstrate
onboard science. PROBA [11] is a European Space Agency (ESA) mission demon-
strates onboard autonomy and launched in 2001. However, ASE has more of a focus
on model-based autonomy than PROBA.

The Three Corner Sat (3CS) University Nanosat mission used CASPER onboard
planning software integrated with the SCL ground and flight execution software [13].
The 3CS mission was launched in December 2004 but the spacecraft were lost due to
a deployment failure. The 3CS autonomy software includes onboard science data
validation, replanning, robust execution, and multiple model-based anomaly detection.
The 3CS mission is considerably less complex than EO-1 but still represents an impor-
tant step in the integration and flight of onboard autonomy software.

7 Conclusions

This paper has described the design of a safe agent for the Autonomous Sciencecraft
Experiment along with several of the anomalies and the software’s responses that have
occurred during in-flight testing. First, we described the salient challenges in develop-
ing a robust, safe, spacecraft control agent. Second, we described how we used a
layered architecture to enhance redundant checks for agent safety. Third, we de-
scribed our model development, validation, and review. Fourth, we described how the
agent responds and detects anomalous situations. Finally, we described several case
studies of anomalies that have occurred in-flight and the response taken by the agent
to maintain the safety of the spacecraft.
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Abstract. Despite significant recent advances in decision theoretic frame-
works for reasoning about multiagent teams, little attention has been
paid to applying such frameworks in adversarial domains, where the
agent team may face security threats from other agents. This paper fo-
cuses on domains where such threats are caused by unseen adversaries
whose actions or payoffs are unknown. In such domains, action random-
ization is recognized as a key technique to deteriorate an adversarys capa-
bility to predict and exploit an agent/agent teams actions. Unfortunately,
there are two key challenges in such randomization. First, randomization
can reduce the expected reward (quality) of the agent team’s plans, and
thus we must provide some guarantees on such rewards. Second, ran-
domization results in miscoordination in teams. While communication
within an agent team can help in alleviating the miscoordination prob-
lem, communication is unavailable in many real domains or sometimes
scarcely available. To address these challenges, this paper provides the
following contributions. First, we recall the Multiagent Constrained MDP
(MCMDP) framework that enables policy generation for a team of agents
where each agent may have a limited or no(communication) resource.
Second, since randomized policies generated directly for MCMDPs lead
to miscoordination, we introduce a transformation algorithm that con-
verts the MCMDP into a transformed MCMDP incorporating explicit
communication and no communication actions. Third, we show that in-
corporating randomization results in a non-linear program and the un-
availability /limited availability of communication results in addition of
non-convex constraints to the non-linear program. Finally, we experi-
mentally illustrate the benefits of our work.

Key words: Multiagent Systems, Decision Theory, Security, Random-
ized Policies



1 Introduction

Decision-theoretic models like the Multiagent Markov Decision Problem’s (MMDPs)
[2], Decentralized Markov Decision Problem’s (Dec-MDPs) [3] and the Decen-
tralized Partially Observable MDP’s (Dec-POMDPs) [4] have been successfully
applied to build agent-teams acting in uncertain environments. These teams
must often work in an adversarial environment. For example, when patrolling,
UAV (Unmanned Air Vehicles) teams might often be watched by adversaries
such as unobserved terrorists [5] or robotic patrol units trying to detect intrud-
ers in physical security sites [6,7]. Security, commonly defined as the ability of
the system to deal with intentional threats from other agents [8], becomes a crit-
ical issue for these agent teams acting in such adversarial environments. Often,
the agents cannot even explicitly model the adversary’s actions and capabilities
or its payoffs. However, the adversary can observe the agents’ actions and exploit
any action predictability in some unknown fashion. For example, consider the
team of UAVs [9] monitoring a region undergoing a humanitarian crisis. Adver-
saries may be humans intent on causing some significant unanticipated harm,
e.g. disrupting food convoys, harming refugees or shooting down the UAVs. Fur-
ther, the adversary’s capabilities, actions or payoffs are unknown or difficult to
model explicitly. However, the adversaries can observe the UAVs and exploit any
predictability in UAV surveillance, e.g. engage in unknown harmful actions by
avoiding the UAVs’ route.

Given our assumption that the agent team acts in an adversarial domain
where the adversary cannot be explicitly modeled, policy randomization becomes
crucial for the teams to avoid the action predictability [5]. We also assume that
the agent team is acting in accessible environments and hence can be modeled
using MMDPs. We further make the following three assumptions about the ad-
versary in our work. First, we assume that the adversary can also observe the
agents’ state exactly. The second assumption is that the adversary knows the
agents policy, which it may do by learning over repeated observations. Policy
randomization would then ensure that even if the adversary knows the agents’
state exactly at each instant and also the agents’ policy from that state, the
adversary would still be unable to predict the agent’s action correctly and hence
significantly cut down the chances of unanticipated harm. The third assumption
is that agent teams cannot communicate in general or limited communication
bandwidth is available. If available, we assume that communication is encrypted
and also being a private resource for the team, is unobservable for the adversary
i.e. communication is safe. However, if communication is observable it can be eas-
ily masked by using simple deception techniques like sending some meaningless
data for non-communication acts, thus making it safe [10].

While policy randomization avoids action predictability, simply randomiz-
ing an MDP policy as mentioned above can degrade the expected team reward
significantly and hence we face a randomization-reward tradeoff. The difficulty
in generating randomized policies that provide the appropriate randomization-
reward tradeoff is further exacerbated by the fact that randomization creates
miscoordination in team settings. We wish to enable our agents to perform ran-



domized actions without any type of coordination whatsoever, or any type of
synchronization. ®

For real world teams, communication resources are usually unavailable or
severely limited, e.g., members of a UAV team might not be able to communi-
cate due to bandwidth/environmental restriction or have limited communication
bandwidth [11] allocated. Hence, the agent teams face resource (bandwidth here)
constraints. Constraints involving averaging a quantity, in general, are soft con-
straints because as long as the average is maintained, there is no hard bound
on the resource amount to be used at each timestep [12,13]. In our example,
we model bandwidth as a soft constraint [11] because exceeding bandwidth in
any single run is not a disaster; but if the team consumes more than its band-
width limit on an average, it jeopardizes the communications of other agents on
the same network. The importance of such soft constraints is seen by contin-
ued work in operations research literature on constrained MDPs (CMDPs) that
reason about expected resource consumption [14].

Our work focuses on increasing security using policy randomization for agent
teams with no/limited bandwidth while ensuring fixed reward thresholds. Al-
though, such randomized policies have occurred as side effect [14] and turn out
to be optimal in some stochastic games [15], work on intentional policy random-
ization has received focus only recently. For example, [5] intentionally randomizes
MDP/POMDP policies for increasing security but their work provides heuris-
tic solution assuming that the agents cannot communicate. Work that has been
done on developing agent teams with resource constraints [14,11,16] has not
paid attention to the issue of security in such teams. To address these concerns,
we therefore solve a multicriterion problem that maximizes the team policy ran-
domization while ensuring that the average bandwidth consumption is below a
threshold and the team reward is above a threshold. The problem we solve is
general enough and other soft resource constraints can be considered without
any modifications to the structure of the problem.

This paper provides three key contributions to solve the problem described.
First, we recall MCMDP as multiagent MDP framework where agents reason not
only about their rewards but also about resource constraints. We then introduce
the entropy metric to quantify policy randomization for MCMDP and formu-

® One particular method to avoid miscoordination, is to assume that the agents(say
the UAV’s) use a pseudo-random number generation process with an initial shared
seed, but it suffers from many drawbacks. First, this technique doesn’t work when the
agents cannot communicate because the agents need to communicate their random
seeds. Second, different UAV’s need not use the same random number generation
algorithms which is quite likely due to the various manufacturers involved, making
seed sharing an impractical approach. Third, the random seed sharing method as-
sumes that the hardware clocks of all the agents involved are synchronized which
can be unrealistic in some domains. Fourth, the agents need to establish protocols
beforehand for the seed sharing method to work which gets complicated as the num-
ber of agents increase. On the other hand, our technique works even if we assume
that the agents cannot communicate, thus making it a general-purpose algorithm
without any of these hardware assumptions.



late a nonlinear program that maximizes policy randomization while ensuring
threshold rewards. We then identify a novel coordination challenge that occurs
due to randomized policies in multiagent settings, i.e agents miscoordinate if
there are randomized policies in team settings. Second, we provide a novel poly-
nomial time transformation algorithm that converts the MCMDP into a trans-
formed MCMDP incorporating explicit communication and no communication
actions to alleviate such miscoordination. Third, we developed a non-linear pro-
gram with non-convex constraints for the transformed MCMDP that randomizes
team policy while attaining a threshold reward without violating the communi-
cation constraints. We further show that the value of entropy for MCMDP and
the transformed MCMDP remains the same for the same policy, thus showing
that our transformation is correct. In our experimental section, we show results
after evaluating the new non-linear program we developed for the transformed
MCMDP. The rest of the paper begins with MCMDP and a non-linear program
for it that captures policy randomization. An automated method of transfor-
mation is provided that converts this MCMDP to a transformed MCMDP. We
then provide our solution approach to solve this new model. We then briefly
describe the various transformations possible. Lastly, we provide experimental
results that clearly show the interdependence between the important factors of
our domain namely policy randomization, reward and bandwidth.

2 Randomization: MCMDP

MCMDP is a useful tool for users, providing a layer of abstraction to model
agent-teams with resource constraints in uncertain domains. For purposes of this
paper, the only resource being modeled is the bandwidth. We first recall a 2-
agent MCMDP for expository purposes. A 2-agent MCMDP is defined as a tuple,
(S,A,P,R,C1,C2,T1,T2, N, Q) where: S is a finite set of states. Given two
individual actions a; and a,, of the two agents in our team, the team’s joint action
4 = (a,am) € Aie Arepresents the set of all possible joint actions. P = [p?j](z
p(i, @, 7)) is the transition matrix, providing the probability of transitioning from
a source state i to a destination state j, given the team’s joint action @, R = [r;3]
is the vector of joint rewards obtained when an action a is taken in state i.
C1 = [cliax] is the vector to account for cost of resource k when action a is
taken in state i by agent 1 i.e it models cost for individual resource of agent 1.
(C2 is similarly defined.) T1 = [t1;] and T2 = [¢2;] are vectors of thresholds
on the availability of the individual resources k for agents 1 and 2 respectively.
N = [n;za] is the vector of joint communication costs incurred by the agents when
an action a is taken in state i. ) is a threshold on communication costs that can
be used by the team of agents. A MCMDP is thus similar to a CMDP [14] with
multiple agents.

2.1 Randomization due to resource constraints

The goal in a MCMDP is to maximize the total expected reward, while ensuring
that the expected resource (bandwidth here) consumption is maintained below



threshold. Formally, this requirement can be stated as a linear program, extend-
ing the linear program for CMDPs [13] to a two agent case, as shown below. x5
is the expected number of times an action a is executed in state i and «; is the
initial probability distribution over the state space.

max Z Z TiaTia
s.t. im?a — Z inap?j =a; VjeS
i Z fEmCZlm: < tlg, Z Z TiaC2iak < 12k (1)

ZZL‘&W&SQ, o >0 VieSaeA
If 2* is the optimal solution to (1), optimal policy 7* is given by (2) below,
where 7*(s, @) is the probability of taking action & in state s.

x*(s,a) @)
dacarr(s,a)

It turns out that 7* is a randomized policy in the above case due to the re-
source constraints. Since, bandwidth is the only resource under consideration and
is modeled as a team resource we set the individual resources and their thresh-
olds i.e., C1,C2,T1,T2 to zero. Such randomization leads to miscoordination
in team settings as shown in section 2.2. Further, the randomization occurred
as sideeffect due to the communication constraint and hence not optimized for
policy randomness as needed by our domain.

7w (s,a) =

2.2 Miscoordination: Effect of Randomization in Team Settings

For illustrative purposes, Figure 1 shows a 2 state MCMDP with two agents
A and B with actions a1, as and by, by respectively, leading to joint actions
al = (a1,b1), a2 = (a1,bs), a3 = (ag, by), a4 = (az,bs). We also show the tran-
sition probabilities, rewards and communication costs for each of the actions.
The optimal policy for this MCMDP is to take joint actions al and a4 with 0.5
probability. Suppose, agent A chooses its own actions such that p(al) = .5 and
p(a2) = .5, based on the joint actions. However, when A selects al, there is not
guarantee that agent B would choose bl. In fact, B can choose b2 due to its own
randomization. Thus, the team may jointly execute a2 = (a1, b2), even though
the policy specifies p(a2) = 0. Therefore, a MCMDP, a straightforward general-
ization of a CMDP to a multiagent case, results in randomized policies, which
a team cannot execute without additional coordination. One simple solution
is to add a communication action before each joint action. However, forcing a
communication action before every single action can violate communication con-
straints, since communication itself consumes resources. Thus, a solution that
limits communication costs is essential. Further, equation 1 maximizes the ex-
pected reward obtained for the MCMDP while we are interested in maximizing
the randomness of our policy. Below, we first introduce an entropy measure to



quantify randomness and then develop an algorithm that maximizes the measure
while we threshold on reward and constrain the communication. However, the
problem of miscoordination still remains which we solve in section 3.

Fig. 1. Simple MCMDP [(alb1:100:2)- Action albl gives reward 100 with communi-
cation cost 2]

2.3 Randomness of a policy

For a discrete probability distribution p1,ps, ....., p, the only function, upto a
multiplicative constant, that captures the randomness is the entropy, given by
the formula H = — " | p; log p; [17]. For quantifying the randomness of a single
agent MDP policy, we borrow the weighted entropy concept developed in [5]. For
purposes of clarity we reproduce the formula here (7 is the CMDP policy which
defines a probability distribution over actions for each state s)-

Hw (z) = fz z:dZeAI(S’d) Zw(s,a) log (s, a) = fz; ZZx(s,a) log <Zx(s%) .
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Extending this formula for a 2-agent MCMDP is quite straightforward in the
sense that instead of calculating the weighted entropy over a single agent policy
we calculate it over the joint policy of both the agents for the 2-agent MCMDP.
Hence, in the weighted entropy formula above, 7 refers to the joint policy of the
agents.

2.4 Intentional Randomization: Maximal entropy solution

We can now obtain maximal entropy policies with a threshold expected reward
meeting the communication requirements by replacing the objective of Problem
(1) with the definition of the weighted entropy Hw (x). (Note that the problem
of miscoordination still remains which we will tackle in section 3). The reduction
in expected reward can be controlled by enforcing that feasible solutions achieve
at least a certain expected reward F\,j, and the communication constraint re-
mains unchanged. The following problem maximizes the weighted entropy while



maintaining the expected reward above E;, and a communication consumption

below Q:

max Hy ()

s.t. Z x(j,a) — Z Zp(s,a,j)x(s,a) =a; VjeSs
acA s€SacA (3)
Z Z r(s,a)z(s,a) > Emin, Z Z z(s,a)n(s,a) < Q
seSacA s€ESacA
x(s,a) >0 Vse S,ae A

where Ep,;y is an input domain parameter (E,,;, can vary between 0 and E*
where E* is the maximum expected reward obtained by solving (1)). Solving
Problem (3) is our first algorithm to obtain a randomized policy that achieves
at least Fni, expected reward while meeting the communication constraints
(Algorithm 1).

Algorithm 1 MAX-ENTROPY(Ep,in, Q)

1: Solve Problem (3) with Funin and Q, let zg_,, be optimal solution
2: return zg_, (maximal entropy, expected reward > Fmin, communication required

<Q)

Unfortunately, the problem of miscoordination introduced in section 2.2 still
remains.

3 Solving Miscoordination: From MCMDP to
Transformed MCMDP

This section presents an automatic transformation of a MCMDP to a trans-
formed MCMDP, where the resulting optimal policies can be executed in multi-
agent settings, via appropriate communication (with communication costs within
resource limits). We illustrate the key concepts in MCMDP transformations by
focusing on one specific transformation namely the sequential transformation,
given in Figure 2-a. While the transformation introduced is similar to [11], there
are two key differences in that work and the present work: (i) The solution for
policy randomization we develop for the transformed MCMDP needs a non-
linear objective with non-linear constraints unlike earlier work where the reward
maximization needed linear objective with non-linear constraints. Hence, the
basic problem being solved is different. (ii) Maximizing entropy is the focus of
our present work. The transformation requires addition of new states and ac-
tions and hence entropy would get affected. Our transformation has to ensure
that maximizing entropy for the transformed MCMDP would be equivalent to
the problem of maximizing entropy for the original MCMDP. We provided a
mathematical proof later to show that indeed this property holds.



3.1 Transformation Methods: Sequential and Others

Figure 2-a shows a portion of a MCMDP, where agent A with actions a; to
a,, and B with actions by to b, act jointly (a;b;). Figure 2-b shows the trans-
formation of this MCMDP into transformed MCMDP. This transformation is
sequential in that one of the agents, in this case agent A, first chooses one of its
actions a; and also decides whether to communicate this choice to its teammate,
agent B. Thus, C(a;) in Figure 2-b refers to A’s selection and communication
of action a; to B, incurring the cost of communication, and going to Ai. (with
probability 1-ps where p; is the probability with which communication may
fail); while NC(a;) results in state Ai,, where agent A selected a; but decided
not to communicate this choice to B to avoid communication costs. Note, since
communication may fail with a probability p¢, C(a;) may transition to Ai, with
a probability ps. Once in state Ai. or Ai,, agent B chooses its action b;, and
the agents now jointly execute the action a;b;. When choosing its action, B ob-
serves which of the different Ai. state it is in, since any such state is reached
only after A’s communication. Unfortunately, agent B cannot distinguish be-
tween states Ai, reached without A’s communication. Thus, B’s action b; in
such non-communication states must be taken without observing which of the
m states Al, to Am, B is in. Thus, B will be unable to execute any random-
ized policy which requires it (agent B) to select an action b; with a different
probability in a state say Ai, vs a state Ak,. To avoid this problem, we require
that for any two states reached after non-communication, the probability of B’s
action selection must be identical, i.e., for any action b; and states Ai, and
Ak,, P(b;|Ai,) = P(b;|Ak,). This restriction on probability of action execution
in the transformed MCMDP translates into the addition of the following non-
linear constraints into our Problem 3 applied for the transformed MCMDP, to
solve the original MCMDP. Specifically, in terms of the state action variables,
given any two states Ai, and Ak,, and any action b, it is necessary that:

Xoij/(z Xo4,) = Xokj/(z Xogy) = Xojj * (Z Xopy) = Xogj * (Z X0iu)
u=1 u=1 u=1

u=1

(4)
Thus, to obtain an optimal randomized policy in the MCMDP, we must
solve problem 3 for the transformed MCMDP with these non-convex constraints
included in the problem. The optimal policy for a transformed MCMDP thus
obtained will require a random selection at state S1 by agent A alone, and then
in the next state (either Ai. or Ai,) by agent B alone, thus avoiding the problem
faced in the MCMDP. The non-linear constraints in the transformed MCMDP
affect only the actions taken from states Al,, A2,,....,Am,(from figure 2-b) and
ensure that P(b;|Al,) = P(b;|A2,) = .... = P(b;|Am,) for j € 1,2....n. This is
because for agent B, states Al,, A2,,....,Am, are indistinguishable, as they are

reached without A’s communication.
Apart from the addition of these non-linear constraints, the entropy function
also undergoes change as the transformed MCMDP has new states and actions



Fig. 2. Transformation

added to it. The entropy function for Figure 2-a would be the straightforward
Hyy (x) as developed in section 2.1. In the transformed MCMDP, it would still
be the Hy (x) with a small change in the way entropy is calculated at each state.
The entropy function at each state as calculated over the probability distribution
of all actions at that state is H = — Z?:l pi log p; where p; is the probability of
taking action a; at that state. Therefore, for state S1 in figure 2-a the entropy
is -

H(S1) = —1x(p(aiby)*log(p(a1b1))+...4+ P(a1b,)*log(p(a1by))+....+ P(amb1) *
10g(p(ambn)) + ... + p(ambn) * log(p(ambn))).

If we notice state S1 of Figure 2-b, the probability with which agent A would take
action say a; would be the sum of the probabilities with which it takes C(a;)
and NC(ay). This is because whether agent 1 communicates that it would take
action a; or does not communicate that it would take a; is internal to the system
because of our assumption (as explained in introduction) that communication
is safe. Therefore, only the fact that agent A will take action a; (independent
of whether it is known to agent B) with certain probability is important to our
entropy equation since the enemy gets to observe that as the policy of agent A.
Therefore the new entropy function for state S1 in figure 2-b would be

H(S1) = —1%(p(C(a1) + NC(ay)) xlog(p(C(a1) + NC(a1))) + .coc.. + p(C(am) +
NC(am)) * log(p(Clam) + NC(am)))

instead of the entropy function

H(S1) = 1% (p(Clar)) * log(p(C(a1))) + p(NC(ar)) *

109(p(NC(a1)))+--ee+P(C(am) 5109 (p(C(am)))+P(N Clam) Hlog(p(NC(a)))).

Hence to solve our original MCMDP we solve Problem 3 for the transformed
MCMDP using the modified entropy function with the addition of non-linear
constraints we described earlier. One interesting fact in Figure 2-a is that the
entropy calculation would undergo such a change only for actions of agent A
while no such addition of probabilities of C and NC actions is needed for agent
B. Given that we now have a new entropy function (calculated using probability
of an action of an agent as sum of communication and non-communication prob-
abilities of that action), and also new states and transitions, it might not be nec-



essary that optimizing the entropy function for the transformed MCMDP would
automatically mean that we are increasing security for the original problem we
were solving. We therefore prove the following lemma below for two cases of
communication namely no communication and full communication. The lemma
basically states that the under conditions of no communication or full commu-
nication the entropy obtained for the MCMDP and the transformed MCMDP
would be the same if there are no changes in the reward thresholds to be met
and the bandwidth constraints. Under conditions of limited communication, we
experimentally verified over a large set of points and found the lemma still holds
true although we do not provide a formal proof.

Lemma 1. Ifin a state say S1 of MCMDP (Figure 3-a), the entropy is defined
over the probability distribution of the actions over the state, then the entropy
would remain the same in sequential transformation over the whole system of
states generated.

proof: For simplicity of proof, lets assume a two agent case where the bandwidth
present is zero (no communication case) in the domain. In 3-a, we show the MCMDP
where there are four joint actions obtained from the two individual actions a,b of
agents 1 and 2. We now transform the MCMDP using our sequential transformation
into a transformed MCMDP. We assume agent 1 decides on the communication/non-
communication issue. Figure 3-b shows the transformed MCMDP. If the policy of the
MCMDP and the transformed MCMDP is the same, then the flows and hence the path
probabilities for the four corresponding paths in both figures are equal.

Fig. 3. Illustrative Example

Entropy from 3-a: Entropyl = PilogP; + PalogPs + PslogPs + Pilog Py
Entropy from 3-b: Entropy2 = PalogPs+ PylogPy + Py % (Pa1logPa1 + Pa2logPa2) +
Pb * (PbllOngl + PbQ * lOngQ)
Lets consider the terms PylogP, + Py * (Pa1logPa1 + Pa2logPaz)
= P, * (logPs + Pa1logPa1 + Pa2logPa2)
Since Pa1 + Pa2 =1,
= Py * (Pa1 + Pa2)logPs + Pa1logPa1 + Pa2logPa2) = Py % (Pa1 * (logPs + logPa1) +
Pao * (logPa + logPa2)
= P, Pa1 % 10g(PaPa1) + PaPa2 % log(PaPaz2)
Since the path probabilities are equal, P, P,1 = P1 and P,P,2 = P». Hence proved



equal to PilogP; 4+ P2logP>. Similar math applies to the other terms making it equal to
PslogPs + PslogPys. Therefore the entropies of both transformations is the same. The
same reasoning as above follows if there is full communication also.

While we showed one particular method of transformation called the se-
quential transformation with one particular order of communication actions, as
shown in Figure 4, there are other methods of transforming a MCMDP into a
transformed MCMDP. First, as shown in Figure 4-a, the order of communication
actions in the sequential transformation can be changed. If one agent has fewer
actions than another (e.g., if n < m), such a change in the order of communica-
tion may improve the optimality of the resulting policy or reduce communication
costs. Second, as shown in Figure 4-b, in a hierarchical transformation, an agent
first decides which action to select, and only later whether to communicate this
choice (C) or not (NC). By choosing an action first, an agent’s communication
decision may be improved, potentially improving policy optimality. Our third
extra-communication transformation is similar to the sequential transformation,
except that agent A chooses actions for itself and for agent B and communicates
the choice of both to agent B. As discussed earlier, this would lead to extra over-
heads in communication. Finally, our simultaneous transformation, is shown in
Figure 4-d. Here, while the choice of communication is done sequentially, no
communication by A results in state S2; and in S2, agent A and B simulta-
neously and randomly select their actions. Additionally, combinations of these
transformations are also feasible. Typically, we must select from these multiple
transformations the one that provides the most optimal policies. However, in
this paper, we just introduce the sequential transformation and its properties
and leave such an analysis of various transformations for future work.

Fig. 4. Other methods of transformation

In all the above transformations, one of the agents selects an action without
observation of its actual state, leading to non-linear constraints, e.g., in simulta-
neous transformation at state S2, agents A and B act simultaneously. Once again,
non-linear constraints arise and hence non-linear constraints must be added in
the simultaneous case also. Indeed, irrespective of the style of transformation,
non-linear constraints must be added. This is because expressing probabilities



of events in MCMDPs requires divisions via Xia variables. And regardless of the
transformation that we choose for the MCMDP, we need to express constraints
using probabilities. Indeed, all transformations either involve sequential action
selection or simultaneous, and we showed non-convex constraints in each case
[11]. Thus:

o Proposition 1: It is necessary to add non-convex constraints to solve the
actual MCMDP.

3.2 The Sequential Transformation Algorithm

Since sequential transformation is the basis of our work in this paper, we describe
the transformation algorithm for it. We now present Algorithm 2 that achieves
this sequential transformation of MCMDP into a transformed MCMDP auto-
matically. (In fact our implementation creates problem 3 with the non-linear
constraints as an output). The algorithm works by first adding intermediate
states with (and without) communication in Sre¢ToComm and then adding tran-
sitions from the intermediate states to the destination states in CommToDest.
We assume that joint actions are processed in increasing order of the index i
(1 <=1 <= m) for a;, and j for b; (1 <= j <= n). In SrcToComm, com-
munication actions a;_c leads to state sa;_c with probability 1-Py, (and state
sa;_nc with probability Py,); and non-communication action a;_-nc determin-
istically transitions to state sa;_mc, where the first agent has decided not to
communicate its choice to its teammate. Line 13 in the Conversion algorithm
adds the constraints on probabilities of outgoing actions from sa;_nc — because
of transitivity of equality, it is sufficient to add probability constraints with re-
spect to just the first non-communication state sa;_nc. From line 4 and line
7 of the algorithm, the number of probability constraints can be seen as (m-
1)*n to be later translated into non-linear constraints using equation 4. Thus,
this is a polynomial time algorithm, with a complexity of O(|S|? x |A]), where
|A| = n*m gives us the number of joint actions. In the worst case, the resulting
MCMDP has 2 * |S| * m additional states inserted. Given that the output of the
transformation algorithm is a nonlinear program with nonlinear constraints our
polynomial transformation algorithm does not add anything to the complexity
of the problem.

4 Experimental Results

Based on the UAV example we described earlier, we first constructed a MCMDP
with joint states, actions, transitions and rewards. We then transformed the
MCMDP into a transformed MCMDP with the appropriate communication
and non-communication actions. We then present results using the transformed
MCMDP (Figure 5) to provide key observations about the impact of reward and
communication thresholds on policy randomization. Figure 5-a shows the results
of varying reward threshold (x-axis) and communication thresholds (y-axis) on
the weighted entropy of the joint policies (z-axis). Based on the figure, we make



two key observations. First, with extreme (very low or very high) reward thresh-
olds, communication threshold makes no difference on the value of the optimal
policy. In particular, in extreme cases, the actions are either completely deter-
ministic or randomized. On one extreme (maximum reward threshold), agents
choose the best deterministic policy and hence communication makes no differ-
ence and entropy hits zero. At the other extreme, with low reward threshold
(reward threshold 0) agents gain an expected weighted entropy of almost 2 (the
maximum possible in our domain), since the agents can choose highest entropy
actions and thus communication does not help. Second, in the middle range
of reward thresholds, where policies are randomized, communication makes the
most difference; indeed, the optimal entropy is seen to increase as communica-
tion threshold increases. For instance, when reward threshold is 7, the weighted
entropy of the optimal policy obtained without communication is 1.36, but with
high communication threshold of 6, the optimal policy provides a weighted en-
tropy of 1.81.

Figure 5-b zooms in on one slice in Figure 5-a (reward threshold fixed at 7).
It shows the changes in probability of communication and non-communication
actions in the optimal policy (y-axis), with changes in communication threshold
(x-axis). P(comm a;) denotes the probability of executing the action to commu-
nicate a; (similarly for non-communication actions). The graph illustrates the
following: when there is no communication in the system, action a; gets pre-
ferred over as because of reward constraints. Action a; would have been chosen
with probability 1 but for the fact that entropy needs to be maximized. As com-
munication is increased, most communication is allocated to a; as opposed to as
because of the high reward to cost ratio for a;. The interesting issue that arises
here is, at the highest communication point even though after all the communi-
cation was used up but action a; accounted to only .4 of the total probability (i.e
1), the no communication action as was chosen for the rest of the probability even
though a; would have provided higher reward. This is due to our assumption that
communication is safe, i.e both communication and non-communication actions
appear the same to our adversary. If this assumption was not there, most possi-
bly non communication of a; should have been chosen with higher probability.
In the highest communication threshold case, increasing probability of NC(aq) is
actually detrimental to entropy since P(C(a1)) + P(NC(aq)) might then add up
to near 1 making it more deterministic which seems counterintuitive. The other
interesting issue is that, as communication threshold increases, the probability
of communicative actions increase say P(ay) increases from 0 to 0.4. At the same
time, the probability of the non-communication actions decreases.

Table 1 compares the weighted entropies of different joint policies with changes
in communication threshold for the same example we showed our results on ear-
lier (using a fixed reward threshold of 5). In the first row we show the three
settings of the communication thresholds (0,3 and 6 respectively) we use for
deriving the entropy values for the various cases in the table. Row 2 shows the
entropies obtained by an optimal MCMDP policy. The entropy (1.9) is an ideal
upper-bound for benchmarking and the entropy is unaffected by the communica-



Fig. 5. Effect of thresholds

Table 1: Comparing Weighted Entropies.

Comm Threshold — | 0 | 3 |6
MCMDP 1.9/1.9]1.9
Deterministic 0] 010
Miscoordination Yes| Yes [No
Transformed MCMDP|1.6(1.83|1.9

tion threshold. Row 3 illustrates that deterministic policies exist in our domain
but their entropy be 0 and hence there would be no security. Row 4 shows the
results, where agents take the optimal policy of the MCMDP and attempt to
execute it without coordination. Unfortunately, communication constraints are
violated in columns 1 and 2. Only when communication resource of 6 units is
available the MCMDP policy becomes executable without any miscoordination.
Finally, row 5 shows the entropy of the transformed MCMDP for comparison.
It is able to avoid the problems faced by policies in row 3 and 4. However,
with communication threshold of 0, the transformed MCMDP must settle for
an entropy of 1.6; as the communication threshold increases, it finally settles
at an entropy of 1.9 which also shows why the MCMDP policy(row 1) becomes
executable when communication threshold is 6.

5 Summary and Related Work

This paper focuses on coordinating randomized policies for increasing security
of multiagent teams acting in observable domains. The issue of security arises
here because of intentional threats that are caused by unseen adversaries, whose
actions and capabilities are unknown, but the adversaries can exploit any pre-
dictability in our agent’s policies. Policy randomization with guaranteed rewards



meeting communication constraints becomes critical in such domains. To this
end, this paper provides three key contributions. First we recall the MCMDP
framework where agents not only maximize their expected team rewards but
also bound the expected team consumption of the communication resource. We
then developed a non-linear program for this MCMDP that maximizes policy
randomization while bounding communication consumption at the same time
providing guarantee on the expected team reward obtained. We then show how
randomized policies in team settings lead to miscoordination and hence the poli-
cies obtained from our non-linear program can be inexecutable. Our second
contribution is the introduction of a novel transformation algorithm called the
sequential transformation where we can explicitly incorporate communication
and non-communication actions. Thus problems may be formulated using our
abstract transformed MCMDP and our transformation ensures that the result-
ing randomized policies avoid miscoordination. We also show the existence of
many other such transformations. Third, we showed that despite the fully ob-
servable domains, transformed MCMDPs necessitate programs using our non-
convex constraints. We then solved our non-linear program with the non-convex
constraints on our UAV domain, initially modeled as a MCMDP on which we
applied our transformation algorithm to obtain the transformed MCMDP. From
these experiments, we showed the various tradeoffs involved between the three
key factors namely entropy, reward and communication resources. Finally, while
our techniques are applied for analyzing randomization-reward-communication
tradeoffs, they could potentially be applied more generally to analyze different
tradeoffs between competing objectives in MCMDPs.

Decision-theoretic literature has focused on maximizing total expected re-
ward [18, 3, 19] but maximizing policy randomization as a goal has received little
attention in the literature. Randomization is mostly seen as a means or side-
effect in attaining other objectives, e.g., in resource-constrained MDPs [14] or
limited memory POMDP policy generators [20-24]. In [11] coordination of mul-
tiple agents executing randomized policies in a MDP team setting is discussed,
but there randomization occurs as a side-effect of resource constraints. The work
in [5] explicitly emphasizes on maximizing policy entropy but no resource con-
straints are considered. In contrast, our work focuses on policy randomization
while explicitly ensuring that the communication constraints of the team are
met. The effect of communication in multiagent teams has been analyzed exten-
sively [25-28]. However, none of this work focuses on using communication to
counter the miscoordination arising due to randomized policies in team settings.
Further we model communication as a resource with a cost which is independent
of the reward i.e communication costs and rewards cannot be compared and the
focus is to make optimal usage of the limited communication unlike heuristic
techniques developed earlier for adding communication actions. Significant at-
tention has been paid to learning in stochastic games, where agents must learn
dominant strategies against explicitly modeled adversaries [15,29]. Such domi-
nant strategies may lead to randomization, but randomization itself is not the
goal. Our work in contrast does not require any model of the adversary and un-



der this worst case assumption hinders any adversary’s actions by increasing the
policy’s weighted entropy. Thus, we focus on agent teams using Decentralized
MDPs with communication constraints doing intentional policy randomization.
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Algorithm 2 CONVERT()

1: Input:< S, A, P,R,N,Q >

2: Output:< S, A", P' N, Q" >

3: Conversion()

4: Create Problem 3 from Output.

1: Conversion(){

2: Initialize: S’ =S5, A' = A, PP =P,R =¢,N' =¢,Q' =Q
3: for all s € S do

4:  for all (& = (as;,b;)) € Ado

5: if sa;.nc ¢ S’ then

6: SrcToComm(s, a, sa; -nc, a;_nc)

7 p'(s,a,sa;nc) «— 1

8: if (|p(s, < as,* >,%) > 0| > 1) then
9: SrcToComm(s, d, sa;_c, a;_c)

10: n/(s,a;_c) «— Communication_M odel
11: p'(s,a;-c,sa;c) — 1— Ps

12: p'(s,ai_c,sa; nc) «— Py

13: if ¢ # 1 then

14: prob(bj|sa;_nc) = prob(bj|sai_nc)
15: CommToDest(s, a, sa;_nc, a;_nc)

16: if (|p(s, < as,* >,%) > 0| > 1) then
17: CommToDest(s, a, sa;_c, a; c)

18: for all s € S’ do

19: p'(s,a,8') <0
20: }

SrCTocomm(Sparent7 Aparenh Scu'r'renty Acurrent){
S 9 U Scurrent
A — A U Acu'rrent
T/(Spa'rent, Acurrent)7 n/(spa'rent, Acurrent) —0
}
CommTODeSt(Sparent7 Aparenh Scurrent7 Acur'rent){
for all s € S’ do

pl(Scurrcnt7 Apav‘ent, 5/) — p(Sparcnt7 Aparﬁnt, 5/)
T/(Scurv“entq Aparent) — T(Sparenty Aparent)
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Abstract. In many situations an agent’s behaviour can sensibly be de-
scribed only in terms of a distribution of probability over a set of possibil-
ities. In such case (agents’) decision-making becomes probabilistic too.
In this work we consider a probabilistic variant of a well-known (two-
players) Negotiation game and we show, first, how it can be encoded
into a Markovian model, and then how a probabilistic model-checker
such as PRISM can be used as a tool for its (automated) analysis. This
paper is meant to exemplify that verification through model-checking
can be fruitfully applied also to uncertain multi-agent systems. This, in
our view, is the first step towards the characterisation of an automated
verification method for probabilistic agents.

1 Introduction

Because of their notorious complexity, multi-agent systems’ run-time behaviour
is extremely hard to predict and understand and, as a result, agents’ verification
is a hard task. In recent years significant research effort has been invested in the
development of formal methods for the specification and verification of multi-
agent systems [15] and model-checking has been proved to be a possibility in
that respect [3]. Bordini et al., for example, have shown how LTL model-checking
techniques [14] can be applied, by means of the SPIN model-checker [10], to the
verification of a specific class of non-probabilistic rational agents (i.e. BDI agent-
systems expressed as AgentSpeak programs) [4]. In [6], Dix et al., argue that in
several real-life situations an agent behaviour (i.e. the state an agent is in at a
certain time) may be known with a given degree of uncertainty. As a consequence
a specific language for probabilistic agents (i.e. a language that allows for a
quantification of such uncertainty) is needed and that is what the authors develop
throughout their work. Given that probability distributions are sensible means
to describe the uncertainty between several possibilities (i.e. several potential
successor states of a given, current state) then the type of analysis involved must
also be a probabilistic one. In a probabilistic framework, the analyst is interested
in discovering the measure with which certain properties (either negative or
positive ones) are likely to be true. If we refer to a simple negotiation game where
two players, a seller and a buyer, bargain over a single item, then a player’s



decision may well be considered a probabilistic one, as an expression of the
player’s uncertainty towards their opponent’s behaviour. In such a situation it
is relevant to assess how uncertainty affects the negotiation outcome (hence
players’ payoff). Questions like “what is the probability that an agreement will
be reached at all?”, “how likely is it that the bargained item will be sold to
a given value x7”, and “what type of strategy gets a player a better expected
payoff?”, are amongst the ones an analysis of an uncertain negotiation framework
is meant to tackle.

In this work we show how a probabilistic model-checker, such as PRISM[13],
can be used as a tool to find answers to those type of questions, once the con-
sidered probabilistic agent system has been mapped onto a Markovian model,
specifically a Discrete Time Markov Chain (DTMC). So as LTL model-checking,
through SPIN, has been proved to be suitable for the analysis of non-probabilistic
multi-agent systems, we show here that PCTL model-checking [9], through PR-
ISM, is a proper tool for verifying probabilistic agent systems. What is still lack-
ing, at present, is an automatic translation of probabilistic agent programs, such
as, for example, the ones proposed in [6], into the Reactive Module language,
the input formalism for PRISM. This will be the focus of our future work. The
remainder of the paper is organised as follows: in the next Section we introduce
the Negotiation game and describe the probabilistic variant we have considered.
In Section 3 a brief introduction to the PCTL model-checking and to the PRISM
tool is presented, whereas in Section 4 results obtained by verification of specific
PCTL formulae through PRISM are presented. The final section summarises our
analysis and lists directions for future work.

2 Alternating-Offers Negotiation Framework

In this section we present the Negotiation framework we have considered in our
work and describe the probabilistic extension we have introduced and studied.
The Bargaining process we refer to is the Alternating-Offers one discussed in [12]
and [7]. In the basic formulation of such a game, two players bargain over a single
item by alternatively throwing an agreement proposal and making a decision over
the opponent’s last proposed value. Bargainers’ interest is clearly conflicting with
the seller aiming to maximise the outcome of negotiation (i.e. the agreed-value)
and the buyer aiming to minimise it. Players’ behaviour is characterised by a
strategy which essentially determines two aspects: a player’s next offer value and
a player’s acceptance condition (which describes if the opponent’s most recent
proposal is going to be accepted/rejected). Negotiation analysis aims to study
properties of the players’ strategies and, in particular, is interested in addressing
the existence of dominant strategies and strategic equilibrium. However this
type of analysis is not tractable in incomplete information settings, which is
what we are considering in this paper. Nonetheless assessing the effectiveness
of strategies for automated negotiation is relevant from an Al perspective. In
the following we briefly describe the family of time-dependent strategies for
automated negotiation between agents introduced by Faratin et al. in [7], which



is the one we use in our probabilistic framework. Players’ strategies depend on 2
intervals, respectively [miny,, maxy], where maxy, is the buyer’s reservation price
and miny, is the buyer’s lowest acceptable offer (i.e. min,=0), and [ming, max],
where ming is the seller’s reservation price and max represents the seller’s upper
bound of a valid offer. A player’s initial offer is his most profitable value, which
is miny, for the buyer and maxs for the seller. The basic idea of this family
of strategies is that a player concedes over time and the pace of concession
determines the type of negotiation strategy. Time is thought of as a discrete
quantity indicating negotiation periods (i.e. players’ turn), 7' denotes the time-
deadline and a player’s offer at time ¢ € [0,T — 1], depicted, respectively, as z}
and z¢, is defined as:

x) = ming + ay(t)(maxy, — ming), (1)

z!t = ming + (1 — ap(t))(mazs — miny). (2)

where «a;(t), @ € {b, s} is the time-dependent function in which the constant g
determines the conceding pace of player i:

ai(t) = (7). (3)

By varying 8 € (—00,00) in (3) a whole family of offer functions, also called
Negotiation Decision Functions (NDFs), can be obtained (see Figure 1(a) and
Figure 1(b)). For 8 > 1, strategies are referred to as Conceder strategies whereas,
for B < 1, strategies belong to the so-called Boulware class. With § = 1, on the
other hand, we have linear strategies for which a player’s offer is monotonically
incremented (decremented) over time. Finally, the decision making on a received
offer is driven by profitability. Hence the buyer will accept the seller’s offer at
time ¢ if, and only if, it is more profitable than his next offered value. Formally:
! is accepted by b if, and only if, zf < zi*! (similarly #! is accepted by s if, and
only if, xf > zt*1). For the sake of simplicity we have chosen specific settings for
the bargainer’s bounds, namely: min, =0, max, =1100 and ming =100, max, =
1100. Such a choice is motivated by the constraints of the input language of the
PRISM model-checker, in which the only numerical type allowed is integer. As a
consequence, in order to be able to observe the effect that different strategy slopes
have on the negotiation outcome, a sufficiently wide interval (i.e. corresponding
to 1000 units in our case) should be considered. Finally we consider T' = 20 as
the time deadline for the negotiation process.

2.1 Probabilistic Decision Making

As a result of the decision mechanism introduced in [7], an agreement between
the buyer and the seller is reached only if the offer functions (Figure 1(a) and
Figure 1(b), respectively) cross each other within the time deadline (i.e. T'). If
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Fig. 1. Buyer-Seller Negotiation Decision Functions

this is the case the result of negotiation is positive and a deal is implemented at
the crossing point.3

In our framework we introduce uncertainty by making a player’s decision a
probabilistic function of the offered value. By doing so, we enlarge the semantics
of the negotiation model so as to cope with the inherent uncertainty that may
characterise a player’s behaviour when it comes to deciding over a deal proposal.
Such uncertainty may reflect several factors such as: lack of information about
the opponent’s preferences/strategy, a change of a player’s attitude as a result
of environmental changes and/or time passing. In order to reduce the complex-
ity of our model, uncertainty, rather than explicitly being a function of time, is
quantified with respect to the offered value only (however, since we are adopting
time-dependent offer functions the acceptance probability is also, indirectly, de-
pendent on time). Taking inspiration from the NDFs (1) and (2), we introduce
the acceptance probability functions, S_AP() for the seller and B_AP() for the
buyer, in the following way:

0 if (mf, <mins)
S-AP(z}) = (ﬁiiiﬁl ) 5 if (zf >mins) A (zf <zt (4)
1 if (zh >,
0 if (zf>mazxy)
B,AP(ac';) =4 1- (mma%cb)ﬁ if (wi <maxp) A (:ri >m£+1) (5)
1 if (z! §mz+1).

3 In a monetary negotiation the actual agreement would correspond to rounding
up/down to the closest unit of exchange (a penny valued price, if we are referring to
the UK market) of such crossing point, depending on the accepting agent.

T=20
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Each definition depends on the parameter j;, i € {b, s}, whose value deter-
mines the type of function. A player’s attitude (in decision making) is called
conservative if the likelihood of accepting low profitable offers is very small.
Thus a conservative attitude, for the buyer, corresponds to G, >> 1, whereas,
for the seller, is given by s << 1 The parametric definition for the acceptance
probability functions allows us to assess the effect of different player’s attitudes
on the negotiation outcome (as we will see we verify several configurations of our
model corresponding to different combinations, (35, 8p), of the acceptance prob-
ability functions). Finally we point out that, by replacing the decision-making
model of Faratin et al. with the probabilistic mechanism determined by (4) and
(5), we still maintain the semantics of the original; in fact the acceptance of an
offer corresponding to the crossing point of buyer’s and seller’s NDFs is certain.

3 The PRISM Model of Negotiation

In this section, we describe the Markovian model of the negotiation framework
(with probabilistic behaviour) introduced in the previous section. We developed
a Discrete Time Markov Chain (DTMC) which represents the behaviour of two
bargainers alternatively throwing offers according to the NDF families (1) and
(2) and adopting the probabilistic decision mechanism described by the family
of functions (4) and (5). We have used the PRISM model-checker to implement
and verify the DTMC model of negotiation. Before describing some details of
the DTMC model we provide brief background to the PRISM tool and to the
Probabilistic Computational Tree Logic (PCTL), the temporal logic used for the
verification of DTMC models (for a more detailed treatment of the subject the
interested reader is referred to the vast literature, examples of which are [1,9,

11,13)).



3.1 The PCTL Logic and PRISM

Markov chains [8] are stochastic processes suitable for modelling systems such
that the probability of possible future evolutions depends uniquely on the current
state rather than on its past history. A system’s timing is also taken care of with
Markov chain models leading to either DTMCs, for which time is considered
as discrete quantity, or Continuous time Markov chains (CTMC), where time
is continuous. Both DTMC and CTMC models can be encoded in PRISM by
means of a variant of the Reactive Modules formalism of Alur and Henzinger [1].

For issuing queries, PRISM uses either the Probabilistic Computational Tree
Logic (PCTL) [9], if the underlying model is a DTMC, or the Continuous
Stochastic Logic (CSL) [2] for referring to CTMC models. These languages are
variations of the temporal logics used for more conventional Labelled Transition
System model checking (i.e. the CTL of Clarke et al. [5]). Some basic concepts
concerning PCTL model-checking, which is what we consider in this work, are
briefly introduced in the following definitions.

Definition 1. Given a set of atomic propositions AP, a labelled DTMC M 1is a
tuple (S, P, L) where S is a finite set of states, P:SxS — [0, 1] is the transition
probability matriz such that Vs €S, 3, s P(s,s') =1 and L: S — 247 is a
labelling function.

Definition 2. For M = (S,P, L) a labelled DTMC, a path o from state sg € S
is an infinite sequence c=59— 81 —...— S, — ... such that VieN, P(s;, 8;41)>
0. Given o, olk] denotes the k-th element of o.

Definition 3. For o a path of a labelled DMTC M = (S,P,L) and n € N, let
oln=sy—...—s, be a finite path of M. The probability measure of the set of
(infinite) paths prefived by o Tn is

n—1
Prob(oc Tn) = H P(si, Sit1)
i=0

if n > 0, whereas Prob(c T n)=1 if n=0.

Definition 4 (PCTL syntax). For a set of atomic propositions AP, the syn-
tax of PCTL state-formulae (¢) and path-formulae (¢) is inductively defined as
follows:

p:=altt|=¢| ¢N¢|Paply)

pi=0¢ U ¢

where a€ AP, pe[0,1], teN*U{oc} and <e{>,>,<, <},

The PCTL semantics is as the CTL one except for probabilistic path-formulae.
The formula P, () is satisfied in a state s if, and only if, the probability measure



of paths starting at s and satisfying ¢, denoted Prob(s, ¢), fulfils the bound < p.
Formally:

s | Pap(¢) US'") iff Prob(s, (¢ US'¢")) < p, (6)
where the semantics of (¢/ US!'¢") with respect to a path o is defined as:
o=@ USY" iff Ji<t:oli]=¢" AVj<i,oljlE=d. (7)

Essentially, PCTL extends CTL’s expressiveness in two ways: by allowing a con-
tinuous path-quantification (i.e. CTL ezistential and universal path quantifiers
are replaced by a single continuous quantifier, namely P<,)* and by introducing
a discrete time-bounding for Until-formulae. For a complete treatment of PCTL
we refer the reader to [9].

3.2 Modelling Probabilistic Negotiation with PRISM

In this section we describe how we have built the DTMC model of negotiation
through PRISM. For the sake of space we do not include any sample from the
actual PRISM source file. However we discuss the most relevant characteristics
of the resulting models, some of which are a consequence of the expressiveness
constraints of PRISM input language. The model consists of three modules: a
Timer (to keep track of turns); a Buyer; and a Seller. The modules’ parallel
composition is synchronised over two events: time-elapsing (driven by the timer)
and offer proposals (alternatively driven by the buyer and seller).

Piecewise approximation of the NDFs: PRISM input language allows for
representing (finitely many) integer values only (i.e. only finite-states system can
be modelled). As a result the continuous NDFs (1) and (2) are, in our PRISM
models, approximated by (sampling from) piecewise linear functions consisting
of two pieces® (see, for example, Figure 3). The offer function has three parame-
ters: the slope of the first piece, the slope of the second piece and the boundary
(switch time) between the pieces (hence a setting for a NDF approximation is
given by a triple (ny, na, ng) where the first 2 elements represent the slopes of the
first and second piece while the third element is the switch-time; for example,
the curves in Figure 3 refer to a setting (500, 1,2)). The desired setting (boul-
ware/conceder strategy) is chosen through model configuration so that different
tactic profiles are verified.

Model’s configuration: the model we developed is designed to be highly con-
figurable through a number of constants. Before running a verification experi-
ment a configuration is chosen by setting up: the Buyer and Seller NDFs (each

4 PCTL is a superset of CTL’s as: E(¢U¢)=Pso(oU¢) and A(¢U¢) = P>1(pU¢)

® A two piece line is a good approximation for eztreme bargaining tactics (i.e. ¥ ~0
or ¢ >> 1), which is the type of non-linear tactics we address in this work. Less
extreme strategies may be better approximated by multi-piece lines, which would
require minimal modifications to our model in order to be coped with.



of which requires three parameters, first-piece-slope, second-piece-slope, switch-
time), the buyer and seller reservation-price and initial-offer, the buyer and seller
acceptance attitude (i.e. the parameter [ for both acceptance probability func-
tions (4) and (5)) and the time-deadline (which we set to 20 turns for all exper-
iments). In order to be able to assess the effect of substantially different NDFs
(i.e. to compare how NDF’s slopes affect the result of negotiation) we had to
allow for a wide enough acceptance interval (i.e. the interval [ming, maxyp)). As
a result we have chosen a default settings of [1,1000] for such an interval. This
allows us to sensibly verify the effect of slopes values up to 2 orders of magni-
tude different (i.e. 1-10-100). This is the reason why the graphs reporting the
results of our analysis (see next section) refer to such a setting (the x-axis range
is referred to [0,1000]).

MaxS=1000 t
A Buyer-Conceder(500/1/2) ——
900 % Seller-Conceder(500/1/2) ------- =
800 : /
700 l‘,‘ /
600 ll.‘ /
500 ‘!
400 /
300 I “'.‘
200 / ‘l‘.
MinS=100 / .
0 Tsw=2 5 10 15 T=20

Fig. 3. NDFs’ piecewise linear approximation

4 Analysis

In this section we describe the result of the verification performed through the
PRISM model-checker on the DTMC model of Negotiation.

We observe that, the probabilistic decision making mechanism encoded within
the bargaining DTMC model results in a probability distribution over the set of
possible outcomes of the negotiation (i.e. the interval [mings, maz;] CN), hence
over a strategy profile’s payoff.

We have used the verification facilities of PRISM to evaluate the distribution
of probability of two distinct aspects of the model behaviour: the value at which
an agreement is reached, and the delay for reaching an agreement. These mea-
surements can be automatically derived by running a number of PCTL formulae
verifications (the so-called PRISM ‘experiment’ facility, by means of which a
parametric PCTL formula is iteratively verified for each specified value of its



parameters). The corresponding PCTL-like PRISM temporal formula for veri-
fying the probability of reaching an agreement at value x is as follows:

P=2(tt U(agreement) N\(PURCHASE =1)), (8)

whereas the temporal formula for determining the probability of an agreement
to be reached at time ¢ is:

P=(tt U(agreement) N(TIM E=t)). (9)

The reader should not be misled by formulae (8) and (9), in which the PCTL
syntax described by Definition 4 is slightly abused by means of the "=?’ notation.
This is the way PRISM allows for specifying an experiment with respect to one or
more parameters. For example, the result of running a PRISM experiment on (8),
is that the probability of reaching (at some point in the future) a state in which
an agreement is implemented at x, is computed for every value of the z-range
which has given as input of the experiment (hence by choosing [ming, maxp) as
input range for an experiment over (8), we end up deriving the distribution of
probability over the set of possible agreement values).

In the following we report about the results of the model analysis obtained
by verification of (8) and (9) through PRISM experiments. These are grouped
in three different categories, each one of which copes with a different aspect of
the model analysis.

Agreement distribution as a function of players NDF's: here we discuss
experiments which aim to assess how players’ NDFs affect the probabilistic out-
come of negotiation. For this reason, in these experiments we have compared
model’s configurations by varying combinations of NDF's while sticking with a
specific (fixed) combination of Acceptance Probability Fucntion (specifically the
one corresponding to B, =0.2 and (5 =5). The results we present are grouped
according to different combination of NDFs. Each combination is denoted by a
pair Fy(xp/yp), Fs(xs/ys) where F, (a € {b,s}) denotes the type of function for
player a (i.e. either Lin, Boul, or Conc), whereas z, and y, denote, respectively
the first and second piece’s slopes.® Hence, for example, Lin(10)-Lin(100) de-
notes a profile for which both players are using a linear offer function, the buyer
with slope 10 and the seller with slope 100, whereas the profile Boul(1/100)-
Conc(100/1) corresponds to the buyer using a Boulware offer function with first
slope 1 and second slope 100 and the seller using a conceder tactic with first
and second slope respectively 100 and 1. Figure 4(a) and 4(b) compares the cu-
mulative probability distribution (over the default interval, [1,1000], of possible
agreements), for several configurations of, respectively, symmetrical and asym-
metrical, linear NDFs. Some general indications can be drawn from these pic-
tures. For example if players use symmetrical NDF's then a higher concession pace
tends to favour the seller. This is also confirmed by the expectation values which
for the symmetrical case show a (slow) increasing trend Exzp(Lin(10)) ~ 498,

5 as linear functions consist of a single piece, then for Lin, only z, is used.
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Exp(Lin(50)) ~499 and Exp(Lin(100))~ 500 confirming the seller’s advantage
with fast concession behaviour. In case of asymmetrical NDFs (Figure 4(b)),
instead, it is generally more convenient for a player to minimise his concession
pace, as this is going to get him a more profitable expected outcome. For exam-
ple if we compare the curves for profiles Lin(50)-Lin(10), and Lin(100)-Lin(10)
the probability tend to cumulate closer to the supremum of the interval (which
is good for the seller). Again this is confirmed by looking at the expectation val-
ues, which show the same tendency, with Fzp(Lin(50)Lin(10)) ~ 692, whereas
Exp(Lin(100)Lin(10)) ~804.

Agreement delay as a function of players NDF's: here we discuss the ef-
fect that players’ NDF's have on the delay for reaching an agreement. Again we
consider several combinations of NDFs, but this time we deal with the verifi-
cation of (9). Figure 5 depicts the expected time-to-agreement as a function
of the players’ concession pace. It indicates that a faster concession results
in a quicker agreement. It should be noted that the discrepancy between the
symmetrical case (i.e. Conc(x/1) — Conc(x/1)) and the asymmetrical one (i.e.
Conc(z/1) — Conc(1/1)) is due to the early crossing of NDF curves. In fact,
when both player speed up concession at the same pace (symmetrical), NDFs
curves intersect earlier (and for z > 25 within the time-deadline T' = 20) than
they do when only one player (asymmetrical) is increasing the pace of concession.
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Agreement distribution as a function of players uncertainty: here we
discuss the effect of players’ uncertainty (i.e. Acceptance Probability functions)
on the outcome of negotiation. We performed a number of experiments for the
verification of (8), this time comparing combinations of values for the parameters
(Be, Bs) of (4) and (5), while imposing a constant configuration for the NDFs.
Figure 6(a) reports about the expected value of an agreement as a function of
the (B, Bs) parameters. We recall that, in that respect, a conservative attitude
corresponds to G, > 1, for the buyer, and to 85 < 1 for the seller. The curves
in Figure 6(a) allows for comparing the effect of increasing the conservativeness
of a player while the other one’s is maintained constant (in this specific case,
linear). As expected, we can conclude that, conservativeness (in probabilistic
decision making) is desirable for a player, as it improves the expected payoff of
a deal (decreasing it when the buyer becomes more conservative and increasing
it when the seller becomes more conservative).

Agreement delay as a function of players uncertainty: similarly, here
we discuss the effect that players’ probabilistic decision making has on the de-
lay to reaching an agreement. Figure 6(b) reports about the expected time-to-
agreement as a function of the (8, 5s) parameters of (4) and (5). Again the
indication of these results is confirms the intuitiveness, which is: a more conser-
vative attitude results in a (slightly) longer expected delay. It should be pointed
out that the small variability of curves in Figure 6(a) and Figure 6(b) is a direct
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consequence of the small variability of the acceptance probability functions (4)
and (5) corresponding to extreme values of § (i.e. 8, >> 1 and 8; << 1). Finally
from Figure 6(b) one may conclude that the seller’s conservativeness affects the
delay for reaching an agreement slightly less than the buyer’s does. In fact that
difference is only due to the fact that results therein reported refer to experi-
ments in which the buyer is the starting player (i.e. when the seller starts the
negotiation results are symmetrical).

5 Conclusions

In this paper we have shown a different approach to the analysis of multi-agent
system which can be used as an alternative to (or in conjunction with) analytical
methods and/or simulation. We have illustrated how the analysis of specific
negotiation (mixed) strategies can be performed by means of probabilistic model
checking when players’ decision is made through a probabilistic device. This
is achieved by developing an ad hoc probabilistic model which is then verified
against probabilistic properties with the PRISM model checker. This analysis has
helped in comparing the effect that several strategic variables has on two relevant
features of the negotiation process: the (expected) value and the (expected)
time at which an agreement is reached. The results of our verification provided
us with some insights about the behaviour of a system with uncertain players.



Specifically we have shown that, a slower concession pace is generally preferable
for both players (unless in the case of symmetrical strategies for which the seller
is slightly advantaged by faster concession) as well as a conservative attitude
in (probabilistic) decision making. With respect to the delay for reaching an
agreement our analysis proves that faster concession paces (probabilistically)
speed up the negotiation whereas a conservative decision making (slightly) slows
it down.

The model of Negotiation we have developed here is strongly related to the
one introduced by Li et al. in [12]. In [12], the authors study an alternating offers
“uncertain” dynamic framework, where several agents may compete with each
other (by setting aggressive reservation prices) for selling a single item/service
to a (single) buyer. The uncertainty in that framework refers to two aspects:
the availability of competing sellers (i.e. the time of arrival of a seller) and the
reservation price of a newly arrived seller. The authors then introduce specific
heuristics which allows the buyer to dynamically adjust his strategy as a conse-
quence of changes in the environment (arrival of new sellers) and use simulation
to obtain estimations of the framework behaviour. We would like to point out the
main difference between our approach to model uncertainty and the one in [12].
In [12], what is uncertain is the environment behaviour (competitors may enter
the market with a given probability after each time unit, but players’ behaviour
is not inherently probabilistic), whereas in our framework the uncertainty is
represented into the players behaviour (by means of the probabilistic decision
making mechanism). In a sense our model is more general as it abstracts away
from the specific cause of uncertainty (a change in the environment such the
arrival of a new player, for example), and encodes uncertainty directly within
players’ strategies. Furthermore our approach differs from the one studied in [12]
with respect to the verification technique: we use model checking, through which
an exhaustive/exact verification of the model is achieved, as opposed to simula-
tion, which is based on estimations derived from non-exhaustive verification of
the system model.

Following [12], future developments of this work include the extension of our
approach to studying the effect of multiple, uncertain, competing players on the
outcome of negotiation (such a model is currently under development). Finally
we would like to stress that, to the best of our knowledge, this work provides a
novel contribution which shows how a well established and effective automated
verification technique such as model-checking can be used for the analysis of
game-like scenarios.
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Abstract. Security systems can observe and hear almost anyone every-
where. However, it is impossible to employ an adequate number of human
experts to analyze the information explosion. In this paper, we present a
multi-agent framework which works in large-scale scenarios and responds
in real time. The input for the framework is biometric information ac-
quired at a set of locations. The framework aims to point out individuals
who act according to a suspicious pattern across these locations. The
framework works in large-scale scenarios. We present two scenarios to
demonstrate the usefulness of the framework. The goal in the first sce-
nario is to point out individuals who visited a sequence of airports, using
face recognition algorithms. The goal in the second scenario is to point
out individuals who called a set of phones, using speaker recognition al-
gorithms. Theoretical performance analysis and simulation results show
a high overall accuracy of our system in real-time.

1 Introduction & Problem Description

In this paper we address the general problem of Large-scale Biometric Pattern
Recognition (LBPR). LBPR problems include situations where there are streams
of biometric information acquired at a set of locations, e.g. a set of cameras po-
sitioned in several airports. The goal of LBPR solvers is to point out individuals
who act according to a predefined suspicious pattern in real-time. The combi-
nation of multiple locations, streams of input, inaccuracy of biometric tests and
real-time constraints make LBPR problems hard to solve. Furthermore, we as-
sume that suspects do not actively cooperate with the system (as opposed to
fingerprint or iris-scanning tests which require the ”suspect’s” cooperation). In
this paper we deal with the following two representative scenarios:

The airport problem - Assume a sequence of L airports denoted ap1, aps, ..., apy,.
At each airport there are cameras which take one picture of each passenger. The
task is to identify and detain at airport apy, every passenger who flew from ap;
to apa.... to apr.

The tapping problem - Assume a tapping system which listens to L phones.
The task is to identify in real time anyone who called all L phones within a
specified period of time (e.g. a week), in any possible order. The system should
trigger an alarm as soon as the last call ends. Since we assume that the caller
might call from several different phones, we can not use the caller’s phone number



for identification. The LBPR problem lies at the junction of well known research
areas [1-4] which are discussed below.

To solve our problem we use two independent comparison algorithms as a
black box which we denote in this paper as C, and Cs [5,6]. As input, each
comparison algorithm receives two biometric items (a pair of pictures or a pair
of call recordings). The comparison algorithm returns true if the items match,
i.e., both items belong to the same person. Otherwise the algorithm returns
false. Each comparison algorithm is associated with two measurements: false
acceptance rate (FAR) which is the probability that the algorithm receives two
items that do not belong to the same person but it returns true and false reject
rate (FRR) which is the probability that the algorithm receives two items which
belong to the same person but it returns false. There is a trade-off between FAR
and FRR. We assume that C is "FAR oriented”, meaning that minimizing FAR
is more important. Similarly, we assume that C is "FRR oriented”. Formally
we assume that FAR(C1) < FAR(C5) and that FRR(C3) < FRR(C).

There are many computation difficulties in LBPR problems. First, the LBPR
problem space is very large even when a relatively small number of biometric
items is considered. For example, assume that in the airport problem we would
like to capture every person who visited only two different airports (ap; and
aps) and that pictures of 1000 people in each airport were taken. A brute force
solver must compare 1,000 x 1,000 = 1,000, 000 pairs of pictures. Note that the
number of 1000 images per airport is realistic because the cameras’ locations
ensure that only pictures of passengers who board a certain flight are taken.

Moreover, biometric comparison algorithms are not perfect. For example,
current state-of-the-art face recognition algorithms have an error margin that is
unacceptable in large-scale situations [2]. Suppose that all the pictures in the
previous example are of different people. Even an algorithm with an FAR of
1% will, on average, mistakenly positively identify 10,000 of the 1,000,000 pairs
of pictures. Therefore, a picture of a person taken at aps is compared 1,000
times, each time against a different picture acquired at ap;. On average, 10 of
those comparisons will be falsely identified as a match. This will cause all the
passengers of the second airport to be (falsely) detained.

To overcome the above challenges and provide real-time solutions, we present
the multi-agent solver that solves the LBPR problem. We call this solver MLBPR!.
Each agent is responsible for data from one biometric information source (airport
or phone).

The MLBPR solver enables control over the global FRR and FAR of the sys-
tem. Moreover, using a theoretical analysis of the solver we are able to anticipate
its expected accuracy. Thus the user may choose a desired FRR/FAR trade-off.
For example, if the system is used as a fully autonomous system, without human
experts to cross-examine any alarm, we would prefer a very low false alarm rate.
On the other hand, if human experts examine each alarm before any action is

1 'We use the term ’agent’ although the agents might be executed on the same com-
puter, or even as threads belonging to the same program.



Algorithm 1 MLBPR framework: local module
Local-module(Path p, item )

1. Let r,g=Phasel(p, 1)

2. If r="borderline’ Then return Phase2(q, 7)

3. return r,q

Phasel(Path p, item )

1. Let p" =AddItemToPath(p, i, C1)

2. If e(p’) > T1 Then return ‘prune’,null

3. If (Jp'| < L) Then

3.1. return ‘continue’,p’

4. If (e(p") < T1) Then return ‘trigger alarm’,p’
5. return ‘borderline’,p’

Phase2(Path p)

1. Let p’ be an empty path

2. For each item ¢ in I(p)

2.1. p’=AddItemToPath(p’, i, C2)
2.2. If e(p’) > Tp Then return ‘prune’
3. return ‘trigger alarm’,p’

AddItemToPath(Path p, item 4, comparisonAlg C)
1.Letp' =p

2. Add i to I(p')

3. For each item i’ in I(p")

3.1. If C(z,14’) is false Then increment e(p’)

4. return p’

made, we can afford a low false reject rate at the cost of a higher false alarm
rate.

This paper is structured as follows. First we describe the MLBPR in detail
and provide a theoretical performance analysis. Then we present the simula-
tion results which are matched against the theoretical analysis. Next we discuss
related work. A discussion and summary are presented at the end of the paper.

2 MLBPR Framework

The MLBPR uses multiple agents to incrementally build partial biometric sets
of candidate suspects. The agents use two modules: the local module which is
responsible for classifying and pruning current candidates, and the communi-
cation module which is responsible for communication and knowledge sharing
between the agents. Each agent independently runs a communication module
that invokes a local module at different points.



2.1 Local Module

An agent receives new information from two sources. The first source is his
biometric information unit (e.g. a phone call recording). The second source of
information is paths forwarded from other agents. Each agent maintains a data-
base of suspected partial paths PDB.

A path is a data structure defined as p = {1, e}. I(p) = {i1, 42, ..., 4%} is a set
of k items (e.g. face images or call recordings). e(p) is the number of negative
comparison results between any two items in I(p). There are (g) comparison
results in a path of length k. The length of a path, denoted by |p| is the number
of items in I(p). A path p and a new item 4 can be joined together to create a
new path of length |p| + 1. The method AddItemToPath (Algorithm 1) receives
a path p and an item 4 and returns a new path p’ such that I(p') = I(p) Ui and
e(p’) = e(p) + f where f is the number of false results of comparisons of i and
items from I(p).

Suppose we have a perfect comparison algorithm, Cp, in which FAR =
FRR = 0. In this case, the system triggers an alarm only when it detects a
path p of size L (one biometric item from each biometric stream) which has the
maximum number of positive comparison results, i.e., e(p) = 0. For example,
if L = 3, the system should trigger an alarm only if Cp(1,2) = Cp(1,3) =
Cp(2,3) = true. In practice, however, comparison algorithms have non trivial
FRRs and we must consider cases where all items are of the same person, but
some of the comparisons are falsely rejected. For each comparison algorithm
C1,Cy we define a threshold Ty,7T5 where 0 < T7,T5 < (é) The algorithm
triggers an alarm when a path of size L is created and e(p) < T. In other words,
the algorithm allows a path to have e(p) < T false comparisons and still treats
it as a path with matching items which might lead to a target person.

Algorithm 1 describes the local module of the MLBPR framework. As an
input the module receives a path p and a new biometric item i. It returns two
values: (1) a new joint path ¢ which contains all the items in p and ¢ and (2) a
classifier for ¢ which has three possible values:

— ‘prune’ - There is no point in keeping the joint path (and the returned path
is null).

— ‘continue’ - The joint path has a potential to become a target path.

— ‘trigger alarm’ - The joint path is a target path and the system must notify
about it.

The module may return ‘continue’ only if the size of the joint path is smaller
than L. It may return ’trigger alarm’ only for full paths - paths of size L.

Comparing a pair of pictures is time consuming. Thus, in most cases the
algorithm uses C; alone to classify the new path (lines 3-5 in function Phasel).
The only scenario in which Cs is used is a borderline scenario. A borderline
scenario occurs when a full path (|¢| = L), has exactly T} negative results. The
algorithm then uses Cs (function Phase2) as follows. It calculates e(q) again
but this time using C5. The same classification rules are applied but this time
the threshold T3, associated with Cs, is used.



Algorithm 2 Tapping problem - agent A;

IncomingCall(Call call)

1 Add call to calls database CDB

2 For each path p in PDB

2.1 Let r,g=Local-module(p,c)

2.2 If r=="trigger alarm’ Then trigger alarm

2.3 If r==’continue’ Then forward ¢ to agent A;41

IncomingPath(Path p)

1 Add p to PDB

2 For each call ¢ in CDB

2.1 r,qg=Local-module(p,c)
2.2 If r="continue’ Then

2.2.1 Forward ¢ to agent A;4+1

(5 has a higher FAR (and has a greater chance of accepting false candidates).
But this is of less concern since it is used for borderline cases of Cy. At this point
the number of paths has already been significantly reduced and only highly
suspicious individuals have been selected by the earlier phase of C7. Conversely,
the low FRR of this algorithm makes it very effective in verifying the identity
of true suspects. Note that phase 2 is significantly more time consuming than
phase 1. In phase 1 each agent adds one item. The new item ¢ is compared with
items in p, which totals L — 1 comparisons (worst case). In phase 2, the last
agent matches all pairs of pictures using C5, which totals (g) comparisons, all
executed by one agent.

The pruning made by the local-module is lossless in the sense that a system
which uses the module will have the same accuracy with and without the pruning
mechanism. For example, on the first phase, the algorithm only prunes partial
paths which have exceeded the number of errors defined by the threshold 7.
This fact allowed us to ignore the pruning mechanism when we analyzed the
algorithm performance in terms of accuracy. However, pruning is crucial in terms
of run-time.

Note that the same picture might appear in many paths. For example, con-
sider two paths (a,b) and (a, c) forwarded to airport 3. Suppose a picture d was
acquired at airport 3. The agent will be required to match the following pairs
of pictures:(a,d), (b,d) for the first path and {(a,d), {c,d) for the second path.
Instead of activating the comparison algorithm twice on (a,d), the results can
be cached. Thus the outcome of the above is that the main time-consuming ac-
tion of the MLBPR algorithm is comparison-results lookup rather than actual
item-comparison. This notion is important for the time performance analysis
discussed later.



2.2 Communication Module

The communication module is implemented differently for the two scenarios as
follows?:

Tapping Problem: Here we force a linear order on the agents. The first
agent A; acquires phone calls from phone 1 and sends them to As. Any other
agent, Ag, 1 < k < L maintains a database of paths sent by Ai_; denoted
PDB. Each path in PDB is of length £ — 1. Each agent also maintains a call
database denoted C'D B which holds calls acquired from phone k. When a call ¢
is acquired by agent k, each path in PDB is matched against the new call (see
function IncomingCall in algorithm 2). When a new path is forwarded, it is
matched against all calls in CDB (function IncomingPath). Paths that have
sufficient positive comparison results are sent to A1 or trigger an alarm (if the
path was created by the last agent).

Airport Problem: Compared to the tapping problem, the airport problem
is easier to solve. While the tapping problem allows any order of calls, and any
order of calls must be considered, the airport problem considers passengers who
visited the airport in a sequential order ap; — aps — ...apr. A passenger who
visited apy and then app_; can not be a target person. Thus, since we respond
in real-time, we do not match a new forwarded path (just sent from agent k — 1)
with passenger images acquired earlier (by agent k). Instead, we store it in PDB.

3 Performance Analysis

The FAR and FRR of the comparison algorithms are known in advance. However,
a user of such a system would be interested in the global FRR and FAR, denoted
FRR and F AR, respectively. Referring to the airport problem, for example, one
would like to know 1) What the chances are that a suspect who visited all
airports will not be detained at the last airport (FRR); 2) What the chances are
that a person who did not visit all the airports will be falsely detained (FAR).

The thresholds T} and T» affect the relationship between FRR and FAR:
choosing high thresholds will increase the number of innocent people detained,
and decrease the number of target people who get away. Choosing low thresholds
will have the opposite effects.

The following paragraphs describe a formula which expresses the relationship
between FRR, FAR, T, and T5. The formula allows users of the MLBP algorithm
to determine FFRR and F'AR through 77 and 75 adjustments. In order to limit
the errors of the system we would like to find the upper bound for the global
false reject rate and for the global false accept rate. Given the FRR and FAR
of both biometric comparison algorithms, the number of biometric sources L,
the number of biometric items acquired from each biometric source N and the a
priori probability of an individual to match m biometric sources, we will calculate
an upper bound for FRR and the FAR.

2 We start with the tapping problem since the communication module of the airport
problem is a specific case of the communication module of the tapping problem.



3.1 Global FRR

In order to estimate the upper bound of FRR, we find the lower bound of
1— FRR, i.e., we calculate the probability that our system will trigger an alarm
when an individual visits all airports/call all tapped phones. Assume there is
such a target suspect s. What is the probability that s will trigger an alarm
using only the first phase? In other words what is the probability that at least

one path containing a biometric item of s in its last stage, will have at least
L(L—1)
2

— T} positive results?

To simplify our formula, we assume all individuals except s do not “appear”
in more than one location (e.g., in the tapping problem, all callers made only
one phone call each). This assumption gives us a lower bound for 1 — FRR and
therefore an upper bound for FRR. We assume that FAR, FRR < 0.5.Thus the
probability of having a path with at least @ — T positive results is larger
when several individuals appear in more than one location, since there are more
paths which contain matching items and the probability of a positive result when
the items match (1 — FRR), is higher than the probability of a positive result
when they don’t match (overlineF AR).

First, we will calculate the probability of a specific path to reach the final
stage i.e., to have at least @ — T positive results. Then, we will estimate the
probability that at least one path will reach the final stage. Finally we will find
the complimentary probability i.e., the probability that our system will trigger
an alarm when a person is a target person - a person who has visited all airports
or called all tapped phones.

Step I We will calculate the probability of a specific path to have exactly T}
# — T positive results).

The number of tests in a full path of length L is n(L) = # We denote A%

as the probability of a path, which contains L — j matching items i.e., items

acquired from one person and j non-matching items, to have exactly K positive

results in phase u (u’s possible values are 1 or 2).

We denote FFRR,, to be the FRR of the u pass and FAR,, to be the FAR of

the u-th pass. The probability of a path in which all items belong to person s

to have exactly K positive comparison results after the first pass is:

negative results (or

AVE = ("g)) (1 - FRR,)X FRR™ ™K
Similarly, consider a path of size L which contains L — 1 matching items. This
time there are L—1 comparisons of non-matching items. The K positive comparison-
results are the sum of matching items accurately (true acceptance) and falsely
positive results by comparing pairs of non-matching items (false acceptance).
The probability of exactly K positive results using the first phase is the sum
of the probabilities for each such scenario. One extreme scenario is that all
L — 1 non-matching comparisons will falsely return true and K — (L — 1) of the
matching items comparisons will return true. The next scenario to consider is
(L — 1) — 1 of the non-matching items comparisons which return (falsely) true



and K — (L — 2) comparison results of matching items which return true and so
on. Then consider the case of A7 is:

n(L)—K L1
APt =y ( . )FARf—l—i(l — FAR,)"
=0

(g(f)(g (_Ll__12)> (1 — FRRy)K- 1= pRRrH—K=1 = (1)

The formula sums up the probabilities of all the combinations of true positive
results and false positive results which create a path with exactly K positive
comparison results. The first half of the formula calculates the probabilities
related to the comparison results of the non-matching items. The second half of
the formula calculates the probabilities related to the comparison results of the
matching items. For example, ¢ = 0 represents the first scenario mentioned in
the previous paragraph: all L — 1 non matching comparison results return falsely
true and the rest of the true comparison results are associated with the truly
matching comparisons results.

The formula of A7 is similar to the formula of A}™. This time however
the number of non matching comparison-results is (L — 1) + (L — 2) = 2L — 3:

n(L)—K 9L — 3
AP =y ( . >FAR§L31'(1 — FARy)"
i=0

<;(f)<2_L(2_L3__3@')>) (1= FRR)- L0 RR{ 7R (2)

In general a path with L — j matching items and j different non-matching items
has S; = >7_,(L — i) comparisons of non matching items. Generalizing the
above formulas, the probability that such a path will contain exactly K positive

results (using only the first phase) is:

‘ n(L)—K S, ) .
A=) ( iJ)FARlst(l — FAR,)"
1=0
n(L) - S; K—(S;—i) (L)—K—i
1 _ F J K3 F n 3
(5575, )=y )

0 j=0
where S; = ; N .
IEAS (L —i)j#0

Step 11 Ag’k represents the probability that a path which contains L—j matching
items and j different non-matching items will have exactly K positive results
using the second phase. A%’k is calculated exactly like A{"k, using the FRR»
and FARs of the second comparison algorithm.

A path must have at least n(L)—T1+1 positive comparisons in the first phase

in order to trigger an alarm. Alternatively, a path may have exactly n(L) — Ty



positive comparison results in the first phase and at least n(L) — T» positive
comparison results in the second phase. The probability for a path with j items
different from s, to trigger the alarm on the first pass is :

n(L)

> a

’L‘:n(L)leJrl
The probability that such a path will trigger the alarm as a border-line case is:

A{’F(L)*Tl . ZA%J .
i=n(L)—Ts

Thus, the probability for a path with L — j matching items and j non-matching
items, to trigger an alarm is:

A= > AP AN AR
i=n(L)—Ti+1 i=n(L)—Th

We will calculate the probability that at least one path will trigger an alarm.
Let Acc; be the probability that at least one path with L —¢ matching items and
1 different non-matching items will trigger an alarm. Let F; = (L ;1) Since there
is only one path in which all items match, Accy = Ag. As mentioned above, N is
the number of biometric items acquired from each biometric source. There are
(N —1)F, different paths with only one non-matching item (a matching item has
to appear in the last biometric information source) since the non-matching item
can "appear” in every biometric source except the last one ,and in that biometric
source, every item can be a non-matching item. The probability that such a path
will not trigger an alarm is (1 — A;). (1 — A;)N=DF s the probability that
none of the paths will trigger an alarm. The probability for at least one of the
above paths to trigger an alarm is:

ACCl =1- (1 — Al)(N_l)Fl .

Similarly we calculate Acco. There are (N — 1)2F, different paths with two
different non-matching items. The probability that at least one of the paths will
trigger an alarm is:

ACCQ =1- (1 — AQ)(N71)2F2 .

In general, there are (N — 1)*F; different paths with L — i matching items and
¢ different non-matching items. The probability that at least one of these paths
will trigger an alarm is:

Acc; =1—(1— A)N-D'Fi | (3)

The probability that none of the paths of the above form will trigger an alarm
is (1 — Acc;). The probability that none of the paths, of any form, will trigger
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an alarm is the product of all the above formulas. Thus, the upper bound for
FRR is:

L—1

H (1 — Acc;) (4)

=0

3.2 Global FAR

In this section we will focus on the calculation of FAR, i.e., the probability
that an individual s who is not a target will be detained because a path in
which the last acquired item of s has falsely triggered the alarm. We consider a
group of individuals which ”appear” in exactly m < L locations, and calculate
the probability that a specific person will falsely trigger the alarm. We then
multiply this result by the a priori probability of an individual to match m
biometric sources (e.g. call from m different phones).

In order to find an upper bound for F'AR we consider the path which gives us
the highest probability of having maximum positive results among the paths in
which every item is located in m information sources. This is the case in which
the items are distributed throughout all the information sources they match,
i.e., the items in the path are divided into L#J groups of matching items of
size m. The number of comparisons between matching items in such a path is:
c(m) = (M) LE]+ (5 ™1™, Let P be the probability that a path in which
every item is located in m information sources will contain exactly K positive
results in the [-th phase. The probability that such a path will contain exactly
K positive results in the first pass ,for m > 1 is:

n(L)—K

P = Y (C(Z”)> (1- FRR,)*™~ FRR]
=0
where ¢(m) = (7;) L%J (L H;Od m)

n(L)

For m = l,Pll’K = ( K

>FAR{<(1 — FRRy)"D—K

Similar to the calculation of 42", we summarize the probabilities of K sce-
narios, where scenario ¢ represents a case in which ¢ out of ¢(m) matching items
comparisons were falsely rejected. The first half of the formula calculates the
probabilities of accepting ¢(m) — i matching-items comparisons and falsely re-
jecting 4. The rest of the formula expresses the probability of raising the number
of positive comparisons to K with falsely accepting comparisons of non-matching
pairs of items.
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The probability that a path in which the items are grouped into matching
items of size m (m < L) will trigger an alarm is:

n(L) } n(L) }
Po= Y PMgprt®Th Nt
i:’n,(L)leJrl Z:’n,(L)fTQ

The previous formula is an upper bound for FAR of a path which has at most m
matching items. However, each suspect on a full path is attached to many paths
(e.g. the picture of a passenger taken in the last airport appears as the last item
of many paths). A person is detained even if only one path has triggered an
alarm. We must calculate how many paths are attached to each passenger and
incorporate it in our global FAR formula. Let M

legL - N be the overall number of people and p; the a priory probability that a
person’s biometric items appear in j biometric sources. Let vx be the number
of people who visit K airports (v = M - pg). Let N; be the maximal number
of paths with ¢ matching items. Initially we would like to calculate Np_1, i.e.,
paths of size L in which there are L — 1 matching items and the last picture
belongs to a certain passenger s. There are v people who visited all airports.
Each one of them contributes one path in which all items match and an item of s
as the last item. There are vy, 1 individuals who visited L — 1 airports (or made
L — 1 calls to different phones). In the worst case, all of them visited airports
api,aps, ...apr,—1. Thus, they contribute L — 1 paths in which all items match
and the last item is a picture of s. In the worst case, s is a passenger who visited
L—1 airports and N —1 different paths will be created which contain his pictures
(e.g., if L =5, N = 1000 and a passenger s visited airports 2-5, there are 1000
paths which contain pictures of s from airports 2-5 and a picture from airport
1). Thus, the formula of Np_1 is:

L—1)\. L—1
Np_1= <L_1)ZL+ (L_1)0L1+(N—1)

The formula for Ny _o is:

Np_p = (i - ;)’UL(N -1)+ (L B 1)UL1(N —-1)

(é:é)v (N —1) is the number of paths which contain L — 2 matching items out

of vr. (é:;) vr,—1(IN — 1) is the number of paths which contain L — 2 matching

items out of the vy _1. ( )UL,QN is the number of paths which contain L — 2

L—2
matching items out of the vy _s. N(é:g) (N —1) refers to the worst case in which
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a passenger has visited L — 1 biometric sources. Similarly we calculate Np_3:

Np_s= (é - ;) v (N —1)% + (é - ;) vp_1(N —1)% + (i - ;) vp_oN(N —1)

L—-2
+UL3N2+N<L_4>(N—1)2

The general formula for N,,, m > 1 is:

L—m—1 .
L—-1 L—i—1
N,, = Nt—m=1 : Y g
(< m ) VLt s ( m ) vL v

+ N(N —1)t—m-1 <i:21>

To calculate N7 we subtract No, N3...IN;_1 from the total number of paths
attached to a specific passenger in the last biometric source. Our goal is to find
an upper bound. The probability of a path which contains m > 1 matching items
to have positive results is higher than the probability of a path in which every
item is different. Thus, we set an upper bound of the number of paths in which
m # 1 and a lower bound of the number of paths in which m = 1:

m=L—1
Ny = NET - N

m=

[ V)

Now we combine the number of different paths attached to each passenger with
the probability of false acceptance. (1 — P,,) is the probability that a specific
path will not trigger an alarm. (1 — P,,)V= is the probability that no path of
that form will trigger an alarm. The upper bound of the probability that at least
one path attached to a passenger who visited at most m airports, will trigger an
alarm is:

Rejm =1 — (1= Py)Nm (5)

Since there is a dependency between the Rej(m),1 < m < L — 1 the above

formula provides an upper bound. The final formula for the upper bound of
FAR is:

L-1

1 [T~ Rejn) (6)

m=1

In section 4 we will compare results obtained by simulations and theoretical
results obtained by applying the above formulas on the airport problem and on
the tapping problem.

4 Experimental Results

In this section we address the following questions:
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1. How does the problem’s size i.e.: the number of people N and the number
of information sources L affect the accuracy of the algorithm over differ-
ent thresholds (this question is answered by using both simulation formulas
presented in the theoretical analysis section)

2. How do these parameters affect the running time of the algorithm?

3. How close are the theoretical analysis predictions to the simulation results?

In order to answer these questions we implemented simulations of the airport
problem and the tapping problem. For statistical significance we averaged results
from 100 trials of each parameter studied. For each trial of the airport problem,
we created a database which contains the flight plan for each passenger. We as-
sumed a distribution function where most of the passengers only visit one or two
airports of the possible L airports. We modeled this behavior as an exponential
decay function with the fewest people visiting all L airports. We made similar
preparations for the tapping problem simulation.

4.1 The Airport Problem

Simulation Analysis

L N T1,7o FRR FAR FRR FAR

OO O T U

4
4
5
5
6
6
4
4
4

Table 1. Airport problem - Various scenarios and results.

500
500
500
500
500
500
500
500
500
1000
1000
1000
1000
1000
1000
1500
1500
1500

1,0
1,1
1,2
2,0
2,3
2,4
0,1
1,2
2,3
1,1
1,2
2,3
2,4
2,1
2,2
1,0
1,1
1,2

0.1500 0.0001 0.1900 0.0010
0.0900 0.0002 0.1200 0.0001
0.0700 0.0011 0.1050 0.0004
0.0100 0.0682 0.0230 0.0710
0.0700 0.0022 0.0690 0.0004
0.0650 0.0055 0.0580 0.0010
0.8400 0.0000 0.8180 0.0000
0.4700 0.0000 0.4570 0.0000
0.1900 0.0000 0.1840 0.0000
0.0967 0.0012 0.1180 0.0010
0.0900 0.0037 0.0894 0.0019
0.0588 0.0040 0.0490 0.0003
0.0575 0.0108 0.0230 0.0010
0.2500 0.0000 0.2150 0.0000
0.2225 0.0000 0.1890 0.0000
0.1500 0.0001 0.1940 0.0035
0.0900 0.0002 0.1200 0.0040
0.0700 0.0011 0.0940 0.0088

We studied scenarios of 4, 5 and 6 airports. We assumed 500, 1000 and 1500
pictures of passengers at each airport. For each scenario, we experimented with
increasing values of T} and Ty. We stopped when the resulting FAR was no
longer reasonable. We used the performance rates of the state-of-the-art face
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recognition algorithms [5] as comparison algorithms C7 and Cs. C7 had a 10%
FRR and 1% FAR. C; had a 4% FRR and 10% FAR.

Table 1 shows selected simulations and the theoretical bounds®. Each value
represents an average of 100 simulations over one scenario using a certain set of
parameters. The first and second columns show the number of airports and the
number of pictures taken at each airport, respectively. The third column shows
the number of false matches we allow a path to have and still consider it a target
path. There are two numbers for the first and second phase of the algorithm i.e.,
Ty and T5. Columns 4-5 show the simulation results and columns 6-7 show the
theoretical predictions for each scenario. Performance is measured in terms of
FRR and FAR. Though the table shows only a portion of the simulations, the
following paragraphs refer to all the data collected.

In most cases, the theoretical results quite accurately predicted the results
obtained in the simulations. The differences between the simulation results and
the analysis did not exceed 6% for both FAR and FRR. In many cases the
difference was less than 1%. This implies that the user may use the theoretical
analysis to choose a desired FRR and FAR by assigning the thresholds T
and Ty without actually running any experiments. For example, given a set of 4
airports and 500 pictures taken at each airport, one may choose to assign 77 = 1,
Ty = 0 (first line in table 1). The outcomes of such an assignment risk a 15% false
rejection rate while avoiding the need to detain innocent passengers. Alternately,
assigning 71 = 2, To = 0 (line 4) might be chosen to decrease the false rejection
rate to 1% while increasing the false alarm rate to 6.8%. This means that about
34 passengers would require manual examination. Very encouraging results were
obtained across all scenarios. In many cases the MLBPR has obtained a global
FRR of less than 10% with a global FAR of less than 1%. For example, if
L =5, N = 1000 (5,000 passengers total) if we choose T1 = 2,T» = 3 we get
FRR = 5.9%, FAR = 0.4%. Similarly, if L = 5, N = 1500 (7,500 passengers
total) if we choose T1 = 1,T» = 2 we attain FRR = 7%, FAR = 0.1%.

4.2 The Tapping Problem

We studied scenarios of 4 and 5 phone lines. We assumed 100 or 200 calls from
each line which is a reasonable estimation for the number of calls made over
several days. We used state-of-the-art relevant speaker recognition algorithms
(two speaker conversations with limited data) as C; and Cs [6]. C; had a 20%
FRR and 5% FAR. C5 had a 15% FRR and 10% FAR.

The number of phone calls of the tapping problem is smaller than the number
of pictures taken in the airport problem. However, the comparison-algorithms are
less accurate. Thus, reaching a reasonable global FRR and F AR is harder. Table
2 shows selected simulations and the theoretical bounds. Each value represents
an average of 100 simulations over one scenario using a certain set of parameters.
The table structure is similar to table 1.

3 We decided to avoid a graphical representation such as the ROC curve since a con-
tinuous line representation has no meaning when the number of possible results is
small (in this case the number of assignments for the 71 and 7% thresholds.).
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Simulation Analysis
L N T,7>» FRR FAR FRR FAR

4100 1,2 0.2900 0.0206 0.2510 0.0199
4100 1,3 0.2400 0.0473 0.1110 0.0512
4100 1,4 0.1900 0.1693 0.0680 0.1990
5100 2,4 0.3800 0.0070 0.0800 0.0140
5100 3,3 0.1300 0.1373 0.0001 0.1950
6 100 4,3 0.2100 0.0045 0.0186 0.0222
6 100 4,2 0.2100 0.0038 0.0380 0.0152
6 100 4,3 0.2100 0.0045 0.1860 0.0222
4200 1,1 0.3400 0.1137 0.2750 0.1160
4200 1,2 0.2800 0.1302 0.1600 0.1330
5200 2,4 0.2600 0.0347 0.0210 0.0410
5200 2,5 0.2400 0.0401 0.0130 0.0460
6 200 4,3 0.1400 0.0430 0.0060 0.0570
6 200 4,2 0.1500 0.0380 0.0077 0.0480
Table 2. Tapping problem - Various scenarios and results.

Here too, the theoretical analysis yielded successful predictions of the FAR.
However, the F'RR predictions of the theoretical analysis at times did not match
the results obtained by the simulations. The F RR measures the relative number
of rejections of a total number of target persons. For the tapping problem, we
assumed that the number of people calling all the phones was only one or two.
Thus, the number of possible values for each simulation is extremely low. For
example, if the scenario includes one target person, the possible values of the
FRR are either 0% or 100%. The theoretical analysis assumes a valid statistical
domain and fails to predict such a scenario. In spite of the high inaccuracy of the
voice-recognition algorithms, the algorithm produced reasonable rates in various
scenarios. For example, if L = 5, N = 100, and we choose T} = T = 3 we
attain FRR = 13%, FAR = 13.7% which means that about 14 callers will need
further examination during the whole tapping session. Note that a relatively
high percentage of F'AR is still acceptable since the tapping problem deals with
a relatively small number of items (100 and 200 in our simulations).

4.3 Time Performance

We also measured the time performance of the MLBPR algorithm. As mentioned
above, the comparison results are cached. Thus, we did not execute a comparison
algorithm more than once on a pair of items. The time performance is dominated
by the number of lookup matches. Using a comparison-algorithm with a high
FAR in phase 1 of the local-module will generate many paths. Obviously, a
high number of items N also increases the number of paths. A high number
of biometric sources L mainly influences the last agent. The last agent is the
only agent who uses the costly second pruning phase. This agent has the most
time intensive decision to make, namely deciding in real time which passenger to
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single out. The algorithm uses (g ) tests (in the worst case) in the second phase.
Therefore the longer the path, the more time needed by the last agent of each
path.

Fig. 1. Time of last agent per N,L =5

All tapping simulations ended in a matter of seconds, so we focused our time
analysis on the airport problem. Figure 1 shows the time performance of the last
agent for 4, 5 and 6 airports over an increasing number of pictures taken at each
airport. When L = 4, 77 = 2, when L = 5, T} = 2 and when L = 6, T} = 1.
Note that even when N = 1000 and L = 5, the final agent was able to render a
judgment under 12.5 seconds using a Pentium IV 3.0 Ghz computer with 1 GB
of memory.

Two interesting phenomena are depicted in figure 1: (1) The five-airports
simulation is slower than the six-airports simulation. (2) Moreover, when there
are less than 700 pictures the four-airports is slower than the six-airports sim-
ulation. Both phenomena can be explained considering the previous paragraph.
As mentioned above, T7 has a large influence on time performance. Only one
error was allowed for the six-airports simulation while two errors were allowed
in the five (and four) airports simulations. Thus, more paths were generated and
forwarded in the five-airports simulation. The reason the six-airports simulation
became slower than the four-airports simulation as the number of pictures in-
creased is the increasing number of paths which reached phase 2. Phase 2, which
is executed on borderline paths of size L, involves L(L — 1)/2 picture matches
which are 6 matches for the four-airports simulation and 15 matches for the six-
airports simulation. As the N grew, the number of borderline cases also grew,
which slowed down the six-airports simulation.

5 Related Work

LBPR problems lie at the junction of well known research areas: multi-modal
biometric identification [1, 2, 7], data mining [3, 4], bioinformatics [8] and activity
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recognition [9-11]. In the following paragraphs we will present a brief overview
of these subjects and explain the LBPR uniqueness. We use the airport problem
as a representative problem of the domain.

The solutions to all LBPR problems mentioned above must involve a bio-
metric system [1, 2, 7]. One sub-domain of biometrics is biometric identification
[12]. A biometric identification system tries to identify an individual by match-
ing his/her biometric feature set to all feature sets in its database. Three main
differences make it impossible to use identification biometric algorithms to solve
LBPR problems. First, there is no template database to which the acquired pic-
ture can be compared. The person who traveled through L airports in a sequence
was not known to the system a priori. His recent actions made him a target. Sec-
ond, there is not a single test which can classify a person as a target. Even if the
biometric tests were perfect, only a series of tests with positive results makes
a person a target. The last difference is the time issue. The results must be
calculated in real-time, before the suspect leaves the last airport.

The local-module uses two phases of processing to classify paths. Multi-modal
biometric systems use multiple biometric modalities [1, 2, 13, 7]. Using more than
one type of evidence or algorithm can improve robustness to noise, and increase
security and accuracy. The tests are either merged together or used in an or-
dered way as a main and a secondary classifier. For example, in [13] iris and
face biometric data are jointly used to achieve a higher accuracy of identity
recognition. Hong and Jain developed multi-modal systems which combine face
and fingerprint information [14]. Face recognition was first used to create the
best n possible matches. They chose to use this method first due to its speed.
Then, fingerprint information was used to identify the person from the n possible
matches. To solve the LBPR problem we use two comparison algorithms to com-
pare some of the pictures. In this sense our proposed system can be categorized
as a multi-modal system. Note however, that multi-modal systems use multiple
tests to increase accuracy over one query. To the best of our knowledge, none
of the multi-modal algorithms aim to find a set of matching items over multiple
sources.

One of the main targets of data mining research is pattern discovery. Pattern
discovery algorithms try to discover interesting patterns in a given database.
Although LBPR problems also focus on finding a pattern in a large amount of
data, they cannot be classified as traditional pattern discovery problems. The
imperfect tests (the biometric comparison algorithms) create noise in the system
which does not allow us to use regular data-mining algorithms.

A melding of molecular biology with data-mining has created the field of
bioinformatics. One of the main problems of the field is homology-search [8].
Two proteins are homologous if they have related folds and related sequences.
Popular homology search algorithms receive a new found protein as input, and
search in protein databases for matches [15, 16]. Homology search shares several
attributes with MLBPR. Both problems search for target patterns in a large
database. Both problems also have to positively classify sequences which are not
a perfect match to the target pattern. However, while bioinformatics problems
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use static databases, the MLBPR database rapidly changes. Popular sequence
matching algorithms in bioinformatics [15, 16] assume cached databases in which
extensive preprocessing has been done.

Another related domain is Plan recognition [17,18]. Plan recognition is the
process of inferring another’s plans, based on observations of his interaction with
the environment. Usually, the agent is provided with a plan-library which holds
a number of possible goals, sub-goals and the actions which might be executed
for each goal. The agent then tries to match it’s observations on the other agent
(the other agent might be a human user) to the plan library in order to infer
the other agent’s plans. Both LBPR and plan-recognition domains seek a known
pattern (a plan) from opponent(s) actions. Time performance is important in
both domains [18]. However, LBPR concentrates on finding one rare pattern.
Its target plan library holds only one plan. Moreover, the problem involves a
relatively large number of independent agents.

Recently there has been an increasing interest in the field of activity recog-
nition [9-11]. The input of activity recognition problems is usually one or more
video streams from video cameras or a GPS device. The goal is to identify and
learn patterns of behavior of the object under surveillance. The challenges of
activity recognition research are related to the detection, representation and
recognition of motions. LBPR problems, however, do not involve any motion
detection or fusion of video streams. Instead, it copes with finding a target pat-
tern across multiple independent sources with independent inputs, e.g. cameras
located in different airports as opposed to a set of video cameras which perceive
different angles of the same location.

6 Conclusions

In this paper we have addressed the domain of large-scale biometric pattern-
recognition. The goal in LBPR problems is to single out, in real-time, any indi-
vidual who acts in according to a suspicious pattern. The combination of multi-
ple locations and streams of input, inaccuracy of biometric tests and real-time
constraints make LBPR problems hard to solve.

We have presented an innovative approach - the MLBPR - a multi-agent
solver for the LBPR problem. The MLBPR uses multiple agents to incremen-
tally build solution candidates. Each agent consists of a local-module and a
communication-module. The local-module prunes candidates which do not reach
a certain threshold. Borderline cases go through a secondary process of classi-
fication. Theoretical analysis of the local-module provides upper bounds of the
algorithm’s global performance. Simulation results of the problems show a high
accuracy of the solver while the number of innocent people detained is kept low.
All results were obtained in real-time.

We would like to extend our research in three directions. First, we would
like to solve new LBPR problems using the MLBPR framework. Second, we
would like to generalize the algorithm to exploit more than two comparison al-
gorithms. We are interested in substantiating the generalization with theoretical
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analysis. Intuitively, increasing the number of comparisons will improve overall
performance. A third direction for future work is to include time performance
in current theoretical analysis.
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Abstract. Markov decision processes (MDPs) are applied as a stan-
dard model in Artificial Intelligence planning. MDPs are used to con-
struct optimal or near optimal policies or plans. One area that is often
missing from discussions of planning under stochastic environment is
how MDPs handle safety constraints expressed as probability of reach-
ing threat states. We introduce a method for finding a value optimal
policy satisfying the safety constraint, and report on the validity and
effectiveness of our method through a set of experiments.

1 Introduction

The First Law of Robotics [1]
A robot may not injure a human being, or, through inaction, allow a
human being to come to harm.

~Isaac Asimov 1942

1.1 Motive

Autonomous agents need to behave safely in the real world. Weld and Etzioni
[2] dealt with this issue for agents in a deterministic world with “dont—disturb”
conditional constraints. Under real world situations, an agent would have only
partial information and there would be exogenous events to be dealt with which
are not addressed in their paper.

By applying utilities to address the safety issue and to avoid fatal states,
one could use negatively infinite rewards (or punishments). This however would
mean, that right from the initial state, the agent cannot perform any actions
which have even a minute probability of reaching the infinite punishment as
shown in Figure 1. In fact, inaction can be just as dangerous, since an agent
cannot prevent a human from harming herself for instance. As an example, the
state drawn in dotted line of Figure 1 is an unsafe state with infinitely negative
reward, and we want to avoid it at all costs. Therefore we want the probability
of going to the unsafe state under a certain Risk Tolerance Threshold. With
this explicit measurement technique, the concern of safety can be tackled, and



actions can still be undertaken from the initial state. With a high risk tolerance,
an agent may choose the path indicated by dotted line in Figure 2, where a low
risk tolerance may lead to the path drawn in solid line.

Fig. 1. The problem is demonstrated in the bolded route leading to infinite punishment

Fig. 2. Resulting policy with Risk Tolerance Threshold

The safety issue is critical because the possible tasks that agents are involved
in go beyond performing uncritical tasks such as information retrieval [3]. Vital
and serious situations such as drug prescription and planning for the control of
space vehicles will require reliable solution policies.

1.2 Notion of Risk

When generating a policy, without the use of an explicitly specified Risk Tol-
erance Threshold, one needs to specify both value and risk preferences in the
utility function. This is what one would do without thinking about risk, see
Figure 1 where the negative infinite utility portrays an extreme case of blending



risk preferences into untilty function. However, it is easier to capture user “pref-
erences” by dividing them into acceptable risk tolerance level to enter into fatal
states and value preferences (reward functions for goal states).

The separation of risk from value simplifies the utility function and provide a
direct description for the ceiling acceptance level of reaching the states that we
try to avoid. Two examples are provided here. Firstly, in the United States, a
commercial aircraft needs to satisfy federal safety constraints, e.g. fatal accident
rate needs to be below 0.022 per 100,000 departures. This kind of benchmark
provides a clear guideline for commercial airliner companies to follow, and so
the companies would devote a tremendous amount of resources to prove that
the restriction is satisfied. Without such an explicit restriction, the businesses
would not be concerned to spend millions of dollars to confirm with the safety
constraint, and may have their own interpretation of safety. Secondly, when a
client invests into a portfolio, the portfolio manager would request the client’s
preferences such as maximum tolerable risk of losing the investment and mini-
mum expected return. According to the preferences, funding could be allocated
to different ventures to generate returns as requested by the client.

As the above two examples have shown, the separation of risk tolerance
threshold (RTT) from utility function provides a genuine measure of user’s aver-
sion towards certain fatal states.

2 Background

The general planning problems that we are considering involve an environment
that can be modeled by a stochastic process. Readers who are interested in
further readings about planning based on MDPs can use [4], [5], and [6] as
excellent introductory references on the topic. The system’s current state and
the decision maker or agent’s choice of action together determine the system’s
possible next states. The agent prefers to be in certain states (i.e. goal states) over
others, and therefore needs a course of actions called a “plan” or “policy” that
will lead the agent to those target states, while attempting to avoid undesirable
threat states (i.e. fatal states) along the way.

2.1 Planning based on Markov Decision Processes

The safe planner is based on Markov Decision Processes (MDPs) to model a
stochastic environment. The model would consist of:

— a set of states S,

— a set of actions A,

— cost function ¢: S x A x S — R,

— a set of initial states Sinit € S,

— a set of goal states I' € S,

— reward function R: I — R,

— a set of fatal states ® € S, and I' NP = (), with Punishment ¢ for all s € @,



— state transition function or T'(s,a,s’) is the probability of making a transi-
tion from state s to state s’ using action a.

We assume Fully Observable Markov Decision Processes (FOMDPs) with
finite states and finite actions for a finite time horizon.

The goal and fatal states are absorbing states, and so they are terminal
states during policy execution. Each goal state can have its own reward, and it
is mapped by the reward function R(s). Fatal states, which are not used con-
ventionally in the planning literature, are defined as disastrous and destructive
states that an agent considers dangerous and tries to avoid. We assume that fatal
states are absorbing, as the set of actions A cannot be applied to s € ®. All fatal
states are given one single punishment (i.e. negative reward), and this enables
the safe planner to modify one punishment and regenerate a policy rather than
changing a set of punishments. If there is a distinct punishment for every s € @
during a policy update, the solution space will be multi—-dimensional and will be
computationally expensive to calculate.

2.2 Dynamic Programming

We are given a fully—observable MDP or full knowledge of the tuple defining the
problem: < S, A, Sinit, I, @, T, R, ¢ >. Suppose we are given a policy 7, Bellman
[7] shows that the expected value of such a policy at any state, V™ (s), can be
computed by:

VT(s) = R(s) = &(s) +7 > _ {T(s,a,') x [e(s,a,8) + VT(s)]} (1)
s’eS

where &(s) = ¢ if s € &, and P(s) = 0 otherwise. A policy is optimal if
V7 (s) > 174 (s) for all policies 7’ and all s € S. Bellman’s principle of optimality
[7] forms the basis of the stochastic dynamic programming algorithms used to
solve MDPs, establishing the following relationship between the current optimal
value function and the optimal value function at the previous time step.

Vi'(s) = R(s) — &(s) + ymax { Y Tls,as) x [e(s,a,8') + Vi ()] } (2)

s'es

2.3 Value Iteration

Equation 2 forms the basis of the value iteration algorithm for finite—horizon
problems. Value iteration (VI) begins with the value function V;* = ¢ for each
s € S, so that the initial values of the states are minimum values possible. This
would ensure that the agent would choose an action a € A rather than selecting
inaction. VI then uses equation 2 to iteratively refine the value for each state,
by selecting an action that maximizes reward. At each step t, the value of the



expected reward Vi(s) is computed for each state from the value V;_;(s) that
was computed at the previous step. The algorithm greedily finds an action a
such that V;(s) is maximal, and stores it in the policy. The algorithm stops by a
maximum number of iterations needed to guarantee that Value—Iteration returns
an optimal policy. Another stopping criterion could be:

max [Vi(s) — Vi-a(s)| < e 3)

When doing value iteration, a Q—value [8] function notation is normally used.
We define Q(s,a), the expected cost in a state s when an agent execute action
a:

Q(s,a) = B(s) + R(s) +7v Y T(s,a,) x [c(s,a,8') + Vi (s)]  (4)
s'eS

Then V;*(s) can be obtained by equation:
V' (s) = max Q(s,a), Vs € S (5)

acA

2.4 Other Related Research

Neuneier and Mihatsch [9] have built the Q-Function to be risk sensitive. Re-
search about goal reaching probability above a certain threshold is complemen-
tary to our fatal state reaching probability below the Risk Tolerance Threshold
(RTT). The C-BURIDAN planner from Draper et al [10] [11] is based on the
Bayesian framework, and the planner produces a plan that makes the goal ex-
pression true above a certain threshold. Fulkerson et al [12] considered proba-
bilistic planning and described safety as the probability of reaching a goal. Weld
and Ezioni [2] produced a pioneering work about making autonomous agents
safe. Yet, Weld and Ezioni [2] have assumed the world to be static, and did not
consider a stochastic environment with actions having probabilistic outcomes.

2.5 Directly Related Research

Peter Geibel [13] had the same definitions of risk and safety as defined in this
paper, and used a reinforcement learning algorithm on the Markov Decision
Process (MDP) to generate policies.

Risk and Safety The main contribution of Geibel’s work [13] is to provide the
first available framework to consider undesirable states (i.e. fatal states) based
on MDPs. He defined risk and safety in terms of the probability of reaching fatal
states and offered a solution to find a safe policy above a certain safety tolerance
threshold, while maximizing value of states from the resulting policy.

Definition 1. Given a policy 7, risk is defined as the probability p™ (Sinit) that
the agent will end up in a fatal state s € @ by starting at an initial state s;pit,
and $0 p™(Sinit) is the risk of sinit according to w [13].



If s € @, then p™(s) = 1; else if s € I, then p™(s) = 0 because 2N I" = (. So for
states s ¢ @ U I', the risk depends on the choice of actions. We have,

0" (s,a) = Y T(s,a,8")p"(s) (6)

0™ (s, a) represents the risk that an agent terminates in a fatal state, when it
begins in state s;n;, first executes action a and then follows policy = [13].

Risk Evaluation In essence, the evaluation algorithm uses VI, but we are
given a policy and so at every state, the agent takes an instructed action given
by the policy and evaluate the risk of taking that action: a «— 7(s); p'(s) <
Y owegT(s,a,8) x p(s')], rather than calculating the o-value for all actions
with a state and obtaining a greedy action that minimizes p™(s) as done for
risk minimizing policy gerneration: o(s,a) « > [T (s,a,5") x p(s")]; p'(s) <
minge 4 0(s,a); m(s) <« argmingea o(s,a).

Learning for Value Optimal w—Safe Policy Geibel has suggested an algo-
rithm to acquire a value optimal w—safe policy, where w specifies the amount of
risk that the agent is willing to accept when executing policy m, and called it
7l The agent will try to maximize Q(s,a), and minimize (s, a) with a greedy
policy. The greedy policy is defined as follows: if the agent is in a state s, then
it selects a greedy action a* by

a* € arg mgx()\Q(s, a) —o(s,a)) (7)

0 < XA <1 is used to control the influence of the Q—values compared to the
o—values.

3 Framework

One major contribution of our work is that we considered a different set of
problems from Geibel, so we had different definitions for the features of the
framework such as risk. We have identified several classes of problems relating
to different formations of initial states Sy, and fatal states (Section 3.2) with
associated punishment values. Our framework could be used to solve a more
general class of problems, e.g. each of the fatal states having a unique punishment
value. Also, we have identified the generation of value optimal safe policy 7 as
an interpolation problem, and the most efficient interpolation algorithm should
be used for the task.

3.1 Problem Introduction

This section will define some terminology that is defined for the Safe Stochastic
planning problem, and the underlying principles of the framework.



Terminology

Definition 2. Risk Tolerance Threshold (RTT ) is the mazimum acceptable risk
given by the system user. We use w to represent RTT.

RTT is the concept that identifies the importance of fatal states. It will be
used to identify whether a policy 7 is safe or not.

Another important concept to consider in a framework with fatal states is
risk. Our risk definition differs from Definition 1 provided by Geibel:

Definition 3. The risk p™ (Sinit) of a policy 7 is the weighted average risk of a
set of initial states Sipit-

Definition 1 considers risk as the risk of a single state, but our definition of risk
considers the risk of a policy given the MDP with a set of initial states. A policy
7 is said to be safe if the risk of that policy is below the RTT specified by the
system user, or p™ (i) <w.

Framework Propositions To generate value optimal safe policies, we have
identified several properties about the MDP framework:

Proposition 1. Let m; be the optimal policy of an MDP with fatal states’ pun-
ishment equal to ;. If p1 < @9, then:

Vs & (I'U@): V(s)7} = V()73 (8)

where V (s)x! is the value of state s given policy m; and punishment ¢; for the
fatal states.

Proof. For all s except goal and fatal states, if we increase the value of pun-
ishment, with the same setting for all other parameters for an MDP including
policy, the value of that state is bound to decrease.

Vs ¢ (VD) :V(s)f, =2 V(s)F] (9)

Now assume that after increasing the fatal states’ punishments from ¢; to o,
the optimal policy’s value for at least one state (s’) increases:

V(s < V(s)gz (10)

T2

Given equations 9 and 10, for the state s’ we’ll have:
V(s e > V(i (11)

Now, we can use my for ; and obtain better value for some states (including
s'), but 7 is supposed to be the optimal policy. Thus, Proposition 1 is proven
by contradiction.

Similar to Proposition 1, we recognized another property of the MDP:



Conjecture 1. The relationship between the punishment ¢ of fatal states ¢ and
risk p™ of initial states® is inverse, and the function of the relationship is monoton-
ically decreasing. So the higher the value of punishment, the lower the value of

T

pr.

The above conjecture is valid because a resulting policy would be trying to
avoid fatal states more eagerly as punishment is increased, since it would be
more severe to end up in s € ¢. Therefore, risk would be decreased with higher
punishment (. The proposition is shown experimentally to be correct over a
range of randomly generated experiments. See Figure 3.

Risk-Punishment Diagram
0.12 T T T

o

Risk

0.06 [+ : i

0 1 1 1 1 1
0 5 10 15 20 25 30

Punishment Value

Fig. 3. Experimental confirmation of inverse relation between policy risk and punish-
ment value ¢. The details of the experiments are discussed in Section 4. The simulations
are executed on grids with equal number of rows and columns, ranging from 5 to 15
(with a step-size of 2). In each experiment, d/5 of states were randomly chosen to be
goal states, d random states were set as fatal states and d other random states were
initial states, where d is the number of rows in the corresponding grid.

3 risk varies depending on the formulation of the initial states as defined in Section
3.2



3.2 Classes of Problems

Several different classes of problems are identified, and each needs a distinct
planning algorithm — either in terms of a different risk evaluation algorithm
(change in definition of initial state(s)) or in terms of a different interpolation
algorithm to find the correct punishment value ¢ for the optimal value safe policy
. m) represents the value optimal policy that satisfies the RTT w.

Initial State(s) When a set of different initial states needs to be safe, we can
either ensure the safety of a policy, by looking into:

1. The absolute number of safe initial states, as done by Geibel [13]. We initially
obtain the risk-minimal policy #"*, from it, we can obtain the maximum
number of safe initial states. Then, policy is updated to improve the expected
value while not decreasing the number of safe initial states. The algorithm for
this method differs from our value optimal safe policy generation algorithm,
in that the stopping condition for the algorithm is in terms of the number
of safe initial states, rather than comparing the risk of the initial states with
RTT.
or

2. The weighted average risk of initial states.

Definition 4. I is the probability function that stores the probability of a
state to be an initial state. I : Sinie — R. Since I is a probability function,
> sesi, 1(s) =1, then we will have:

P (Simit) = > 1(s) x p™(s) (12)

$€Sinit

We will use this definition of initial states for our framework of planning. So
Equation 12 and Risk Evaluation from Section 2.5 forms the basis of our risk
evaluation algorithm. A probability distribution over a set of initial states
would allow an agent to select which states are more likely to be initial states
and gives the agent more degrees of freedom and control over the system.

Fatal State(s) The main issue arises when we need to find out the minimal
punishments that gives us the optimal policy with greatest V™ function while
satisfying RTT w. There are two approaches of setting the punishment for fatal
states:

1. Same punishment for all fatal states s € . We search in a one-dimensional
space for the minimal ¢ that still makes the policy 7 to satisfy w the RTT.
We have used this definition of fatal states for our planning framework, for
its simplicity and validity in real examples. So the assumption is that fatal
states are homogeneous, and the agent consider them to be all disastrous
and destructive regardless of which s € @ is of concern.



2. Different punishments for fatal states s € @. This will complicate the root
finding algorithm to determine optimal punishments for every s € &, be-
cause now the root for the different punishment values resides in a multi—
dimensional space.

3.3 Value Optimal Safe Policy Generation

One observation of critical importance is that the function between punishment
and risk is a step function, as shown in Figure 3. This has profound impacts on
how the framework works.

By Propositions 1 and 1, it can be deduced that in order to generate a value
optimal safe policy 7 that maximizes value while satisfying the RTT constraint
(i.e. w—safe), we need a punishment ¢ that is on the step of the function between
“Punishment and Risk” that is nearest and below the RTT’s w-line, shown as the
line in bold below the dotted line in Figure 4. At this interval of the punishment
values, we still satisfy the RTT restriction, and yet that is the minimum possible
punishment value possible to achieve this limitation. So this punishment will
give us the maximum value function with the generated policy.

Fig. 4. Position of Optimal ¢

Regula Falsi For discussion purposes, let f(x) be a function that accepts a
¢ value as input parameter, and generates a value optimal policy 7, based on
the RTT w. Then f(z) evaluates the risk of the policy based on the Algorithm
stated in Section 2.4 for Risk Evaluation and returns that risk as output of the
function.

The Regula Falsi [14] algorithm (false position) is a method suitable for
finding function roots based on linear interpolation. Its convergence is linear,
but it is usually faster than the bisectioning method. At each step, a line is
drawn between the endpoints (a, f(a)) and (b, f(b)) and the point where this
line crosses the RTT’s w-line is taken as a “midpoint”. The function’s value is
calculated at the “midpoint” and its sign is used to determine which side of the



interval contains a root. That side is a smaller interval containing the root. The
method is applied recursively until the target interval is sufficiently small (say
with precision €).

Here is a description of how Regula Falsi is done for root finding of punish-
ment ¢ by interpolation: First we bracket the root. That is, we find two numbers
a and b so that [a, b] encloses the root (or f(a) and f(b) are on different sides of
RTT. Then we find the point (¢,w) on the RT'T’s w-line where the straight line
L joining the points (a, f(a)) and (b, f(b)) crosses the w-line. The value of ¢ is
computed by the following equation:

c:(a—b)xw—axf(b)+bxf(a) (13)
Fla) — 7(0)

There are three possibilities:

1. If (w — e)<f(c)<w, ¢ is the root, and we are done.
2. If f(c) x f(a) <0, the root lies in [a, ¢|. Let b = ¢ and recurse
3. If f(c) x f(b) <0, the root lies in [c¢,b]. Let a = ¢ and recurse

This algorithm is demonstrated in Figure 5, note that z(* indicates the
position of the new punishment value at the ith iteration.

Fig. 5. The Regula Falsi process

Root Finding for Punishment ¢ To take into account of all cases, Reg-
ula Falsi interpolation is insufficient. Initially two end points will be chosen for
the root finding algorithm. The point with smaller punishment (a, f(a)) will be
(0, £(0)) where f(z) is as defined in Section 3.3 previously, and the point with
larger punishment (b, f(b)) will be the maximum reward out of all goal states
multiplied by 10 which will hopefully give a sizable interval so that Regula Falsi
can be done. Thus the larger punishment is:

p= Isr.lealg((R(s)) x 10 (14)



Where I' is the set of all goal states.

However, if f(b) > RTT, then we should increase b until we have a a point
below the RTT line. In this case, at each step, we set the next punishment value
by Extrapolation (which will be discussed in Case 4). Also, if after a certain
number of computation steps, we don’t see such a point, “No Policy” is returned
as the result. 4

Now we have two initial values for root finding, we will consider each possible
case for root finding in turn:

— Case 1: If f(0)<w, then RTT is higher than the risk for the value maximal
policy that does not consider fatal states as a threat. So all policies are safe,
and we will return the punishment for the policy that has the maximum
value or ¢ = 0.

— Case 2: If f(0)>w>f(b), RTT is in between the two end points. We will
start doing interpolation by Regula Falsi, with initial punishments of 0, and
f(b). Return the result from the Regula Falsi algorithm as the optimal ¢.

— Case 3: If by doubling the punishment for a limited number of times, we
could never have a policy with risk less than RTT, then there is no policy
that will satisfy the RTT. So signal the agent by returning —1 to indicate
that there there was no ¢ that will generate a policy that satisfies RTT.

— Case 4: The only other case left is that if there is a solution but it is
not on the interval [f(a), f(b)]. We will do extrapolation to find optimal ¢.
Extrapolation is done in the same fashion as Regula Falsi interpolation to
find a new point ¢, but the difference is that the condition of which point
((a, f(a)) or (b, f(b))) to drop is changed. We will drop the point with f(z)
having further distance to the RTT’s w-line.

Final Policy Generation After running the root finding algorithm, we would
have the minimal ¢ punishment value that would still assure the RTT. With
this ¢, we could generate the final optimal policy 7 by using Value Iteration.
One exception is that if the ¢ returned from Section 3.3’s root finding algorithm
is —1, then none of the policies will satisfy the RTT. So, in this case, the Risk
Minimal Policy will be returned.

4 Experiment

4.1 Grid world environment

We used a similar Grid world environment as stated by Geibel. The only differ-
ence is that at the border states, actions that would lead the agent off the grid
are not applicable. We consider a 6 x 6 grid world that is depicted in Figure
6(a).

4 If the two points were located on the same step, we increase the right punishment
arbitrarily until we find a point under RTT
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Fig. 6. Grid World and different types of Policies [13]

Each grid is a state. F’s denote Fatal states, and G’s denote goal states
positioned at (2,2) and (6,6).

The fatal states are selected to be on the left and bottom boundaries, and
goal states are positioned on the two corners to create dangerously positioned
(2,2) and safely positioned (6,6) goals.

The given actions are right left <, —, up 7, and down |. In the border
states, actions that would lead the agent off the grid are not applicable. Geibel
allowed those actions, and by doing such an action, the agent does not change
current state. But if such an action is allowed, when punishment gets extremely
enormous, and if the state is beside a fatal state, the agent may prefer to keep
choosing that action and stay in the same state rather than moving.

With a probability of 0.21, the agent is not moved to the direction specified
by the selected action but to one of the three other directions. As an illustration:
when the initial state is (3,4) and the agent chooses action T, then it advances
upwards with probability of 0.79 to (3,5), or one of the other three directions
with probability 0.21. So with probability of 0.07, it will be transported to (2,4),
(3,3) or (4,4).

We have chosen the reward to be 1 for both goal states, and no cost on
transition between different states. The discount factor was selected to be 0.9
(v = 0.9), so that the agent would try to find the shortest path to reach a goal
state.

4.2 Results

Value Maximal Policy 7* Value maximal policy 7* should be generated with
punishment ¢ = 0. The policy 7* is shown in figure 6(b).

The policy simply finds actions that lead the agent to a goal state on the
shortest path available, and completely ignores fatal states. Even a state like
(2,6) has optimal action as down | and will try to move towards goal (2,2)
rather than goal (6,6), although it will be highly probable for the agent to fall
into a fatal state starting at the initial state (2,6).

Risk minimal policy 7"™* The near Risk minimal policy is generated by pun-
ishment value of ¢ = maxser(R(s)) x 10. In this case, because a reward of 1 is



given to all goal states, the punishment is 10 (as a result of 1 x 10, see equation
14).

The generated policy 7™ is reasonable as only states (2,3) and (3,2) are
trying to reach the goal state (2,2), and all other states are more focused on
attempting to avoid fatal states rather than finding a shortest path to a goal
state. All those other states try to reach goal (6,6) at the safe region of the state
space.

Final Value Optimal Safe Policy 7]* Let us select (2,4), (3,4), (2,3) and
(3,3) to be our possible initial states, and a probability of 0.25 is given to all
initial states®. Now from the evaluation of risk by Equation 12, we can see that
the policy generated with punishment of 0 has a risk of 0.1039 and value of
0.675%, and the policy generated with punishment of 10 has a risk of 0.0491 and
value of 0.095.

If we define RTT to be 0.08, after our root finding algorithm is used, the
optimal punishment ¢ is found to be 4.36. The final policy is shown in Figure
6(d).

This final policy «* has a risk of 0.075 and value of 0.3425 (given (2,4),
(3,4), (2,3) and (3,3) as our initial states).

If we list the policies {7*, n*, #"*}, their risks {0.1039, 0.075, 0.0491}, and
their values {0.675, 0.3425, 0.095}. We can see that «* has the risk closest
to RTT, and a much higher value than can be achieved by n"*. These results
obtained through our algorithm are in accordance with Geibel’s experiment [13].

Lastly, only one interpolation step was needed to find the optimal ¢, so the
root finding algorithm performs efficiently in this experiment.

5 Conclusions and Future Research

We provided a solution to avoid fatal states during planning with probability
above a certain Risk Tolerance Threshold (RTT). Given an initial state proba-
bility distribution, the risk of a policy can be calculated based on the evaluation
algorithm. If the risk of the policy is much less than RTT, the value of the pol-
icy will be increased by decreasing punishment given to fatal states, although
this will also result in increased risk. A root finding algorithm is used to find the
maximum punishment that allows the Value Iteration algorithm to still generate
a safe policy, so that we can have the maximum value possible while satisfying
RTT.

The most immediate extension to the work is to have multiple fatal states to
have different punishment values, instead of a single punishment value for all s €
@. This extension would involve solving for a root in a multi—-dimensional space.
Another possible extension is that we currently assume complete knowledge of

5 The probabilities need not necessarily be the same.
5 Value is calculated the same as risk by using equation 12, except that now we replace
individual risk with individual value of initial state.



the problem domain, which is not valid in many situations, so one can extend

our work to Partially Observable MDPs or POMDPs.
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Abstract. Layered architectures are a proven principle for the design
of software systems and components. The paper introduces a layered
reference architecture for multi-agent systems which assigns each agent
property to select layers. It demonstrates how the same reference archi-
tecture provides a framework for a dependability model that associates
the sources of failures and the ensuing error handling with a specific layer,
thus integrating dependability directly into the design of agents. The ar-
chitectural approach is illustrated by several dependability mechanisms
that assume transactional conversations.

1 Introduction

Dependability is not one of the favorite topics in the agent literature. Agents
never seem to fail, at worst they behave in ways not expected or desired by their
peers. But other disturbances do occur, disturbances that are outside the control
of the agent system. Consider a job-shop situation where an order-agent nego-
tiates with several machine-agents following the Contract Net Protocol (CNP).
Suppose that the protocol has progressed to the point where some machine-
agent A submits an offer to the order-agent. Suppose further that the order-
agent’s accept message never reaches machine-agent A due to a communication
failure. If no precautions are taken, machine-agent A forever holds the resources
reserved for the order-agent, while the order-agent never gets his order fulfilled.
Other failures are conceivable as well. Suppose that towards the end machine-
agent A breaks down while processing the order, or takes longer than promised
because it encounters some shortage. The order-agent would be expected to find
some way around the problem if it were designed to handle such a contingency.

* This is a revised and consolidated version of two contributions to the 2004 and 2006
workshops on Safety and Security of Multi-Agent Systems (SaSeMAS) [1, 2]. The ref-
erence architecture has also been presented as a short paper at the 5th International
Joint Conference on Autonomous Agents and Multi Agent Systems (AAMAS2006)
[3].

** This work was in part funded by the Deutsche Forschungsgemeinschaft (DFG, Ger-
man research council) within the priority research program (SPP) no. 1083.



Generally speaking, we call a software agent dependable if it maintains its
service according to specifications even if disturbances occur within the agent.
We call a multiagent system dependable if its constituent agents are depend-
able and the system as a whole meets its objectives at all times. To achieve
dependability the agent or multiagent system must include internal mechanisms
that guarantee that all services are rendered according to specification no matter
what happens to the agent.

Engineers are trained to design systems that take into account that something
out of the normal can occur, and so should software engineers. Our introductory
example seems to indicate that failures may occur, and occur on various levels
of abstraction all the way from technical communication to peer collaboration.
Correspondingly, their remedies will involve different levels of abstraction. One
concept of software engineering that recognizes levels of abstraction is the design
of software systems in the form of a layered architecture. It is the main thesis of
this paper that if such an architecture exists for software agents one should be
able to associate a specific failure and its remedies with an individual layer, and
as a consequence can develop a well-structured error model where each kind of
error handling can be isolated and localized.

To support the thesis the paper proceeds as follows. Section 2 introduces
and motivates a layered reference architecture for software agents. Section 3
presents a general dependability model and tailors it to the specifics of a lay-
ered architecture. The results of these two sections are fused in Section 4 into a
layered dependability model for agents. Section 5 discusses some novel depend-
ability solutions within the model and treats one—the transactional conversation
approach—in considerable detail. Section 6 concludes the paper.

2 Reference Architecture

2.1 Agent Properties

We follow the widely accepted doctrine that the non-functional properties decide
the internal organization of a software component [4]. Following Wooldridge
there are four properties that any agent should meet at its minimum [5]:

(1) A software agent is a computer system that is situated and continuously
operates in some environment.

(2) A software agent offers a useful service. Its behavior can only be observed by
its external actions.

(3) A software agent is capable of autonomous action in its environment in order
to meet its design objectives, i.e., to provide its service.

(4) As a corollary to Property 3, the autonomy of a software agent is determined,
and constrained, by its own goals, with goal deliberation and means-end as-
sessment as parts of the overall decision process of practical reasoning.

Properties 3 and 4 let the observed behavior appear non-deterministic or—
more benignly—flexible and, hence, set software agents apart from object-orient-
ed software [6]. Wooldridge claims that flexibility is particularly needed when



the environment appears non-deterministic as well. He calls a software agent
intelligent if it is capable of operating in a non-deterministic environment, and
associates four more properties with it:

(5) An intelligent software agent is reactive, that is, it continuously perceives its
environment, and responds in a timely fashion to changes that occur.

(6) An intelligent software agent achieves an effective balance between goal-
directed and reactive behavior.

(7) An intelligent software agent may be proactive, that is, take the initiative in
pursuance of its goals.

(8) An intelligent software agent may have to possess social ability, that is, is
capable of interacting with other agents to provide its service.

We note that—apart from Property 8—Wooldridge’s properties say little
about multiagent systems. Therefore, we extend Property 4 to include among
the goals both the agent’s own and those of the entire agent community. Other
properties such as technical performance and scalability of multiagent systems
are important but will not be considered in the remainder.

2.2 Layering

It would be most convenient if we could develop an architecture that covers all
agents no matter what their service and where only certain details must still
be filled in for a specific agent. Such an architecture is called an architectural
framework or a reference architecture. It provides a set of guidelines for deriving
a concrete architecture and, consequently, can only be defined on the basis of
generic properties. And indeed, the eight properties from above apply to an agent
no matter what its application domain is.

Reference architectures follow specific architectural patterns. One of the most
popular patterns is the layered architecture. An architecture is layered if one can
repeatedly construct the functionality and the qualities (non-functional proper-
ties) of a more abstract higher layer from those found on a more detailed lower
layer [7]. The layers pattern has in the past been applied to agents as well (e.g. [8,
9]). However, the proposals always seem specialized towards the BDI frame-
work, do not—as is usual for distributed systems—separate internal processing
and communication, and avoid the layers for the computing infrastructure. Our
proposal below intends to be more complete.

Since Properties 1 to 4 are the ones shared by all agents, our goal is to
determine the basic layered structure of our reference architecture from these
properties. Properties 5 to 8 of intelligent agents should then have an influence
only on the internals of some of the common layers.

We note in passing that layered architectures are first of all design architec-
tures. During implementation one may elect, for performance reasons, to add,
fuse, omit or rearrange components and layers.



2.3 Individual Agent Architecture

Properties 1 and 2 suggest a first division, with a lower part providing a com-
puting infrastructure and the upper part reflecting the service characteristics. In
addition, properties 1 and 3 indicate that the lower part be further subdivided
into two layers L1 and L2. L1 should supply all the ingredients necessary for an
executable component whereas L2 adds all mechanisms specifically geared to-
wards agents. Both layers should further be subdivided vertically to reflect the
agent’s internal operability (the “computer system” in property 1 and the “au-
tonomy” in property 3) and its interaction with the environment. Consequently,
layer L1 includes operating systems functionality and data management facil-
ities as offered, e.g., by relational database systems, but also the sensors and
effectors necessary for the interaction. Layer L2 contains the central parts of a
typical agent development framework such as the life cycle management of an
agent (Property 1) or the individual control threads for each agent (Property
3), but must also translate the sensory input into perceptions and provide the
actions that drive the actuators.

The upper part can be subdivided as well. To meet Property 2 the agent must
have some understanding of its environment, i.e., the application domain and its
active players. The understanding is reflected on layer L3 by the world model
of the agent. Ontologies are the modern way to provide a deeper knowledge.
Services for statically analyzing a given ontology and dynamically updating and
adapting it are generic in nature and are tailored to an application domain by
schema mechanisms.

A next higher layer 1.4 realizes the agent behavior according to Property 4.
The layer must include all mechanisms necessary for goal deliberation and means-
end assessment. Goal deliberation has more of a strategic character, means-end
assessment is more tactical in nature and results in a selection among potential
actions. Since both make use of the world model of layer L3, the rules for prac-
tical reasoning and the world model must match in structure, e.g., distinction
between facts, goals and means, and in formalization, e.g., use of a symbolic rep-
resentation. We restrict 1.4 to the individual goals. A separate layer L5 derives
its actions from the more abstract social and economical principles governing the
community as a whole. Fig. 1 summarizes the reference architecture for agents.

2.4 Locating Agent Intelligence

Given the layers of the reference architecture, we must now assign Properties 5
to 8 of intelligent agents to these layers (see again Fig. 1).

Property 5—agent reactivity—and Property 6—effective balance between
goal-directed and reactive behavior—affect layers 1.3 and L4: The two may in-
teract because the balance may result in the revision of goals and may thus also
affect the world model.

Proactivity of an agent (Property 7) is closely related to autonomy and,
hence, is already technically solved by the runtime environment of layer L2.
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Having control over its own progression as a result of reconciling its long-term
and short-term goals implies the need for additional mechanisms on layer L4.

Property 8 directly affects layer L5: While pursuing common goals the agent
may communicate with other agents to elicit certain responses or to influence
their goals, i.e., it may take a more proactive role than just adjusting its own
behavior.

2.5 Incorporating Agent Interaction

Properties 5 through 8 are also the ones that make multiagent systems a specific
kind of distributed systems.

Technically speaking, a multiagent system is a distributed system where sys-
tem control is entirely distributed, data is completely decentralized, and agents
are loosely coupled. Hence, the basic mechanisms for system control, the inter-
action protocol, must itself be realized in a distributed fashion across the agents.
Since communication between the agents is asynchronous, the communication
mechanism is message exchange.

As is well-known from telecommunications, the corresponding communica-
tion software in each participant follows the layers pattern [7] and, hence, is
referred to as a protocol stack. Consequently, the reference architecture ought to
include a protocol stack as a further vertical division. Taking our cues from the
well-known ISO/OSI model [10], its lower four layers—the transport system—
are oblivious to the purpose of the message exchange and may thus be collapsed
into layer L1, with data communication services such as HTTP or IIOP visible
to layer L2.

However we know more about agent interaction. Communication as specified
by Property 8 is purposeful, and is reflected by the interaction protocols of
layer L5. In between, layer L2 accounts for the sequence of message exchanges
between the agents. Interaction depends on some common understanding among
the agents, i.e., a shared world model and ontology. Layer L3 thus must provide
suitable mechanisms for proper message encoding, e.g., speech act semantics. By
contrast, layer L4 controls the behavior of the individual agent and, hence, does
not seem to contribute anything to the coordination per se.

Fig. 1 shows the complete reference architecture by extending the protocol
stack across all layers. We note in passing that we were able to demonstrate the
higher generality of our reference architecture by refining layers L3 through L5
to BDI [11], and by relating the implementation architectures of JADEX [12]
and InteRRap [13] directly to it [14].

3 A Dependability Model

3.1 Failures and Dependability

We base our conceptual dependability model on (some of) the definitions of
Laprie [15].



A computer system, in our case a multiagent system, is dependable if it
maintains its service according to specifications even if disturbances occur that
are due to events endogenous to the system such that reliance can justifiably be
placed on this service. The service delivered by a system is the system behavior
as it is perceived by another special system(s) interacting with the considered
system: its user(s). The service specification is an agreed description of the
expected service. A system failure occurs when the delivered service deviates
from the specified service.

The cause—in its phenomenological sense—of any failure is a (unintentional)
fault. We should make sure that only very few faults occur in an agent (fault
avoidance). A fault may not always be visible. If it does, i.e., if it is activated in
the course of providing a service, it turns into an effective error. For example,
a programming fault becomes effective upon activation of the module where
the error resides and an appropriate input pattern that activates the erroneous
instruction, instruction sequence or piece of data. Only effective errors can be
subject to treatment.

A dependability model describes the service, the effective errors occurring
within the system, which ones are dealt with and how (error processing), and
what, if any, the ensuing failures are.

3.2 Dependability Model for a Layer

It follows from Section 2 that error processing ultimately takes place within
individual agents. Hence, to make our model operational we need to refine how
processing of errors takes place in the agent. The processing will have to take
note of the nature of the effective error which in turn has something to do with
the nature of the underlying fault.

While all faults we consider are endogenous to the entire system, from the
perspective of the individual agent some may be exogenous, henceforth called
external. The other faults are internal. For example, if we consider a layer in
the reference architecture of Section 2.3, an internal fault may be due to a
programming fault or faulty parameter settings within the code of that layer.
Ezxternal faults are either infrastructure failures, i.e., failures of the hardware and
software the agent depends on to function properly (basically layers L1 and L2),
or peer failures, i.e., faults from agents on the same level of service, that fail to
deliver on a request due to connection loss, their own total failure, or inability to
reach the desired objective due to unfavorable conditions (unfavorable outcome,
see Pleisch and Schiper [16]).

Error processing may itself be more or less successful, and this will affect the
result of a service request. From the service requestor’s viewpoint the returned
states fall into different classes (Fig. 2). At best, the fault may have no effect at
all, i.e., the state reached after servicing the request is identical to the regular
state. Or the state is still the old state, i.e., the state coincides with the state
prior to the request because the fault simply caused the request to be ignored. A
bit worse, servicing the request may reach a state that while no longer meeting
the specification may still allow the service requestor a suitable continuation of



its work (sustainable state). All three states meet the definition of dependability.
At worst, the outcome may be a state that is plainly incorrect if not outright
disastrous. We introduce the following notions. We speak of fault tolerance if

fault tolerance

/\
o N
regular state state_equwalent = sustainable state incorrect state
original state

fault
mitigation

fault
containment

initial state

Fig. 2. States after service provision

undisturbed service
execution or
fault resilience

error
exposure

a service reaches one of the three dependability states. Specifically, under fault
resilience the correct state is reached, under fault containment the old state and
under fault mitigation the sustainable state. Otherwise we have error exposure.

Fig. 3 relates the dependability model to the layered reference architecture,
by showing two layers where the lower layer provides a service requested by the
upper layer. Clearly, fault resilience and fault containment fall to the provider
layer. Techniques to be used are indicated in Fig. 3 by enclosing rectangles.
Fault containment is achieved by recovery. Typical techniques for fault resilience
are recovery followed by retry, or service replication. Fault mitigation requires
some action on the provider’s part as well, such as partial recovery. Since fault
containment, fault mitigation and fault exposure lead to irregular states, the
requestor must be informed by error propagation. An old or sustainable state is
well-defined and thus results in a controlled fault. In the first case the requestor
will simply resume work in some way, in the second the requestor may have
to transfer by compensation to a state from where to resume regular work.
Error exposure leaves the requestor with no choice but to initiate its own error
processing.

If no fault is detected normal processing takes place in the layer (not shown
in Fig. 3). Notice that this does not imply that no fault occurred, just that it
remains unprocessed as such and it is up to a higher layer to detect it.
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4 Layered Dependability Model

4.1 Compressed Layer Model

Fig. 3 demonstrates that error processing may not always be successful when
confined to a single layer. Instead it must often be spread to higher layers where
a wider context is available, e.g., a sequence of statements rather than a single
one, or a larger database. Consequently, a layered architecture should help to
organize and localize the various dependability issues. In particular, we use the
layered reference architecture of Section 2 for organizing the dependability of
agents.

In order to discuss the responsibilities of each layer we use an abstraction
of the dependability model of Fig. 3 that borrows from the Ideal Fault Toler-
ant Component of Anderson and Lee for software component architectures [17,
p.298].

As Fig. 4 illustrates, a layer can be in one of two operation modes. During
normal activity the component receives service requests from layers higher up,
eventually accomplishes them using the services of the next lower layer compo-
nents and returns normal service responses. It may also draw on the services
of other components on the same layer or receive service requests from such
components.
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Fig. 4. Compressed dependability model for a single layer

If the lower layer fails to service the request, this can be interpreted on
the current layer as the occurrence of a fault. The mode changes to abnormal
activity where the fault is interpreted and treated. Error processing follows the
model of Fig. 3. Propagated errors are signaled as a failure to the next higher
layer. Otherwise the layer returns to normal mode and tries to resume normal
operation.

Abnormal activity mode may also be entered due to abnormal events on
the same layer. One such event is a malfunction within the same component—
an internal fault. A typical mechanism for signaling such an event is (in Java
terminology) by throwing exceptions. Exceptions can also be used to model a
situation where a fault was not activated further down and thus remains unrec-
ognized while crossing a layer in normal mode and moving upwards as a normal
service response. Only on a layer higher up the fault is detected as such.

Another kind of abnormal event is peer failures. If they are recognized as
such they are being dealt with, otherwise they propagate upwards as part of a
normal service response only to induce an exception higher up, or directly as a
fault.

For the rest of this section we give a structured overview of the various faults
that may occur on each layer, and short summaries of some of the approaches to
cope with them. Fig. 5 depicts failures and approaches and thus summarizes the
following subsections. For the sake of clarity, peer failures that are propagated
upwards are still shown as peer failures on the layer where they are processed.

4.2 System Environment Base Services (L1)

Layer L1 encompasses all services general to a computing environment including
data communication. The individual agent is affected by infrastructure failures
such as hardware and operating system failures. Operating systems have a built-
in dependability, usually by redundancy, that allows them to recover from hard-
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ware failures. The operating system will show a failure only if such measures are
ineffective. If the failure is catastrophic the system will stop executing altogether.
If the failure is non-catastrophic such as excessive waiting or unsuccessful disk
operation, a failure will be propagated upwards with a detailed description of
the cause.

Similarly, most of the faults typical for classical data communication (e.g.,
package loss/duplication/reordering, or network partition) are internally resolved
by any of the numerous protocols, i.e., modern data communication is inher-
ently dependable (see for example [18]). This leaves very few peer failures to be
propagated upwards, such as network delays, connection loss, non-correctable
transmission failures. In particular, a catastrophic event at one agent can only
be detected by other agents where it manifests itself as an unreachable destina-
tion. Some dependability aspects are subject to agreement and become quality-
of-service (QoS) parameters, e.g., transmission reliability with respect to loss
and duplication (at-least-once, at-most-once, exactly-once, best effort), or order
preservation. Qualities outside the agreement must be controlled on the next
higher layer and if deemed unsatisfactory will raise an exception there.

4.3 Agent-specific Infrastructure Services (L2)

Layer L2 covers the infrastructure services that are specialized towards the needs
of agents. Typical platforms are agent development/runtime frameworks like
JADE [19] or LS/TS (Living Systems®) Technology Suite [20]).

The foremost platform mission is agent interoperability. Typical services con-
cern message handling and exchange, trading and naming, or agent mobility. To
give an example, message handling is in terms of the FIPA ACL messages with
their numerous higher-level parameters, where in particular the message content
may be expressed in terms of the FIPA ACL communicative acts. Now take an
uncorrectable data transmission failure on layer L1. It can result in a message
loss on the platform layer. Some of the multi-agent platforms such as JADE al-
low to specify a time-out interval within which a reply to a given message must
be received, and once it expires invoke an exception method such as a retry by
requesting a resend of the original message.

Another important function is trading, locating an agent that offers the ser-
vices needed by another agent. The yellow pages functionality of FIPA’s Direc-
tory Facilitator implements such a function. A fault internal to layer L2 may be
an invalid agent service registration. Outdated entries can internally be avoided
by an active Directory Facilitator that periodically checks for availability of the
registered services. Otherwise the upper layers must be notified of the failure,
where most probably the coordination layer (L5) would have to handle it by
finding an alternative peer to provide a similar service.

4.4 Ontology-based Domain Model (L3)

From layer 1.3 on upwards the domain semantics come into play. The only prob-
lems that may arise on layer L3 are peer failures in connection with ontologies.



For example, in a message exchange a partner agent may not share the ontology
of a given agent so that there is a mismatch in the meaning attributed to a cer-
tain term. Provided the mismatch can be detected, one could take approaches
like Mena et al. [21] that try to negotiate the meaning of the ontological terms
during the course of the agents’ interaction. But even if sender and receiver share
the same ontology, different coding into and decoding from the transport syntax
can be a source of errors.

4.5 Agent Behavior (L4)

Layer L3 deals foremost with static aspects. By contrast, layer L4 deals with the
agent functionality and, hence, with the domain dynamics. Therefore, it has by
far the most complicated internal structure of all layers, that is based on certain
assumptions, i.e., the way knowledge and behavior of the agents are presented
and processed. Clearly then, layer 1.4 should be the layer of choice for all faults—
many originating on layer L2—whose handling requires background knowledge
of the domain, the goals and the past interaction history. Consequently, most
of the error processing will fall under the heading of fault resilience. This is
true even for catastrophic infrastructure failures. Suppose the agent temporarily
loses control when its platform goes down, but regains it when the platform is
restarted. Recovery from catastrophic failure is usually by backward recovery on
the platform layer. The resulting fault containment should now be interpreted in
light of the agent’s prior activities. If these were continuously recorded the agent
may add its own recovery measures, or judge itself to be somewhat uncertain of
its environment but then act to reduce the uncertainty.

4.6 Agent Interaction (L5)

Whereas Layer L4 is the most critical for dependable functioning of the single
agent, layer L5 must ensure the dependable performance of the entire multia-
gent system. We refer to the coordinated interaction of agents as a conversation.
Conversations follow a—usually predefined—conversation protocol. A number of
approaches deal with this issue by supporting the protocol design process. Pau-
robally et al. [22], Nodine and Unruh [23], Galan and Baker [24] and Hannebauer
[25] present approaches in which they enrich a specification method for conver-
sation protocols by a formal model that allows them to ensure the correctness
of the protocol execution analytically or constructively.

At runtime conversations are threatened by uncorrectable interoperability
failures that are passed upwards from lower layers. The infrastructure layers
may pass up network splits and unreachable peers, the ontology layer seman-
tic disagreements, the agent behavior layer unforeseen behavior of peer agents.
Layer L5 may itself discover that peers respond in mutually incompatible ways.
Techniques of fault resilience seem essential if the user is not to be burdened.
For example, the agents may search for similar services, or they may attempt to
agree on a new protocol with different peer roles or peers.



4.7 Errors Passed through to the User

A multiagent system may not be able to automatically handle each and every
fault, and probably should not even be designed to do so, particularly if the
outcome of the failure has a deep effect on the MAS environment and it remains
unclear whether any of the potential therapies improves the environmental sit-
uation. Consequently, a careful design should identify which errors should be
passed as failures up to what one could conceptually see as an additional “user”
layer.

5 Dependable Agent Interaction

5.1 Transactional Dependability

Given some idea of the background knowledge needed to alleviate a fault and
obtain fault resilience, one should be able to determine the layer where to place
the error correction mechanisms. If there is more than one potential layer, other
factors such as the effect on the other properties should be studied in order to
take a final decision. Indeed, we claim that a layered architecture for software
agents exactly allows rational decisions of this kind. We use this section to try
to support the claim by examining several solutions for peer failures that result
in a faulty agent interaction.

We study four novel dependability mechanisms. All four are based on the
classical dependability instrument of transaction. Transactions are a widely used
behavioral abstraction that includes recovery. In its purest form the transaction
has the ACID properties (see [26]). In particular, it is atomic, i.e., is executed
completely or not at all, hence in the failure case, assumes backward recovery;
and it is consistent, i.e., if executed to completion it performs a legitimate state
transition.

5.2 L2: Recovery by Transactional Conversations

Classical transaction systems guarantee the ACID properties without any knowl-
edge of the algorithms underlying the transactions (they are “generic”). Con-
sequently, one wonders whether recovery of agents and agent interaction can
be confined to layer L2 because no further background knowledge is needed. In
other words, we look for an abstraction that does without domain knowledge.

Agent interaction follows a conversation protocol that structures the interac-
tion. In the course of the conversation the agents change their states and carry
out actions to change their environment. In the introductory job-shop example
that satisfied the Contract Net Protocol, a change of the agents’ states could
result in an adjusted pricing of machine slots for the following rounds of negotia-
tion. An action in the environment could be a reservation or booking of a certain
time slot on a machine, which causes a change to the machine’s schedule.

The transactional abstraction of a conversation is the distributed transac-
tion. Conversations spawn local transactions in the participating agents, that



are coordinated by the initiating agent. This requires some technical prerequi-
sites. Both, the agents’ states and the state of the environment must be stored
in databases. The implementation of the distributed transactions should follow a
standard such as the X/Open DTP Reference Model [27] that introduces two ar-
chitectural elements: Resource Managers and a Transaction Manager. The later
enforces the so-called 2-Phase-Commit Protocol [26], which guarantees atomicity
for distributed transactions. It coordinates the involved data sources and decides
whether a distributed transaction was successful or not, and as a consequence
initiates global commit or rollback. It therefore orchestrates the Resource Man-
agers that locally enforce the ACID-properties and manage the access to the
data items, in our case the state of the agents and the environment. For our
implementation we relied on commercial products, the Oracle Database 10g! for
Resource Manager and Atomikos? for Transaction Manager?.

For standards purposes, our approach was integrated into the FIPA-compliant
[29] agent development framework JADE [19]. JADE has the additional advan-
tage of a clear internal structure, its good documentation and its widespread
use in research and commercial projects. The following description of the im-
plementation refers to typical characteristics of JADE. Nevertheless, the basic
conception of the approach should be applicable to other FIPA-compliant plat-
forms as well?.

In JADE the different kinds of functionality of an agent are accomplished by
so-called behaviors. Roughly speaking, an agent has a special behavior to handle
the protocol execution for each conversation type it participates in. To allow for
a structured agent design JADE provides the ability to split the functionality
of a behavior into so-called sub-behaviors. A parent-behavior initiates its sub-
behaviors, can track their execution, and is informed, when a sub-behavior has
finished its work.

Now, behaviors have to be made transactional. We introduce generic trans-
actional behaviors (ta-behaviors) as parent-behaviors of the so-called payload-
behaviors. The latter carry out the actual conversations. The resulting system
architecture of the robustness mechanism is shown in Fig. 6. The course of ac-
tion between the different architectural elements is depicted in Fig. 7 for the
introductory job-shop scheduling example °.

In the initialization phase when an agent A wishes to start a transactional
conversation, its ta-behavior generates a transaction context and sends it to the
ta-behavior of the peer agent (B) together with an identifier for the requested
type of conversation. The local and the remote ta-behavior then initiate the re-

! Oracle Corporation. http://www.oracle.com/database/

2 Atomikos. http://www.atomikos.com/products.html

3 More technical details of the implementation concepts are given in [28].

4 Actually, our first implementation of the approach described in [1,28] makes use
of the FIPA-compliant platform FIPA-OS [30], the Oracle 91 RDBMS for Resource
Manager and the Orbacus OTS for Transaction Manager.

5 For the sake of clarity we restrict the scenario to a single machine-agent (the Contract
Net-responder).
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quired payload-behaviors—here: CNP-initiator-behavior resp. CNP-responder-
behavior—to carry out the actual conversation.

In the second phase the payload-behaviors follow the normal conversation
protocol. The ta-behaviors observe the execution and the occurrence of lo-
cal state changes. Because not all of these changes must be transactional the
payload-behaviors have to indicate to the ta-behaviors which data items should
be handled as a transactional resource. This allows the developer a certain degree
of control over what should be restored in case of a transaction rollback.

The decision on rollback or commit of the distributed transaction is taken
in the third phase. The changes in the states of the communicating agents and
the environment now are synchronized via the success or failure of the overall
distributed transaction. Therefore, the ta-behaviors of the communicating agents
first vote and then distribute the decision according to the 2-Phase-Commit
(2PC) Protocol, with the conversation-initiating ta-behavior as the coordinator
node.

The presented approach for transactional conversations allows the developer
to have guarantees on consistent agent states while still using the framework he
is accustomed to. All he has to do is to annotate, with a few additional lines
of code, those states of the agents and of the environment that he wishes to be
under transaction control. To give an example, in job-shop scheduling no out-
dated reservations of the machines’ time slots would be left in the agents’ or
environment’s states even in the case of errors like communication disturbances.

However, the solution comes at a price. Least serious is that transactional
conversations are a technique for fault containment so that higher layers may
have to get involved as well. Extremely serious is that 2PC has a negative effect
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on agent autonomy because in case of serious delays or node failures all other
agents are held up. Further, 2PC by itself may not be sufficient to guarantee
consistency but must be accompanied by synchronization of the transactions,
another pitfall for autonomy. Consequently, each agent must include a Resource
Manager that locally enforces the ACID properties and manages access to the
data items, and a Transaction Manager that guarantees, via the 2PC, atomicity
for distributed transactions. Such managers are readily available only as part of
database management systems.

5.3 L3: Transactional Semantics Based on Speech Acts

By shortening the duration of transactions one could mitigate some of the neg-
ative effects of the previous approach. Remember that we already relaxed some
of the transactional strictness by allowing the developer to define those parts
of the agents’ states that should not be under transaction control. A more sys-
tematic extension of this idea would relate the developer’s decisions to a more
agent-specific model of transactional semantics.

The existing semantic model for agent communication gives a first clue. Con-
versations are composed of messages that represent so-called speech acts, and
for these formal semantics exist [31]%. The underlying formal semantic model
defines the impact of the message content on the states of the sender and the
receiver for each speech act keyword, like e.g., confirm or propose.

The meaning of the speech acts is given in the form of a pair of precondition
and postcondition, both expressed in a logic of mental attitudes and actions. The
logic has been formalized by Sadek [32,33] in a first-order modal language with
identity”. The logical model for the belief-operator B is a KD45 possible-worlds-
semantics Kripke structure (for a detailed explanation see Faginetal. [35]). The
formal logical representations and models bring with them a large number of
axioms and theorems that allow to define some kind of consistency rules for an
agent’s beliefs, goals and intentions.

In our current work we investigate what impact a commit and a rollback
according to the speech act semantics should have. The key question in this
context is how to exploit the speech act pre- and postconditions together with
the axioms and theorems of the formal semantics in order to derive invariants
of the “right” transaction semantics for agent conversations.

Speech acts have been placed on layer L3 of the reference architecture (see
Fig. 1). Therefore the technique just described is a layer L3 technique. It still is
generic since it can do without specific domain knowledge.

5.4 L3/4: Compensation by Belief Management

Clearly, we would be much better off without 2PC, with just the individual
agents being transactional but the conversation as a whole not. One could argue

5 In the referenced FIPA specification speech acts are referred to as communicative
acts.
" The formalization is similar to the better-known work of Cohen and Levesque [34].



that the agents are certain of their own state but uncertain of the state of
the conversation. Thus we have a case of fault mitigation on layer L2. To turn
mitigation into resilience we must reduce the uncertainty. We can do so only if
the world model is known. Hence we should seek part of the solution on layer
L3. Clearly, this solution is no longer entirely generic.

Since the BDI framework allows to cope with the non-determinism of the
environment where beliefs stand for the uncertain, fuzzy, incomplete knowledge
acquired by the agent, beliefs seem a good model to guide compensation [36].

“When changing beliefs in response to new evidence, you should continue
to believe as many of the old beliefs as possible” [37,38]. How this principle is
turned into a practical solutions may give rise to different belief models. Our
approach uses two non-deterministic transformations [39]. Revision adds a new
proposition. If the information is incompatible with the previous state then older
contradictory information is removed. Contraction removes a proposition. Re-
moval may trigger further removals until no incompatible proposition can further
be derived. For both there may be more than one way to restore consistency. A
third transformation, expansion, simply adds the observation as a new belief no
matter whether it contradicts existing beliefs or not.

More specifically, we modelled individual beliefs as fuzzy propositions over a
discrete set of (not necessarily numerical) values. The fuzziness allows to move
from a notion of strict consistency to a gradual consistency degree. An agent can
dynamically adapt its consistency degree over time: arriving fresh on a scene,
it might want to absorb many, possibly contradicting beliefs, whereas after a
longer period of time being more strict contexts have been established. Fuzzified
versions of the operators introduced above modify belief sets while considering
whether the remaining consistency reaches at least the prescribed degree.

5.5 L4/5: Compensation by Distributed Nested Transactions

Belief management involves the individual agents in a compensation. As an alter-
native, one may try to associate the compensation with the entire conversation
and, hence, involve an entire group of agents. As a prerequisite, the conversation
must be understood to some detail, and this in turn presupposes some under-
standing of the agent behavior. Consequently, such an approach is located on
layers 1.4 and L5.

First of all, then, we need a behavioral abstraction for agents that takes the
layered architecture into account. A model that reflects that an external event
may spawn several interrelated actions on different layers is the nested transac-
tion [40]. In the model a transaction can launch any number of subtransactions,
thus forming a transaction tree. Subtransactions may execute sequentially, in
parallel or alternatively. A subtransaction (or the entire transaction) commits
once all its children have terminated, and makes its results available to all other
subtransactions. If one of the children fails, the parent transaction has the choice
between several actions: abort the subtransaction, backward recover and retry
it, or attempt forward recovery by launching a compensating subtransaction.



To reflect a conversation the nested transactions of the participating agents
must be synchronized. Each transaction is augmented by special synchronization
nodes that trigger events in the partner transactions [41]. This mechanism can
now also be used to incorporate a conversation-wide error compensation.

The drawback of the approach is that there is no longer a clear separation be-
tween agent behavior and conversation. Consequently, conversations are difficult
to extract and adapt.

6 Conclusions

The paper demonstrates that one can systematically derive from the properties
of intelligent software agents a layered reference architecture for agents where
the properties can be assigned to specific layers. We showed that this archi-
tecture also offers a framework for locating failure occurrences and the ensuing
dependability mechanisms to specific layers. Thus the reference architecture al-
lows to include in the design of multiagent systems dependability right from the
beginning. Our own work seems to suggest that the approach is indeed viable,
although it may not always be possible to confine handling of a particular failure
to just one layer. As indicated in Section 5 the detailed dependability techniques
themselves still raise intricate issues.
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