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Abstract

Inherent in life is the need for communication. As time has passed
communication methods and systems have expanded and developed. This
paper examines a fifth generation messaging system proposed by Jihong Li in
her Master’s thesis A fifth generation messaging system. It discusses four
problems identified in this thesis and then redefines and examines the
‘persona problem” or the identification and uses of a person’s various
“personalities” in a messaging system. This problem is refined and examined

in the concept of persona identification.

To help provide understanding of this concept an electronic mailing system
design that would be able to identify “persona” is discussed. A current
graphical user interface electronic mailing system is examined before a user
interface that could be integrated with a fifth generation messaging system is
presented. This paper then discusses possible implementations of this
persona concept through manipulation of existing filters and methods.
Through this discussion the validity of the inclusion of persona identification

features in a fifth generation system is established.

This paper also examines relevant models and literature that was not cited by
Li in her thesis. The two key areas this paper examines are persona and

presence awareness.
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1. Abstract

Inherent in life is the need for communication. As time has passed
communication methods and systems have expanded and developed. This
paper examines a fifth generation messaging system proposed by Jihong Li in
her Master's thesis A fifth generation messaging system. It discusses four
problems identified in this thesis and then redefines and examines the “persona
problem” or the identification and uses of a person’s various “personalities” in a
messaging system. This problem is refined and examined in the concept of

persona identification.

To help provide understanding of this concept an electronic mailing system
design that would be able to identify “persona” is discussed. A current
graphical user interface electronic mailing system is examined before a user
interface that could be integrated with a fifth generation messaging system is
presented. This paper then discusses possible implementations of this persona
concept through manipulation of existing filters and methods. Through this
discussion the validity of the inclusion of persona identification features in a fifth

generation system is established.

This paper also examines relevant models and literature that was not cited by
Li in her thesis. The two key areas this paper examines are persona and

presence awareness.

2. Introduction

21. Messaging systems
Throughout time clear communication between people has been a key element
in society. Methods of communication have taken many shapes and forms. In

today’s society, efficient and effective messaging systems are a key component
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to a successful business environment. These systems must allow a user
flexibility of use and with the advent of convenient travel and must cater for the
mobility today’s work environment demands. With the development of various
media types such as sound, digital images, and motion capture, they must have
the ability to deal with varying types of data transfer. These systems must
provide a service that will allow users to conduct communications in a high-
speed, mobile and secure manner. To ensure usability these systems must

also have the ability to be customised to a user’s preference.

Over time different generations of messaging systems have developed. This
paper examines systems to date and a fifth generation messaging system
model proposed in Jihong Li’'s Master’s thesis [Li, 2001]. It then looks at areas

not examined in the thesis and suggests some improvements.

To help in the understanding of this model, problems with current messaging
systems are discussed. Li's Masters thesis identified four problems. In
addition to these problems this paper examines, designs and presents a
graphical user interface for an electronic mailing system to demonstrate an
implementation of the persona identification concept examined in Sections
3.2.3, 4 and 5. The following is a brief look at these four identified problems

with messaging systems, summarized and redefined from Li’s thesis.

2.2. Messaging system problems

2.21 Communication problem

As society has developed, so have the techniques used by people to send
messages to each other, even if the recipient is at a large distance from the
sender.  For millennia, humans have used a variety of visual and audio

techniques, such as drums and smoke signals, to communicate over distances.

Communications changed dramatically with the invention of the telephone by
Alexander Graham Bell in 1876 [Cherry, 1953] enabling voice communications
over significant land mass areas. From here methods of communication
developed in leaps and bounds, from time-division multiplex and pulse

modulation systems, to today’s advanced globally linked networks.
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Despite this extensive development in messaging systems, each person still
encounters a “‘communication problem” whenever they are unable to send a

message to someone else, in a rapid, convenient and inexpensive way.

2.2.2 Translation problem

As communication methods have developed the methods in which messages
are sent and received have changed. With the development of different
communication systems, people have encountered a “translation problem”
whenever they wish to send a message from one type of device, to a recipient

using another type of device.

With the recent proliferation of communication devices such as Personal Digital
Assistants (PDAs), computers for electronic mail, and cellular phones, the
“translation problem” has been partially addressed by the provision of various
ad-hoc methods for translating messages from one format to another.

An example of a partial solution to the translation problem is the ability to pass
messages effectively between the digital Integrated Services Digital Network
(ISDN) and the analogue Public Switched Telephone Network (PSTN) [Halsall,
1998].

As messaging systems continue to advance and global standards are
established the problem of being able to communicate across differing systems
will be reduced. However the ability to translate messages so that they may be
passed over different systems and onto different devices continues to be a

problem.

2.2.3 Redirection problem and location awareness
As the devices that people are able to communicate through continues to
increase, so does the problem of being able to determine which device should

be employed to communicate with them the - “redirection problem”.

Should a telephone system be able to determine that a person has their cellular
phone turned off and therefore forward the caller through to their pager or
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electronic mail system? As society becomes faster paced the answer to this
question becomes yes for an increasing number of people. More and more
users will require their messaging systems to determine which of their
communications devices, and which of their intended recipient’s devices, is the
most appropriate delivery channel for any given message. This determination
should be based on proximity to the recipient. This would require knowledge of
the recipient’s location, also known as location awareness. This means that the
system knows the geographical location of the user. For example a brief and
urgent email message might be most appropriately delivered as a text message

on the recipient’s cellular phone.

Any system that addresses the redirection problem must also face the
problems of translation and communication, because most redirected
messages must be translated before they can be carried on a different

messaging system, and then communicated to the intended recipient.

Current research and development in messaging systems is focused on solving
additional problems beyond the fundamentals of communication, translation
and redirection. For example, there is a large body of published literature on a
variety of “security problems” in messaging systems, such as the prevention of
eavesdropping, and (for location-aware devices) the non-disclosure of a user’s

current geographical location.

While security issues are discussed in more detail in Section 6 below, this
paper’s primary focus is on the “persona problem”. Our literature search
uncovered a small amount of relevant material not cited by Li see Section 3.2.
Defining what is meant by “persona” begins the development of the persona

concept.

2.2.4 The Persona
From the Greek word meaning “actor's mask”, the term persona refers to the
“face” or a role a person will adopt in given situations [Geist, 1998]. Each

person may have one or many of these personae that they may adopt over
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their lifetime or in the course of a day. In everyday life people are familiar with

this concept but may not be consciously aware of its use.

The concept of a persona is well developed in the psychoanalytic theories of
Sigmund Freud and his successors, notably C.G. Jung [Geist, 1998].
Somewhat surprisingly, the computing field has taken little notice of the
persona concept, even in the field of computing research known as “human-
computer interaction” (HCI) design. The central issue in HCI design is to find
ways in which designers could make a user’s interaction with computers easier
and friendlier. Atrtificially intelligent computer programs are sometimes given
persona. Examples of these are Microsoft's Peedy and similar software agents

that may be programmed to interact with the user [Ball, 1997].

2.2.5 Persona problem

The persona problem relates to a messaging system being able to identify and
incorporate a user’'s predefined differing identities and process information
accordingly. This raises the issues of privacy and anonymity (see Section 6).
One area of this problem that this paper examines in more detail is the concept
of persona identification. This is the incorporation of the user’s personae into a

fifth generation messaging system. This concept is explored in Section 3.2.3.

Before doing so a brief review of the history of messaging systems to date is
presented. This history is a summarised version of that provided in Li's

Masters thesis with additional references noted.

3. Messaging systems

3.1. A brief history

Sven van der Meer, Stefan Arbanowski and Dr Thomas Magedanz suggest
there are four generations of messaging systems in their paper “An approach
for a 4" Generation Messaging System”. The first and second generations of
messaging systems are described as asynchronous communication services.
In other words, users do not directly communicate with each other. Instead the
calling party sends information as a message. This is stored in the system until

the recipient accesses it at some later time [Van der Meer, 1999].
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In the first generation of messaging systems a sender would send a message
to the recipient via one of several devices such as facsimile, e-mail or voice-
mail. The recipient may then check and retrieve these messages from that

particular device.

Figure 1 depicts the method of message transfer in a 1°! generation system. A
sender is able to send to the recipient Bob, a message on any one of the listed
devices. Bob can then check each of the listed devices for incoming

messages.

Checking numerous devices for messages created frustration and was a time

consuming practice for users. So solutions to this problem were sought.

e-mail

Figure 1 1st generation messaging system [Van der Meer, 1999]

First generation messaging systems provide a solution to the communication
problem identified in Section 2.2.1 of this paper. The call-forwarding feature of
the Public Switched Telephone Network (PSTN) is a partial solution to the
redirection problem, however its redirection is limited to other devices on the
PSTN network.

Integrated messaging systems combine the several mailboxes of the different
devices into one universal inbox and were introduced in the second generation
of messaging systems. These systems provide a solution to the frustration
some users were experiencing with multiple messaging devices. E-mail

provided a convenient technological infrastructure for integrated messaging, as
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email is able to integrate a variety of multimedia objects such as Multipurpose

Internet Mail Extension (MIME) attachments.

In a typical integrated messaging system, voice and fax messages are sent as

attachments to e-mail messages, as shown in Figure 2.

Figure 2 2nd generation messaging system [Van der Meer, 1999]

Note that all incoming messages are directed into a single inbox for the user.
Bob is able to receive all of his voice, fax and email messages by checking his
email. If Bob is happy to use email for all of his incoming messages, then he
no longer has translation and redirection problems with his incoming voicemail
and faxes. However Bob still has translation and redirection problems in an
integrated messaging system if he wishes to pick up his messages by any other

medium.

These problems are largely overcome by the third-generation systems known

as “Unified Messaging” systems.

Unified Messaging (UM) is a service that combines voicemail and faxes from a
voice environment with email from an IP (data) environment. Unified messaging
allows users to manage, access, and store voicemail and faxes like email, and

to access email the same way they access voicemail [Anonymous, 2002].

In Figure 3 these third generation systems are shown to provide access to the

centralised stored and managed information resources for all of the major
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communication services, including touch-tone phones, fax polling and e-mail
retrieval [Van der Meer, 1999].

e
3 Generation ,(: -
Unified ﬁ% -
Messaging
System

e-mail

Figure 3 3rd generation messaging system [Van der Meer, 1999]

Such systems adopt methods such as Text-To-Speech (TTS) techniques to
read fax or an e-mail to a user. This conversion method was an advance

towards solving the translation problem defined in Section 2.2.2 of this paper.

Van der Meer et al. suggest a fourth-generation system must support the user
by a seamless integration of new network access technologies, new terminal
equipment and new multimedia applications. This must include distributed
processing, intelligent mobile agents and location aware applications. These
systems must also account for the fact that the main interest of users is not
ubiquitous access to their messages but control of their reachability [Van der
Meer, 1999].

Figure 4 shows the concept of a fourth generation messaging system. Any

type of media may be used to send a message, which is then translated into

the required format and forwarded to the device designated by the user.

10
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Any Subscribed 4 Generation

—— Unified
communication and Mgssagmg
information services ystem

Figure 4 4th generation messaging system [Van der Meer, 1999]

This fourth generation system model provides a solution to the communication
problem defined in Section 2.2.1 of this paper. By being able to invoke the
appropriate conversion technology to deliver received messages this system
provides a partial solution to the “redirection problem” by allowing users to
define where they wish their messages forwarded. Yet as noted by Li in her
thesis the fourth generation model does not mention several key areas
including:

e  Sequential redirection, which refers to the rerouting of a message to
the appropriate device and using several devices over time to see the
message successfully delivered.

o Mobile person’s privacy protection, or privacy and anonymity in this
paper (see Sections 6.1 and 6.1.3).

o Redirection according to the information’s priority, the ability of a
system to evaluate messages to let users have their incoming
communications prioritised and filtered according to their
preferences, then have the message sent according to the
information’s priority.

o The “persona problem” [Li, 2001].

3.2. 5™ generation messaging systems

In her thesis “A fifth generation messaging system” Li examines the feasibility
and structures of a proposed model for a fifth generation messaging system.

This system would integrate the voice and Internet networks on an IP-based

11
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architecture. It would also be able to integrate different services from
heterogeneous networks. Included in the system design are conversational,

messaging and retrieval services.

3.2.1 Fifth generation system architecture

The architecture of a fifth generation system is designed with three parts to its
architecture, a client, a server and a network. A server provides the service
and the service communicates through a network to a client’s device [Li, 2001].
The architecture of this system would allow for integration of legacy
communication systems and the scalability to integrate it with future

communication systems.

3.2.2 Fifth generation system catalogues

The first area of the system examined is the inclusion of the message delivery
catalogue. This is concerned with the exchanging of messages between the
sender and recipient. It is not concerned with the actual processing of
messages. The message delivery catalogue characterises the manner in which

the following features are adopted:
o Initiating ability allowing both senders and recipients to initiate a call.

o Distributing facilities whereby the system sets up a separate call for

each recipient.
e An alerting feature to help trace a message’s path.

e  Certifying feature to confirm delivery of a message to a sender

should they request it.

o Redirection (rerouting) of messages to allow faster retrieval of

messages and solve the redirection problem.

This redirection requires the knowledge of the user’s current location
(location awareness) and device proximity. Li discusses the Mobile Person
Architecture (MPA) proposed by Maniatis et al [Maniatis, 1999] to help achieve
these goals. The MPA focuses on providing ubiquitous reachability and
maintaining location privacy. A personal proxy is described in the framework,

which acts as a tracking agent maintaining a list of devices or applications that

12
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the user is currently contactable through. It also acts as a dispatcher, directing
communications and using application drivers to convert the messages into a
format the user is able to see immediately [Maniatis, 1999]. An alternative

model that was not examined in Li’s thesis is described in Section 3.2.4.

The second area is the message processing catalogue. This defines the
properties that characterise message translating, storing, ordering and filtering.

These properties are defined in the following features:

o Translating of message formats including multiple times during one

delivery period.

o Ordering or prioritising of messages to determine delivery

importance.

e  Filtering ability, allowing the system to determine whether it wishes to

accept the message or not.

One area that is briefly discussed and informally examined in the thesis that is
relevant to the message processing catalogue is the inclusion of the persona
concept or a step towards a solution of the persona problem as proposed by Li.
The incorporation of this idea would largely affect the processing of messages
in the system. Li mentions that the inclusion of such a concept in a fifth
generation messaging system could provide some additional functionality to a
user. In this paper this idea is discussed as persona identification and

discussed in more detail in Section 3.2.3.

Thirdly the message security catalogue of the system, which addresses:
o Non-intercepting, ensuring that the system does not allow anyone but

the intended recipient(s) of the message to receive and interpret it.

o Non-repudiation, where neither the sender nor the receiver may deny

that they have sent or received the message.

o Non-replaying, where the system protects messages for replay
attacks. A traditional replay attack in the cryptography sense is an
attack in which a valid data transmission is maliciously or fraudulently
repeated, either by the originator or by an adversary who intercepts

the data and retransmits it [Pennington, 2001].

13
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e Non-tracing, ensuring the system is able to protect the sender and
receiver’s location privacy (see Section 6.1.3.1).

Finally the message failure catalogue addresses:

o Failure range, which determines what range of delivery is classed as
successful. Typical ranges of delivery are “any recipients, any

device” and “all recipients, all devices”.

o Failure level, which defines a message’s success based on either
»  Delivery level (successful delivery)

»  Processing level (successful delivery and correct response

received) or

» Security level (successful delivery, correct response

received and a satisfied security request).

o Failure handling of messages, where the system decides what
procedure to undertake should a delivery failure occur.

Having discussed systems to date and Li’'s proposed model, this paper now
examines “persona identification”. This concept is a derivative of Li’'s “persona

problem” clarified and redefined in Section 2.2.5.

3.2.3 Persona identification

The persona identification concept is the system’s ability to identify a user’s
persona or personae. Information relating to these personae can then be
processed accordingly. The proliferate use of tag names in Instant messaging
systems suggest that this concept of persona identification or management
should be incorporated as a feature in a fifth generation model. The benefits of

such a feature in the system are discussed in Section 5.
Current systems store information about a user’s profile, for example personal

preferences, name, login, password etc. A fifth generation system would be

able to take this concept one step further, extending a central concept in a

14
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system patented by William Bunney [Bunney, 1999]. This patent was not
examined in Li's Masters thesis.

Bunney describes an Internet based system that uses a server and numerous
user terminals. It includes a Profile Manager that maintains a database of user
profiles. Each user has at least one user profile that contains commonplace
information about the user but also sensitive information that must be kept
strictly confidential. In addition to this compulsory profile a user may have one
or more additional profiles associated with them. Each of these profiles is
assigned an individual address each representing a different personality for that
user. Each profile may be displayed as invisible, busy, away or available for

communication [Bunney, 1999].

By extending Bunney’s system to enable storage and identification of
information regarding user’s personae, a fifth generation messaging system
would be able to determine through a set of predefined rules which persona
was in operation at what time and conduct message transfer accordingly. For
example Bob may have defined two personae in the system, a Personal
persona and a Professional persona. During his work hours all messages that
are identified by the system as professional are directed to his work phone or
email depending on his location and device activation. All messages that are
identified as personal but not family orientated the system will direct to his
personal email account. Messages from direct family members are identified
as exceptions and depending on the priority placed on them are directed to his

mobile phone or work email.

In our search of the literature and the practice of computing, only one currently
active system has been found that allows its human users to adopt various
personae. Instant messaging or IM-ing is a fast growing method of
communication that has grown in popularity because of its instantaneous
nature, bypassing the annoying lag time inherent in sending and receiving e-
mail [LaGesse, 2001]. Through its prosaic “buddy list’, a continuously updated
window that shows who among your family, friends and colleagues are online
and available, Instant messaging provides you the benefits of connecting you to

your inner circle in a way that phones and e-mail can’t [Cherry, 2002].

15
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A user of a typical instant messaging system may adopt a tag name to express
a different, fictional, or exaggerated personality or persona of that user. Users
may thus adopt different skins or personalities to help them conduct their
affairs, and they may explore different areas of their personality that they

otherwise may not [Zeise, 2002].

For example Bob may have a professional tag “Bob Work” to let other buddies
on his chat line know he is in professional persona mode. In his personal

persona Bob may adopt a “Bob Home” tag.

Most of the large instant messaging systems require users to register and use a
login name to access the system — this login is generally a user’'s tag name
identifying that particular persona. The widespread use of this tag functionality
suggests that users would find it beneficial if a feature of a similar nature
(persona identification) is incorporated into a fifth generation messaging

system. Li did not discuss these aspects of instant messaging in her thesis.

To help develop this idea of persona identification this paper proposes a
graphical user interface design and implementation in Sections 4 and 5. This
paper now examines a system that would be beneficial to a fifth generation

messaging system that was not examined in Li’'s thesis.

3.2.4 Presence Awareness

As mentioned in Section 3.2.2 Li's system discusses the Mobile People
Architecture [Maniatis, 1999] to provide location awareness of users. A feasible
alternative or addition to these methods would be to implement a presence

awareness model into the system.

Presence awareness refers to the ability of an intelligent agent (computer or
device) to determine an object's location within a given geographical area. By
making the distributed information more context sensitive, this location-specific

data optimises the execution of business processes [DiamondCluster, 2001].

16
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Early systems for presence awareness used video cameras and gathering
information from a user’s login to determine user location. These approaches
did not always provide presence information about a user per se, but rather

about a person at a particular location [Handel, 2001].

DiamondCluster examines this awareness from a different angle in their white
paper “Presence Awareness: Optimizing the Marketplace”. In this paper
DiamondCluster offers an implementable and currently used method of location
detection that would provide a form of presence awareness. They discuss
radio frequency identification systems (RFID), which use radio waves to

transfer information between base stations.

These RFID systems integrate four application group systems, which are:
o Identification systems, which are in common use today such as

SmartCards, access control cards and inventory tags used in retail

stores.

o Positioning systems that are able to locate a resource in a given

geographical area.

e Data capture systems that use hand held terminals to capture data

that is transmitted to a host information system.

o Networked systems, which are generally fixed position readers,
deployed in a given site and connected directly to a networked

information management system.

RFID systems are currently in use by companies such as Federal Express,
Chevrolet Creative Services, and the Ford Motor Company in the United
States.

Developing these concepts Christein et al. propose a presence awareness
model in their paper “A General Purpose Model for Presence Awareness”. This
model encompasses the ability of a system to locate a user in a given
geographical area and determine device usability. Their model encompasses

four types of entities: location, presentity, watcher and vicinity [Christein, 2002].

17
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3.241. Location

Location is a virtual or real place where someone or something is located at or
is present. These locations may be specified by URLs, IP addresses, on-line
chat rooms, postal addresses or Global Positioning System (GPS) co-ordinates

to name a few.

3.2.4.2. Presentity

A presentity is an entity that is present at a location. This does not have to be
human. It may also be a running program, a robot or a user agent. Each
presentity is identified by a unique identifier and has relevant information

regarding it stored within the system.

3.24.3. Watcher

A watcher is an entity interested in presence information. This entity may also
take the role of a presentity at the same time and vice versa. A watcher may
obtain the required information in a variety of ways including taking a snap shot
of current presence information or may poll the presence information at regular

intervals.

3.244. Vicinity

A vicinity is a set of locations which are adjacent in terms of awareness. This
means that any two presentities, which occupy any two locations within a
vicinity will be aware of each other. These vicinities may be either static or
dynamic. Static vicinities are specified by a fixed set of locations. Dynamic

vicinities on the other hand may shrink and grow.

This presence awareness model is described in two manners, either presentity-
based or vicinity-based. Presentity-based presence awareness allows the
watcher to recognise if a presentity is currently present or not and if so at which
location. Vicinity-based presence awareness provides information about which

presentities are within a certain vicinity as well as their exact locations.

The prototype of Christein’s model has a client/server architecture making it

highly compatible with the structure discussed by Li. The current prototype

18
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uses the Java API although compatible alternatives such as the SIP (Session
Initiation Protocol) have been suggested. This implementation also relies
heavily upon synchronous groupware or computer-supported cooperative work
systems (CSCW). CSCW is programming that enables real-time collaboration

among geographically distributed work group members [Grudin, 1994].

An important security issue raised by presence awareness systems is privacy.
Businesses and users of today will not integrate or use a system that does not

provide this. This issue is discussed in Section 6.1.

3.3.  Applying Christein’s model to Li’'s system

Christein’s presence awareness model accommodates not only human but also
mechanical and artificial intelligence interaction with the system. Such a model
could provide a stronger structure for location awareness for a fifth generation
messaging system. By adopting this model Li’s fifth generation system could

find itself in demand in today’s market.

This fifth generation messaging system is built on the previously defined fourth
generation system. It attempts to fully solve the three problems mentioned

earlier in this paper and incorporate the persona identification concept.

Having examined alternative methods of implementing persona identification
and location awareness, development of an electronic mail system that

recognises three personae is now presented.

Firstly the design models for such a system are examined. Then the user
interface design guidelines on which the proposed interface has been designed
are discussed before examining an existing e-mail interface. In the Future
Works area of her thesis Li discusses the need for a user interface. In this
paper an area of this topic is examined by presenting a possible graphical user

interface for an e-mail system that a fifth generation could incorporate. The
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complete user interface design for a fifth generation system is an area of future

work.

4. Designing an electronic mail interface

4.1. Design decisions

Defining the boundaries of a user's personae is one of the hurdles in
developing a messaging system that successfully addresses the person
problem. Bunney’s patent and Li’'s thesis are silent on this “persona boundary”

issue, so this section is devoted to a careful discussion of this issue.

The starting point is a simple example in which Bob has identified two personae
that he wishes to work with, his Professional and his Personal personae. His
Professional persona relates to his affairs during work hours and his Personal
persona relates to his affairs outside of work time. The persona boundary issue
arises when these two personae overlap. For example Bob’s friend Joe may
be a work colleague as well as a tennis partner. Is Joe classified with Bob’s

Professional or his Personal persona?

In designing a system that will incorporate the persona identification concept,
design guidelines to make decisions about these kinds of classifications must
be established. Either the design may allow overlap in these personae thereby
adopting an overlapping model or not allow overlap giving clear distinction on a
persona’s limit. This paper briefly examines both ideas and concludes with the

design decisions made for the user interface developed here.

4.2. Overlapping model

In an overlapping model persona entities would not have clearly defined limits.
A persona may find through its definition that it requires information from
another persona or may require the use of some functionality provided by
different persona. This approach allows for interaction of persona. A
suggested theoretical framework for implementation of overlapping persona is

to adopt the “fuzzy set logic” approach [Zimmermann, 1992].
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Figure 5 depicts an over-lapping design for the persona model, in this case
adopting three defined persona. A super type (Archetype) encompasses two
child types — Professional and Personal. The Archetype, Professional,
Personal entities each contain sensitive information about the user and
particular persona. Archetype holds information that is found in both the
Personal and Professional entities. With this model aspects of each entity may
overlap. An implementation example of this is Bob’s friend Joe being
associated with his Personal and Professional persona rather than one or the

other.

ARCHETYPE

Personal Professional

Figure 5 An overlapping persona model

This approach becomes problematic when decisions about message delivery to
the individual persona must be made. An overlapping model might be difficult
to implement effectively and could cause inefficiency within a system,
especially should system users decide more persona are necessary. Because
solutions to these difficulties have not been found, further discussion of the

overlapping model is beyond the scope of this paper.

4.3. Non-overlapping model

The non-overlapping system model is now examined. As today’s technologies
advance a widely accepted method of design is the Object-Oriented approach.
With this approach objects relevant to the system are described and
determined along with their relevant attributes. The user and administrator of
the system could predefine each persona as an object and each associated

entity (such as Joe) is classed to its relevant persona.
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Figure 6 depicts a non-overlapping model, in an object-orientated
implementation. In this model the super type Archetype is a shell holding
minimal information relevant to both children entities — Personal and
Professional. This information is inherited by the Personal and Professional
persona but all associated entities are associated with only one of the three

entities. No overlapping is allowed.

ARCHETYPE
Archetype ID
Professional Personal
Persona Persona
Persona ID (FK}
' Persona ID (FK)
Persona Name
Title { Position ;g;""ﬂ e
Company Mame . .
Additional details..... Additional Details
Additional identified persona Additional identified persona
Additional identified persona Additional identified persona

Figure 6 A non-overlapping persona model

With these confinements preventing entity overlap comes the problem of
defining a persona within a persona. Bob may find his Professional persona
too broad and wish to define another persona such as an Office Professional
persona that deals with all matters pertaining to his time in the office where as
his Travel Professional persona deals with matters pertaining to his time
elsewhere. From here these persona could be redefined, re-established and
split again as the scope of each persona increases and becomes too broad

once more.

This paper adopts a non-overlapping persona model that allows additional sub-
persona to be created from the predefined second hierarchical level persona.
A structure for these sub-personae should be carefully designed to prevent
problems with persona management. This design structure is an area of future

work in a fifth generation system.

This paper now examines guidelines for the design of an e-mail user interface.
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4.4. User interface design guidelines

In today’s computing environment three main, recognised interfaces are used.
These are the Command Line Interface (CLI) as adopted by the Unix operating
systems such as Linux, a menu interface often adopted by large corporations
such as retail outlets and the Graphical User Interface (GUI) made famous by
Microsoft Windows. The GUI interface provides drag and drop operations on

the objects defined by the operating system or application program.

The User Experience, or how the user experiences the end product, is the key
to acceptance. That is where User Interface Design enters the design process.
While product engineers focus on the technology, usability specialists focus on
the user interface [Galitz, 1997].

With usability being a major issue with a system, users often prefer an
environment they are familiar with. A majority of the populace is familiar with
the GUI design. For this reason the interface designed in this paper adopts a

GUI style format.

Microsoft Consulting Services give eight high-level design principles that should

be considered when designing a user interface:
e Consistency
e  Clarity
e Feedback
e Aesthetics
o Directness
o Forgiveness
e  User Control and

o Human strengths and limitations.

A well-designed, well-presented, consistent user interface will increase the
extent to which users consider the “system” to be easy to use, and it is more

likely to generate a feeling of confidence in their capacity to retain mastery,
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enjoyment of using the system and a competence in task performance
[Microsoft, 1993]. Additional areas that should be taken into consideration

include:
o Efficiency
o Predictability and
e  Simplicity

Without these key areas users would find the interface irritating and
cumbersome to use and thus disengage from it [Galitz, 1997]. With these
points in mind a design of an e-mail user interface that could be used in a fifth

generation messaging system is developed.

5. Developing an electronic mail interface

5.1. Microsoft Outlook

One particular e-mail interface that is well known and often used in a business
environment is Microsoft Outlook 2000. This paper examines the design of the
Microsoft Outlook 2000 interface with respect to the guidelines presented
above. Figure 7 is the Microsoft Outlook 2000 interface that will be used as a
design base for the proposed e-mail interface. The numbering within the figure

is used as references in the following section.

Fram: bos{Bnznabera conz To: smgfiquecksive ot nz
Subject Ondos K. 21253 / Now Zoaland Matuse Co. Cer

[Thank yeu for your order Mchafle =
e 5 i% an A0 response but # there 5 anything in the comments section or amything that

Jeircary b

Ersonalsed products take about § days exdtra but v can hurmy it is urgent

o BE Send wath 5 B8 courer cf b 07 e B O g

With shpper sizes, just make sure you hive gven us your eact shoe Size, and we can ga wrong

bl BEE e

Figure 7 Microsoft Outlook 2000 interface

24



Name: Michelle Mutu-Grigg
Paper: CompSci 380AC 2003
ID: 9564814

Microsoft Outlook 2000 is an application produced and supported by the
Microsoft Corporation. It is a client designed front-end application that is
designed to work in conjunction with a server side program such as Exchange
or a Web based Internet (or similar) mailing system. It is a convenient
application with a “user-friendly” interface that aids users handling email.
Microsoft Outlook 2000 contains many additional features including Calendar

and Journal features that are not examined in this paper.

In this version of Microsoft Outlook the interface adopted is based largely upon

the Microsoft application interfaces found in Microsoft Word or Microsoft Excel.

The interface follows top to bottom layout. By providing meaningful contrast
between screen elements and the simple and effective use of colour [Galitz,
1997] Outlook 2000 provides an aesthetically pleasing environment for users to
work in. This follows the Aesthetics design guideline presented by Microsoft

Consulting Services.

Area 1 in Figure 7 is a blue panel indicating to the user the name of the
application that they currently have active. Below this is a selection of menu
toolbars (number 2 in Figure 7) that a user may interact with to draft, send and
manipulate both e-mail and the application. As with other Microsoft
applications these menus can be customised to suit a user’s preferences. The
user is able to decide which menus it wishes to have in its current view and
may remove buttons from these menus should they choose to. By having this
manipulation available to the user the interface is providing the design principle
of User Control. In addition to this, the similarity this interface has with other
Microsoft applications follows the Consistency design principle suggested by
both Microsoft and Galitz.

The panel below the menu bars (number 3 in Figure 7) is an indicator panel
telling the user which part of the application they are currently interacting with.
As a user manoeuvres through the application this panel updates as necessary.

This technique follows the Feedback design principle that helps guide the user
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in their navigation. By depicting a clear picture and providing tool tips that
appear as a user moves their mouse over a button on these menu bars the

interface incorporates the design principle of Clarity.

Below this panel and to the left, the hierarchical filing system that Microsoft
Outlook adopts is seen (number 5 in Figure 7). It allows a user to organise e-
mail into either predefined or personalised folders in the filing system. The
provision of expansion or collapsing options in the filing interface makes
efficient use of the interface’s space. By employing this design the interface
incorporates the Efficiency design principle. Number 4 in Figure 7 is the area

where the Calendar and Journal functions are also accessed.

Within the application are programmed features to ensure Directness,
Forgiveness and to account for Human Strengths and Weaknesses. An
example of these is the method of double-checking a user’s action when a user
attempts to exit the system with outgoing emails that have not yet been sent. In
such a case a user must confirm via a pop-up window (incorporating the
Directness design principle) that they wish to exit the application while the
messages remain unsent or return to the application and ensure the outgoing
messages are sent. By requesting a user examine their actions the application
is catering for the Human Strengths and Weakness design principle. In
completing this action the system may prevent an accidental deletion of an
important document incorporating the Forgiveness design principle.
Forgiveness ensures that there is as little delay as possible with sending e-mail

messages, even if a “‘Human Weakness” invokes a premature program exit.

In Figure 7 number 6 shows one customised view a user may choose to view
their e-mail with. This view shows all non-filed e-mail in the user’s inbox. By
selecting one email the user may view its contents. Again this view may be
changed to the user’s personal preference.

Having examined the Microsoft Outlook interface the design proposed by this

author is now examined.
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5.2. Proposed persona identification user interface design

To allow for usability a system interface should be predictable and
straightforward to interact with to obtain the desired results. By adopting a well-
known interface design base (Microsoft Outlook 2000) the Predictability and

Simplicity aspects of design mentioned above are adhered to.

The proposed design is able to identify and process messages for one parent
persona — Archetype and two children personae - a Personal and a
Professional persona. Once this design has been presented a method of

implementation with the Microsoft Outlook 2000 system is discussed.

Figure 8 shows one possible view of an interface with the persona identification
concept implemented. It shows a maximised view with the two inboxes and

message previews for the selected emails.
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Figure 8 Interface view: Dual persona inboxes with preview

The structure of the original interface remains unchanged, but two inboxes
replace the previous single inbox. The additional functions such as the
Calendar and Journal have been removed to illustrate the persona

implementation concept clearly.
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This graphical user interface displays inboxes for two personae, one

professional, and one personal. A user is able at a glance to see both their
personal and professional email. The parent Archetype is used for e-mail that
the system is unable to identify its associated persona. A user is able to
occasionally check this inbox and determine which persona these e-mail should

be associated with.

Figure 9 shows an example of how a user would be able to hide their Personal
persona. By having this feature enabled a user is able to disregard email that
is personal during their professional hours and disregard their professional
email during personal hours. For example if Bob is at work and in his
Professional persona he is able to hide his Personal inbox until an appropriate

time when he may wish to check his Personal persona messages.
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Figure 9 Interface view: Professional Persona Inbox with preview

From a user interface point of view implementation of the persona identification
concept is relatively straightforward. It is simply manipulating the current
interface to provide the required functionality such as the required number of

inboxes in this implementation.

So it is clear on an interface level that the persona identification concept is

possible to be incorporated into a fifth generation messaging system. On a
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practical level many work environments discourage employees from using their
working time to conduct personal affairs such as email or telephone calls to
friends or family. The use of such a mailing system could help companies be

more productive by helping staff separate professional and personal email.

A possible method that could implement the persona identification concept on a
deeper application level is now examined. Then a current feature in Microsoft
Outlook 2002 that could aid in the implementation of the persona identification

concept is looked at.

5.3. Persona identification implementation with Microsoft Outlook

In relation to the Microsoft Outlook application a possible implementation of the
persona identification feature would be to have a persona “filter” that would
need to be run in conjunction with Microsoft Outlook. This filter would be based
on a variety of rules set out by the designers and additional rules added by the
individual. This filter must be capable of interfacing with legacy systems and it
must also cater for scalability that is for the ability to grow with implementations

of new systems.
A method of creating an e-mail filter that is currently available in Microsoft

Outlook 2000 is now examined. In Figure 10 it is possible to see how a user is

able to access the Rules Wizard function available in Microsoft Outlook 2000.
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Figure 10 Rules Wizard access in Microsoft Outlook 2000

This wizard walks a user through the creation of customised e-mail filter that a

user may create.

A user is able to select at what point the filter becomes

active, for example either upon email receipt or transmission. They are then

able to select from a series of rules that identifies the need for activation of the

customised filter. For example if the e-mail header contains an identified key

word or a particular account is being sent to, then the filter will be applied to the

e-mail by the system. Figure 11 depicts some of the choices of rules a user

may decide to use in the filter’s activation.
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Figure 11 Rule selection in Rules Wizard in Microsoft Outlook 2000

However the limitations imposed by the predefined rules available in Microsoft
Outlook 2000 prevent implementing the persona identification functionality
properly. For example a filter could be based on a persona’s contacts list. Any
contact that is defined in each persona will have all messages from that contact
directed to the associated persona. With this rule comes the distinction that a
contact may not appear in more than one persona adhering to the non-
overlapping design model described in Section 4.3. In the Microsoft Outlook
2000 Rules Wizard a user is able to identify a distribution list. Such a feature

could be extended to allow for a persona’s contact list.

There is also a macro construction available in Microsoft Outlook 2000;
however the additional security risks this option presents has stopped the
author of this paper from proceeding with this line of investigation.

Due to the restrictions of copyright and industry protections, design,

programming code and construction of the Microsoft Outlook application cannot
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be examined. However current functionality is examined to suggest a program

implementation.

In  Microsoft Outlook 2002 there is functionality provided allowing an
administrator to create a “profile” or profiles. These profiles are Outlook’s way
of remembering e-mail accounts, data files, preferences and option settings for
individual users. They allow different users to use the same machine but retain
user’'s personally defined customisations of Microsoft Outlook [Barich, 2001].
However the same user cannot use these profiles concurrently. A user must
log in and log out of a particular profile. This functionality could be extended so
each profile could be identified as a particular persona and if information
regarding these profiles or persona were able to be processed concurrently
then the implementation of the persona identification concept would be

possible.

To have this concept implemented with Microsoft Outlook discussion and
design would have to be undertaken in conjunction and with the permission of

the Microsoft Corporation.

5.4. Filter and alternative persona identification implementation

Another method of implementation could be to base the implementation of the
persona identification concept on currently available filters or proposed
methods. Filters can be built based on a variety of information. The filter this

paper examines relies on addressing information contained in a message.

5.4.1 A filter that relies on addressing information

One scheme that is designed to combat spam (unsolicited commercial mail)
which could be adapted to provide a persona filter is that proposed by Scott
Fahlmann in his paper “Selling interrupt rights: A way to control unwanted email
and telephone calls” [Fahlmann, 2002]. In his paper Fahlmann presents a
scheme that provides a way of billing users that wish to contact a person. His

proposed solution has three parts. The first part is:
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1.  Each account has an accept list that is maintained by the
user, which will allow anyone on that list to contact the user

without interference.

This method of identification uses the sender’s information to authorise the
system to accept the incoming message without interference. If this method of
accepts list was modified to incorporate an accept list for each persona, this
would help implement the persona identification concept into a fifth generation

messaging system. The second and third parts of Fahlmann’s model are:

2. The user may create interrupt tokens (for single use only)
and provide them to people and companies that have a

legitimate need to contact the user in the future.

3. Uninvited callers or mail senders must make a binding offer
(undertake an agreement to pay the required fee) to pay an

interrupt fee to the recipient.

A sender in the system must identify whom they wish to contact. Once this
decision is made if they are not on a user’s accept list then they must obtain a
token for that user. The system will generate this token using the recipient

information in the message.

This charge may be waived if the contact is valid and unobtrusive. In this
model uninvited callers or mail senders would go through a process to obtain
an interrupt token either via an automated telephone system or on a secure link

on the Internet, which they may then use to contact the desired user.

By incorporating this part of Fahlmann’s model a fifth generation messaging
system would be taking a step towards providing the Billing Integration feature
mentioned in Li’'s Future Works section. Fahlmann’'s scheme should be

examined as a future work to accommodate this feature.
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Another filter that should be examined, as future work for this paper is that
described by Paul Graham in his paper Better Bayesian Filtering [Graham,
2003].

5.4.2 Methods that rely on addressing information

A method that does not employ filtering but uses addressing information of a
message is that of Dr John loannidis of AT&T Labs, USA [loannidis, 2003]. Dr
loannidis proposes that instead of trying to prevent spam by filtering, one
should stop it before it is sent. His encapsulation policy adopts the use of so
called “single-purpose addresses” or SPAs. These SPAs are generated by a
program and then distributed to requested contacts. These addresses have a

life span determined by the recipient [Austen, 2003].

An SPA is encoded with a security policy that describes the acceptable use of
the address. These SPAs are cryptographically protected to shield them from
tampering. Should this policy be abused then the address becomes invalid and
messages to it are no longer received by the system [loannidis, 2003]. SPAs
differ from Fahlmann’s token scheme, as they are multi-use and do not have a

time-limited existence.

Potentially if a system was processing numerous personae and each persona
has a variety of e-mail addresses then loannidis’ system could be a method of
organising them. The cryptographic security features mentioned by Dr
loannidis would be beneficial to users in a fifth generation messaging system.
loannidis’ encapsulation policy should be examined as future work to

determines its implementation into a fifth generation messaging system.

Robert Hall of AT&T presents a similar method that also does not rely on
fitering. Hall proposed a technique called the Email Channels system.
Essentially each user’s e-mail account is made accessible via a user-controlled
set of channels. Each channel has a distinct structured address, which
contains within it the account name and a cryptographically secure channel

identifier [Hall, 1998]. Should a channel be abused i.e. be inundated with spam
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mail, a user may close that channel down and notify all relevant correspondents
of the change in communication channels. To help implement this and reduce
complexities Hall includes a software agent, the Personal Channel Assistant
(PCA), that operates like an active, enhanced address book that manages the
different channels and automatically inserts the appropriate return address for

each correspondent, among other functions.

The PCA prototype implementation is as an email proxy, sitting between the
user’s mail client and the mail server itself. All PCA interfaces use standard
protocols (SMTP — Simple Mail Transfer Protocol, POP3 — Post Office Protocol,
HTTP — Hypertext Transfer Protocol, FTP — File Transfer Protocol) to interact
with clients and servers, so no special client software is needed to use it [Hall,
1998].

If this method was modified to allow several channels and an individual PCA
per persona identified within the system, then the PCA model could conceivably
be adapted to process persona information. This could provide the persona
identification functionality to users. Given that Li’s fifth generation system is an
IP — based one, this Email Channel system would easily be able to be

integrated to help provide the required functionality to users.

Having examined the possible implementations of the person identification
feature some security risks raised by the persona identification concept are now

examined.

6. ldentified Security Risks

Security of information and privacy are prime concerns in any messaging
system. Corporations and businesses of today rely on high level of security to
provide them with client confidentiality and a competitive edge in the market
place. Sensitive information stored within a system must be protected. As with
all systems as additional functionality is added security risks are created. This
paper briefly examines security issues relating to: Privacy, Integrity and

Availability of Service.
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6.1. Privacy Risks

Four areas of privacy identified by Li for an individual that must be addressed in

a messaging system are:

o Privacy of behaviour, being able to have all aspects of behaviour kept

private.

o Privacy of communication, being able to communicate with others
without routine monitoring of their communications by other persons

or organisations.

e Privacy of data, being able to have personal data and information
private to the individual. Also known as ‘data privacy’ and

‘information privacy’.

o Privacy of location, making it possible to have geographical location
private to the individual. Also known as location anonymity

discussed in Section 6.1.3.1.

Users of technology systems wish to ensure that their actions and personal and
related information are kept both secure and private. Due to the 3000 percent
increase in privacy lawsuits filed in the last decade in America alone
businesses are increasingly bound to ensure the privacy of confidential data for
staff, clients and shareholders alike [Flynn, 2001]. The key document
governing a person’s privacy in New Zealand is the Universal Declaration of
Human Rights adopted under the Human Rights Act of New Zealand 1993.
Article 12 states:

“No one shall be subjected to arbitrary interference with
his privacy, family, home or correspondence, nor to attacks
upon his honour and reputation. Everyone has the right to
the protection of the law against such interference or

attacks.” [New Zealand Parliament, 1993]

From a user’s point of view, as systems today increase in their capabilities

there is a fundamental tradeoff between access to data for legitimate uses, and
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concerns about privacy [Godefroid, 2000]. A fifth generation system must offer

its users an appropriate tradeoff.

Privacy may be provided in a variety of ways. This paper examines methods of

authentication and encryption before discussing the issue of anonymity.

6.1.1 Authentication

A widely adopted method of providing communication and data privacy is that
of authentication. Authentication is a process of verifying the identity of a user,
device or other entity in a computer system, often as a prerequisite to allowing
access to resources in a system. It is also a process used to verify that the
origin of transmitted data is correctly identified, with assurance that the identity
is not false. The term is also used to describe the method of establishing the
validity of a claimed identity [Peltier, 2002].

For example the recipient of a message might want to verify the identity of the
sender a message asking the question “What time are you expecting to arrive
home?”. If the message is from a stranger the unwary recipient might reveal
behaviour and location details. A fifth generation messaging system must
provide an adequate level of authentication of senders. Authentication of
message recipients is also important, from a privacy perspective. If a stranger
is able to read a person’s messages then all four areas of their personal privacy

are at risk.

There are many ways to provide Authentication in a system, Li discusses

several of these options in her thesis, including:

o Password based authentication, determining authentication via a

private password exclusive to the user.

o Rendezvous, the agreement of two parties on message delivery at a

particular time and place.

o Symmetric cryptographic-based authentication where a claimant A

proves his or her identity to a verifier B by performing a cryptogram
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operation of a quantity that either both know or B supplies [Oppliger,
1996] [Li, 2001].

Authentication provides a form of communication privacy.

6.1.2 Encryption

Another method that may be used separately but is often used in conjunction
with authentication is the method of encryption or secret writing. Encryption is
the process of scrambling plaintext (information in its normal form) into
ciphertext (information in its scrambled form) in such a way that only the

recipient can recover the original information [Hughes, 1998].

Encryption may be employed in several manners including:

e Public key encryption (asymmetric key encryption), which is the
method of creating key pairs, one of which is kept private, the other is
made public. One key is used as a locking device, the other to open.
This method also provides authentication of the user as only the

owner of the private key may use it.

o Block cipher, which is an encryption algorithm that works on chunks

of data at a time.

° Stream cipher, which is an encryption technique that works on

streams of data at either the character or even bit level.

A user would want to adopt this technique for example if they were sending
credit card details over the Internet. If the details were not encrypted then their

credit card details would be open for fraudulent use by eavesdropping entities.

By adopting some form of encryption and decryption algorithm a system is able
to ensure a certain level of confidentiality to its users by protecting information.
By implementing this a fifth generation system would be able to provide a level

of communication and data privacy.
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6.1.3 Anonymity

Another technique for preserving privacy is Anonymity. Anonymity is the state
of being not identifiable within a set of subjects, the anonymity set which is a

set of all possible subjects who might cause an action [Pfitzmann, 2000].

According to Pfitzmann et al. there are three types of anonymous
communication properties that can be provided: sender anonymity, receiver

anonymity and unlinkability of sender and receiver [Pfitzmann, 1987].

By having anonymity a user is able to conduct their affairs safe in the
knowledge that their actions, location and data are still private. For example a
work colleague of Bob discovers that Bob is fraudulently using company
letterhead. To protect the company this work colleague reports Bob. If
anonymity is not provided then this colleague could effectively be traced and
identified. By ensuring anonymity in this situation the system would be

providing behavioral privacy.

Li claims all of the anonymity areas mentioned by Pfitzmann et al. are being
applied in her fifth generation messaging system through the use of Temporary

Identities (TID) to provide anonymity in conjunction with a user’s privacy.

By providing anonymity a system is providing a method to help ensure
behavioral and location privacy also known as location anonymity that will now
be discussed in further detail.

6.1.3.1. Location Anonymity
Location anonymity is allowing a user’s location to remain unknown unless they

wish to reveal those details.

The inclusion of a presence awareness system (see Section 3.2.4) would see
the need for this kind of security to be in place for users. For example if a user
of a fifth generation system wished to have a meeting with a prospective
employer, they would probably wish to be able to conduct it without the
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knowledge of their current employer. They would prefer the ability to hide
information regarding action and location. From this example it is clear a fifth

generation must provide location anonymity to a user.

In a proposed automated verification framework Godefroid et al. suggest a
model that will ensure privacy in presence aware systems [Godefroid, 2000].
This verification framework can detect violations of complex policies using a
tool called Verisoft that provides systematic tests of concurrent systems and

run-time monitoring. Li's thesis did not examine this framework.

A fifth generation system must implement either this tool or provide some

assurance of location anonymity / location privacy for its users.

6.2. Integrity
In any messaging system, the system must be able to ensure integrity of
information, both information stored in the system and information

communicated with other systems.

Integrity of information refers to the protection of information against
unauthorised modifications [Li, 2001]. Integrity and confidentiality of
information can affect a large number of people and corporations if it is
compromised. For example Bob might accidentally send an email containing
confidential information regarding a client, say financial documents. If these
were altered and received by the incorrect people then fraudulent procedures

could ensue endangering the reputation of Bob, his firm and the client.

Li adopts several methods to provide this integrity to users. These methods

include:

e Access Control Services to protect system resources against

unauthorised use.

e Non-repudiation services to provide protection against the originator
of a message or action from denying that he or she has originated
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the message or action as well as the recipient of the message

denying that the receiver received the message.

The final area of security examined is that of Availability of Service.

6.3. Availability of Service

If a required service is not available, frustration and loss of work can often
result. In a business environment this can be a costly experience. A system
must be designed to prevent this non-availability of service from happening.
Availability of Service can be effected in a system in a number of ways
including power failure, virus or worm corruption and denial of service attacks.
In her thesis Li identifies this area of Security but does not go into detail about

its inclusion in the system.

Standard measures to prevent this non-availability of service include:
o Generator systems to prevent loss due to power failure.
o Fail safe software should a system crash or power loses.
e  Recovery method systems to prevent or reduce data lose.
. Relevant firewalls and proxies.
° Updated virus protection systems.

° Implementation of router filters to reduce exposure to certain denial-

of-service attacks.

o Disable any unused or unneeded network services, limiting the ability
of an intruder to take advantage of services to execute a denial-of-

service attack.
o Enable quota systems.
o Routinely examine physical security with respect to current needs.

o Invest in and maintain "hot spares" - machines that can be placed

into service quickly in the event that a similar machine is disabled.
o Invest in redundant and fault-tolerant network configurations.

o Establish and maintain appropriate password policies.
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[CERT, 1999]

As we can see there are several areas to security that must be examined and

provided in a system that could be implemented in today’s market.

The fifth generation system proposed by Li has been examined and discussed
however there are still several issues that have not been examined. For correct
implementation these issues would need to be dealt with to provide a functional
fifth generation messaging system. These issues are mentioned next in the

Future Works Section of this paper.

7. Future Works

As with all areas of technology, as systems continue to develop and evolve
ensuring messaging systems designs are kept up to date and at the forefront of
the market becomes increasingly difficult. Several areas of the fifth generation
system still have not been addressed and as mentioned in Li’s thesis, the

following areas still need to be examined:

»  Service mobility, the seamless mobility across different devices during a

service session.

»  Full range of anonymity, giving a user a full selection of anonymity.

» Implementation, the scale of tasks required to implement a fifth

generation model.

»  Performance evaluation, conducting performance testing and usability

evaluation of the design.
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Areas identified by this paper that need to be examined due to its discussions

are:

»  Integration, integrating the discussed models and systems into the fifth
generation model, such as the presence awareness, billing and
loannidis’ SPA systems mentioned in Sections 3.2.4, 54 and 5.4.2

respectively.

»  Bayesian Filtering Discussion, examining Graham’s Bayesian filter for
implementation possibilities with the persona identification concept

mentioned in Section 5.4.1.

»  User Interface Development, discussing the proposed interface with the
Microsoft Corporation and determining an appropriate implementation

within the system.

»  Billing Implementation, examining Fahlmann’s proposed system in more

detail and determine the possibility of its incorporation.

The evaluation and discussion of these issues will see the development of the
current system and possibly identify a new generation of messaging systems.
Continuous adaptations and developments to the discussed model will have to

be made as long as technology continues to advance.

8. Conclusion

In this paper four problems associated with messaging systems have been
presented and discussed. To give a clearer understanding, existing messaging
systems to date have been examined and the relationship of the four problems
with the system is discussed. In particular the fifth generation messaging
system model proposed by Li. The main focus of this paper was investigating

the persona problem mentioned in Li’'s thesis.
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The first step in this investigation was clarifying and redefining this problem,
which was undertaken in Section 2.2.5. From here the persona identification
concept was examined as a functionality that should be available to users of a
fifth generation system. With this in mind a design and possible implementation
of the persona identification concept was presented. These designs and the
use of persona concepts in systems today (instant messaging) show how this
persona identification is an important and feasible feature for an end-user of a
fifth generation messaging system. The implementations of this feature via
both filter and channel implementation in an existing system show that a
significant step has been taken towards a solution to the persona problem.
Literature not examined by Li in this area include [Bunney, 1999], [Cherry,
2002], [Zeise, 2002], [Ball, 1997] and [LaGesse, 2001]

In her future Works Section Li mentions that the area of a User Interface
needed to be examined at before an implementation of a fifth generation
system would be feasible. This paper took a step toward this in Section 4
where a user interface for an electronic e-mail system incorporating the
persona identification concept was presented. This was developed following
guidelines presented in the [Microsoft, 1993], [Belcher, 2000] and [Galitz, 1997]

literature.

In addition this paper also examined relevant literature and systems not
covered by Li’'s Masters thesis relating to fifth generation messaging systems.
One model not examined by Li, which provides the locality awareness
requirement mentioned in her work is the presence awareness model
discussed in Section 3.2.4. The Availability of Service from a security point of
view was also discussed in further detail. The literature on these topics not
covered by Li includes: [Maniatis, 1999], [Godefroid, 2000], [Grudin, 2002],
[Handel, 2001] and [Stone, 2001].

As with all modern day technology, messaging systems continue to grow and

develop. This paper has suggested some promising directions for the future

development of a fifth generation messaging system.
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9. Registered Trademarks and Copyrights used in this paper
o Microsoft® referred to within the text as Microsoft
o Microsoft® Outlook® referred to within the text as Microsoft Outlook
e Microsoft® Word® referred to within the text as Microsoft Word

° Microsoft® Excel® referred to within the text as Microsoft Excel
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