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Abstract

This thess is dout ddivering dectronic messages We propose a multi-services
network — a fifth generation messaging system, a software system, designed to make
deivery of dectronic messages easier, more secure and efficient.

Our gods ae to describe an “anytime, anywhere, any-persona and from any-device’
multi-services system, which refers to the ability to send and receive dectronic
messges @& ay paticular time usng different kinds of persond identities and
through a variety of devices wherever you ae.  These multi-services incdude various
kinds of information such as voice, data images and multi-media, any of which can
be trandferred on the wired and wirdless computer networks such as LAN, WAN, and
telecommunication networks such as teephone, fax and mobile etc.  We will dso
specify what the most important characteristic features in this multi-services system

are.

Today, thee ae a multitude of communication devices and corresponding means
avalable to exchange dectronic information. However, esch of these devices and
means has different cgpabilities. For a user wishing to transfer messages, they may
have severd different identities, such as severd phone numbers or many E-mal
addresses.  In this thesis, we study how a fifth generation messaging system manages
ther identities and maintains their privacy and security.  Additiondly, the location of
a user and ther prefered device may change & any time.  Current information
deivery integration sysems, which send a mesage in a heterogeneous
communication environment, are incomplete, insecure and inefficient.  This fifth
generation messaging system we define here offers improved efficiency, security and

completeness.
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1 Introduction:
11 Messaging System

Spesking broadly, messaging (aso cdled electronic messaging) systems are used for
the creation, storage, exchange, and management of text, images, voice, tdex, fax ad
E-mail over acommunications network [TechTarget 2002].

We will introduce a fifth generation messaging system in this thess In order to
understand what the fifth generation messaging sysem will be, we will first look at
the problems associsted with current messaging systems, followed by a brief review
of the evolution of messaging systems.

Summarized bdow ae the man problems with messaging sysems including the
problems of communication, trandation, redirection and persona  The requirement of
solving these problems is the mativation of messaging system development.

1.2 Problems associated with messaging systems

There has dways been a need for people to communicate and share information with
eech other. It is interesting and useful to see how people have dedt with the problems

of long-distance communication throughout history:

In ancient times the communication was based upon dgnds of sound and light, eg.
drums and horrs, smoke signds and beacon fires. Then people sated to use tools

like pigeons to send messsge. Throughout the ages groups of people have
communicated with one another by meking use of diffeeet kinds of dgnding
systems.

As ealy as the 18th century, attempts had been made to use dectricity for the
transmission of messages.

Snce then, the market and usas demand for communicetion has grown rapidly.
People not only want the message be ddivered to the recipient, but may aso like to
trandfer different kinds of information, such as their voice, picture eic. When a person
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feds tha they cannot communicate usng a specific information type, we say that they
meet the “ communication problem”.

In order to satisfy peoples communication needs different kinds of networks and
savices have been crested. There has been a rapid increase in the variety and
absolute number of devices that are used to trandfer persond information, such as
landline telephones, faxes, cdlular phones, PCs, PDAs (Persond Digitd Assdant)
etc. Figure 1 shows a multitude of communication devices that a person may use

today.

) mokbile devices

& -
devices at home devices at office

Figure 1: A multitude of communication devices

It seems unlikely that these heterogeneous devices will converge into a sngle device
anytime soon, due to “fediure cdashes’ among portability, power consumption,
economy, backwards compdtibility, and input/output devices (keyboard, mice, video,
etc.).

Some devices are unable to communicate directly with some other devices, unless a
“trandation service” isavailable.

When a person is unable to quickly find and use an gopropriate trandation service,
they face what we have identified as a“trandation problem”.

Introduction 13



The increesing mobility of individuds and their need to be reachable has led to an
increased demand for services to access these users devices so that they can be used
conveniently. Message reech to the recipient is not just taking about the mus-have
cdl phones persond digitd asistants, and other wirdess devices that more and more
people carry every day. But for now the race is on to get as connected as possble. So
far we can take and make cdls, browse the Web, and even read and send emal on

our phones, PDAS, etc.

When a canmunication sysem is ungble to let a kind of high priority and time-critica
information reach the recipient, and let the sender get the recelved feedback on time,
we will say thet this system has a“redirection problem’”.

Frdly, from psychoogis’s view, a well-devdoped individud may have severd
personae gopropriate to busness and socid Stuations. One of Sigmund Freud's
followers and sudents, Carl Gustav Jung, who was the best-known member of the
group that formed the core of the early psychoanaytic movement saw “the persona as
a vitd sector of the persondity which provides the individud with a container, a
protective covering for his or her inner sdf” [Hopcke, R. H. 1989]. On€'s persona
reveds cetan sdected agpects of the individud and hides others [Geig, M 1998].
People may need to “hide’ the information related to his or her one persona from the
communication partner who related with his or her other persona

When people fed a need for hep in managing the information belonging to ther
different persona, we say that they face a* persona problem”.

In the following four subsections, let us see those four problems’ details one by one.

1.2.1 Communication problem:

In recent years, people have been building up different kinds of networks and
svices to saisfy the need for communicaion. The solving of the
“communication problem” has caused the exisgence of the two independent
and pardld networks currently operating. They are the voice network that we
use for telephone cdls and fax, and an Internet that we use for IP based data
communications, such as E-mail and images etc.

Introduction 14



122

People have access to a growing number of networks (eg., Internet, cdlular,)
on a growing number of devices (eg., persond digitd assdants cdl phones,
smart ards) & a growing number of locations (eg., work, home, on the road).
It looks as if people are easy to reech now, but in fact it is just opposte A
sender may find it even more difficult to catch the recipient.

Redirection problem:

Network devices, applications, and accessble locations ae growing, it
becomes less likey that other people (information sender) can get in touch
with a mobile pason & any paticula time. People are limited in ther reach
ability by the devices they can use a a certan location. For example, a sender
might not have the travding peson's hotd phone number, or the
correspondent's  E-mail  gpplication might not  interoperaie with the mobile
person's phone. People are becoming more difficult to keep track of now.

For high priority and time-criticd information, the recipient may want to
receive on time, and sender may want to get the feedback of the information as
00N as possble.

When the message cannot be received by the recipient on time, we say this
messaging system hes a“ redirection problem”.

A growing need for people to indantly reech others, and the difficulty of
keeping track of people makes redirection important in a messaging system.

Sefan Arbanowski and Dr. Thomas Magedanz mentioned this function in
ther upcoming fourth generdtion of messaging sysem, by usng a location-
awareness gpplication (automated, manudly, or scheduled) to recognize the
recipient’s pogtion, to know the addresses of the terminds, and for sending
information [Meer, S. Arbanowski, S. Magedanz, T. 1999]. Some exising
integration sydems have provided a patid solution to this “redirection
problem”. For indance Active Messenger [Marti, S. J. W. 1999], and some
product’s*“follow me’ fegture.
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Besdes the am of sending the information to where the users can essly

receive it, we expand the “redirection problem” as.

Per son-to-person reachability:

Firg, we need a system that can provide person-to-person reachability. The
sysem should direct the sender's communications to the mobile person,
regardless of whether the sender and recipient have direct access to the
same kind of network, device, or gpplication.

Let's suppose Alice and Bob are two sdes people in the process of dosng
an important new ded. Alice is traveling, when a criticd, lasgt minute issue
arises Bob can send an urgent message from his office lgptop to Alice,
without knowing exactly where and how to reech her. Through our
messaging system, Alice hes identified her mobile phone as her “urgent”
device for tha gpecific time. Under the help of our generd trandation
function, the sysem can automaticaly route informetion to Alice's mobile
phone. The feedback, which shows that Alice had received and read the
message, can be sent back to Bob.

Sequentially redirecting information over time:

Second, message redirection includes not only rerouting a message to the
recipient's agppropriate device, but adso usng severd devices sequentidly

over time.

While Alice is on vacation, she can receve a message on her cdl phone
deting her of posshle credit cad fraud. By pressing “1” she confirms
that the charges are hers. Severd days later, she recelves an dert on her
PDA indicating that she is nearing her credit limit. By responding with a
message saying, “trandfer,” Alice pays off pat of her credit cad hill by
trandering funds from her checking account. When she returns home,
there is a fax waiting for her summarizing her monthly checking and credit

card account activity.

Introduction
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Mobile person's privacy protection:

Third, lack of control over redirection routing and device specificity can
reult in a user's persond information, such as his current location, to be
exposed. We need a system that can provide the mobile person's privacy
protection.

To redirect the information to a mobile person, the sysem mus track the
devices and gpplications through which the person is currently reachable,
and should not reved this tracking information, whether current or
historica, because it could be used to deduce the person's locaion and
therefore compromise his privacy. In addition, receving unwanted
messages is dso an invason of privecy.

Redirect according to the information’s priority:

Ladly, some of the voice network services can cut the deivery of a low
priority message when a higher priority message arives. However many
goplications, such as IP sysems, have no way to ddiver high priority
communicaions intrusvely while ddivering low priority communicaions.
So we dso nead a function to evauate messages to let users be able to
have dl ther incoming communications prioritised and filtered according
to ther preferences then sending information according to the
information’ s priority.

The earliest atempts of solving the “redirection problem” were systems with
one address receiving dl of a usar’s messages. The system stores the messages
in a centrdized location, waiting for the recipient to check them. Severd third
generation messaging products use this kind of method. For example, Unified
Messaging System gtares the voice mail, fax mail and Emal in a unified mal
box; the user can then use any telephone, PC or mobile phone to retrieve these
messages.

More sophigticated systems were later developed which filter text messages
and datempt to prioritize them by looking a the user's recent communication
history, calendar, and address book entries.

Introduction 17



1.2.3

We will introduce those sysems in Chapter 3. However, they are ether not
effective in deciding where to send a message according to its importance and
the avalable receiving device, or they just provide a patid solution to the
problems we mention above.

The fifth generation messaging sysem we describe, will define an “anytime
anywhere’ software system that integrates mobile ddivery systems like PDA
and cdl phone.

It filters the incoming information by usng the sender’s priority request and
recipient's persona profile, then forwards the information to the avalable
portable and dSationary device. It dso uses severd devices sequentidly over
time.

Depending on the sender’s request, the sysem should be ale to give
information back to the sender about whether the information has been

received or read.

Using the identity management function, the syssem can protect the recipient's
location privacy.

Identity Management is a main function that the fifth generation messaging
systems have compared with the early generation messaging systems. It is dso
this function, which solves our fourth problem - the “persona problem”.

Before examining the “persona problem”, let us look a the “trandation

problem”.

Trandaion problem:

Today, many people have adopted a wide range of communication devices for
efident and timdy information ddivery: tdephones cdlular phones PCs
PDAs, ec. They own multiple devices for communicetion over diverse
networks. Such as. PSTN (Public Switched Teephone Network), the
interconnected  voice-oriented public  tdephone networks GSM  (Globd
Sysgem for Mobile communication), a digitd mohile tlephone system that is
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widdy usad in Europe and CDMA (Code-Divison Multiple Access), which is
popular in North American.

Mog of those sending and receiving devices ae capable for only sngle
information transferring sarvice, using asingle protocol and information type.

When using a landline phone as a sending and receiving device, we need the PSTN
protocol; information type is voicer PCs can send and recaive voice by usng VolP
(Voice over IP - that is, voice ddivered using the Internet Protocol). GSM and CDMA

are used as the protocol in the mobile phone voice trandferring service. SMS (Short
Message Service) is a protocol for sending text messages of up to 160 characters to

mobile phones. Etc.

It might be inconvenient for nonIT users to find an efficient method from so
many integated products to trander ther information udng ther specific
sending and receiving device.

Figure 2 and Figure 3 show the exiging transfer possbility between devices.
Here we just use the voice and text as the example of information type, more
details will be mentioned in Chapter 2.

7 8
{} é\r;

o

Fgure 2: Voice trandferred between devices

" Because of the many acronymsin thisthesis, we do not explain each of them. Please check the
gppendix A for the acronyms ligt for a detailed description.
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Figure 3: Text transferred between devices

From Figure 2 and Figure 3, we can ethat: Not all the devices can be used to
transfer the information directly. Such as there is no posshility to use fax as
sending device to send text message to be received by amobile phone.

The atempts of trying to solve the “trandaion problem” lead the appearance

of second and third generation messaging system where they are discussed as
“converson of messages’. [Meer, S. Arbanowski, S. Magedanz, T. 1999]

Some of the third generdion messaging integration systems, such as Unified
Messaging [UMS 2002] and Canard community messaging [Chesnais, P. R.
1997] [Chesnas, P. R. 1999] provide an informeation formeat trandation
function gppropriately chosen from sending and recelving devices. The detals
of those integration systems will be discussed in Chapter 3.

But dmog dl the exiding integration mehods only provide onestep
translation. By using voice mail, a user could spesk out an Emall, then send it
to ay E-mal address in the world. But if the recpients E-mal is nat
reechable, most people lack a desred service in further retrandation and
redirection, such as resending this message to their fax.

Those exiging informetion ddivery savices only pay dtention to the
“trandation problem” within an IP-based network, not induding the
trandation between the voice network and the IP-based network. When they
do condder voice, they tregt the voice message as a voice mall, and attach the
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file to an emal message. No exiding sarvices to our knowledge provide
trandation between these two paralel services.

A generd tranddion function is required to converge thee two kinds of
networks together. The future messaging systems, the fourth and fifth
generdion systems we will mention in section 1.3, am to solve this problem.

The fifth generaion messaging system we describe in this thess will provide a
full range of message reformetting for different information types and

languages between differing networks and devices.

Although we sad that the sysem contans a full range of message
reformetting this does not mean it has actud “any to any” traffic type
reformatting, as some trandations are infeasble, being ether too expensve or
impossible to achieve with the current technica knowledge. For example, text
image can be trandaed into woice, but the picture images cannot. The
trandation, which bridges a red time qudity of sarvice (QoS) guaranteed
network (such as ATM) with a network that has no qudity of service
guarantee (such as some “best effort” deivery without error control network),
will not be conddered in thisthesis.

We now tun to our fourth problem in message ddivery, the “persona

problem”.

Persona problem:

From the perspective of psychology, people possess many sectors within their
persondity, and play numerous roles in ther life — such as children, parents,

Sudents, employees, neighbors, and friends [Suler, J 2000]. A person may

have severa personas.

The origind meaning of persona is an actor's portrayd of someone in a play
[WordNet 2002]. In this theds we cite it as a portrayd of someone in a “socid
conddlation” — groups of colleagues friends and family. A persona is a
persond facade one presents to one of ther “socid congdlation”. It is the role
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that person is currently acting in, but may vary depending on the respective
relationship to the communication partner.

Therefore, a person uses different persona when they are a home, in the
office, with friends, going to see a doctor, exercigng in a recregtion center etc.
Sometimes this goes 0 far that a person use different persond identities such
as name, with correspondingly different message receiving devices.

Two kinds of persond needs about the persona s information will be:

Non-interaction between different persona’s information

People might not want one of their personas information to get involved into
the other persona This common requirement is the inspiration for solving the
“persona problem”.

Bdow is an example, to illugrate some of the isues involved in the “persona

problem”.

Alice is a person who has a formd work and a normd family. So she hes a
leest two personas. One is the persona in office, deding with many colleagues
and busness. Ancther is with the family, deding with her husband and two
kidsand some of her private information, such as her hedth information.

The government is trying to protect a person’'s privacy as a paient persona by
passing such laws as the Hedth Insurance Portability and Accountability Act,
which requires hedth care organizations to protect the confidentidity of
patient information. But condder that Alice may give permisson to those
organizetions to send her hedth rdaed information to her E-mail address or
mobile phone. One of her colleagues, who is responsble to hdp her for a
project in the office, may need to check E-mal for Alice thus he may
accidentally get her hedlth problems message from the hedlth center.

Smilaly, Aliceés work rdaed information, such as the sendtive detals of a
commercial contract, should be kept confidentid from her family numbers
even though they can dso check her E-mall.
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Salf-handling the path for different persona’sinformation

Alice might decide that only the information related with her family persona
can reach her wherever she is Upon recelving such information our fifth
generdion messaging system would try to find Alice and redirect the
information. She may adso decide tha information sent to her recreation
center persona could be routed to a specid in-box.

Despite discussons about the role of the government in protecting privecy, the
importance of building choice into IT has emerged as an equdly important
issue, Franklin S, Reeder, charman of the Computer System Security and
Privacy Advisory Boad, which advises the US Congress and Federd
agencies, says “As people want more convenience and are willing to accept
greater levels of intruson to get that convenience, we have to be able to let
them choose tha. At the same time, we need the option to preserve
anonymity.” [Las, S. 2001]

The conventiond concept of privacy -- of smply meking sure information
ignt disclosed -- is much too narrow, Reeder says. Privacy is dso “about
meking sure information is properly authenticated. It's about protecting the
accuracy of information even though it may be public.”

So we need a message deivery sysem containing an identity management
function which can let Alice make the decison of which anonymity leve she
wants, and who can get involved to the information that bebngs to her work
persona, and who can get involved with her family persona information.

Persona is dso the criteria for judging the information’s priority, s0 that the
System does the redirection according to the priority.

No exiding sarvices ddivery system condders their users persona factor. The

fifth messaging system we describe here will define an *any-persona’ system.

“Persona problem” is a kind of privacy protection. Besdes the “persona

problem”, there are some generd security issues in the fifth generdion
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messaging sysem we aso need to discuss. We will do this discusson when
we design the Security Control Server in the Chapter 5.

In our sysem, the user will have many device identities, such as office phone
number, office fax number, home phone number, home fax number, E-mail
addreses, cdl phone number, etc; and persond identities, such as PIN
number, password and different certificates A usar’s device identity and
persond identity can be used to determine their persona For details please see

Chapter 6.

Sysems will use those identities to authenticate each user. But by usng a
more stringent authentication process, the sender or recipient’'s persona can be
authenticated sufficiently and drongly. Some however are not, such as when

using fax as asending or receiving device.

Now we underdand that messaging sysems originate as a solution to the
demand for incressed communication between people.  Two main kinds of
networks gppeared from solving the “communication problem”, they are the
voice networks that we do telephone cdls on, and an Internet that we do e
mail data communications on. There are many services provided on these two
kinds of networks Following the incresse of sarvices and devices we
currently face the “trandation problem” and “redirection problem”. In order to

protect the user’ s security, “persona problem” isaso anissue.

Following the atempts of people trying to solve those problems, messaging
systems developed. In the next section, we will see the five man stages of the
messaging system’ s devel opment.
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1.3 Evolution of messaging systems
1.3.1 Past and Present messaging systems

From Sven van der Meer, Stefan Arbanowski, and Dr. Thomas Magedanz's
perspective, [Meer, S, Arbanowski, S. Magedanz, T. 1999] traditiond
messaging systems support the process of incoming, asynchronous messages.
This means that the involved users do not communicate directly with each
other. The cdling paty sends information as a message, which will be stored
where the addressed paty can access this information a any time
Specificdly, four mgor messaging technologies ae in pardld use voice-
mal, fax, E-mail, and paging. They dso identified four different Stages of
messaging system (& 2" 3 and 4™ generation messaging system).

First generation of messaging systems

In the first generation messaging systems, adl messaging services are processed
by specid fadlities Users had to use different particular types of devices to
check for incoming messages, eg. an automatic answering mechine for voice
messages, a fax machine for fax message, and a workdtation for reading
Emails. [Meer, S. Arbanowski, S. Magedanz, T. 1999]

Telephone
A b
— & = &
Fax Q“a B
Senders =
Mahile phone

S — lJIF : = I'Jf'-

Figure 4: Four kinds of 1* generation messaging systems
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In Figure 4, we show bur kind of fird generation messaging sysem. They are
a telephone system, a fax system, a mobile systlem and a Email system. Each
system supports a single traffic type such as voice, image, text etc. The arrow
shows the direction of the information flow.

Fird generation messging sysem solved “communication problem”  we
Oefined.

Second gener ation of messaging systems

The second gengdion messaging sysem, which is dso cdl integrated
messaging, provides access to dl messages viaa universd inbox.

The basic technology for these systems is Email, which is ale to integrate dl
kind of multimedia objects, eg. MIME attachment. All kinds of messages can
be retrieved by E-mail client. [Meer, S. Arbanowski, S. Magedanz, T. 1999

"D:>£
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= e e

e-mail

Fgure5: 2 generation messaging system

Figure 5 gives us the man concept of the second generation messaging
sysem. The arows in the figure show the information flow, and the line
without arrow means the redirection of the information. Here the voice and fax
is attached to E-mall.

This second generation messaging Systems atempted to sdisfy the user’s
communication need and adso pat of the “redirection problem” for it
redirected the voice mail and fax mail to E-mall.
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Third gener ation of messaging systems

The third generation messaging system use open architecture to incorporate
E-mail, fax, and voice mal from most sources, sysems, and platforms. [Mesr,
S. Arbanowski, S. Magedanz, T. 1999]

Following the traffic flow (arrow lines) in the Figure 6, we can see tha
information from senders are dored at the third generation messaging system.

The recipient will accessthe system to retrieve information.

Access to the centrdized sored and managed information resource, is
provided for al mgor communication services eg. touchtone phone fax
palling, or E-mall retrieval (see Figure 6:)

— N ‘.

2 i, =
senders M= :&;d’ mf:ng;::f_:rl::m S— -
Fax b=l e ] m - I
P e
5 P
Email

Figure 6: 3¢ generdtion messaging sysdem [Meer, S. Arbanowski, S
Magedanz, T. 1999]

In third generdion messging sysem, the fird solution of “trandation
problem” appeared. E.g. a text to speech (TTS) function is used to read a fax

or an E-mail to users who access to their messages by phone.

Mog of the integration messaging systems introduced in Chepter 3 belong to
this generdtion, or are an intermediae Sep towards the next generation, as
they provide a partid solution to the “redirection problem”.
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The second and third generdtion messaging system are dl conddering the
sarvices integration of the Internet network, not including the voice. The future
messaging system will integrate both of the voice and Internet network.

1.3.2 Future messaging systems

Fourth generation of messaging system

The upcoming fourth generation of messaging sysems has to tke in account
new technologies such as didtributed processing, inteligent mobile agents, and
location-aware gpplications. [Meer, S. Arbanowski, S. Magedanz, T. 1999]

The man interest of the usars is no longer the ubiquitous access to ther
messages but the control of their reachability. (See Figure7:)

In Figure 7, the traffic flow between the recipient and the sysem is bi-
direction, which means that the fouth generation sysem will activdly send the
recipient's message to the device they gpecified, and the recipient can dso

access the system to retrieve their messages.

1] —- v % H_'a EJ 2
Fam Masl L
™ 4% generation Ce— =

Senders i
messaging system

Email

] - H er

Woice

Fgure 7: 4 generation messaging system

Introduction 28



The fourth generetion messaging Sysem purports to completely solve the
“trandaion problem” and pat of the “redirection problem” by letting users
define where to forward their messages. No sequential redirection, nobile
person's privacy protection, redirection according to the information’s
priority and “persona problem” was mentioned in this generation.

Fifth generation of messaging system: Our solution to the four problems

Once the mgor opportunities for usng IT to improve industrid and business
processes have been exhausted, “the man driver for the adoption of an
advanced technology will be the degree to which it satisfies the higher human
needs” Nick Jones, a Londonbased research director a Stamford, Conn.-
based Gartner Group Inc, says[Lais, S. 2001].

The “anytime, anywhere, any-persona and from any-device’ message ddivery
sysem we describe in the later chapter, will correspond with peopl€'s needs
trandferring information conveniently and secretly.

Thefifth generation messaging system will:

Support multrservices to stisfy the user’s communication needs.
Solving the “communication problem” we previoudy defined.

Provide full information trandation, to implement message tranderd
“from any device'.

This is a solution for the “trandation problem” dlowing us to support
seamless and persondized integration of services across heterogeneous
networks.

Support usr definition of when, where, and for whom he is reachable.
Also providing negotiation for senders and recipients to decide how to
do Sequential redirection.

This solution to the “redirection problem” accomplishes the “anytime
anywhere’ informetion ddlivery.
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Provide security functions and a persona profile, to let the user sdf-
control their use of personas for sending or recelving messages.

We try to use the fifth generation messaging sysem to converge the voice and IP

networks as a solution to the problems and unnecessary costs caused by these two
networks not talking to each other.

Leverage both networks to their fulles potentid in terms of consumer convenience

and security.

As a us of a fifth generation messaging system, they would be able to cdl anyone
even if they only have a recipient's e-mail address, or email anyone if they know the
recipient’s phone number.

In this thess, we will condder these four messaging system problems to describe a
fifth generation messaging system.
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14 Summary

In Fgure 9, we summarize the reationship between the four problems we described
and the different stages of the messaging system:

problems
:
|
persona 4,—| |
I
translation
]
redirection I !
cammunication
messaging
|
1=t 2nd grd : Ath gth Fystem

Past, Present | Future

Figure 9: Relationship between problems and stages of messaging system

From the firg generation to the fifth generation messaging system, they are trying to

solve the user’ s “communication problem”, to satisfy their need of message exchange.

Some sarvices tha belong to firs generation of messaging have features related to the
redirection. Such as the PSTN’s cal forward feature, which can redirect a cdl to the

other landline phones

The second and fourth generation messaging sysems provide a patid solution to the
“redirection problem”. The second generation messaging systems only redirect voice
mal and fax mal to E-mal. In the fourth generation messaging systems mention is
made of the person-to-person reechability, but they do not look a the other issues in

the “redirection problem”, such assequentially redirecting information over time.

Patid <olutions to the “trandation problem” appeared in the third generation
messging system, for they only have the text to speech trandation. Upcoming fourth
and fifth generations will fully solve this problem by providing a generd tranddion
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function. Here we cdl it a complete solution just from the technicd perspective as we
explained before.

Features such as Cdler ID in PSTN or GSM, which beong to the first generation
sysems, help the recipient to refuse messages belonging to one of the recipient's
persona, but the decison on whether or not to refuse is up to the recipient, not the
system.

In the second generdion messaging sydem, by usng severd E-mal addresses,
recipients can partialy solve the “persona problem”. The third generation messaging
sysem centrdly dtores the recipient's messages, and there is no persona concept in
the fourth generation messaging system, 0 we sy there is no “persona problem’
solution in the third and fourth generation messaging systems.

A full solution to the redirection and persona problems will gopear in the fifth
generation messaging system.

15 Contents of the Thesis

Thisthesis condgts of 7 Chapters.

Chepter 1 contains an introduction intended to help the reader to undersand whet the
problems with messaging sysems are, and the different dtages of evolution of the

messaging systems.

Detals of an dectronic message, the services that the fifth generation messaging

sysems will interact with, and the characteridics of those sarvices are described in

Chapter 2.

In Chepter 3, we will give a survey of exising gpproaches designed to solve the four
messaging sysem problems. Chapter 4 describes the feature framework of the
messaging system, followed by a high-levd structurd view of our sysem in Chapter
5.

Chapter 6 discusses our solution to the “persona problem”. The last part, Chepter 7,
will indude futur e works and condlusion.
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2 Description of the multi-services

As a result of solving the “communication problem” many services such as PSTN and
GSM agppeared. The integration of these exiging and future sarvices is one of the
reasons behind the development of this fifth generation messaging system.

In this chepter, we will introduce the dectronic information and services, which our
fifth generation messaging system will interact with, and present the characteristics of
these sarvices.

Wefirg need to understand the meaning behind the word services
2.1 Definition of services:

The term sarvices, is used here to describe dl the tdecommunication means and
facilities provides to usars by tdecommunication cariers for communication over
public and privete networks [Bocker, P. 1988]. Examples are tdephony, teefax,
teletex, etc.

2.2 Communication related characteristics of the services:
2.2.1 Sevicetrdffic types

Also referred to asinformation typesin thisthess, can be:

Text a human-readable sequence of characters and the words they
form tha can be encoded into computer-readable formats such as
ASCII.

Image a picture that has been crested or copied and Sored in
electronic form

Voice: sound uttered by the mouth, especidly that uttered by human
beingsin goeech or song

Multimedia: the combination of text, sound, and/or motion video
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Savice terminds (sometimes referred to as “sending and receiving devices')
and their supported informetion type isshown in Teble 1.

Text Voice Imege Multimedia
PSTN™ phore N Y N N
Mobilephone | Limited Y Limited Limited
PDA’ Y Limited Limited Limited
Fax Machine N N Y N
PC Y Y Y Y

Table 1 Servicesterminals and their supported information types

“Y” in this table means that the specific device can support the corresponding
traffic type. So a PC with the required software (eg. E-mal diet) ad
hadware (eg. sound card) inddled can, with support connectivity (eg.
Internet), be used to exchange these four types of information (text, voice,
image and multimedia).

“Limited” means tha with the origind desgn, a specific device cannot
support that specific traffic, but with an add-on function, it can. For example
mobile phones can currently be used to send ad receive text information, but
only when the mobile phone has an SMS sarvice enabled onit.

“N” means that a specific device cannot support that specific traffic type.

We will discuss most of the savices interacting with the fifth generation
messaging system in the later subsection.

" PSTN: Public Switched Telephone Network
" PDA: Persondl Digital Assistant
" PC: Personal Computer
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2.2.2 Savicedasses

Sarvices technicd function and protocol can be dassfied according to the
hierarchica dructure of the saven layers of the OS (Open System
Interconnection) reference model. [Bocker, P. 1988]

From the services operation perspective, we can classfy sarvices into the
three types listed below.

Conversational services: Allows bi-directiond didog communication

between usars. It represents a condderable advance in voice

communication.

This synctronous regHtime service refers to the need for a bi-
directiond connection between sender and recipient. This kind of

sarviceisaways two-way tranamisson, with no information buffering.

Buffering means that the informatiion will aways reach the user
eventudly, even if the device is temporaily out of range or switched
off. Conversationd services, such as two users wanting to tak on the
phone, use voice informetion, which will not be sored anywhere if the
recipient does not pick up the phone,

Messaging services. Offers communication between usars via the

dorage units of information. From this kind of asynchronous dore-
ad-forward services, information such as E-mal, fax, or voice
message, can be sent to the recipient even he is unavalable by
deposting information in his persond dectronic malbox. This kind of
s|avice is oneway transmisson and the information must be buffered

before recipient getsit.
Theinformation of thiskind of sarvicesis gored a the recipient’sside.

Retrieval services. Allows the user to access information stored in an

information center that is generdly provided to public users. It is a
kind of ondemand service egpecidly siitable for  multimedia
information, which is a mixture of text, sound and image. This can be
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in the form of twoway services such as video conferencing, or one-

way like news on demand.

We suggest that this kind of sarvices information be buffered a the
sender Sde, waiting for the recipient to retrieve it. The reason behind
this suggedtion isto decrease the traffic load of the system.

This is a kind of “pull” sarvice The system sends the abstract of the
information to the recipient a fird, the recipient can then pull tha
information from where it stored if they redly want it.

Rel ationship between sarvices and traffic typeisin Teble 2:

Serviceclasses Traffic (information) type Example services
Conversationd Voice, text, image PSTN, GSM, CDMA, Instant
Messenger, etc
Messaging Voice, Text, image E-mail, voice mail, fax mall,
Ftp, SMS, etc
Retrieva Voice, Text, Image, Video conference, online
Multimedia TV, news on demand, etc

Table 2: Service classes and the type of information they support

2.3 Trandation related characteristics of the services

The services we are discussng here beong to the first generation messaging system.
Therefore there is no solution to the “tranddion problem” a this sage, and no
trandation related characterigtics in those services.

2.4 Redirection related characteristics of the services

There is no “redirection problem” solution in those services But some of the

characteridics of the device or sarvice are rdlaed to the “redirection problem”. They

areliged asfollowing.
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Buffering: depends on whether the information of that service will be
buffered before being sent to the recipient.

For those sarvices that will buffer the information, it is essy to redirect the
information. But for the sarvices that do not buffer the information, like
the PSTN voice, we should onsder buffering the message before trying to
redirect them.

In _range indication: depends on the sarvices sysem getting information

about whether the device is in service range before the system tries to
deliver amessage.

For example, PSTN phones will not give feedback indicating whether the
recipient is reachable a this device But the mobile phones can send
feedback to the GSM or CDMA saying if the device is on or off. Suppose
that the recipient dways has his mobile phone with him, the sysem will
then know when that recipient is reachable on this device.

Arriving indication:  depends on the whether the service can get

information about the message sarriva a the recipient’ s device.

Reading indication: depends on the device's ability to get the information
about whether recipient has read the message.

This indication is useful for our fifth messaging sysem to handle high
priority message ddivery. For those messages that must be ddivered to the
recipient and receive confirmation from the recipient, if there is no reaeding
indication received after ddivery to the recipient’s device our system will
ill try to ddiver them to other possble devices

And this charecteridic is dso rdaed to the “non-intercepting” system
feature we discuss in Chapter 6.
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2.5 Personarelated characteristics of the services

There is no “persona problem” solution in those sarvices But some of the
characterigtics of the device or sarvice are rdated to the “persona problem”. They are
liged as following.

Authenticating: depends on whether the service provides a dringent
authentication process.

If the sarvice itsdf does not provide an authentication process, our fifth
generation messaging sysem should have an authentication function to
identify the user’s persona

Now that we have examined the characteridtics for the services, we will continue in
the next section looking at each service.

26 Servicesthat the 5" generation of messaging can interact with

These servicesare:
Bdong to Voice network:

PSTN
GSM and CDMA
SMS

Fax
Bdong to Internet network:

WAP

WWW (HTTP)
E-mal

Ingtant Messenger
PDA

This heterogeneous communication environment has different characterisics, shown
inTable 3:
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Communication related Redlirection related Persona related
Treffic SaviceClases | Buffering Inrange Ariving Readdng Authenticating
type indication indication | indication
PSTN Voice | Conversationd No No Yes Yes Limited
GSM Voice | Conversationd No Yes Yes Yes Yes
CDMA] Voice | Conversaiond No Yes Yes Yes Yes
SMS Text M essaging Yes Yes Yes Yes
FAX Image Messaging Yes Yes Yes No Limited
WAP All Retrievd Yes Yes Yes Yes Yes
WWW All Retrieva Yes No No No Limited
E-mail All Messaging Yes Yes Yes Yes Yes
IM TFTXt Conversstiond Limited Yes Yes No Dependsonthe
voice progran
PDA Limited | Conversationd Yes No Yes Yes Limited

Table 3: Characterigtics of some communication services

Thee information services dl beong to the fird generation of messaging sysems

which means that dl the information services are processed by specid facilities. Users

had to use different specific equipment to check for incoming messages, eg. an

automatic answering machine for voice message, a fax machine for fax message, and

aPC for reading E-mails.

S0 thereis no solution to the “trandation problem” in this section.

Now let usfirst look at the voice network.
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2.6.1 Public Switched Telephone Network:

PSTN (Public Switched Teephone Network) is a worldwide collection of
interconnected voice oriented public telephone networks.

Today, it is dmog entirdy digitd in technology except for the find link from
the centrd (locd) telephone office to the user.

In relation to the message ddivery, the PSTN actudly furnishes much of the
Internet'slong-distance infrastructure.

Communication related:

Traditiona telephone services carried by the PSTN are often cdled Plan Old
Telephone Service (POTS). Usng PSTN for voicemal support will be

discussed in the E-mail services.

PSTN is a typicad conversational service, and its “threeway-cdl” fegture can

let the information sender setup a conference cal between many recipients.

Redirection related:

A cusomer can use the telephone sarvice's features such as cdl divert to
configure how an incoming cdl should be handled (forwarding to another
phone or voice recorder) on different conditions (line busy, no answer after a
period of time or permanent forward). It is sort of person-to-person
informetion redirection.

When two messages arrive, the “POTS cdl waiting feature can let recipients
make the decison on which message to recave. It is a kind of Ddivery
according to the information’s priority, but the decison on the priority of the
information is based on the user’ smind at that moment.

As a conversationd service PSTN will not buffer information so there is no

recipient in range indicgion. The ringing of the phone is the ariving
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indication, and the recipient pick up the phone indicate that the message be
reed.

There are no features to help the Sequentially delivery information over time

and Mobile person's privacy protection.

Characterigtics PSTN
Communication Traffictype Voice
related Service Classes Conversationd
Buffering No
Redirection Inrangeindication No
Related Arriving indication Yes
Reading indication Yes
Persona Related Authenticating Limited

Table 4: Characterigtics of the PSTN service

Persona problem related:

Cdler ID les recipients know the likely identity of a sender, and where the
information comes from. They can then decide if they would like to receive it

or not, solving that part of the “ persona problem’”.

Tall bars can help to identify or authenticate a sender. But there is no security
protection on the actua voice message.

PSTN sarvices have severd features rdated to our communication,
redirection, and persona problems. Refer to Table 4 Characteristics of the
PSTN service.
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2.6.2 Globd Sysem for Mobile communication and CDMA

GSM (Globd Sysem for Mobile communication) is a digitd mobile teephone
system that was firg introduced in 1991. As of the end of 1997, GSM sarvice
was avalable in more than 100 countries and has become the de facto standard

in Europe and Asia

A competing sysem, CDMA (Code-Divison Multiple Access), is based on a
military technology firs used during World War 1l by the English dlies to fail
Geaman dtempts a jamming transmissons. The dlies decided to transmit
over severd frequencies, ingead of one, making it difficult for the Germans to
pick u the complete sgnd. Findly, this digitd cdlular technology uses
spreadkspectrum  techniques, which  dlows numerous Sgnads to occupy a
sngle tranamission channd, optimizing the use of available bandwidth.

The CDMA technology is used in ultrahignfrequency (UHF) cdlular
telephone systems. And iscommon inthe U.S

Communication related:

Here we jug tak about using the origina concept of GSM or CDMA, which is
to use devices in order to receive voice information. Using those mobile phone
devices able to receive text message or multimedia message will be mentioned
inthe SMS and WAP services.

GSM and CDMA here are conversationa services, and because of the ther
basic mechanism, its devices will contact with the nearet Base Station
peiodicadly, s0 it is easy for our sytem to know whether the device is

avalable

Redirection and Persona rel ated:

GSM and CDMA's redirection and persona related festures are dmost the
same as PSTN. See Table 5
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They use TMS (Tempora Mobile Subscriber Identity) to authenticate a lega

user after the cdl setup, S0 it is possble to have Mobile person's privacy
protection.

GSM and CDMA have a pretty powerful twegep authentication method. The
firg gep is that the hardware (handset here) uses a PIN (Personal Identity
Number) to authenticate the user. The second step is for the GSM system to
ue IMS (Internationd Mobile Subscriber Identity) and a Private Key that is
gored in the SIM (Subscriber Identity Module) to authenticate a legd user.
CDMA sysgem use MIN (Mobile Identification Number) and ESN (Electronic
Serid Number) that are stored in the handset to authenticate legal user.

Both GSM and CDMA have agorithms to protect a voice message during its

trangmisson.
Characteritics GSM CDMA
Communication Treffic type Voice Voice
related Service Classes Converstiona Conversationa

Buffering No No

Rediirection In range indication Yes Yes

Related Arriving indication Yes Yes

Reading indication Yes Yes

PersonaRelated Authenticating Yes Yes

Table 5: Characterigtics of the GSM and CDMA services
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2.6.3 Short Message Service

The SMS & defined origindly within the GSM digitd mobile phone

sandard, has severd features:
Communication related:

SMS is a service fa sending messages of up to 160 characters to
mobile phones that use GSM communication. GSM and SMS service
isprimaxily availablein Europe.

The Short Message Service is a store and forward servicg in other
words, SMS messages do not require the mobile phone to be active and
within range.  Short messages are not sent directly from sender to
recipient, but aways via an SMS Center indead. Each mobile
telephone network that supports SMS has one or more messaging
centers to handle and manage the short messages. And message will be
held for anumber of days until the phoneis active and within range.

Short messages can be sent and received Smultaneoudy with GSM
voice This is possble because whereas voice tekes over a dedicaed
radio channd for the duration of the cdl, short messages trave over
and aove the radio channd usng the dgnding path. Recipients
recalve messages automaticaly even if they are currently taking on

the phone.

Redirection related:

The Short Message Service features confirmation of message delivery.
Usars do not smply send a short message and trust and hope that it
gets delivered. Ingead the sender of the short message can receive a
notification about whether the short message has been delivered or not.

Ways of sending mdtiple shot messsges ae  avaldble. SMS
concatenation (dringing several short messages together) and SMS
compression (getting more than 160 characters of information within a
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sngle short message) have been defined and incorporated in the GSM
SMS standards

SMS message can dso be sent to digitd mobile phones from a Web dte
equipped with PC Link or from one digital mobile phone to another.

Persona problem rel ated:

Authentication on the SMS sarviceis same as GSM and CDMA.

Snce its induson in the GSM dandard, SMS has dso been incorporated into
many other mobile phone network dandards, induding Nordic Mohile
Telephone (NMT), Code Divison Multiple Access (CDMA) and Persond
Digita Cdlular (PDC) in Japan.

In 1999, the dandard: Short Message Service for Spread Spectrum Systems
[TIA/EIA 1999] was published. This standard dlows the exchange of short
messages between a mobile station and the CDMA wirdess system; between
the wirdess sysem and an externd device that the capability of transmitting
and optiondly receiving short messages. The externd device may be a voice
telephone, adatatermina or ashort message entry system.

Characterigtics SMS

Communication Traffictype Text
related Sarvice Classes Messaging

Buffering Yes

Redirection Inrangeindication Yes

Related Arriving indication Yes

Reading indication ?
Persona Related Authenticating Yes

Table 6: Characterigtics of the SMS sarvice
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2.6.4

Each of these standards (GSM, CDMA, NMT, PDC etc) implements SMS in
dightly different ways and message lengths do vary. For example CDMA
supports SM S services only with amessage length of 120 characters.

Lack of trandation between SMS on CDMA and SMS on GSM means those

two systemns cannot exchange message with each other.

A drawback for SMS is that a user who has received a SMS message, can
modify it and resend it again, which will cause a security risk: replay atack.
Replay attack will be discussad in the Chapter 6.

Fax:

Although fax meachines seem to be a somehow antique technology, they are
dill very popular, egpecidly snce many machines combine phone, answering
meachine, and fax in one desktop device.

Communication related:

Traditiond Fax services, sometimes cdled “telecopying’, ae very smilar to
telephony services, the same transmisson network and the same logic.

The origind document is scanned with a fax meching, which treats the
contents (text or images) as a sngle fixed grgphic image, converting it into a
bitmep. In this digitd form, the information is tranamitted as dectricd Sgnds
through the telephone sysem. The recaiving fax machine reconverts the coded
image and prints a paper copy of the documen.

The Internet now provides a new and chesper way to send faxes: Fax over IP
(FolP) rather than using the public telephone system for most or pat of the
path to the fax point.

Faxes are tranamitted from the sender's desktop fax software to the specid
server. The server routes faxes via an Internet connection to a remote server
locaied in the geographicd proximity to the dedingtion fax machine. From
this remote server, the fax is sent to its target address using the locd telephone
system. If the recipient wants only to read the message, they can receive faxes
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directly to the PC. However, if the document requires editing, it must be
converted into text by an OCR (Optical Character Recognition) program, or it
must be retyped manudly into the computer.

Some sarvices dso provide the ability to broadcast afax to multiple addresses

Redirection and Persona problem related:

The Fax’s redirection and persona related festures are dmost same as PSTN.
SeeTable 7

Although we know if a fax was sent successfully and has arrived, there is no
way to know if the user hasread it.

Characteristics FAX
Communication Traffictype Image
related Service Classes Messaging
Buffering Yes
Redirection Inrangeindication No
Related Arriving indication Yes
Reeding indication NO
Persona Related Authenticating Limited

Table 7: Characteristics of the FAX service

From next subsection, we will start to introduce Internet network services,
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2.6.5 World-Wide Web

A technicd definition of the World Wide Web (WWW) is dl the resources
and users on the Internet that are using the Hypertext Transfer Protocol
(HTTP). [TechTarget 2002]

A broader definition comes from the organizaion tha Web inventor Tim
Berners-Lee helped found, the World Wide Web Consortium (W3C). [W3C]

“The World Wide Web is the universe of network-accessible

information, an embodiment of human knowledge.”

Communication related:

Text, Image, Voice and multimedia information can dl be transferred on the
WWW.

The web is an Internet dient-server hypertext didributed informetion retrieval

sysem, which originated from the CERN High-Energy Physics laboratories in
Geneva, Switzerland.

On the WWW everything is represented to the user as a hypetext object in
HTML format. Hypertext links refer to other documents by ther URLS
(Uniform Resource Locator) These can refer to loca or remote resources
accessble via FTP, Gopher, Tenet or news as well as those avaldble via the
http protocol used to transfer hypertext documents.

The client program (known as a browser) runs on the usar's computer and
provides two badc navigation operaions to follow a link or to send a query to

aserver.

Redirection related:

The web system will not know the client is connected and ready to receive
messages unless the client sends a request. That is why we say there is no “In
range’ indication on WWW service.
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And after the web server sends out the message, even if the client recaives it,

thereisno “arriving” and “reading” indication feedback to web sarver.

Persona problem related:

WWW savice will not ask usas to authenticate themsdaves, unless some
goplication requires it. So the authenticating characterigtic of the WWW is

dependant on the application.
Characterigtics WwWw
Communicetion Traffic type All
related Service Classes Retrieva
Buffering Yes
Redirection Inrangeindication No
Related Arrivingindication No
Reading indication No
Persona Related Authenticating Limited

Table 8: Characteristics of the WWW service
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2.6.6 Wirdess Application Protocol

The idea of WAP comes from the wirdess industry, from companies such as
Phone.com, Nokia and Ericsson. The point of this Sandard is to serve Internet
contents and Internet services to wirdess clients.

Communication related:

WAP is not a dngle entity, but a spedfication for a st of communication
protocols to dandardize the way that wirdess devices, such as cdlular
telephones and radio transcelvers, can be used for Internet access.  This
indudes e-mail, the World Wide Web, newsgroups, and Internet Relay Chat
(IRC). IRC dlows the usars to download the client applet with homepage
from their web server for chatting. [TechTarget]

Wirdess devices act as a Smple web browser, which ae cdled
microbrowsers— browsers with smdl file szes that can accommodate the low
memory condraints of handheld devices, and the low bandwidth congraints of
awireless-handhed network.

WAP optimizes the markup language, scripting language, and the transmission
protocols for wirdess use. WML (Wirdess Markup Language), language (an
XML application) is specificdly devised for smdl screens and  one-hend
navigation without a keyboard. WMLScript is smilar to JavaScript, but as it
makes minima demands on memory and CPU power usage it does not contain
many of the unnecessary functions found in other scripting languages.

The optimized protocols are trandated to plain old HTTP by a WAP gateway.
Messages to be retrieved can be cached in the WAP gateway.

Redirection related:

WAP is based on wirdess devices, 30 its redirection related characteristics are
the same as GSM and CDMA.. See Table 9.
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Characteristics WAP
Communication Traffictype All

related Service Classes Retrieval

Redirection Buffering Yes

Related Inrangeindication Yes

Arriving indication Yes

Reading indication Yes

PersonaRelated Authenticating Yes

Table 9: Characteritics of the WAP sarvice

Personarelated:

The Wirdess Application Protocol is a secure specification, has a powerful
authentication method ad the message can be encrypted during the

trangmisson.

WAP supports most wireless networks. These include CDPD, CDMA, GSM,

PDC, etc.

WAP user can be authenticated usng the traditiond wirdess network
authentication plus the X.509 mini-certification.
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2.6.7 Electronic mal

E-mail (dectronic mall) is the exchange of computer-stored messages through
telecommunication. It was one of the first services used on the Internet and is
ill the most popular. A large percentage of the totd traffic over the Internetis

dueto E-mal.

Communication related:

E-mal messsges were usudly encoded in ASCIl text before MIME
(Multipurpose Internet Mail Extensions) was crested. User can send non-text
files such as graphic images (Fex mal) and sound files (voicemail), as
attachments sent in binary streesms. MIME's purpose was to facilitate the
indugon of 8bit wordoriented data into a trangport mechanism that is only
cgpable of trangporting 7-bit ASCIl characters [RFC 1521, 1522]. Therefore
multimedia content can be transferred in E-mall.

E-mall can be digributed to ligts of people aswdl asto individuas.

Some malling ligs dlow you to subsribe by sending a request to the malling
list adminigrator.

E-mal is a messaging servicee A popular protocol for sending E-mal is
Smple Mall Transfer Protocol (SMTP) [RFC 821] and a popular protocol for
receiving it is Post Office Protocol (POP). [RFC 1939]

When a user sends an Email message, his MUA (Mail User Agents), which is
a mal dient, fird establishes a connection with default mall server or MTA
(Mall Trandfer Agent) and sends a sequence of commands to it. Once the
MTA has received a message, it then acts on it based on the dedtination
address or addresses within the message. If a dedtination address is locd to the
MTA, the MTA will store the message and wait for an MUA to retrieve it. If a
dedtination address is not loca to the MTA, the MTA will dther forward the
mal message to the dedtingtion MTA if it is known, or relay it to another
MTA saver that may be doser to the find dedingion. When the mall

Description of multi-services 53



message findly arives a the destingtion MTA, the message is again Sored
until the MUA of the destination host retrievesit.

Characterigtics E-mall
Communication Traffictype All

related Service Classes Messaging

Buffering Yes

Redirection Inrangeindication Yes

Related Arriving indication Yes

Reading indication Yes

Persona Related Authenticating Yes

Table 10 Characterigtics of the E-mail sarvice

Redirection problemrelated:

E-mal hes the ability to forward information, which means to redirect
messages to other recipients. It is different to the per son-to-person information
redirection we defined in Chapter 1.

A lot of mal dients have provided the sender with the ability to change the
priority for the message It can then be delivered according to the

information’s priority.

There are no features to help the Sequential delivery of information over time

and Mobile person's privacy protection.

A drawback for E-mall is that a user who has received an E-mail message, can
modify it and resend it again, which will cause a security risk: replay atack.
Replay attack will be discussed in the Chapter 6.

Persona problemrelated:

An E-mall user can manage his persona by using differet E-mail addresses
for different persona

E-mail message can be encrypted usng PGP and add digitd sgnatures for
authentication.
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2.6.8

Ingtant Messaging

Insant messaging sometimes cdled IM or IMing, is the &bility to eesly see
whether a chosen friend or coworker is connected to the Internet and, if they
are, to exchange messages with them.

Communication related:

Indant messaging differs from ordinary E-mal in the immediacy of the
message exchange, and adso a continued exchange is smpler than sending &
mail back and forth. Most exchanges are text-only. However, some sarvices
alow attachments.

Ingtant messaging differs from the Internet Relay Chat (IRC) that belongs to
WWW. IRC uses an ordinary browser, but usng Iming requests both parties
must have downloaded the program. For example, ICQ (‘I Seek You”) [ICQ]
and AIM® (AOL's Instant Messenger), [AOL 2002] etc.

AOL (America Online) firs popularized ingtant messaging. AOL's Ingant
Messenger can only be used by AOL members, but here is no requirement to
be connected to the Internet through AOL [AOL 2002]

A person might receive an IM from someone while dready engaged in a chat
with someone dse, and decide to cary on IM chats with both people
independently and concurrently, or chat with both of them a the same room,

like a conference,

Redirection related:

Buffering depends on the IM gpplication. Some of them such as 1CQ will
buffer the chat record for users, wheress others do not use buffering

In order for Ming to work, both users must be online a the same time, and the
intended recipient must be willing to accept ingant messages. It is posshble to
st your software to rgect messages. It can dert the recipient to new messages
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with a didtinctive sound, a window indicates that an IM
the recipient to accept or rgect it.

Personarelated:

Authenticating in IM is depends on the program.

has arived and dlows

Characterigtics IM
Communication Traffictype Text, voiceon IP
related Service Classes Conversationd
Buffering Limited
Redirection Inrangeindication Yes
Related Arriving indication Yes
Reading indication No
Persona Related Authenticating Depends on the
program

Table 11: Characteristics of the Instant Messaging service
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2.6.9 Persond Digitd Assgtant

PDA (Persond Digitd Assgant) is a teem for any smdl mobile hand-hdd
device tha provides computing and information dorage and retrievd
cgpabilities for persond or busness use, often for keeping schedule calendars
and address book information handy. [PDA].

Because of that not al readers use PDA very often, we will explain the
concept in more detall:

In 1993, Apple Computers vowed to renvent portable computing. The
company promised an “dl-bang, dl-knowing, dl-doing” dectronic device It
would serve as an address book, Day planner, Notepad, Fax machine, Pager.
All dectronic, easy to use, fits in the pdm of a human hand. The name for this
miracle machine is Persond Digita Assigant.

Fndly, & MacWorld, Apple rdeased the firg PDA, the Newton. Its
specifications were impressve. LCD touch screen. Pen input. Handwriting
recognition. Suite of productivity gpplications Wide hardware expandability
options. Open architecture for add-on software. Bunded nedly into a one
pound, desk, black casing.

But many people complaned about its inaccurate handwriting recognition,
fragile hardware components, excessve weight and  uncomfortable
€rgonomics.

Then other companies attempted to take advantage of Apple's falure. Each
one of them released their own version of the perfect PDA

The styles of PDA in the market now can be classified as:

Smple PDA: ae jus dectronic organizers. They smply asss in organizing
usrs lives leaving handling bloaed spreadsheets, databases, or text
documents to a desktop computer or |gptop.
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Ther man function is to meke informaion highly accessble to usars
Hardware should be smadll, fast, and cheap.

They can handle thirdparty software and hardware. But, these add-ons should
not be complex. U.S. Robotics Filot is an example of thiskind of PDA.

Complex PDA: can function as a standard PC computer.

This is the ultimate purpose of PDAs - to replace notebook computers. The
IBM PC110isthiskind of PDA.

Middle PDA: have the potentid to be used for any and dl purposes.

The mgority of PDAS in the current market are middie PDAS. It is the one that
between smple and complex PDA.

Communication related:

The input method of information to a PDA is ether by usng a smdl keyboard
or an dectronicaly senstive pad on which handwriting can be received.

Most of the connectivity for PDA to perform local information exchange is in
a resting cradle. Users place the PDA into this cradle that is connected to the
host computer. Then, with a touch of a sngle button, dl the information
between the PDA and the hogt is synchronized and updated. As wel as
fadilitating connection to the desktop device, many cradles dso provide a
source of power, recharging the PDA's battery whilst the device is docked.
However, two wirdess technologies — the one with us now being the “Infrared
Daa Association (IrDA)”, and the other, known as *“ Bluetooth”, due to
become avaldble in the near future, ae likdy to play an increesng role in the
synchronization tasks of PDA’s in the future.

Connectivity for PDA’s to perform data transfer through the Internet is a PDA
with a suite of Internet software and a built-in modem. Some of Internet PDA
are running on a Javabased operating sysem. This dlows usars to connect to
the Internet and work with downloaded Java applications.
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With wirdess modems, PDAs can provide users with more portable
connectivity than a cdlular phone (WAP) ever could. However, there are vast
problems with merging the Intenet and PDAs These include formatting
HTML to comfortably fit pages into smdl, low resolution displays Contents
and navigaion would aso need to be condensed because of screen sze and
goeed limitations. In addition, wirdess technology needs to be mede fadter,
chegper, and more secure before it gains mainstream acceptance.

Characteristics PDA

Communication Traffictype Limited

related Service Classes Messaging

Buffering Yes
Redirection Inrangeindication No
Related Arriving indication Yes
Reeding indication Yes

Persona Related Authenticating Limited

Table 12 Characteristics of the PDA service

PDA’s hot synchronization is the text messaging service. The information can
be buffed in the PDA.

Redirection rd ated:

Messages can be buffered in PDA. There is no Sgnd to indicate to the system
that the PDA isin range of service until the message start been transferred.

Hot synchronistion function in PDA dlows the sysem to know that the
message has arrived to the recipient and been read (updated).

Personarelated:

PDA uses a passwvord to authenticate the user; however, this is typicaly not
the powerful authentication. The security of the message depends on the

application.
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3 A survey of existing integration approach

In this section, we will discuss 9x exiging dectronic information ddivery integraion
technologies, which atempt to solve the communication, redirection, trandaion and
persona problems we mentioned above.

These dx integration messaging system are ether notable, such as UMS (Unified
Messaging System) and MPA (Mobile People Architecture), or a commercid
proprietary system representing the different trends of the messaging system market,

such as iPulse™ that is directed more toward service provides. Some of them focus
on solving one paticular problem, for example, Canard focuses on the “trandation
problem” we defined, but Active Messenger focuses on the “redirection problem”.
Amongst them are the earliest integration messaging systems, which | found, such as
Phoneshdl which was developed in 1993. However, none of these sysems solve the
problems completdly and efficiently.

We will describe each of the messaging systems by focusng on their solutions to

these four problems.
3.1 Unified messaging:

Unified Messaging (sometimes referred to as the Unified Messaging System or UMS)
is the handling of voice fax, and regular text messages as objects in a dngle mailbox
that a user can access either with aregular eemail dient or by tdlephone .

3.1.1 Communication problem issues:

Information types:
E-mall
Voice mall
Fax mall
Services integrated:

PSTN (only employed for voicemail support)
FAX
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VolP

E-mal

All of the services are messaging services.

3.1.2 Unified messaging features.

We will use “Remak! Unified MessagingAssstant®” (see Figure 10)
[Bigskytech 2002] as an example to examine the Unified Messaging System’'s
features:

Sngle Message Store: Regardiess of the type of the information, all
messages are stored in one unified message box and can be retrieved

using communication media

Multiple access methods: Computer desktop, telephone, mobile phone
and other mobile devices (PAm, Windows CE and WAP Enabled
PDA) can dl be used to access the message box to retrieve
information.

The computer desktop user can view emal and fax messages, can
open and play back voice messages, assuming that ther computer
hardware/software has multimedia cgpabilities  All emal tools (reply,

forward, etc.) are available for processing messages.

Teephone or mobile phone usars can ligen to voice messages and/or
ligen to e-mail messages. In this case, ordinary emall notes in text are
converted into audio files and played back. All norma voice mal tools

(reply, forward, etc.) are available to process messages
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Figure 10: Unified Messaging Diagram [Bigskytech 2002]

In Table 13 we describe the features of severd UMS products, usng the acronyms
defined in Table 14.

Those products come from the first two pages after using the “google’ search engine,
with the keywords — “unified messaging product”: [UMS 2000]

Product Vendor Operdtion system Functions
® , ) MAPI, TAPI, TTS, Web
PhoneSoft Active Voice NT, Netware
access
e Digita Speech
WIN Series NT TAPI, PBX feature
System
Unified Lucent, Octel i
o ] Unix VPIM, TTS, Web access
M essenger messaging
CalPilot® Nortel Unix Only for Meridian ™ PBX
CommWorks CommWorks .
o ] Unix VPIM, TTS, Web access
8250 Corporation

Table 13: Function comparison of five UMS products
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Acronyms

Explanations

MAPI

(Messaging Application
Program Interface)

A Microsoft Windows program interface that enables you to
send email from within a Windows application and attach the
document you are working on to the email note

TAPI

(Telephony Application
Program Interface)

A dandard program interface developed and promoted by
Microsoft thet lets a usr and ther computer “talk” over
telephones or videophones to people or phone-connected

resources e seawherein the world.

Allows the user to did from the persond information manager
(PIM) for Windows or any desktop application; See who they
are tdking to individudly or a a conference cdl; Add avoice
note to an email note they send; Listen to a voice note attached
to an email note they received; Program their computer to
automaticaly receive phone cals from certain numbers (but not
from others); etc.

Allows inter exchange of Voice and fax messages between
Voice messaging systems over IP networks. This standard is

VPIM
] ] intended to fadlitate server-to-server message exchange,
(Voice Profilefor Internet
M) especidly between voice message systems from different
a
vendors, and will make it possble ddiver store-and-forward
messages at low cost.
A type of speech synthesis gpplication that is used to creete a
TTs spoken sound version of the text in a computer document.
(Text-to-Speech) Allows user to access E-mail (sometimes dso fax) via the
phone
Show that user can access their messages via a standard
Web Access
browser.
PBX extensions, such as Phone message waiting lights control,
PBX Festure S 9719

Connectsto loop start trunks, DID (Direct Inward Didling)

Table 14: Definition of acronyms
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3.1.3

3.14

Trandation problem issues:

Media converson is an integrd component of Unified Messaging Systems, as
it provides “multiple access’. For example, messages sent as faxes can often
be accessed and received as E-mails, or vice vaesa E-mails can be read to

users who access them from telephones using TTS technology.

We sy Unified Messaging Sysems provides a patid solution to the
“trandation problem”, because UMS have not integrated the conversationd
and retrieval sarvices. There is no andog voice message trandation to a Fax
image, or SMS text forma. It is not a “full trandation” in which a sysem will
integrate al three kinds of services.

Many of the UMS solutions do NOT include the incluson of SMS messages
as a type of information WITHIN the unified mailbox itsdf. SMS is used only
for message arriving natifications and derts.

Redirection problem issues:

Unified messaging provides a sngle inbox, accessad via different devices
centrd stored the user’s information. Basicdly, it cannot actively redirect the
information to follow the recipient.

But now some of UMS products, such as Active Voice's PhoneSoft® provide
“follov me’ capability, dlowing recipients to receive a short message
notifying them that they have a new message in their unified messaging box.
The short message often dso includes an indication of the type of new
message that has been deposited, such as fax, E-mal or voice mal. This
notification message can be send to the recipient according to his predefined
set ¢ devices where he might be reachable according to the time of day. Then
recipient accesses his information box to get the information.

It actudly is a message arivd deting function, not the red message
redirection we mentioned in Chapter 1. So we could not sy tha Unified
Messaging System has a solution of “Redirection Problem”
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3.1.5 Personaproblem issues.

The unified messaging system assigns users a single phone number and an B
mall address that dlows them to send and recalve phone cdls faxes voice-
mail and Email services through the web. So that one user can only have one

persona.

In Table 15, we summarize the UMS's on the four problems in message

ddivery”
Problem Solution Quadlity
Communication E-mail, voice mail, fax
(Services integrated) mall
Trandation Partial
Person to person reach ability None
Sequentially redirecting None
Redirection [~ Mobile person's privacy protection None
Redirect according to the
information’s priority None
Persona Only one persona

Table 15: Andlysis of four problemsin Unified Messaging System

Unified messaging have patidly implemented the “anytime anywhere® multi-
sarvices, but limits the user’s persona, and redirection of information.

From the smplest unified messaging product to till now, Unified messaging covered
the second and third generation messaging system dages. It is developing towards to
the fourth generation.
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3.2 Phoneshdll:

Phoneshell is a tdephone-based system providing remote voice access to persond
desktop databases such as voice mal, email, cdendar and rolodex. [Schmandt, C.

1993

It was developed a the MIT MediaLab in 1993.
3.2.1 Information typesand servicesintegration:

Phoneshdl is used to prioritise E-mall messages. It atempts to identify “timdy”
messages by andysng the information found on a user's desktop computer and the
message transaction higtory, but can dso handle voice messages based on cdler
identification, as well as fax messages based on the fax header information.

3.2.2 Phoneshdl features;

A Phoneshell user can hear new or older messages; record messages for other
voice mall subscribers, or change the voice mall greeting.

E-mail applicaions insgde Phoneshdl will sort the mail, present it with text-to-
gpoeech gynthess, ddiver the higher priority messages firs, and generate voice
replies.

E-mal sorting is basad on the filtering and prioritization sysem, known as
CLUES and developed by Matt Marx at the Media Lab [Marx, M. 1996]

Cdendar gpplications under Phoneshell dlow usas to review and add entries
to their persond cdendars.

CLUES

CLUES usss the usars persond information on their desktop computers to
prioritize messages for mobile access. By relying on information sources, such
as a cdendar or mal log that change dong with the user's plans and activities,
CLUES crestes dynamic filters in order to identify timely messages.
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Unlike mogt mail filtering sysems, CLUES contrasts short-term, timely
information from longterm information that reflects stable user intereds or
socid reationships. CLUES divides the work of filtering, usng both dynamic
filters to capture shortterm interests and a smal number of user-authored

rules to cgpture long-term interests, which are not dependent on time or place.

Information is fird extracted from tempordly organized data sources.
Cdendar entries are indexed by date and time, and a user-defined window of
interest determines the granularity used in the andyss. Usars often maintan
to-do ligs, and CLUES assumes that such ligts are, by nature, up-to-date and
therefore relevant. Sent-mail logs supply the names of frequent correspondents
and subjects of interest, and thus are rdevant as wdl, within a user-defined
window of interes. Computer telephony applications supply data on outgoing
cdls, which may be associated with email addresses via the address book.

3.2.3 Solutionsto messaging system problems:

We cdlassfy Phoneshel as a third generation messaging system. It provides a
patid solution to the “trandaion problem”, for it can trandfer text into voice.
No “redirection problem” and “persona problem” solution exids in this

integration system.
Problem Solution Qudlity
Communication E-mail, voice mail, fax
(Services integrated) mail

Trandation Partia

Personto person reach ability None

Sequentially redirecting None

Redirection Mobile person's privacy protection None

Redirect according to the

information’s priority Noe

Persona Only one persona

Table 16: Anaysis of four problemsin Phoneshell
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User dudies have shown [Marx, M. 1996] that Phoneshdl, which is based on
CLUES, is expecidly useful for subscribers with high message traffic who
often access ther messages from mobile devices or via the phone
Nevertheless, the user Hill has to decide what to do (delete or achieve) with a
message of a certain category.  Active Messenger mekes this process
automatic on behdf of the user by modifying the filtering rules according to
the importance of the message.

3.3 Active Messenger

3.3.1 Information typesand servicesintegration:

The man savice handled by Active Messenger is E-mal, with the
information type as text.

3.3.2 Active Messenger fegtures:.
Active Messenger (AM) is a server-based agent process that monitors a user's
incoming e-maill messages prioritizes them usng CLUES (described ealier),
and forwards them to the avalable communication channds, eg., pagers fax
machines, and phones. [Marti, S. 1999

When a message arives in the user's inbox, Active Messenger decides if the
message is important by looking a the usar's recent communication history,
user-specified rules, and other resources.  Depending on the importance of the
message and the inferred location of the user, the Active Messenger decides

where to send the message.

The basic forwarding rules are specified in a user preference file, but can be
modified by the agent to adjugt to the user's current Situation.

The Active Messenger is an agent that is cgpable of taking severa steps over
time to guarantee the deivery of a message trying multiple channds and
awaiting possble user reactions. It infers the location of the user by looking at
her communication higory and communication behaviour. For example, if a
reply comes back shortly after a message is sent to a twoway cgpable device,
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the Active Messenger assumes that the user has read the message. If the
primary communication device used provides no back-channd information,
the Active Messenger tries to infer whether the message has been read by
monitoring other channels shortly theresfter.

After having sent a message to the first channd, it checks the staius of each
message and channe, and waits for possible user reections. If the user has not
read the message after a certain time, the agent sends it to the next appropriate
channd that is avalable, and so forth. An example is shown in Figure 11.

Depending on the user-defined datus of a sender, Active Messenger may dso
give feedback to the sender of a messge dout the location and

communication behaviour of the user.
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Figure 11: AM message redirection [Marti, S. 1999]
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3.3.3

Solutions to messaging system problems:

Active Messenger bdongs to the third and fourth generation messaging
system. It does trandation from text to voice or image, but no trandation from
voice to text, etc; we say it provides partid trandation.

Active Messenger has a very powerful solution to the “redirection problem”,
but offer no protection to the recipient’ s location privecy.

Active messenger does not mention the “persona problem” we defined

previoudy.
Problem Solution Qudlity
Communication _
o E-mail
(Services integrated)
Trandation Partial
Person to person reach ability Yes
Sequentially redirecting Yes
Redirection Mobile person's privacy protection None
Redirect according to the
Yes
information’s priority
Persona Only one persona

Table 17: Analysis of four problemsin Active Messenger

3.4 Canard community messaging

341

Information types and services integration:

Canard [Chesnais, P. R. 1997] [Chesnais, P. R. 1999 is a Media Lab project
that uses twoway pagers, a touchtone based telephone inteface with
synthesized speech, a WWW interface, and e ectronic whiteboards.
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3.4.2 Canard features:

These communications devices and protocols are converted into a uniform
message representation.  Using persona  databases, the rdlevancy of a message
is evauated and appropriate ddivery channds sdected (see Figure 12).

The Canard messaging modd is a three-layered approach: representation,
evauaion, and trangport. Frd, source maerid is andyzed and converted into
a uniform representation. Next, a the evauation layer, one or more programs
can be used to andyze the message using persond databases to evduate its
importance, and ultimady, its ddivery mechaniam. Findly, a the trangport
layer, a message is transcoded for ddivery on a particular channd - dripping
the message of unusable materid (i.e, dripping video data to a text only
deviceand ingtead sending atextud description, if available, of the footage).

The user only needs to know the person she is communicating with, and not
the method of trangport. By using filters amilar to Procmail, Canard sdects
the mog economic channd for the messsge as a function of the
sender/recipient relaionship and message urgency.

| Pager | | Web | | Email | |Talaphona |E\'anthrtrﬁar |Whrtebnar\d| |Zaph5rr|

Source Transcoding //

Common Message
Fu:urmat

Y

H Addition/Expansion of Contextual
Message Evaluation [ o

-
Messags
Store

r

Commeon Message Format

Message Transport

| Pagar | | Web | | Email | | Telaphone | | LED display | | Zephyr |

Figure 12 Canard message trandaion[Chesnais, P. R. 1997]
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3.4.3 Solutionsto messaging system problems:

Canad belongs to the fourth gereration messaging system. It has the most
powerful solution to the “trandaion problem” among the gpproaches
described.  Within it's scalability, we might say that it can provide full

trandation for the heterogeneous communication environment.

Canard attempts to solve the problem of differing communication channds, it
provides the personto-person levd redirection but does not have the ability to
using sevead devices sequetidly over time and the ability to protect
recipient’s location privecy.

No solution to the “ persona problem” was mentioned in the Canard

Problem Solution Quadlity
Communication All
(Services integrated)
Trandation Full
Person to person reach ability Yes
Sequentially redirecting None
Redirection [ wopile person's privacy protection None
Redirect according to the
information’s priority ves
Persona Only one persona

Table 18 Andyss of four problemsin Canard
3.5 iPulse™ by Ericsson and Oz.com™

iPulse™ by Ericsson and Oz.com™. [OZ] is another system that mediates between
two subscribers by finding a way to get a text message or audio sream through,

according to the preferences of the recipient.
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3.5.1

3.5.2

Information types and servicesintegration:

The voice and text information types are used by iPulse™. The sarvices are
voice mail, VolP, ingant messaging, and WWW.

iPulse™ features:

The manufacturer clams that iPulse™ can indantly and easily connect users
to each other by computer, phone, pager or mobile phone through a smple
pointand-click contact menu (see Fgure 13 iPulse™ screen shot). Pushing
the Contact Menu button triggers pop up menus to let user sdect contact
recipient with Page, Voice Chat, Text Conference, Web Conference and Did

Pad (default communicetion items).

It dso dlows usas to cugomize ther communications by setting up
individua profiles that indicate when, by whom and how they want to be
reeched. It is supposad to dleviae the contacting person from the burden of
finding the rignt channd. It supports paging, voice chat, text cha, web
conference (text chat with the control of a common web browser), and IP
telephony. The user dso can keep a contact list and st her online datus very
gmilar to the Ingtant Messaging product.

Title Bar

i Conkact Lisk 1
= Farmily
=i Frank
Friends
=T
W Ziogy
T Wk
% BenH —— Contact List
=W Peber
=k Sandia
b ickone

Contact Menu

£l 8 v :— Action Bar

Fgure 13 iPulse™ screen shot[ OZ]
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The iPulse™ framework conggs of a client gpplication and a back-end server
system. The main function of the framework is to povide users with a smple
and secure way of edtablishing communication sessons with other users or
sarvices, running either on IP or other networks like PSTN. Basicdly,
iPulse™ acts as a mediator. It mediates communication services between two

or more people and regulates access to vaue added services.

3.5.3 Solutionsto messaging system problems:

Problem Solution Qudity
Communication Voice mail, VolP, ingtant
(Services integrated) messaging, WWW
Trandation Partial
Person to person reach ability None
Sequentialy redirecting None
Redirection Mobile person's privacy protection None
Redirect according to the
information’ s priority es
Persona Only one parsona

Table 19 Andysis of four problemsin iPulse™

iPulse™ s a kind of the third generation messaging system, but contains some
fourth generetion messging system feaures It does one-dep trandaion
during the message ddivery. It uses “categories’ to let users organize ther
contacts. The categories can be: VIP, Regular, and Blocked, according to how
users want their contacts to reach them.

Users can use the “Configure My Reachability” window to define how they
want each contact category to reach them.

Although iPulse™ can use the ‘Status button” to show the user's online satus

as At Home, At Work, and Busy, it does not have a*“persona’ concept.
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3.6 The Mobile People Architecture

The Mobile People Architecture (MPA) [Appenzéler, G., La, K., Manidis, P,
Rousopoulos, M., Swiek, E, Zheo, X. Baker, M. 1999] is an advanced and
promising framework for connecting people instead of their devices.

3.6.1

3.6.2

3.6.3

Information types and sarvices integration:

Currently, the MPA prototype interoperates the telephony, Emal, and ICQ™

services. Information types can be text or voice.

MPA features:

The researchers focus on routing between people.  The key chdlenge today is
to find people ard communicate with them persondly, as opposed to
communicaing only with ther possbly inaccessble machines such as cdlular
phones and pagers that are turned off.

They define the Personal Proxy (see Figure 14) as a dud role As a Tracking
Agent, where the proxy maintains the lis of devices or gpplications through
which a person is currently accessble. And as a Dispatcher, with the proxy
directing communications and usng Application Drivers to convet the
messages into a format that the recipient can see immediately.

Because no one wants to be recelving messages condartly, an important
function of the Persond Proxy is to protect the user's privacy by blocking
unwanted messages and hiding the true location of the user.

Solutions to messaging system problems:

The framework of the MPA includes dso Streamto-Message corverson. For
example, if the recipient receves a phone cdl and is currently reachable
through E-mal only, the Persond Proxy converts the voice mal to an E-mall

and sends it to the recipient's computer.
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Fgure 14: MPA’'s Persond Proxy [Appenzdler, G, La, K., Maniais, P.,
Roussopoulos, M., Swierk, E., Zhao, X., Baker, M. 1999]

MPA does not teke severd deps over time to guarantee the ddivery of a
message, which the Active Messenger product does by trying multiple
channds and awaiting possible recipient’ s reections.

Smilar to Canad, MPA dso bdongs to the fourth generdtion messaging

systems.
Problem Solution Qudity
Communication PSTN, E-mall, ingtant
(Services integrated) messaging,
Trandation Partial
Person to person reach ability Yes
Sequentialy redirecting None
Redirection Mobile person's privacy protection Yes
Redirect according to the
information’ s priority ves
Persona Only one persona

Table 20: Andysis of four problemsin MPA
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3.7 Summary:

In this chapter we described Sx messaging sysems. Some of them belong to the

second and third generation messaging systems, such as Unified Messaging. While
the others belong to the third generation toward fourth generation, such as MPA.

An andyss of these exiging message systems solutions for the four messaging

system problemsis shown in Table 21.

Communication | Trandation | Redirection Persona Generation
Problem Problem Problem Problem classfication
UMS Partia Partial None None 2", 3
Phoneshell Partia Partial None None 3°
Active : : _ 39, 4
Partid Partial Partid None
Messenger
Canard Partia Full Partial None 4"
|Pulse™ Partia Partial Partial None 39, 4"
MPA Patid Full Partid None 4n
Table 21: Andysis of four problems in existing approach
In Figure 15, we show their relation with messaging system evolution.
Active E o |_—T_| __ B L
Messenger | | : ______ L__ T __—___ : ______ : L _
Fhoneshell I l:l I I
____________ J4 - -+ 1 __L_
s . | |
Unified L | !
Messaging | R
: : : : : zeneration
1=t | and | 3rd | Ath | Ath |
Fgure 15: Some messaging system road map on evolution history
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From the summary Table 21, we can see tha none of the integration sysems solve dl

four of the messaging system problems completely and efficiently.

With the fifth generation messaging system, which we introduce the structure of in the
later chapter, afull solution for the four messaging system problemsis possible.
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4 Features Classification Framework:

We have discussed four main problems in the messaging sysem, current solutions
within the exiging messaging sysems, and the rdationship between these four
problems, existing messaging systems and the messaging system generations.

In this section we will present the features dassfication framework, which helps us to

understand and discuss the messaging system and its features.

The framework is organized into four cadogues the message ddivery catdogue,
message processing cataogue, message security catdlogue, and the message falure
catalogue.

In the message ddivery cadogue, we define the fundamenta properties of message
ddivery. The message processng cadogue extends the deivery cadogue with
properties in addition to the message processng. Security properties of the system are
defined in the message security catdogue. Findly, we define properties of message
falure, with respect to message delivery, processing or message security in the
message failure catalogue.

Message ddlivery catdogue _
_ Message Failure
Message processing cata ogue
catdogue
Message security catalogue

Table 22 Features Classification Framework

The framework is quite comprehensive, and we deliberately address a wide variety of
sysem aspects. We define a number of festures in each catdogue, and for eech
feature describe the possble vaues. Combinations of such vdues characterise the
sysem architecture. Not dl combinations of vaues for the feastures can be
implemented usng currently exising message ddivery  products and  some
combinations may not be feesble & dl.

The features we defined in each catdogue represent those aspects of the system that
ae important for capturing the man functions of the system. The dasdfication
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framework ams to edablish a common language to better describe the messaging
system. We sdected the features based on the users of the messaging system,
induding:

4.1 Message delivery catalogue

The message delivery catdogue includes the festures reated to exchanging (sading
and receiving) messages between the message sender and the recipient of the
message. It is not concerned with the processing of messages, i.e, the messages are
reformatted according to the type of receving devices The message ddivery
cadogue is essentidly concerned with the occurrence of the messages date

trangtion.

The message ddlivery catal ogue comprises of the following features:

4.1.1 Initiging

Initiating defines who causes a message ddivery to happen. Refer to Table 23,
the delivery can ether be initiated by a sender who sends a message, known as
pushing, [TechTarget] or by a receiver who queries for a message, known as
pulling [TechTarget]. Mixed initiating refers to the case where the same
message is both pushed and pulled by different users.

Initiating

1 By sender (push)
2 By recipient (pull)
3 Combinationof 1 and 2

Table 23 Initiging feature

In the push technology, like opt-in versus opt-out debate in E-mail marketing
[Kinnard, S. 1999], we ds0 have two different approaches to gathering and
usng the recipient's address In generd opt-in refers to a message address:
gathering technique in which a person gives ancother explicit permisson to

Features Classification Framework 80



4.1.2

send them messages. Opt-out involves the gahering of addresses without
explaning how they will be used and sending messages to those addresses
unless asked to stop.

Pull technology means the recipient has declared an interes in receiving
messages by subsoribing  according to some  substription mechanism.
Recipients may subscribe to our system or to sender directly.

The fifth generation messaging system we define will be a sysem that
combines push and pull opt-in system.

Didributing

Didributing defines the number of the find recipients of the sent message. If
there is only one such recipient, the message ddivery is unicast, or
pontto-point. The message ddivery is multices or point-to-multipoint  if
there are multiple ultimate recipients. Broadcast is a specid case of multicast
delivery, where the message is sent to dl the customers of the system.

Didtributing

Broadcast

Multicast

Unicast
Combingtion of 1,2,3

A 0w

Table 24: Digtributing festure

Suppose our fifth generation messaging system sends a notice to dl the users,
thisisknown as broadcast didributing.

When a user tries to send message to a group of recipients, a multicast
digributing is needed. For ingance, a user sends a message to a group of his

family members.

Unicast digtributing will be the main traffic in our system.
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4.1.3

41.4

The fifth generation messaging system will be a sysem that supports dl three
kinds of digtributing methods

Redirecting

Redirecting defines how a message is rerouted s0 that the message arrives a
recipient. There may be none, by sende’s intention, by recipient's intention,
or acombination of sender and recipient’ s intention for a message rerouting.

Rerouting here means not only to reroute the message within a recipient's
available devices, but dso to reroute the message to another recipient.

Redirecting

None

By sender

By recipient
Combination of 2 and 3

> 0w NP

Table 25: Redirecting fegture

The fifth generation messaging sysem will redirect a message combining the
sender and the recipient’s intention. Besde the usa’s intention, our system
will dso examine the sysem’'s status such as the traffic load to decide the path
of the message ddlivery.

When there is a conflict between sender and recipient's intention, a palicy,
defined in the Operation Adminigration and Maintenance server, will be
agoplied. More detaled explanaion will be given in Chepter 5, the fifth
generation messaging system structure.

Aleting

Aleting defines whether or not the system will give arivad natification to the
recipient when a message has arived, outcal notification before sysem sends
scheduled message for sender.
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Alerting messages such as a beep or a shining light could be generated by the
access network. Or as our fifth generation messaging system will do, an
derting message is generated by our system, which means that our system will
generate a notice and setup a cal sending it to recipient.

Altering
1. Nore
2. Alterdble
Table 26: Altering fegture

4.1.5 Ceatifying

Ceatifying defines whether or not the system will provide the sender with
feedback composed of the message receipt.

Certifying
1. Nore
2.  Cetifidble

Table 27: Certifying festure

The information sender, as the customer of the system, asks our system to
execute the service they want, and may need a message receipt to avoid our
system denying that they received the message from the sender.

The sender’s bill is based on every message they pass through our sysem. Our
system a'so needs evidence to avoid arguments about non-payments.

At both of the customers and systems request, the message receipt should be
used and kept by each as evidence of the sender’s message.

The message receipt can either be a certifying receipt, which is generated by
the sysem when the system receives the message, an arriving receipt, which is
generated by our system dfter the ddivery has been accomplished, or the
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reading receipt, which indicates to the sender that the message has been read
by the recipient.

4.2 Message processing catalogue

The message processing catdogue defines the properties that characterize message
trandating, storing, ordering and filtering.

4.2.1 Message Trandating

Trandaing defines whether the sysgem will perform the treffic type
(informetion type) trandation, caused by sender and recipient using different

services and devices to send and receive message.

The “None’ vaue shows that the sender and receiver might use the same
services and devices, or the services they are using can support the same
treffic type. Such as a sender sending an E-mall and the recipient usng SMS
to recalve messages. As the Traffic type for both of them is text, no trandating
is needed.

Message Trandating
1 None
2  Onesep
3 Multiple gep

Table 28 Message trandating festure

“One gep” shows tha before the message can be delivered successfully, it
must be trandated only once.

“Multiple step” means the sysem need to do more than one gep trandation in
order to deliver the message to a recipient’s device. It can dther be multiple
dep trandation with one sarvice, such as by usng OCR to trandate image to
text, then usng TTS to trandate text to voice S0 that the sender can send a fax
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4.2.2

4.2.3

to recipient's phone, or it may be multiple dep trandaion within multiple
cdls, For example, in order to ddiver message sequentidly over time, system
might trandate a Emal message to voice a one time and ddiver it to
recipient’s landline phone, then few days laer, this E-mal message will be
trandated in to image to send to recipient’ sfax.

Traffic type trandation can be voice to text trandaion or the reverse, imege to
text trandaing or the reverse ec. All the trandatiing will be executed in the

Message Sever in our fifth generation messaging system.

Message Ordering

The ordering property defines the sequence in which the message is queued
before being ddivered. The message ordeing a the sysem can be
implemented as “none’, which actudly means random ordering, tempord
based ordering, such as firg-infirgt-out (FIFO) or Last-infirg-out (LIFO), or
asapriority and persona based ordering.

Message Ordering

1. Random
2. FFOorLIFO
3. By priority and persona

Table 29 Message ordering feeture

The fifth generation messaging system will queue the messages according to
message's priority, determined by the sender, and according to the message's
persona, determined by the recipient.

Message Storing

Message storing defines where the messaging system stores the messages.

For the conversation services messages, they will be ddivered to the
recipients device directly, and stored in the message log in the database.
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The messaging service message, which is a type of dore-and-forward service,

can be saved in the message storage & the recipient’sside.

Message Storing

1. Sende’ssde
2. Redpient'sdde
3. Combinaionof 2and 3

Table 30 Message storing feature

For the retrieval services and high volume messaging services messages it is
better to save the message a the sender’s side, and our system will send a brief
destription to the recipient in order to let the recipient decide whether to
retrieve the message.

4.2.4 MessageFiltering

Filtering defines whether a message is subject to a sdection mechanism in
order to be further digtributed to the recipient.

Filtering can be based on the message itsdf (timestamps, message Sze, or
message content etc), based on the system, such as anti-virus protection, or a
combination of them, which is the method adopted by our system.

Message Filtering

1 None

2  Messge

3 Sygem

4. Combingtion of 2 and 3

Table 31: Message filtering festure
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4.3 Message security catalogue

The message security catdogue defines the properties related to the security issues of
the messaging system.

4.3.1

4.3.2

Nortintercepting

Norrintercepting defines whether the sysem can make sure that no one but
only the intended recipient can get the message from the sender. Only the
sender and receiver should be able to interpret the contents of the message.

Non-intercepting

1. Non-confidentid
2. Confidentia

Table 32 Non-intercepting feature

The persona management and some of the security services such as
authentication and access control can support non-intercepting in our fifth
generation messaging system.

Nontrepudiation

Non-repudiation defines whether the system users can deny their actions. This

may be set to be ether repudiative or non-repudiative

Non-repudiation indudes non-repudiation of the origin, the sender can not
deny having send the message and non-repudiation of the receipt, where the
receiver cannot deny having received the message.

This fegture may be peformed by a trusted third paty through which the
paties to a message agree to monitor their messages. This provides
independent higtoric proof that the tranamisson took place & a specific time
and on gspecific time. Non-repudigtion can dso be achieved by usng the
Public Key Infrastructure.
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Non-repudiation

1 Repudidive
2 Non-repudictive

Table 33 Non-repudiation feature

The fifth generation messaging system uses full authentication to achieve non-
reputable for nonrepudiaion feature, and confidential for non-intercepting
festure. For the device that cannot be fully authenticated, our system can use a
aufficiently secure way based upon the use of a communication device that
both paties agree on; such as sending a Fax to a paticular Fax machine
locked in the private office, and using a PIN number to identify the sender.

4.3.3 Nonreplaying

Defines whether our system can protect messages from a “replay attack”, an
attempt to copy messages, even if encrypted, and then to resend them.

Replay dtack is an attack agang the authentication and key digribution. It is
based on recording messages or ther pats, and replaying them in another
context. The message can be redirected to recipients other than those
origindly intended, or they can be repeated in different transmisson dgep.
[Syverson, P. 1994] [Aura, T 1997]

Non-replaying

1. Replayddle
2. Nonreplayadle

Table 34 Non-replaying festure

The sysem can be dasdfied as replayable or non-replayable. In the fifth
generation messaging System, senders can issue a credit memo or nonce vaue

included in the message to protect from this type of atack. Nonce vaue
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4.3.4

defines how many times the message can be played, deduced by one for each
usage.
Non-tracing

Defines whether the system can protect the sender or recipient's location
privacy, which we will discuss ain Chapter 6

Non-tracing

1 Tracedble
2. Non- tracesble

Table 35 Non-tracing festure

By usng the persona management function, which means that it is the user's
temporary identity to be transmitted during the message ddivery, the fifth
generation messaging System can protect the users' location privacy.

The protection for message log, which records the messsge ddivery
information and gores it in the database, can dso hep our sysem to be Non-
traceable.
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4.4 Message Failure catalogue

The message falure catdogue defines the properties that characterize a failure range,

failure level, and how system handles the falure. The message fallure modd is of
primary importance for integrating messaging system.

4.4.1

4.4.2

Failure range

Defines whether the success of a message ddivery is based on a defined
number or range of any recipients devices (for example, exactly one, a least
one, or 2-5 recipients), or dl ultimate recipients dl devices.

Failure range describes how the message ddlivery property Distributing relates
to message falure definition. The “Any recipient, any devices’ vdue of the
range means if any of the devices of any of the recipients receive the
message, we will define the message ddivery as successful. “All recipients al
devicg’ means that only when dl of the devices of the recipients receive the
message, we define the delivery successful.

Failure range

1. Any recipients, any devices
2. All recipients dl devices

Table 36: Failure range fegture

Falureleve

Falure levd defines whether a message's success is ether based on only its
successful  ddivery  (ddlivery  level), based on  successful  ddivery and
successfully  getting the right response (processing level), or based on
successul  ddivery and  successfully  getting the right response plus satisfied
security request (security level).
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Failureleve

1 Ddivey levd
2 Processng leve
3 Security leve

Table 37: Falurelevd feature
4.4.3 Falure handing

Falure handling findly defines how the messaging sysem handles the falure.
Best-effort is the lowest leve for falure handling, with no guarantee for the
message ddivery. Retry for soft bounce means that the system will try severd
times if the recipient is temporary unreachable. Or remove for hard bounce,

such as there being no such recipient.

Failure handling

Best-effort

Retry for soft bounce
Removefor hard bounce
Combination of 2 and 3

A WD e

Table 38 Failure handling festure

The fifth generation messaging sysem could be implemented with any vaue
of fallure cataogue fegture.
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4.5 Summary

In this chepter, we defined a comprehensve framework for classfying messagng

systems.

We summarize dl of the features and their vaues in Table 39 Vaues with an asterisk
(*) infront are the ones our system described in Chapter 5 is designed to achieve,

Message ddlivery cataogue:
Initiating Distributing Rerouting Alerting Certifying
Sender (push) Broadcast None None None
Receiver (pull) Multicast Sender’s request * Alterable * Certifigble
* Combined 1 and 2 Unicast Receiver’srequest
* Combined1,23 * Combined 2 and 3
Message Processing catalogue
Trandating Ordering Soring Filtering
None None Sender’ssde None
One step By sender Recipient’sside Messge
* Multiple step By recipient * Combined 2and 3 System
*By priority *Combined 2 and 3
Message security catalogue
Non-intercepting Nonrepudiation Non-replaying Non-tracing
Non-confidential Repudidble Replayable Tracegble
* Confidential *Non-repudiable * Non-replayable *Non- tracegble
Message failure catd ogue
Range Failure level Handling
Any recipients’ any devices Ddlivery leve Best-effort
* All recipients’ dl devices Processing level Retry for soft bounce
* Security level Remove for hard bounce
* Combined 2 and 3

Table 39 Messaging system feature framework
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5 Thefifth generation messaging system structure

The fifth generation messaging system we describe here is a future integration of the
exigting and future messaging systems.

The firg and second generations of messaging systems belong to the padt, with details
of ther dructures eedly available. However due to commercid reasons, structura
detals of the third generation system introduced in Chapter 3 are not disclosed to the
public. Published descriptions for the fourth generation messaging sysems have
specified only the man components of the system, without describing the ddals
[Meer, S. Arbanowski, S. Magedanz, T. 1999]

In this chepter, we provide a gructure that can be implemented. We gat by
describing the fifth generdtion messaging sysem's high level  architecture  and
explaning the man functiond pats. Severd scenaios are used in order to illudtrate
how the overdl system works.

5.1 General definitions and design decisions:
5.1.1 Internet-based

The fifth generation messaging sysem will converge the voice network and
Internet network. The question is whether we design it based on a circuit-
switched Signding Sysem No. 7 architecture as a telephony-based system, or
based on a packet switch such as an Internetbased integration system?

Our decidon is to desgn an IP-based system, for the following reason.
Compared with the other possible solutions, such as ATM, Internet Protocol
(IP) provides a ample services modd of packet ddivery, and we bdieve it to
be the esdet and lowest cost deployment option of the network-based
services using the client-server model.

We treat the different communication networks (i.e. PSTN, GSM etc) as
access networks Once our system receives a sarvices request from those
access networks it will build up a connection on top of the Internet, integrating

different services from heterogeneous networks.
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5.1.2

5.1.3
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Client-server Mode

In the dient-server modd, the fifth generaion messaging sysem congsts of
threelogicd parts: server, network and client.

A save provides the savice, and the service communicates through a
network to a client’s device. The network provides a connection between the
server and dient. The dient is a multipurpose device that is used to access the

sarvice, and the same dient’ s device is able to access multiple services.

Recipient control

In most current message delivery systems, a sender chooses how and when to
reech the recipient. In our sysem, we ghift the control from sender to

recipient.

To achieve this, the fifth generation messaging sysem must provide functions
for the recipient to persondize their ddivery sarvices such as cdl redirection,
cdl waiting etc.

Cdl modd:

Here we introduce a variation of the Cdl Modd of Sven van der Meer [Mesr,
S. Arbanowski, S. Magedanz, T. 1999]. Which means a service requests to our
system will be processed according to our Cal Modd, Shown in Figure 16.

Fgure 16: Cal mode
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Caller and Callee

Cdler in our modd means the one who start up the cdl request. The cdler can
be the message sender, message recipient and or sysem itsdf. When the
message recipient wants a pull sarvice, the cdler a this moment is the
message recipient. The caler will be the system if our system needs to send a
notice to the usar, for example, the system will require a cdl sgtup when it

needs to the send a message ariva dert natification to the recipient of the
message.

Cdlee is the dedinaion of a cdl. It can be message sender during the pull
services, or the message recipient.

Eval uation using message delivery profile

If a cdl request is detected by the sysem and the protocol has been mapped
from the access network to the protocol used in our system, then our system
will evduae informaion by usng the message ddivery profile. This message
deivery profile combines the message sender, message recipient and system’s
ddivery intentions. The result of this evduation determines if this message
belongs to which persona of the recipient and the path for the message to be
delivered to the recipient.

For the conversiond sarvice, the feedback cdl path will be setup
automatically.

Analysis of communication environment

An andyss of the actud communication environment of the sysem and the
recipient sdected devices should adso be taken into account before the service
is ddivered. This andyss incdudes detecting if the ddivery can be successful.
Especidly when the cdl pah was deemined by scheduled location
regigtration, for sometimes the device may be not in range.

Message translation and delivery

If necessaxry, the message may have to be trandated prior to its ddivery of the

message to the recipient’s device.
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The messge ddivery may fal, for example, if the message requires a
guaranteed reading by the recipient with a certain time, but the recipient’s

device is not avalable, or the message is not be read within a certain time.
When the cdl ddivery hes faled another evauation should be peformed to
decide how the cal should be handled. Either another cdl path must be setup
or the failure handling feature defined in Chepter 4 should be applied.

Some procedures of the cal modd may be repeated until the service can be
completed.

In order to accomplish a savice, saverd cdl paths may be required. For
ingtance, Alice sends a message to Bob, and Bob requires an derting service,
then to accomplish these sarvices, a leest two cdls will be satup. One is with
Alice as the cdler and Bob as calee to transfer message. Another one is our
system as caler and Bob ascdlee to send message arriving natification.

Our cdl modd covers dmost dl the features in our message ddivery
catalogue, and some of the features in the processing catalogueand failure
catal ogue as defined in Chapter 4.

Initiating: A cdl, can be initiatled by message senders or recipients.
The case of recipient initiated messaging is sometimes referred to as
“pull” technology (see section 4.1.1).

During the “pull” sarvices, it is the message recipient who darts up the
cdl modd. After a recipient requests a message, our System setups a
cdl path for the recipient to deiver the request to the information
sender, a feedback cal path, which used for ddiver the requested
message from the information sender to recipient, will be setup by the
system automticaly.

Distributing: For multicast or broadcast, our sysem will setup a
separate call for each recipient.

Rerouting: Evdudion usng the message deivery profile and andyss
of the communication environment procedures in the cadl modd will
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support message be rerouting according to the sender and the
recipient’s intention.

Alerting:  An deting message path is sstup by our system if the
recipient requests the derting service.

Certifying: A message receipt ddivery path is sgtup by our sysemto
the information sender if the sender requests the certifying service.

Translating: Message trandation is an essentid procedure in our cal
modd.

Ordering: The vdue of the cdl’'s ordering aitribute decides the
execution priority of the cal.

Filtering: The filtering festure indicates whether or not the system
should accept acal request.

Failure handling: This feature defines what the sysem should do when
cdl ddivery fals
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5.2 Architecture and function requirements:

This fifth generation message ddivering sysem should support the customers using
legecy messaging sarvices and  future  communication  services So  the main
requirements of this sysem ae tha it should condder the congantly changing
demand of the markets and the customers, the scdability of the sysem architecture,
and the completeness of its functiondity.

We list our requirements below:

Our sysem should accommodate a wide variety of sarvices conversationd,

messaging and retrieval services.

Our sysem should work with exiging applicaions without the need for
gpplication programming interface changes or hogt software modifications.

Our sysem should minimize the costs of the adaptation of future access
network, services, and gpplications.

Our system should support high avaladlity and fault tolerance
Communication may happen a anytime so our sysem should be able to
handle falures seamlesdy, hiding any indication of failure from the users.

Our system should protect the user with high-leve privacy and security.

Our sygem should have a high levd of persondization, to let users have
grester control over their messaging environment.

Our sysem should support dl the functions of fourth generation messaging
systems. cdl redirection, service management, message trandation, remote
access, savice ddivery, multimedia message dorage, authentication, and user

interface.
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5.3 High level architecture overview

Our system will have 6 main components, listed below and shown in Figure 17.

Media Gateways ae the interface between our system and the access
networks They dso dlow our sysem to provide various savices, such as the
IVR (Interactive Voice Response) function.

Application Servers control the call logic.

Message Servers accomplish the main work on message tranddion, message
management etc.

The Security Control Server: deds with the response for user authentication
and other security issues.

The Database Server stores the customer and system data.

The Operation Adminidration and Maintenance (OAM) Server handles the
usy interface, system management, network management, billing, auditing

and fault tolerance,
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Figure 17: High-level architecture of the 5 generation messaging system
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In the following sections we will examine each component's main function and their
reguirements.

54 MediaGateway (MG)

A Media Gateway can interconnect an access network with the remaining components

of our sysem. It enables users to access integrated services over their choice of client

devices and access networ ks

A Media Gateway integrates multiple traffic types across multiple access networks
like telephony, wireless deta, and wire deta access.

By usng a Media Gateway, the fifth generation messaging system can be designed as
a network and device independent system, which dlows new networks and devices to

be plugged into our achitecture without modifying any other components of the
sysem.

D atabaze
spplication Server

Message server
Security Control
CAM server

Weh

£
RV

Media Gateway

Figure 18 Media Gateway
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Our Media Gateway consgs of hardware and software for transcoding between the
sgnding protocol and data format used by the access network and those used by our
system. It should inteface with the Application Server, Security Control Server,
Database Message server and Operation Administration Maintenance.

We identify three components within the Media Gateway: Access Point (AP),
Protocol Driver (PD) and Service Assigant (SA). These components are shown in
Figure 18 and discussed in separate setting below.

5.4.1 Access Point (AP)

Access Point is the connection of the fifth generation messaging ddivery
sysem to any kind of legacy or future tedlecommunication services. It connects
dl of the communication sarvices and provides desktop and mobile dlient

access to our system.

Functionalities:

Hardware interconnects between messaging sysem and access
networks.

Accepts a cdl establishment from the access network on behdf of our
system.

Setup calsfrom our system to the access network.

Reports darm to the OAM server. Abnorma events such as overload
or traffic congestion should be reported to system administrator.

Requirements:

Qudity: AP should provide low dataloss and low delay.

Connectivity: AP should provide good connectivity between our
sysem and the access network, since it is located a the boundary of
both of these networks. It should support the different network’s
physcd feaures. For example support Fax tone detection, support
PSTN connection such as E1, T1, STM-1 ec, and the double stage
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didling feature in PSTN, which means that sender firs dids the
number of the recipient to the AP, the AP send back a tone, then sender
inputs the digitsto identify himsdf.

This double dage didling feature in PSTN enables the user to input
their PIN for authentication in our system.

Rdiaility: Snce AP is the network interface, its rdiability is much
more important. AP should support redundancy in order provide carrier
grade rdiability. When an AP fals, another AP should teke over for
the falled one and continue serving the ongoing call.

5.4.2 Protocol Driver (PD)

Functionalities:

Sgnding converson between different types of access network and
our sysem IP based standard protocol. Like convert incoming PSTN
signasfrom TDM to IP.

It bridges different dgnding and control protocols with our system and

access networks.
Message log generation: such as message arrival time etc

Requirements:

Openness. The key requirement of the standard protocol is openness. It
should accept dl the exiging gpplication type of access nework, eg.
SMTP, VPIM, POPSIMAP4, GSM, SMS, Instant messaging.

It should handle any kind of legacy or future telecommunication
sgnd, dlowing new protocols to be introduced.

Scdability: The implementation of PD should meen that it can be
plugged into the system at runtime and be immediately operationd.
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Security: non-authorized users mugt not have access to the sysem. So

PD must support the authentication protocols used by the access
network .

5.4.3 Service Assstant (SA):
Provide function in order to ddiver messages more efficiently. Such as

Interactive Voice Response (IVR): offers voice prompts in different
languages to the cdler, acoepts a combination of voice teephone input
and touchtone keypad sdlection and provides gppropriate responses.

Allow usersto record persona greeting.

Computer Telephony Integration (CTI): improves the management and
message  processing for customer. Activities such as  automated
computer did out, automdtic rediding on a busy sgnd, assgned time-
to-cal intervas, cdl scheduling and speech recognition etc.

55 Application Server (APS)

An Application Server is the main pat of the sysem. It will provide service control
according to the cdl modd (Cdl Sever), monitor the recipient's connectivity Sate
(Tracking Agent), and help the services to be more efficient (Cal Assgant).

An Application Server should interface with the other components in the system,
shownin Figure 19.
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Figure 19: Application Server

Application Servers must provide functions to handle multiple services.

5.5.1 Cadl Server (C9)

The main task of the Cdl Saver is to hep the cdl control to ddiver the
message.
Name mapping: Mapping the incoming information with the
recipient’s persona.

Path creation (Message evaudtion): according to the message ddivery
profile, generated by the Database Server, and Tracking Agent to
determine cdl path.

If it is a conversstiond service, the feedback cdl path will be sstup
automaticaly.

Media Gateway communication: providing service assdants such as
the Interactive Voice Response (IVR) function.

Cdl Ddivery: Auto dat up a cdl to recipient, and send the message to
MediaGateway.
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5.5.2 Tracking Agent (TA)

Tracking Agents will monitor the recipient’'s connectivity sate. Helping the
Cdll Server to setup the cdll route.

It should support three kinds of Location regidraion methods automatic,

manual, or scheduled.
Automatic

For the automatic regigtration, as we mentioned in Chapter 2, some
devices can provide feedback information about whether the device is
within range, a user usng this kind of device can autométicaly register
their location.

Manual

The manud regidration can be done by usng a regidration interface,
which is in OAM parts, to send regidration message to our system. For

example, filling a web form, cdl our sysem’'s regidration number, or
sending aregidration E-mail.

Scheduled

The scheduled regidtration means that syslem assumes a change in the
user’s locetion according to a schedule. It endbles regidration for
regular events like “ for the next week, every morning from 9am to
10am, | have amedting in room 249",

Whaever what kind of the regidration method, dl the regidration must be
authenticated and encrypted to preserve the user’ s location privacy.

5.5.3 Call Assistant (CA)

CA will help system to ddliver the message efficiently:
Message natification generation:

It could be message waiting indication such as using audible or vighle
sgnd to notify the recipient about newly arived messages. If the user
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does not reject the message, it will ask the user to authenticate himsdlf
to guarantee that the message is ddivered to the recipient a the right
persong, then gart the cal ddivery.

And dso could be an Outcdl notification for sender. If a sender
defines a scheduled message ddivery, the sysem can send this outcall
notification to the sender asking him confirm the sending of the
message.

If it is a retrieval services, or according to user's preference, system
can generates a short notice message. This short notice can be a short
SMS text message, or a voice notice. After the recipient receives the

notice, they can make the decison to use which deviceto retrieveit.

Message log generdtion: generates the cdl detals and record it in the
message storage.

Message ddivery eror control: retry for non-permanent erors like
device being temporary unavalable. Or let the Message Sever
generate error message.

The number of retry timeswill be defined in OAM policy control.

Savice management: such as auditing, qudity of service (QoS)
hendling
Network and sysem management: Like dam  management,

performance monitoring, faulty recovery etc.

The Application Server will handle the cdl contral. It is the main components to solve
the messaging system “redirection problem’”.

By udng our Call Model, our sysem can support persortto-person reachability,
sequentidly  redirecting  information over time, and redirecting according to the
informetion’s priority.

Tracking Agent in APS track the recipient’s available devices, 0 tha the service can
be delivered to the recipient.
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If users request the sequentidly redirecting informetion over time savice, a a
paticular time, our sysem can sgtup a cdl to ddiver information to the recipient, or
send requests to the information sender asking for the informetion for the recipient.

The procedure of evduation usng the messge ddivery profile can support the
messages to be ddivered according to ther priority.

Another feature in the “redirecting problem”: Mobile person’'s privacy protection will
be discussed in Chapter 6.
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56 Message Server (MS)

The man task for Messsge Server is to trandate the message format. It will dso
provide functions endbling usars communication with the messages composed by
different access network, and messages dored in the Message Storage indde
Database.

Message sarver must provide a database independent function to store, retrieve and
modify messages.

It should have interface toward Media gateway, Application Server, Security Control
Server, OAM Server and Database Server.

5.6.1 Message Trandator (MT)

The heart of Message Server is the Message Trandator, which transforms
incoming communication from the sender into a traffic type undergandable by

recipient's services and devices. We lig some important trandation services
below.

Text-tospeech (TTS) trandation can let sysem read E-mals to
recipient over the phone.

Text message can be produced from speech through speech synthess,
Speechto-text (STT).

Text message can be trandated between different languages.

Voice messages can be trandated and delivered as WAV files attached

to E-mails

Faxes image can be trandated and delivered as TIF files attached to E-
mails.

Opticd Character Recognition (OCR) can convert faxes to editable
text.
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By usng one dep trandation or many dep trandations (such as image being
trandferred to text by usng OCR, then usng STT, text trandferred into voice)
our system can accomplish the full trandation we defined in Chapter 1.

Message Trandaor is the man component in our sysem to solve the
messaging sysem “trandaion problem”. Under the control of Applicaion
Saver, it can do “one step” or “multiple step” trandation.

5.6.2 Message Manager (MM)

TheMessage Manager helps the system to manage messages.

Message folder management: dlow users to creste, rename, delete and
retrieve message folders according to their persona, defined when the

user logsin.

Message Input: adlow users to directly store a new messge in a folder
by not usng the Applicaion Server. Which means this message is not
from acdl, but from the user himsdif.

This function will could be used to send the user himsdf a waning
message. Usr could save a message saying, “will have meeting a
9am”, and define that to send this message to himsdf a 8.55am to his

mohbile phone.

Stored message management:  dlow usars to delete, move, save,
archive, copy message which stored in the Message Storage.

Messsge filtering: dlow sysem to filter the incoming and outgoing
message for security reasons, such as anti-virus scanning or based on

user preference.
Message query: provide the message query information to user.

Error message generation: During the message ddivery, if there is a
permanent error such as the incoming message could not be mapped
with the recipient’s persong, or after trying the severd times that are
defined by OAM, a bounce message — A noatification message returned
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to the sender indicating that the message could not be delivered will be
generated. Bounce message should indicate what went wrong.

5.7 Security Control Server (SCS)

In this section, we show how a Security Control Server can handle the security issues

aisng in our system.

Security is important in the messaging system. Before we dart the SCS's function,
let’ s see the system security goals at firdt.

5.7.1 Security godsfor messaging system

The gods we lis bdow are from the sysem’'s perspective, gods from users
perspective will be examined in Chepter 6

As Charles P. Pfleeger mentioned in his book, Computer security conssts of
three characteristics. confidentiality, integrity, and availability. These are dso
the security goas for messaging system. [Pfleeger, C. P. 1997]

Confidentiality means that the assets of the messaging system are accessible
only by authorized parties. Confidentidity is sometimes cdled privecy.

Integrity means that assets can be modified only by authorized parties or only
in authorized ways.

Availability meansthat assets are accessible to authorized parities

Those are three traditional areass of the computer security. They al ded with
different aspects of access control and put their emphasis on the prevention of
unwelcome events to againg unauthorized use. In the messaging system, the
asxts avalable are not just the software, but aso the hardware and data
Messaging system is not jus a smple computer system, but a lot of user
messages and user persond data is involved, so we may add two new security
requirements. Accountability and reliability
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Accountability mean that audit informaion must be <Hectivdy kept and
protected s0 that actions affecting security can be traced to the responsible
party.

To be ale to do s0, our sysem has to identify and authenticate users. It has to
keep an audit tral of security events If a security violation has occurred,
information from the audit tral may hep to identify the perpetraor and the
Steps that were taken to compromise the system.

Reliability relates to falure and safety, to te impact of system falure on their
environment.

To be able to do s0, we have the Network Management (NM), Fault Tolerance
(FT) and Policy Management (PM) components in the Operation
Adminigtration and Maintenance (OAM) Server.

5.7.2 Security servicesin the fifth generation messaging system

To achieve the gods we lid, five classes of security services should be
provided in our fifth generaion messaging sysem. They ae authentication,
access control, deta confidentidity, data integrity, and non-repudiation.

Authentication

Authentication is the process of determining whether someone or something
is, in fact, who or what they declared to be. [TechTarget]

Authentication is the essence of the messaging system security. It is required
for achieving dl sysem security purposes.  Confidentiality, Integrity,
Availability, and Accountability. It dso supports privecy protection for users,
which we describe in Chapter 6.

Access control

Access control  services provide the protection of system resources aganst
unauthorized use. Access control sarvices are closdy tired to authentication
savices. A user must be authenticated before an access control services can

effectively mediate access to the system resources.

The fifth generation messaging system structure 111



Access contral is the service that is required b accomplish the Confidential,
Integrity and Availability

Data confidentiality

Data confidentidity services provide protection of the data from unauthorized
disclosure. Three kinds of confidentidity could be:

Connection confidentiality services: is to provide confidentidity of dl
data transmitted in the system.

Connectionless confidentiality services: is to provide confidentidity of
al database units.

Traffic flow confidentiality services. is to provide protection of
information tha may be compromised or in directly derived from a
traffic andysis.

Data integrity

Data integrity services are to provide for the protection of message data
againg unauthorised modifications. It incdludes

Connection integrity services: is to provide integrity of message data in
acdl connection.

Connectionlessintegrity services: isto provideintegrity of database.

Non-repudiation

Non-repudiation services give protection againg the originator of a message or
action from denying that he or she has originaied the message or the action, as
well as agang the recipient of message denying that the receiver received the
message.  Consequently, there are two kinds of Non-repudiation to be
digtinguished:

Non-repudiation with proof of origin is to provide the recipient of a
message with a proof of origin
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Non-repudiation with proof of delivery is to provide the sender of a
message with a proof of delivery.

Non-repudiation services ae based on the authentication services. Non-
repudition is becoming increesingly important in the context of dectronic
messaging system now, and aso in ecommerce gpplication on the Internet. It

is required to achieve accountability purpose.
The confidentidity services and integrity services of software and hardware

are not the pointsin this thess.

5.7.3 Security Control Server functiondity and requirements

Security Control Server should have interface with the other components of
the system.

Functionalities:

User authentication: verify user’s password, digital Sgnature
User access cantrol: grants access based on the user’ s access right.

Encryption and decryption: encrypt and decrypt date transferred in our
system.

Certificates manage: isto issue revoke and verify digita certificate.

Key generation: generate public private key par for user's certificate
and symmetric key for cryptography.

Key digribution: distribute symmetric key secretly to the user.

Cetificate revocdtion lig (CRL) mantaining: A usx can revoke
hisher cetificate. Server will add the revoked certificate to the CRL,

and provide retrieve for any application.
Activitieslog maintaining: record users activities such aslogin

Certificate and password storage: store users' certificate and password.
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Requirements:

It can issue cetificates to wirdess devices such as PDA or mobile

phone and wire devices such as PC.

SCS could support different  authentication  mechanism  and
cryptography method.

Any gpplication can retrieve the CRL.

IT should support high faulty tolerate SCS should be avalable 24
hours aday and 7 days aweek, should tolerant failure gracefully.

SCS should separate the private data like system user goplying
revoking cettificate, and public data and operation like anybody search
and download user’ s certification and obtain CRL.

Certificate should support multi language.

SCS should have user activity auditing and error recording.
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58 Database (DB)

Database is designed in a way that data can be used by dl other parts of the system. It
provide centralized place to sore dl the deta.

Main seis of information are avalable sarvice and device regidration, routing rules,

and message information, and persona management information.

5.8.1 Database dements
Database should include the following dements shown in Figure 20.

User information: dores information relaed to users eg. use’s red
name, address, and relation to devices.

Avalable sarvices and devices informetion: Sores informaion of

user' slocation and avallable services and devices.

Termind information: sores the information related to a device. Such
asthe modd of the devices and their supported traffic types.
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Figure 20: Database dements
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Persona management information: stores the information of user's
different identities (user's UID, PID and DID  defined in Chapter 6),
and the rddion of user’s persona to identities, for example, one of
Alice sPID and her DID determine Alice' s persona as family.

Routing rules information: dores the rules tha user defined for
sarvices contrd. For example, a what time, forward al user’s message
to a spedific device, or the message beonging to a specific persona be
reroute to which address, and how to do the Sequentially redirecting
information over time, which is one of the feature in the “redirecting
problem”.

Messge ddivery log: stores the information about the message, like
“from” “t0” and message satus like arrived, rejected, and deleted.

Message information: stores the information relaed to the message
itself such as the message priority.

Sysem information: store the information related to the system such as

the access networks traffic load.

5.8.2 Profile Generator (PG):

To generate the message ddivery profile from user persona profile, system
profile and message profile shown in Figure 21.

" UID: Universal identity
PID: Personal identity
DID: Deviceidentity
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Figure 21: Message delivery profile

Profiles conast of a et of rules, which follow theform as.
IF condition THEN action

Conditions here define on which drcumdances a specific  communication
behavior is demanded by the user, such as time equd to “9.00am”, persona
equd to “family”, or message priority equd to “high”.

Action can be: Rerouting which changes the path that the message is ddivered
by, Content translating which means use Message Sever's Message
Trandator to modify or convert the format of the message, or Service
portraying which show if the message must be delivered to recipient.

User persona profile:

Define the preferred delivery path from the recipient’s perspective. Such as a
a spedific time, the recipient like to receive message using mobile phone, if
falled, then use a spedific landline phone.

For ingtanceit could be described as.

IF timeis 9:00am THEN forwarding to phone (09) 3737599.

IF personaisfamily THEN must be ddivered
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5.8.3

System profile:

Define the preferred ddivery path from the system’s perspective. Such as
define when there is network congestion, highlevel message will be ddivered
first.

For instance it could be described as;

IF PSTN load is great than 80% THEN forwarding to E-mail

Message profile:

Define the preferred deivery path from the sender’s perspective. Such as the
message’ s priority

IF priority is urgent THEN must be ddlivered

Message delivery profile:

Messsge ddivery profile is the interface to be used by other pats of the
sysem, to show how to deliver message. It based on the matrix of user
persona profile, sysem profile and message profile to determine ddivery

rules.

When there is conflict in the generation of message ddivery prdfile, the policy
defined in OAM’ s Policy Management will be gpplied.

For ingance, from System profile, message will be reroute to Email, but from
User persona profile, it should be ddivered to mobile, then profile should
goplied.

Message Storage (M S)

Message Storage is used to store the message for recipient to retrieve.

As we described in the Chapter 2, the fifth generation messaging system will
support  multi-services. The message for conversational services will be
delivered to the recipient’s device directly without storing. For the messaging

The fifth generation messaging system structure 118



services and retrieval services, Message Storage is used to store the messages
for recipient to retrieve.

As we discussed in the Message Storing feature in Chapter 4, for the retrieval
services and high volume messaging services messages, it is better to save the
messsge a the sender’s sde, and our sysem will send a brief description to
recipient to let recipient decide whether to retrieve the message.

Messages of low volume messaging services could be dored a the recipient’s

sde.

The reason to dore high volume messages and retrievd services a the
sender’ s Sdeisto decrease the system’ s traffic flow.
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59 Operation Administration and Maintenance (OAM):

OAM is a sysem management tool that provides a comprehensve suite of
management capabilities and afriendly user interface.

User Regidration Interface provides the tools that let user maintain their persond
date, services requirement etc. Management tools enable system configuration,
preventive fault management, performance monitoring, reaHtime reporting, image
management ec. Billing generate bill and control the bill digribution. Elements

within an OAM sarver are shown in Figure 2.
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Operation Administration and Maintenance

Application Message Security
Server Senver Control
Server

Fgure 22 Operation Administration and Maintenance

5.9.1 User Regigration Interface (URI)

The fifth messaging system is a recipient control system, which means that the
recipient controls when and how the message ddivered. It must be configured
with persond information.
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Four sgts of information, which we discussed in above subsection, ae
provided from URI: user information, avalable service and device
regigtration, routing rules, and persona management information.

Functionalities:

Provide user regidration: In our sysem, user could regiger ther
persond information, such as name address, and register ther location,
terminds, etc.

Provide user location regidration.
Let user regigter their location, terminas manually or scheduled.

Infform Cdl Server what kind of protocol (PSTN, SMTP, etc) and
traffic types (TIFF image, voice etc), should be use.

Allow user to configure their routing rules. Such as IF Alice is not
reachable from her landline phone, THEN send to her maobile phone.

Endble usx to define when, where, for whom, and usng which device
they can recelve message.

Let usx determine how to handle the message according to the
message' s priority.

Provide persona management interface.

Let user sdlect which of their persona's location information should be
protected.

Let user determine the relationship between persona and identity.
Let user define the different process for message of different persona
Provide user interface to et them define their message filtering rules.

Provide user login interface.
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Provide message query inteface to user: let user can retrieve the
message they send or received according to their persona. And query a
pecific message' s status.

Didtribute the data collected to database.

Requirements:
Supporting different interface

Provide a web-based interface to let user input basic information that
system required.

Provide service based tool to let use regiger location, modify the
information a any time. Such as use touchtones tdephone to navigate
through a menu to change the preferred receiving device, routing rules,
or persona message information.

Message compose interfaces Our system should keep on using access
network’ s origina interface. Such as

For PC, a grephicd user interface (GUI) can be used. Depending on
the paticular service, other options may dso be avalable For

ingtance, alows users to record a message with a PC microphone.

For landline phone and mobile phone a Tdephone usy inteface
(TU) can be used. From a user perspective, accessng ad
manipulaing messages via phone is no different between the methods
used for Public Switched Telephone Network (PSTN, the type in most
of our homes) phones and those used in cdlular phones.

5.9.2 Sysem Management (SM)

Handle the dam report tha from the other component, and provide the
correspond procedure. For example, after the Access Point reports the traffic
congegion, OAM will ask Cdl server to initiate filtering to let the high

priority message delivery at first and st a“cdl gapping”.
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5.9.3

5.9.4

5.9.5

Provide systems adminidration tools, like sysem back up
Network Management (NM)

Network Management provides administration interface, let  administrator
manage the whole system; maintain system policy.

Network management function will asss human network managers in

monitoring and maintaining networks, network devices and their functions.

It will auto-poll the network devices, and use workdaions to generate rea
time graphica views of network topology changes and traffic.

It should support standard network management protocol, such as SNMP,
CORBA in order to use widdly used management tools.

Fault Tolerance (FT)

When a sysem component fals, fault tolerance will handle usng a backup
component or procedure that can immediately take its place with no loss of

service.

Fault tolerance can be provided with software, or embedded in hardware, or
provided by some combination.

Policy Management (PM)

Palicy control: such as define how many times the sysem will try when there
is a nonpermanent error occured during the ddivery. Define how long the
CRL (certificate Revocation List) should be refreshed.

When there are conflicts within the user persona profile, sysem profile and
message, define what policy will apply.
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5.9.6

5.9.7

Billing (BI):

OAM sarver should generate bill from the rdevant information gored in the
message log, such as cdl duration, message send volume, message retrieved
volume, €c

The price of the services will be customer oriented

It should aso provide mechanisms for pre-peid billing system.

Qudity of Service (QoS):

An goplicaion-based Qudity of Savice mechanism will be needed to
guarantee that the system is capable to meet the customer’s preference control,
And to ensure qudity of voice and deta transmisson

Thisisamessure o the system’ s efficiency.

Till now, we introduced each component in our fifth generation sysem. In the

following section, we will use two scenarios to see how these components work

together to provide the service.
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5.10 Typical usage scenarios

We will provide some typicad usage scenario to show how the fifth generdtion
messaging system components work together to implement a message ddivery:

5.10.1 Scenario 1

Bob wants to initiadte communication using his cell phone to connect to Alicg's
cdl phone. Alice defines that the entire message sent to her a this time will be
rerouted to her E-mal. Then sysem feeds information back to Bob by voice
menu as to whether he Hill would like to send the message. After Bob replys
saying that he will send the message, our system redirects it to Alice's E-mall.

In Fgure 23 we show the cdl setup sequence diagram. The explanations
according to the four procedures in the cdl modd and two extra step which
ae outsde our cdl modd ae liged bdow. The indicated numbers in the
procedure correspond to the Figure 23.

Acceptance and protocol mapping: (1, 2, 3) (shown in red in Figure 23)

Access Point, connected with PSTN, will accept the cdl if Bob is the legd
user of our sysem (1). Protocol Driver parses the protocol to IP pocket based
protocol (2). Findly, the cdl control request is passed to the Application
Server (3).

Evaluation: (56,7 8 9) (shown in green in FHgure 23)

The Cdl Server will evaduae the message by usng a ddivery profile find thet

the message should actudly bdong with Alices family persona, and should
reroute the message to Alice' s E-mail address (5, 6)

Then CS in the Application Server will ask Media Gateway usng the IVR
function to provide a voice menu to Bob, asking him to confirm the sending of
the message (7,8).

Bob confirmsto our system that he wants to send that message (9).
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Fgure 23 Ddlivery diagram for scenario 1

Analysis of communication environment: (11) (shown in pink in Fgure 23)

Since Emall is a Messaging Sarvice, it can be ddivered even the device is not
in range. So the cdl path can be determined.

Message translation and delivery: (12, 13, 14, 1516) (shown in ydlow in
Figure 23)

The Message Sarver's Trandator will trandate the voice message into text
after receiving the request from CS.

Media Gateway will do the protocol mapping and ddiver text message to the
access network connected to the recipient.

Two extra steps. (4,10) (shownin bluein Fgure 23)

Step 4 isto sore the message to the Database (4).

Step 10 isto generate a message log and doreit.
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5.10.2 Scenario 2

Alice wants to send her colleague Bob an urgent Email. Bob currently is a
the company’s out branch, which is in another city for a week. So he registers
thet he prefers dl the messages of his working persona be ddivered to his
office phone in this branch. Bob might dso define that any messge that
marked as urgent should try his mobile phone too, but he should have a chance
to decide if he wantsto recaveit.

Alicegs marks her E-mail as highest priority, which means that message must
be ddivered ontime.

When this message arrives, Bob is unfortunately out for dinner but has his
mobile phone on him.

Acceptance and protocol mapping:

After authenticaing Alice is a legd user of our sysem, Access Point will

accept the E-mal message from her. Then mapping the access point sgnd
with the system standard.

Evaluation:

The Application Server maps this E-mal to Bob's office persona evauates
the message delivery profile generated by the Message Sarver to cregte the
delivery path, which means tha the message will be ddivered to a landline
phone.

Analysis of communication environment:

Because the landline phone does not provide the in range indication to our
system, the goplication server will sstup the cdl from our system to an AP
which is connected to a PSTN access network to diad Bob's office phone
number. This phone is not in range (no one will answer the phone after it
rings). So the system will try the same cdl path for severa times (the number
is defined in the OAM save). If it dill fals it will generate a bounce
message in the message | og.
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But because this message must be ddivered, the sysem will try to re-evduate
the profiles and get the new path.

Re-evaluation and re-analysis:

Sysgem will re-evduate the message, this time setting up the cdl to Bob's
mobile phone. The mobile phone is a kind of device that can provide feedback
to our sysem if it is within range, 0 dfter re-analyss of the communication
environment, it will know that mobile phone is ready for receive message.

Message translation and delivery:

Bob is asked to decide whether he will receive the message on his mobile, 0 a
SMS message which is a message ariva notification will be sent to Bob's
mobile phone. This SMS should include the subject of the message so that
Bob can make the decision to receive the information.

After Bob gets this natification, he can give feedback to our sysem by
pressing button “1” which means “get the message by usng SMS message’,
pressng button “2’ to “get the message by mohbile voicg’, or pressng button
“3" to “save the message in the message box”, waiting for him to receve it
later.

After Bob makes his choice, Message Server will perform message trandation,
ether trandates the Email to SMS message or under the help of the Assgtant
Server's TTS function, trandates the E-mail to voice It then ddivers them to
Bob's mobile phone.

If Bob press “3’, the Message Sever will save Alice's message to the

Message Storage, waiting for Bob to retrieve it. Bob could use any kind of
kind of deviceto retrieve that message sometime later.
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6 Persona management

From the introduction of high levd sysem sructure and the scenarios we illustrated
in lagt chapter, we have shown how our fifth generaion messaging system solves the
“trandaion problem” and “redirection problem”.

Another important problem our fifth generation messaging sysem was atempting to
solve was the “persona problem’.

Solving the “persona problem” is a kind of privecy protection. Privacy has long been
conddered a fundamental humen right in society. With the rgpid advancement and
globdisttion of messaging system, the right to privacy is becoming an incressngly
difficult concept to sustain. The nature of the messaging sysem, where persond
information can be digitdly trandferred has lead to the Stuation where privacy issues
are being threastened on alarge and systematic scale.

In this chapter, persond data privacy within messaging sysems is highlighted. We
will discuss how the fifth generation messaging sysem solves those issues by using a
“persona management model”.

6.1 User privacy and privacy risks
6.1.1 User privacy

Users want their privacy to be protected in a messaging system. Roger Clarke
defined privecy as

Privacy is the interest that individuals have in sustaining a “ person
space”, free from interference by other people and organisations.
[Clarke, R. 2001]

Drilling down to a deeper levd, he sad, privacy turns out not to be a sngle
interest, but rather has severa dimensons:

privacy of the person, sometimes referred to as “bodily privacy” This
is concened with the integrity of the individud's body. Issues include
compulsory  immunizetion, blood tranfuson  without  consert,
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6.1.2

compulsory provison of samples of body fluids and body tissue, and
compulsory Serilization;

privacy of personal behaviour. This relates to al aspects of behaviour,
but especidly to sendtive matters, such as sexud preferences and
habits, political activities and religious practices, both in private and in
public places. It includes wha is sometimes referred to as “media

privecy”;

privacy of personal communications Individuds dam an interes in
being aie to communicae among themsdves, usng vaious medig
without routine monitoring of ther communications by other persons
or organizations. This includes what is sometimes refered to as

“interception privecy”;

privacy of personal data. Individuds dam that data about hemselves
shoud not be adomaicdly avalable to other individuds and
organisations, and that, even where data is possessed by another party,
the individud must be able to exercise a subdantid degree of control
over that data and its use This is sometimes referred to as 'data

privacy' and 'information privacy'.

Except for the privacy of the person, which meansthe “bodily privacy” here,
the “Persona problem” defined in Chapter 1 is associated with dl the other

three privacies.

Privacy risks

Privacy risksin amessaging system can be:

Profiling means building the preferences, activities and characterigtics
of users by data-mining message log files.

For example, by andyss of the logs known by the messaging systems
message log, a user’s record can be collected without the user’s
knowledge. The record might be reading, shopping, and entertainment
habits, where they aways go, what they aways do, ec.
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This risk can be avoided by improved database security, which we will
not discussin thisthess

Tracking is the bulding of the preferences activiies and
characterigtics of the users by monitoring the system traffic.

A sysem that keeps track of how a person is reachable and distributes
that information without limits could be used to deduce the person's
location and compromise his privacy. Idedly, people should be dble to
receive messages anywhere, without reveding their wheregbouts to the
entire world. The trend of eavesdropping is meking use of such

information now.

For ingtance, data on who sends a message to whom, and when, and
tracing information with each message that sender ask for, ae
increesing by being colected and mantaned by sysems If
eavesdroppers, or even recipients get such information, the pettern of
the us’s reationships is lad bare, and the cusomer’'s business secrets
may be obtaned by andyss of the messages Also, by monitoring an
opponent’s traffic in order to find out where they are a a paticular

time, may give away commercia secrets.

Tracking risks can be avoided by applying our persona management
modd.

The god of profiling and tracking is to have the most complete picture
of the user.

Spanming means recalving unwanted messages, it is another type of
invason of privacy. Many messaging services have no way to deliver
messages  unintrusvely. For example, most teephones can either ring
or not ring when a cdl arives indead of ringing for some cdlers and
taking a message for others, or ringing during the day and teking a
message a night. Users shoud be die to have dl their incoming
communications prioritized and filtered on their behaf.
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6.2 Persona management model

Persona management is something we do in norma conversation everyday when we
decide on what to tdl one another about oursdf. Each person condders the
conversation context and the persona she is currently acting in as wel as the
respective relationship to the communication partners.

In this section we will describe how our fifth generation messaging sysem performs

the persona management. Fird, let's see the different identities in our persona
management mode. Second, we will examine what the definition of personais.

6.2.1 ldentitiesin persona management:

The Webger English Dictionary describes the word identity as [Webster
1988]

1) the condition or fact of being the same or exactly alike (sameness,

oneness);

2 a) the condition or fact of being a specific person or thing
(individuality);

b) the condition of being the same as a persona or thing described or
Claimed

In the messaging system, the aspect of identity as proving to be a specific
person is more important that the aspect of identity defined by dl the
information that describes a specific person in the red word.

We define four kinds of identitiesin our persona management modd.

UID (Universa identity): It is unique to each cusomer and has long
duration. System routindy uses it essentidly for identifying data such

asthe user’s name, PID repogitories, and mall list etc.

PID (Persond identity): System uses this to verify customers. Each
customer might have several PIDs. For example, usng Email, the PID
can be X.509 certificated. For the telephone service, maybe PIN.
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DID (Device identity): Sysem uses the DID to verify the trangport
devices that the cusomer may be usng. Eg. usng Fax to send
message, the DID can be the telephone number of that Fax ling; using
E-mail, the DID can be E-mail address

TID (Temporary identity): it is “one- time -use’ pseudonym. It will be
used within the sysem to verify messages used by vaidaed
customers.

6.2.2 Digitd persona

In Jdungian psychology [Jung, C. 2002, the anima or animus is the inner
persondity, turned towards the unconscious, and the persona is the public
persondity that is presented to the world. The persona that ling knew was that

based on the physical gppearance and behaviour.

With the increesed datarintensity in the second hdf of the twentieth century,
we supplement Jung's persona, to some extent even replaced in this thess by
the summation of the data available about an individud.

Definition

The digitd persona is a condruct, i.e a rich cduger of inter-rdlaed concepts
and implications. As a working definition, in this thess we adopt the
following meaning:

the digital persona is a model of an individual's public personality
based on data created and maintained by the individua , and intended
for use as a proxy for the individual.

Which means that the information sent to a recipient is actudly sent to his
persona. The ability to creste a persona may be mainly vested in the recipient.
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Representation

The User’s PID plus their DID determines their persona. Recipients can define
their messages to beong to which of ther personas by usng any combination
of the message sender’s and recipient’sPID and DID. Shown in Figure 24

PID+DID

FHgure 24: Identitiesin the 5" generation messaging system

For example, Alice can classfy an Emal message from the PID beonging to
the company as her work persona, and a voice message from the sender who
have agpecid PIN number as belonging to her family persona

Alice may sdect two PINs, assgning PIN-A to her family number, PIN-B to
her colleague. She can define that the messages coming from PIN-A (a person
who hold this number) to her tedephone (with DID) to beong to her family
persong, but the message from PIN-B to Alice's same tdephone to belong to
her work persona.
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A recipient will define severd persona beong to himsdf, the meaning of a
digitd persona is determined by the recipient based on their own processng
rules, and likdly to gether different set of data about him.

6.2.3 Three mgor functions in persona management modd:

Identity adminigration: is the provisoning and mantenance of
individud identiies. Combats misuse of identities. Eg isues
certificate for the customer.

Identity integration: focuses on the connection and cooperation of
multiple identity repodtories. E.g. the rdationship between the PID
and UID (Universa identity).

Community management: addresses the connection and  security
relaionships between identities eg. convet PID (pseudo identity),
UID, DID into TID (temporary identity), and vice versa as desred.
Keep the records for the relationship between TID and PID, UID and
DID.

6.3 Privacy protective servicesin our messaging system
6.3.1 Authentication

Authentication “is the most essentid of al the security services because
relidble authentication is needed to enforce access control, to determine who is
authorised to receive or modify information, to enforce accountability, and to
achieve non-repudiation” [Ford W. Baum M S. 1997].

In his book Rolf Oppliger sad:

In general, authentication refersto the process of verifying the claimed
identity of principal. Authentication results in authenticity, meaning
that the verifying principal (verifier) can be sure that the verified
principal (claimant) isthe one he or she claimsto be. [Oppliger, R.
1996]
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Oppliger divides the techniques tha ae used for authentication into three
categories, depending on whether atechnique is based on:

Something the dlaimer knows (proof by knowledge)
Something the claimer possesses (proof by possession)
Some biometric characterigtics of the claimer (proof by property)

Examples for the firg category are persond identification numbers (PIN),
passwords, whereas examples for the second category are keys, identification
cads, and other physca devices or persond tokens. Biometric characteridics
that were used for authentication can be fingerprints, facid images, and voice

patterns.

6.3.1.1 Something the clamer knows

Password -based authentication

Passwords (in combination with user names) have been the mangay of
identity authentication systems snce multi-user information systems came into
bang.

Unfortunately, = password-based  authentication systems have  severd

drawbacks. They are one of the least secure techniques available. Some of the
threatsto password-based authentication are:

Externd disclosure

Guessng

Communications eavesdropping
Replay atacks

Password authenticetion sysems ae so notorioudy insecure that they are
nearly dways combined with other methods of identity authentication.

Password-based authentication is a kind of Chalenge-response authentication,
which dso known as CHAP (Chdlenge-Handshake Authentication Protocol)
[TechTarget]. So that after a connection is made, the verifier sends a
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chdlenging message to the connection cdamer, the damer responds with
what he knows, what he owns and what is, the verifier checks the response by
comparing it with the information he has, if they mach, the authentication is
acknowledged,; otherwise the connection is usudly terminated.

Besde the passwordbased authentication schemes, in our fifth generaion
messaging system, we have another kind of authentication method, which is
when both the cdling paties are in agreement. We dassfy this kind of

scheme belongs to something the daimer knows.
Rendezvous

This authentication method is not based on the techniques but on the
agreement between the two parties on the message delivery. Which means tha
the two parties agree to setup the call a a particular place and time.

For savices tha could not provide the authentication to support non-
intercepting and non-repudiation, this is a supplement to perform security. For
exanple usng Fax as the sending and recelving devices the sender and
receiver can negotiate the sending time.

6.3.1.2 Something the clamer possesses

Symmetric cryptographic-based authentication

The basc idea of a symmetric cryptographic- based authentication is that a
cdamant A proves his or her idetity to a veifiee B by peforming a
cyptogram  operation of a quattity that ether both know or B supplies.
[Oppliger, R. 1996

The cryptographic operation performed by A and B is based on a symmetric
key. Such as the DES- or RSA -based authentication mechanisms.

Symmetric cryptographic-based authentication can be made more secure than
passworctbased  authentication. But problems can occur during the key

digribution.
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Physical tokens based authentication

Physcd tokens ae frequently used to enhance the security of identity
authentication sysems. For example, a physca dorage token is used by banks
to corroborate an account number (held on a magnetic dripe card) with a
password (PIN).

Snce IC (Intdligent Card), sometimes cdled “smat card’, was born nearly
twenty years ago, it has led amgjor role in use of physica tokens.

Password-based authentication, Symmetric  cryptographic-based  authentication
and Physcd tokens based authentication are dl bdong to Chdlenge-response
authentication.

We sy tha the chdlenge-reponse authentication is a repudidive
authentication scheme, for the knowledge about the secret to the verifier will
be trandered. User can deny the services by complaning that someone
pretended to be him.

Compared with the chdlenge-response authentication, Trust Third Party
schemes authentication will be a non-repudiative authentication.

Trust Third Party authentication

Trust Third Paty schemes authentication may provide even more powerful
authentication  mechanism.  This  techniques demand rather intensve
mathematica  computations, but present atractive  festures  for  the
authentication. Such as non-repudiation.

Trugting third party is based on asymmetric cryptographic, which we dso cal
it as PKI (public key infrastructure).

Strong asymmetric cryptography combined with secure hash functions dlow
the cregtion of a digitd sgnature. Digitd signaures verify that the sender of a
message is in possession of a unique ‘private key and dso verifies tha the
message has not been dtered in transit.
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We will not examine the technicd details of this procedure in this thess. For

an excdlent primer on every aspect of modern cryptographic techniques see
the bodk “Applied Cryptography” [Schneier, B 1995].

As dated above, digita sgnatures verify that the sender of a message is in
possession of a unique private key. In order to verify a message Sgned with a
digitd dgnature, the recipient needs a copy of the sender's public key. If the
recipient knows the sender persondly and can meet with them to exchange
public keys, then a secure identity authentication system can be established.

But in our messging system, messages between people or organizaions in
dose phydcd proximity, with prior identity-trust redionships, ae in the
minority. It is therefore necessary to trust someone to provide recipients with
public keys and to guarantee the associdion of the public key with some
“chosen atribute’.

This function is performed by a Cetification Authority (CA), which issues
digita certificates attesting to the connection between attribute and public key.
In our fifth generation messaging system structure, the Security control Server
(SCS) will do the CA’s job. A dandard X.509 Verdon 3 Digitd Cetification
can be found in Appendix C.

Thus, a public key here is a proxy presence in cyberspace for some entity in
physcad space. It acts directly in cyberspace, just as the associated entity can
act in physca space. Assuming that the person wishing to authenticate a
cyberspace identity trusts his CA and assuming that the CA is operating
securdy and correctly, the only problem with public key infragructure (PKI)
based systems arises when the private key of a catified private-public key-
par becomes compromised. Private keys must be generated randomly, and
sored and trangmitted securdy in order for the trust placed in the associaed
digita certificate to be desarved.

6.3.1.3 Biometric based authentication

Biometric techniques include fingerprint recognition, retind scanning,  hand-
geomelry scanning, and handwriting or voice recognition. These techniques
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ae dl, curenttly, extremdy expensve to implement effectivdy and ae
therefore only worth congdering in big-budget, high-security applications. As
the drawbacks (induding high cod, poor ergonomics, rdidbility, speed, and
data dorage requirements) ae mitigaed by improvements in technology,
biometric techniques could emerge as the most secure method of automated
identity authentication. [Kim H 1995]

6.3.2 Authentication services used in our system

In Table 40, we summarize the authentication services in the fifth generation

messaging system. Descriptions of the services are in section 2.6.

Somet hing the dlaimer knows Something the claimer possesses
Password- Symmetric Physica Trust third | Biometrics
Rendezvous ]
based cryptographic token party
PSTN * *
GSM &
* * *
CDMA
SM S * * *
FAX * *
WWWwW * * * *
WAP * * *
E_ml * * *
IM * *
PDA * * *

Table 40: Authentication services in the fifth generation messaging system

Biometrics authentication scheme will not be used in our fifth generation
messaging system. However, rendezvous can be used in any kind of services
in our system.

As discussed in section 6.2, a user’s persona is determined by the PID, DID or
PD plus DID in the fifth generation messaging system, S0 in order to andyze
user’s persona, sometimes we may need to authenticate both the PID and DID.
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6.3.3 Anonymity

As discussed in [Pfitzmann and Waidner 1987], there are three types of anony-
mous communication properties that can be provided: sender anonymity,
receiver anonymity, and unlinkability of sender and recaiver.

Sender anonymity means that the identity of the paty who sent a
message is hidden, while its receiver (and the message itsdlf) might not
be.

Receiver anonymity smilarly means that the identity of the receiver is
hidden.

Unlinkability of sender and receiver means that dthough the sender
and recever can each be identified as paticipaing in some
communication, they cannot be identified as communication with each

other.

They are dl being applied in the fifth generation messaging system. The other
aspect of the anonymous communicaion is the degree of the anonymous
[Rubin A, Retiter M. 1998]

As shown in Figure 25 by Micheel K. Reiter and Avid D. Rubin, the degree of

anonymity can be viewed as an informa continuum.

| | | | | |
| | | | | |

absolute beyond probable possible exposed provably
privacy suspicion innocence innocence exposed

Figure 25: Degrees of anonymity [Rubin A, Retiter M. 1998]

For dmplicity, we just describe this continuum with respect to sender
anonymity, but it can naurdly be extended to recdver anonymity and
unlinkability aswell.

Persona management 141



Degrees range from absolute privacy to provably exposed. On one end of the
gpectrum is absolute privecy: dsolute sender privacy agangt an  atecker
means that the atacker can in no way didinguish the sStuations in which a
potential sender actudly sent communication and those in which it did not.
That is, sending a message results in no observable effects for the atacker. On
the other end of the spectrum is provably exposed: the identity of a sender is
provably exposed if the atacker cannot only identify the sender of a message,
but can dso prove the identity of the sender to others.

Michad K Reter dso described the beyond suspicion, probable innocence and
possble innocence in his paper. But in out fifth generaion messaging system,
we will jus use the absolute privecy, where the attacker cannot perceive the
presence of communication, or provably exposed, where the dtacker can

prove the sender, receiver, or their rlationship to others.

When user sdects the absolute privacy, after the authentication, our system
will use the TID to indeed of the usa’s red identity during the
communication, otherwise, user’ sred identity Sill gpplied.

6.4 Privacy protection by using persona management model

By udng persona management, a user may decide whom to give the informetion to,
when to act anonymoudly.

Persona management enables the user to chose the degree of anonymity, ether being
provably exposed or being absolute privecy.

Either the sender or the recipient sdects that to have absolute privacy, After the
successful  authentication for the user and the recipient, our persona management in
fifth generation messaging system will replace user’s red PID and DID with a TID.
During the transmisson of the message, it will be the TID that is used to identify the
User.

So by usng the TID, the fifth generation messaging system can protect the user’'s
location privacy and relationship privacy between the sender and recipient.

For the provably exposed anonymous degree, our system will not apply TID.

Persona management 142



6.5 A solution to the Persona problem

The “persona problem” we defined in Chepter 1 has two aspects. Non-interaction
between different persona’s information and Sdf-handling the path for different

persona’s information

How our fifth generation messaging sysem solves the “persona problem”: by using
the persona management modd is shown as follows:

Non-interaction between different persona’s information

A recipient might not want one of his personas information to get involved into the
other persona. He can define that the people who use one of his digitd persona to
login to the system can only check messages belong to that persona

Look back to the examples we gave in Chapter 1. Alice has two personas, family and
work persona She do not want her colleegues to get involved with the family
persona s information, and aso may not want her family members get involved with
her work persond s information.

Alice can define that the people who login to our sysem using a specid PID can
check only the information belonging to her work persona. Then digtribute this PID to

her colleagues.

Alice can dso define that the people who login from the specific DID with a specific
PID can check her family persond s informeation.

Using Alicgs UID login to the sysem can modify her persond daka, modify persona
definition, and check the messages belonging to her dl personas, eic.

Salf-handling the path for different persona’ s information

A recipient can sdf define a message from whom, where or to where, belongs to
which of his persona. He @n manage how to handle these messages (delete, redirect,
must reach him etc).

Alice may define that the messages to one of her devices (with DID) and from whom
(with PID) belong to her family persona, and must be ddlivered to her.
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The “Persona problem” solution and the persona management model we represented
here, is the new pat in the fifth generation messaging sysem on top of the fourth

generation.

We have introduced the solution of the four messaging system problems. But insde
the fifth generation messaging sysem, there are ill many issues that need
condderation. Thelig of possible future works is detailed in Chapter 7.

Persona management 144



7 Futureworksand conclusion:

7.1 Future works

In this thess, we have presented our design for a fifth generation messaging system.
There are dill issues that we have not been discussed in this thess. They are listed
below.

Service Mobility: this refers to the seamless mobility across different devices in the
middle of a sarvice sesson. For example, shift from Ingant Messaging to a teephone

cdl during the same communication sesson.

Billing integration: “Enhanced services are not worth doing unless there is a way to
bill for them” [Hua C. Faggion, N. 1998]. In the future, we plan to look a hilling
issues that will alow us to build up a unique billing sysem integrating the fifth
generation messaging system hilling with the existing services network hilling.

Full range of anonymity: in this thess we just discussed how persona management
handles absolute privacy and provably exposed degree in anonymity. In the future, we
plan to give the user full sdection of the degree of anonymity.

Implementation: refers to the discusson of the scde of the tasks required to
implement the sysem we specified. The fifth generaion messaging system is a huge
network thet has numerous items not consdered, mainly the method of implementing.

User interface: this refers to the various items to be defined by the user. Especidly,
for the persona management, the user needs to sdf manage a lot of PIDs and DIDs,
for the redirection, the user needs to define numerous rules. We need to find easy
ways to help users do this kind of sdlf management.

Performance Evaluation: this refers to the performance and usability evauation of the
desgn. Especidly with respect to scdling, latency, ease of new sarvice development,
and user stisfaction.

We expect that the results of consdering above issues will drive the next iteration of
the fifth generdion messaging system desgns and will enlarge and complement our
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dructure. A discusson of this sysem will never be completed s0 long as new
technica devices are being introduced.

7.2 Conclusion

The fifth generation messaging system is a people-centric system that will make it
convenient for usas to ddiver messages. Bassd on the dae-d-the-art
communication, computing and messaging technologies, we directed our sysem to
achieve the target vison of an “anytime, anywhere, any-persona and from any-
devicg multi-services system.

In addition to proposing a fifth generation messaging system, we have presented four
main problems to be addressed by any messaging system. We give an overview of the
history and future of messaging systems, and a survey of existing messaging systems.

Thefifth generation messaging system attempts to solve those four main problems—

By solving the “Communication problem”, we saisfy users communication
needs.

By solving “redirection problem”, our sysem alows users to send and receive

message “at anytime anywhere’.

By solving the “trandaion problem”, we guarantee usars can send and receive
messages on “any device” without worrying about the other party’s device.

By solving the “persona problem”, the fifth generation messaging sysem can
protect user privecy.

We defined the feature framework in the messaging sysem, and adso have identified
the key components within this messaging sysem, and their corresponding
functiondity.

From our experiences with proposng and defining the fifth generation messaging
system, we have come to bdieve that it is possble to build this sysem, but that a
number of problems reman to be solved, and the implement effort will be large We
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hope the road of devedoping a future fifth generation messaging sysem from the
exiging thirdgeneration is smooth.
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Appendix A: Acronyms

ATM (asynchronous trandfer mode) - is a dedicatedconnection switching technology
that organizes digitd data into 53-byte cdl units and trangmits them over a physcd
medium using digitd sgnd technology. See § 1.1.3.

AOL (AmericaOnline) — isacompany’s name. See § 2.6.8.

CA (Cetificate Authority) - is an authority in a network that issues and manages
security credentids and public keys for message encryption. See § 6.3.2.

CDMA (Code-Divison Multiple Access) - is a foom of multiplexing, which dlows
numerous Sgnas to occupy a dngle transmisson channd, optimisng the use of
available bandwidth. See § 1.2.3.

CDPD (Cdlular Digital Packet Data) - is a specificaion for supporting wirdess
accessto the Internet and other public packet switched networks. See § 2.6.6.

CRL (Cetificate revocetion list) - Certificate Revocation List (CRL) is one of two
common methods when usng a public key infrastructure for maintaining access to
srvasinanawork. See85.7.3.

CTI (Computer Telephone Integration) — is a mechaniam to dlow an goplicaion to
control the operation of the telephone network (eg. for cdl setup from a directory, or
automatic routing to an avalable agent, or “screen popping” to tel the recipient of a
cdl information about the cdler). Typicdly this is peformed ether via over a serid
cable connecting the server to the PBX, or via a board in the server that connects to a
digital port on the PBX. See §5.4.3.

DID (Direct Inward Ddling) - is a sarvice of a locd phone company that provides a
block of teephone numbers for cdling into a company's PBX (private branch
exchange) sysem. Usng DID, a company can offer its customers individud phone
numbers for each person or workgation within the company without requiring a
physicd lineinto the PBX for each possible connection. See § 3.1.2.
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E-mail (Electronic Mail) — is an gpplication of messaging which moves text messages
(plan or with some associated formating) and file atachments between two users, or
an gpplication and a user. See § 2.6.7.

ESN (Electronic Seriad Number) - is a 32-bit number assgned by the mobile station
manufacturer which uniquely identifies the mobile staion equipment. See § 2.6.2.

Fol P (Fax over IP) - is fax ddivered using the Internet Protocol. See § 2.6.4.

FTP (File Transfer Protocol) - a standard Internet protocol, is the Smplet way to
exchange files between computers on the Internet. See 8 2.6.5.

GSM (Globd Sygem for Mobile Communications) - GSM is one of the leading
cdlular phone systems and the de facto standard in Europe and Asa. See § 2.6.2.

GUI (Graphicd User Interface) - A GUI is a program interface that takes advantage
of computer grgphics to make the program easer to use. Characterigics of many
GUIs under the Microsoft Windows plaiform ae pointers, icons, windows, and
menus. See § 5.9.1.

HTML (Hypertext Markup Language) - is the basc language used to creste Web
pages for access from a Web browser. HTML can represent content (such as text to be
digdlayed), hold links to other content (hyperlinks) and act as a container for other
objects (e.g. JavaScript and other active programs). See 8 2.6.5.

HTTP (Hypertext Transfer Protocol) - is the set of rules for exchanging files (text,
graphic images, sound, video, and other multimedia files) on the World Wide Web.
See§ 265

IM, IMing (Instant messaging) — is a mechanism for sending short text messages
immediatdly between two Insant Messging dientss. The use of red time
communications between the two clients means that the message is displayed as soon
as the sender hasfinished typing it. See §2.6.8.

IMAP (Internet Message Access Protocol) - IMAP is a protocol for retrieving emall
messages. Similar to POP, but having additiond features, IMAP uses SMTP to
communicate between the email client and server. See §5.4.2.
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IMSI (International  Mobile Subscriber  Identity) - is a decimd number used to
uniquely identify personad mobile daions. See § 2.6.2.

IP (Internet Protocol) - is the method or protocol by which data is sent from one
computer to another on the Internet. See § 1.2.1.

IRC (Internet Relay Chat) - is a system for chaiting that involves a set of rules and
conventions and client/server software. See § 2.6.6.

IrDA (Infrared Data Association) - is an indudtry-sponsored orgenization st up in
1993 to create internationd standards for the hardware and software used in infrared
communication links. See § 2.6.9.

IVR (Interactive Voice Response) - is a traditiond CTI agpplication which dlows
users on the telephone to enter DTMF tones to retrieve information, which might then
be reed to them, faxed to them, etc. Mogt unified messaging <olutions for the
telephone network have associated toolkits to dlow you to extend the fadilities

offered to cdlers to include mogt traditiond VR functions. See 8 5.4.3.

LAN (ocal Area Network) - is a group of computers and associated devices that
share a common communicetions line and typicdly share the resources of a sngle

processor or server within a smal geogrgphic area (for example, within an office
building). See 8§ Abstract.

MIME (Multipurpose Internet Mal Extensons) - MIME is a specification for
formatting non-ASCIl messages so they can be sent over the Internet. See § 2.6.7.

MIN (Mobile Identification Number) - is a 34-bit number thet is derived from the 10-
digit directory telephone number assgned to amobile Sation. See § 2.6.2.

MPA (Mobile People Architecture) - The MPA is a research project & Stanford
Universty. Their sysem, Cdliope, isaUCSthat is being developed. See § 3.6.

MUA (Mail User Agents) - is the software that adlows a user to access and manage e-
mal, induding reading, composng, disposng, prining and displaying e-mall
messages. See 8§ 2.6.7.

MTA (Mal Trandfer Agent) — is the program respongble for receiving incoming e
mails and delivering the messages to individuad users. See 8 2.6.7.
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NMT (Nordic Mobile Teephone) — is the fird to introduce celular services for
commercid usein 1981. See 8§ 2.6.3.

OCR (Opticd Character Recognition) - is the recognition of printed or written text
characters by acomputer. See § 2.6.4.

OSI (Open Systems Interconnection) - is a standard description or “reference modd”
for how messages chould be trangmitted between ay two points in a
telecommunication network. See § 2.2.2.

PBX (Private Branch eXchange) - is a tdephone sysem within an enterprise that
switches cdls between enterprise users on locd lines while dlowing dl users to share
acertain number of external phonelines See 8 3.1.

PC (Persond Computer) - is a computer designed for use by one person a atime. See
§12

PDA (Persond Digitd Assgant) - Also known as a pamtop, a PDA is a smdl
computer that literdly fits in a pam. The last couple years have seen pam PDA's that
support colour, sound, and an Internet connection. See 8 2.6.9.

PDC (Persond Digitd Cdlular) — is a second-generation wireless service which uses
a packet-switching technology. Messages are split into packets of data for
tranamission, then reassembled a their dedtination. PDC is widdly used in Jgpan. See
§ 263

PIM (Persond Information Manger) — is a type of software application designed to
help users organize random bitsof information. See § 3.1.2

PIN (Persond Identity Number) - isa persond identification number. See §1.2.4.

PKI (public key infrestructure) - enables users of a basicdly insecure public network
such as the Internet to securdy and privatdly exchange data and money through the
ue of a pudlic and a private cyptographic key par tha is obtaned and shared
through a trusted authority. See 8 6.3.

POP (Post Office Protocol) - POP is a protocol used to retrieve emal and is amilar
to the newer IMAP, and aso requires SMTP when sending messages. See 8 2.6.7.
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POTS (Pan Old Telephone Service) - is a teem sometimes used in discusson of
new telephone technologies in which the question of whether and how exiding voice

trangmission for ordinary phone communication can be accommodated. See 8§ 2.6.1.

PSTN (Public Switched Telephone Network) - PSTN refers to the internationa
telephone sysem based on copper wired carrying andog voice data Most household
phones are linked to a PSTN. See § 2.6.1.

QoS (Qudity of Service) - is the idea tha transmisson rates, error rates, and other
characterigics can be measured, improved, and, to some extent, guaranteed in
advance on the Internet and in other networks. See 8§ 5.9.

SIM (Subscriber Identity Module) - When you purchase your GSM phone from your
provider, a SSIM cad is ingdled in your phone. The SM card contains a computer
memory chip that keeps track of your phone number, the services you have ordered
from your network provider, your phone book information, and other network
security related information. See § 2.6.2.

SMTP (Smple Mal Trander Protocol) - SMTP is a protocol for sending e-mall
messages between servers. Most e-mail systems use SMTP over the Internet when

sending messages from one server to another. Both IMAP and POP use SMTP. See
8§ 26.7.

SMS (Short Message Service) - is a savice for sending messages of up to 160
characters (224 characters if using a 5-bit mode) to mobile phones that use Globd
System for Mohbile (GSM ) communication. See § 2.6.3.

TMSI (Tempord Mobile Subscriber Identity) - In a GSM system, the TMSl is used
by the VLR to protect the user's identity. See § 2.6.2.

TTS (Text To Speech) - The converson of a piece of text, such as an Emall, into an
audible form which can be played down the tdephone to the caler. Advanced TTS
goplications should automaticaly recognize the language used (when it is not
explicitly indicated) and identify the use of acronyms (such as IBM) versus words
(such as Lotus). A TTS process for use with emal should dso drip the emal
headers which the user does not wish to hear, undersand the structure of messages
(eg. a reply with the origind message atached, or embedded as a quote, or a meeting
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notice within an e-mail) and support common Email “emoticons’ (such as “=)”) and
abbreviations (auch as IMHO for “in my humble opinion”). See § 3.1.

TUI (Tedephony User Interface) — is a sarver gpplication which connects through a
telephony board to a PBX or the PSTN to receive tdephone cals, interact with the
user, and implement voicemal on top o the messaging infrastructure. Three basic
goplications are provided by a TUI: The Auto Attendant, which takes voicemall
messages from externd cdlers, the Voicemal Application, which dlows usars to
interact with their dectronic mailbox via the teephone and Cdl Control, which
dlows PC users to control their physica tdephone via a PC interface (e.g. requesting
that a voice message in the emall dient is played to them via the teephone). See
§591

UHF (Ultra-High-Frequency) - range of the rado spectrum is the band extending
from 300 MHz to 3GHz. See § 2.6.2.

UMS Unified Messaging System) - UMS is the handling of voice, fax, and regular
text messages as objects in a dngle mailbox that a user can access ether with a
regular e-mail dlient or by telephone. See § 3.1.

URL (Uniform Resource Locator) - is the address of a file (resource) accessble on
the Internet. See § 2.6.5.

VolP (Voice over IP) - isvoice ddivered usng the Internet Protocol is a term used in
IP tdephony for a sat of fadlities for managing the ddivery of voice information
using the Internet Protocol (IP). See§81.2.3.

VPIM (Voice Profile for Internet Messaging) — is a sandard protocol dlowing one
voicemal sarver to forward voicemal messages to another over the Internet or a

corporate intranet. The current standard isversion 2 (v2). See § 3.1.

W3C (World Wide Web Consortium) — is an international consortium of companies
involved with the Internet and the Web. See § 2.6.5.

WAP (Wirdess Application Protocol) - is a specification for a st of communication
protocols to standardize the way that wirdess devices, such as cdlular tdephones and
radio transceivers, can be used for Internet access, incduding e-mall, the World Wide
Web, newsgroups, and Internet Relay Chat (IRC). See § 2.6.6.
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WAN (Wide Area Network) - is a geogrephicdly dispersed tdecommunications
network. The term digtinguishes a broader tdecommunication structure from a locd

areanetwork. See 8§ Abstract.

WML (Wirdess Makup Language) - formerly cdled HDML (Handheld Devices
Makup Languages), is a language that dlows the text portions of Web pages to be
presented on celular teephones and persond digitd assistants (PDAS) via wirdess
access. See 82.6.6.

WWW (World Wide Web) - is dl the resources and usaers on the Internet that are
using the Hypertext Transfer Protocol. See § 2.6.5.

XML (Extensble Markup Language) is a flexible way to creste common information
formats and share both the format and the data on the World Wide Web, intranets, and

elsewhere. See §2.6.6.
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Appendix B: Trademark

PhoneSoft® istrademark of Active Voice

WIN Series® istrademark of Digital Speech Systems, Inc.
Interchange® is trademark of Key Voice Technologies

CdlRlot® and Meridiart® are trademarks of Nortel Newvorks
CommWorks 8250° is the trademark of CommWorks Corporation
iPUse® is atrademark of LM Ericsson AB

AnyPath® is atrademark of Lucent, Octel messaging

AIM® isatrademark of AmericaOnline
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Appendix C: X.509 Version 3 Digital Certificate
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