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An Appropriate Design for Trusted Computing

and Digital Rights Management

Clark Thomborson

Abstract: Trusted computing and digital rights management systems show great

promise in corporate and governmental applications. T'hese technologies arc still in
their infancy, being used only in a few highly-confidential environments, despite
massive development efforts during the dot-corn era. In most computing
environments, confidentiality is less important than usability, flexibility,
cost-effectiveness, availability, integrity, and auditability. With respect to these
requirements, current designs for trusted computing and digital rights management
systems are inappropriately focused on confidentiality. ~ We shctch a more
appropriate design. Our design will make adequate provision for third-party
assurance. It will avoid reliance on a single supplier. It will support a full range of
interpersonal trusting relationships, not just the hierarchical-confidential relationship
of a military or secret-service agency. We close our presentation with an appeal to
develop an international standard for the usc of trusted computing and digital rights
management, based on New Zealand's recently-published principles and policies.
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the USA as a systems integrator a Digital Biometrics. LaserMaster. and Nicolet
Instrument Corporation. Under his birth name Clark Thompson, he was awarded a
PhD in Computer Science from Carnegie-Mellon University and a BS (Ilonors) in
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in software security, computer systems performance analysis, VI.SI algorithms, data
compression, and connection networks.




