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ABSTRACT

Computer and communication industries develop so
rapidly that the demand for software becomes larger and
larger and the demand for software protections, such as
copyright and anti-tampering defense, are more and more
important to software users and developers. There are
some technical measures for software protections, such
as hardware-based protections, network filters, cryptosys-
tems, etc. Software obfuscation isone of these measures. It
protects software from unauthorized modification by mak-
ing software more obscure so that it is hard for the poten-
tial attacker to understand the obfuscated software. In soft-
ware obfuscation, we can obfuscate the control flow and
the data flow of the software. In this paper, we explore
an obfuscation based on residue number coding, which is
a method widely used in hardware design, high precision
integer arithmetic, and cryptography [1]. Recently, it has
used as an obfuscation that encoded variables in the origi-
nal program to hide the true meaning of these variables[2].
There is some discussion about the division of residue num-
bersin[2], but the technique proposed thereisincorrect. In
this paper, we establish a provable residue number encod-
ing for software obfuscation, especially a provable algo-
rithm for division by several constantsin residue numbers.

KEY WORDS
software obfuscation, residue number coding, homomor-
phic obfuscation.

1 Introduction

The growth of computer and communications networksin-
creases problems in the software security [3, 4]. Software
obfuscation [5, 6, 7, 8, 9] is a branch of software secu-
rity. It transforms a program into a new one that is harder
to understand than the original one. In software obfusca-
tion, variable transformation is a magjor method to trans-
form software into a new one that is hard for attackers to
understand. Residue number coding [1] is an approach
used in hardware design, high precision integer arithmetic,
and cryptography. It is also used for software obfuscation
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[2,10]. Inthispaper, we propose the concepts of homomor-
phic obfuscations, a potential area for further exploration.
Based on these concepts, we establish a sound grounding
for residue number coding for software obfuscation. Espe-
cialy, we use thisto develop an agorithm for division by
several constants, correcting an error in an earlier publica
tion[2].

This paper is structured as follows. Section 2 de-
scribes basic concepts about residue numbers. Section 3
establishes a systematic theory for a solution to the divi-
sion of residue numbers. Section 4 is the focus of this pa-
per. It proposes a solution to the division of residue num-
bers which is easy to implement. This paper concludes in
section 5.

2 Basic concepts about residue numbers

Let Z be the set of al integers, n a given positive integer.
For any = € Z, denote [z],, = {y € Z | y — x isdivisible
by n} andwe call [x],, the residue class of = modulon. We
omit the subscript when there is no confusion. Let Z/nZ
be the set of all these residue classes with respect to modulo
n,where Z/nZ = {[0], [1],...,[n — 1]}.

For Z/nZ, we introduce a natural order relation <
among itsmembersas[0] < [1] < ... < [n—1]

Z /nZ hasthree operations +, -, x defined asfollows:
forany two[z], [y] € Z/nZ, [z]+[y] = [x+y], [z]-[y] =
[z =y, [z] x [y] = [z > y].

The product Z/m1Z x Z/meZ X ... x Z/miZ
also has three operations +, —, x defined as follows:
for any two ([Z1]mys - - [Zk)mi)s ([W1)mys - [Yk]my) €
Z/miZ X ... x Z|myZ,

([xl]mu s [xk’]mk) + ([yl]nz,l; s [yk’]mk)
= ([.1?1 + yl]mla ceey [xk’ + yk’]m,k)
([xl]m/l’ ] [xk’]m/k) - ([yl]m,la SRR [yk’]m,k)
= ([.1?1 - yl]mq; sy [$k - yk’]m,k)
([xl]m,la RN [xk’]m,k) X ([yl]m,la RN [yk’]m,k)

= ([1}1 X yl]ﬂl,l) ey [xk’ X yk’]nl,k)



mainProgram {

input (x) ;
licenseCheck (x) ;

void licenseCheck (int x){
int c¢,d,e, f;
if((c*x + d) /e == f)
exit () ;

Figure 1. An unobfuscated program

obfMainProgram {

input (x) ;

int [k] xe =residue_encode (x, mi,...,mg) ;
licenseCheck (xe) ;
}
void obflLicenseCheck (int [k] xe){

int[] temp = ce * xe + de;

if (temp == ee * fe))

exit () ;

}

Figure 2. An obfuscated version of the program in Fig. 1

In software obfuscation, sometimes we need to hide
some constants. Generally, we will use some coding meth-
ods to encode these constants and decode them. A simple
exampleisshownin Fig. 1 and 2.

To obfuscate the program of Figure 1, we choose suit-
able moduli mq,mo, ..., mi. We then use these moduli
to compute obfuscated constants ce, de, ee, and fe corre-
sponding to the original constants ¢, d, e, and f. The ob-
fuscated constants are k-vectors of integers. When the user
of the obfuscated program of Fig. 2 inputs a valid license
key x, this key is converted into k-vector residue format
xe, and subsequent operations on xe are conducted in the
residue-encoded format.

As said in [6], software obfuscation makes a pro-
gram hard to understand, but, attackers can still find out
its meanings with sufficient expertise and time. Additional
protection can be obtained by additional layers of obfusca-
tion, making it more difficult for an attacker to discover the
values of my, ma, ..., my; de-obfuscating the sequence of
arithmetic operations to discover the acceptance function
for keys x; and then inverting this function to develop a
"cracked” key-generator for alternative acceptable keys .
Additionally, it would be important to tamper-proof or ob-
fuscate the conditional branch and the exit cal, to prevent
an adversary from "cracking” the program itself. See [5]

and [11].

There are an infinity of potential coding methods for
encoding and decoding, but, in practice, we should choose
one that is easy to implement. In this paper, we consider
only integer constants and variables. For integers, thereare
4 common operations: +, -, X, /.

3 Homomor phic obfuscations for product of
sets of integers

3.1 Basic definitions

Definition 1 If a function f : Z/nZ — Z/miZ x
Z/meZ x ...x Z/myZ satisfies the condition that

for any two [z], [y] € Z/nZ, we have

f(l=l + ) = f(l=]) + f(lyD)-

then we call it a homomor phic obfuscation from Z/nZ to
ZimiZ X Z/meZ X ... X Z|/mpZ.

If a homomorphic obfuscation from Z/nZ to
Z/miZ x Z/meZ X ... x Z/myZ is also a bijection,
we call it an isomorphic obfuscation from Z/nZ to
Zim1Z X Z/meZ X ... X Z|/mpZ.

Forany Z/nZ and Z/m1Z X Z /maZ X .. . X Z[myZ,
there is always a trivial homomorphic obfuscation as fol-
lows.

f([2]n) = ([0]my > [0]msys - - - [0]m,,) fOrany [z] € Z/nZ.

For a homomorphic obfuscation f Z/nZ —
Z/miZ x Z/meZ x ... x Z/myZ and [z], [y] € Z/nZ,
itis easy to prove the following properties.

1 f([o]“) = ([0]7”/1’ [O]Wm ) [O]mk)
2. f(l=] = [y]) = f(l=]) = f(ly])

3 flzlly)) = fzDf(y), s f(lz]a) =
([]mas [Emas - - - [Tmi ) F([1]0)

3.2 Examples of homomor phic obfuscations

1. Forany Z/nZ and Z/mZ, there is always a trivid
homomorphic obfuscation f : Z/nZ — Z/mZ:

f([x]ﬂ) = [O]m, S Z/mZ, for any [l‘]n (S Z/TZZ

2. For any Z/nZ, thereis an identity homomorphic ob-
fuscation f : Z/nZ — Z/nZ asfollows:

f([z]n) = [2], forany [z], € Z/nZ

In fact, it is an identity isomorphic obfuscation from
Z/nZ toitself.

3. Forany Z/nZ and Z/2nZ, there is a homomorphic
obfuscation f : Z/nZ — Z/2nZ asfollows:



F([2]n) = [22)on € Z/20Z, for any [z], € Z/nZ

4. For Z/10Z and Z/5Z, thereis ahomomorphic obfus-
cation f : Z/10Z — Z/5Z asfollows:

f([x]10) = [22]5 € Z/52, forany [x]10 € Z/10Z

that is
f([0]10) = [0]5, f([1]10) = [2]5, f([2]10) =
[4]5, f([3]10) = [1]5,
f([4]10) = [3]5, f([5]10) = [0]5, f([6]10) =
2]5, f([T]10) = [4]5,
f([9]10) = [1]5, £([9]) = [3]5

5. Forany Z/pZ and Z/qZ inwhichp, g aretwo distinct
prime numbers, there is only the trivial homomorphic
obfuscation from Z/pZ to Z/qZ.

3.3 Representation of homomorphic obfus-
cations

Theorem 1 (The first representation theorem for homo-
morphic obfuscations) For any Z/nZ and Z/m1Z x
Z/maoZ X ... X Z/myZ,ifly,la, ..., 1 areintegerssuch
that m;|nl;, fori = 1,2, ..., k, then thefunction

f([x]ﬂ) = ([llx]ml’ [le]mQa SRR [lk’x]mk)v for any
[]n € Z/nZ

is a homomorphic obfuscation from Z/nZ to Z/m1Z x
Z/meZ X ... X Z/myZ.
On the other hand, if f isa homomor phic obfuscation from
Z/nZW0Z/mi1Z x Z/meZ x ...x Z/myZ, then
fzln) = ([Lx]my, [22)mas - - - [l6X]m, ), fOr any
[x], € Z/nZ and
m1;|nl1;, for ) = 1,2,...,k where
([ll]mla [lQ]mw R [lk’]mk) = f([l])
Furthermore, we can choose these integers such that
0<1Il; <m;fori=1,2,..., kandwe say the homomor-
phic obfuscation f hasthe representation (11, l2, . . ., Ix).

Theorem 2 (The second representation theorem for ho-

momorphic obfuscations) Assume that Z/nZ and that

Z/miZ x Z)meZ x ... x Z/mpZ satisy that

myi,meo,...,my € Z are pairwise relatively prime and

n=my X mg X ...X my, we have the following results:
For any integer [, then the function

f([x]ﬂ) = ([lx]mla [lx]mw Tt [lx]mk)v fOI’ any
[]n € Z/nZ

is a homomorphic obfuscation from Z/nZ to Z/m1Z x
Z/meZ X ... X Z/myZ.

On the other hand, if f isahomomor phic obfuscation
fromZ/nZ to Z/m1Z x Z/maZ X ... x Z/my.Z, then
there exists an integer [ such that

f([x]ﬂ) = ([lx]mla [lx]mw o [lx]mk)v fOI’ any
[ € Z/nZ

Proof. We only need to prove the second part of our re-
sult. By Theorem 1, for ahomomorphic obfuscation f from
ZInZt0Z/miZx Z/maZ x...x Z/myZ, thereintegers
liyloy ooy g such that

f([x]ﬂ) = ([llx]ml’ [le]mQa SRR [lk’x]mk)v for any
[]n € Z/nZ

By Theorem A.28 in [12, page 255], there is an integer
I such that [I],,, = [li]m,, for i = 1,2,...,k. There-

fore, for any z, [lz]m, = [Lix]m,, fOri = 1,2,... k.

We get f([x]ﬂ) = ([lx]mla [lx]mw Tt [lx]mk)v fOf any
[]n € Z/nZ

Theorem 3 (The representation theorem for isomorphic
obfuscations) Assuming that Z/nZ and thatZ/m1Z X
Z/maZ X ... X Z/myZ satisfyn = my X mg X ... X my
andmy,ma, ..., my € Z are pairwiserelatively primein-
tegers, we have the following results:

For any integer | such that | and n are relatively
prime, the function

f([x]ﬂ) = ([lx]mla [lx]mw o [lx]mk)v fOI’ any
[ € Z/nZ

is an isomorphic obfuscation from Z/nZ to Z/m1Z x
Z/meZ X ... X Z/myZ.

On the other hand, if f is an isomorphic obfuscation
fromZ/nZ to Z/m1Z x Z/maZ X ... x Z/my,Z, then
there exists an integer [ such that

f([x]ﬂ) = ([lx]mla [lx]mw o [lx]mk)v fOI’ any
[ € Z/nZ

Furthermore, ([{m,, [(mas - - -» lme) = f([1]) and I and
n are relatively prime.

Proof. By Theorem 2, for any integer | satisfying that
[ and n are relatively prime, the function f([z].) =
(2] mys 1] mas - - -5 [1X]my), fOr any [z], € Z/nZ is
a homomorphic obfuscation from Z/nZ to Z/m.Z x
Z/meZ X ...x Z/miZ. We prove this function is also
abijection. Firstly, we prove that
0 it f([2]n)=([0)my [, - - [O)my), then [z], =
0],n.
In fact, if f([z],) = ([0
(1] [y - - [l]my) =

11 [0]7”/25 R [0]771,k)1 then
([O]mla [O]mza R [O]mk)y

that means m;|lxz for i = 1,2,..., k. Because my, ma,
.., mp € Z are pairwise relatively prime integers, we
have mima ... mglle. By n = mq X mag X ... X my

and [ and n are relatively prime, we have n|x, that means
[]r, = [0],. Secondly, by the property 2 of homomorphic
obfuscations, f([] — [y]) = f([z]) — f([y])), we have if
(] = [y]n. then f([z]a) = f([y]n). Because Z/nZ and
Z/miZ X Z/meZ X ...x Z/myZ arefinite setswith the
same cardinality, the above function f must be a bijection,
so it isan isomorphic obfuscation.

On the other hand, if a function f from Z/nZ to
Z/miZ x ZJmaZ X ...x Z/myZ isan isomorphic ob-
fuscation, by Theorem 2, we have an integer | such that



fUzln) = (1x)my, [€]mas - - -, [[2]m, ), fOr any [z], €
Z/nZ

We prove [ and n are relatively prime. Otherwise, [
and n has a common divisor d > 1. Let n = n'd and
I =1U'd, then [n'],, # [0]n, but [In'],,, = [I'd X n']m, =
['xn'd)m; = [I!'¥n]m, = [0]m,,fori=1,2,... k, thatis
f(n']n) = ([0]my, [0]mas - - -5 [0)m, ). This concludes our
result.

4 A solution to division of integers by con-
stants

4.1 Division of integers by a constant

The division of residue numbersisa complicated problem.
Inline 38 and 39 of apatent [2, page 17], Chow et al. wrote
“Most texts like Knuth a so indicate that divisionisimpos-
sible” However, to our knowledge, Knuth has never stated
that residue divisionisimpossible. Knuth, in [1], discusses
the division of residue numbers: “It is even more difficult
to perform division” in line 21 of pp. 285; see also Exer-
cise 4.3.2-11 at pp. 293. Chow et a’s patent [2, page 17]
describes a method for division of residue numbers, at line
39 and 40, “However, the invention provides a manner of
division by a constant.” We assert, and will prove, that this
method is invalid. The main problem is that the formula
(19) and (20) in the patent [2, page 17] are incorrect. Be-
cause these two equations are the basis for the techniques
of the division of residue numbers, the algorithm as de-
scribed in [2, page 17] isincorrect. The solutionto division
by a constant d in the patent [2] has another problem: an
overly restrictive condition that such d can only be one of
its bases.
In Section 2 through 3 on this paper, we have laid
a sound grounding for constructing a mechanism for divi-
sion by constants. Now we give a method for division by a
constant d. Assumethat Z/nZ and Z/m1Z x Z/moZ %
X Z[miZ satisfy n = mq X mg X ... X my and
my,ma, ..., My are pairwise relatively prime integers and
[ and n are relatively prime. We define an isomorphic ob-
fuscation f from Z/nZ t0 Z/m1Z x Z/meZ x ... X
Z/my, Z asfollows:

f([y]n) = ([dy]mla [dy]mZ, cees [dy]mk)v for any
[y]n € Z/nZ

then, for any 0 < x < n such that d|z, we have

T

f([g]) = ([x]ml’ [x]mw AR [x]mk)'

Thissolutionissimple and easy toimplement, and it isbet-
ter than that in Patent [2]. Asfor the following restrictions
to our solution, here are some comments.

1. Our first constraint is that d|z. This is unsurprising,
for if thisconstraint is not met, then

T

d

is not alinear function of z.

2. Our second congtraint is that d and n are relatively
prime. Thisis not a big problem in some application,
for when obfuscating a program containing a single
constant d, we have the freedom to choose n so that
this conditionis satisfied.

In the case that d is one of mq,mo,...,ms, asin
Chow et al’s patent [2], we see some fundamental difficul-
ties, for we can prove the following result.

Theorem 4
Y
(Lo,
isnot a linear function of [y] ., [Y]mss - - -, [U]m,, thatis,
there are no constantswith respect toy, ¢y, ca, . . ., ¢, Such
that

[L]"H =C1 [y]m +c2 [y]mz +.. otk [y]mk (1)

where m; |y.

Let's first consider thecase k = 2 and7 = 1 and
m1 < me. If the above linear function exists, that is
[mil]ml =G [y]m +c2 [y]mz (2

holdsfor al m1|y. Lety = m?, we have

mi

[y I = €almilm, + calmi]im, ©)

S0, ¢a[m3]m, = 0. For m; and my are relatively prime,
Cy = 0.
Now Equation (2) is reduced to

[mil]ml = c1[Ylm, (4)

Let y = mymsz, we have [mg]m,, = 0. Thisisa
contradiction.

For other cases, the proof is similar.

Compared with the method in Chow et a’s patent [2],
where d can only be one of my,mo, ..., myg, our solu-
tion has a more freedom for choosing d. When d is one
of m1,mo, ..., my, our solution does not work, but we
can choose ancther set of parameters my,ms, ..., my; SO
that our solution works. In fact, the solution in Chow et
al’s patent [2] itself isincorrect in the case that d is one of
mi, Mo, ..., Mk

4.2 Division of integers by several constants

Assumethat Z/nZ and Z/m1Z x Z/mo Z X .. . X Z[m, Z
satisfy n = my X mo X ... X mg and my, mo, ..., Mg
are pairwise relatively prime integers, di,ds,...,d, ae
p integers, and d; and n are relatively prime for any i =
1,2,...,p. Letd = dids .. .dp, we define an isomorphic
obfuscation f from Z/nZ to Z/m1Z x Z/maZ X ... %
Z/my, Z asfollows:



f([y]n) = ([dy]mla [dy]mZ, cees [dy]mk)v for any
[y]n € Z/nZ

then, forany 1 < ¢ < pand 0 < = < n such that d;|z,
denoted/d; = dy - --d;—1d;y1 - - - dy, @ d}, we have

f([ ]) = ([d;.ﬁ]ml, [d;x]mw R [d;x]nlk)

&8

5 Conclusions

Whilethe residue number coding can be used in RSA cryp-
tography, it also has applications to software obfuscation
to encode variables to hide the real meaning of these vari-
ables [2]. Unfortunately, the method for the division in
residue number coding proposed in patent [2] is incorrect.
The method for division of residue numbers proposed in
this paper is based on a sound grounding in number theory
and can be used in software obfuscation to hide integers. It
isalso novel in the software obfuscation literature.

There are some points in our methods requiring fur-
ther exploration, such as the security of our methods, the
combination of our methods with other software obfusca-
tion techniques, extensions of the homomorphic obfusca
tion concepts to fields that are not integral numbers, etc.
We will investigate these issues in our future research.
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