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Abstract—We investigate the robustness of qutrit
quantum random number generators based on projec-
tive measurements of the spin-1 operator S,. Building
upon the Kochen-Specker theorem, we derive fidelity
thresholds which can guarantee that an experimen-
tally prepared state, despite preparation deviations,
remains within the region where contextuality-based
randomness certification holds. In addition, we obtain
tight bounds quantifying how preparation deviations
propagate to the measurement statistics. The devel-
oped results could provide a practical framework for
assessing and certifying the performance of spin-1
qutrit quantum random number generators.

Index Terms—Fidelity, quantum random number
generator, qutrit, value indefiniteness

I. INTRODUCTION

Quantum random number generators (QRNGs)
play a significant role in quantum cryptography,
quantum communications, and quantum computa-
tion tasks [1]. Classical random number generators,
whether algorithmic or based on physical noise
sources, can only produce pseudorandomness. This
is because their outputs are generated by deter-
ministic processes that can in principle be recon-
structed or predicted. By contrast, QRNGs exploit
the inherent indeterminacy of quantum measure-
ment outcomes to produce randomness that is not
predetermined by any classical description of the
measured system [1], [2].

A particularly useful way to certify genuine quan-
tum randomness relies on the value indefiniteness

of quantum observables [3], [4]. According to the
Kochen—Specker theorem [3], [4], for a discrete
variable quantum system of dimension n > 3 pre-
pared in a state |£), any projector |x){x| satisfy-
ing 0 < [(x|€)| <1 is value indefinite under the
standard non-contextuality assumptions. This means
that the outcome of such a projective measurement
is not determined before the measurement; it is in
fact produced at the moment of measurement and
cannot be implied by any hidden classical infor-
mation. This property makes value indefiniteness
one of the most reliable foundations for certifying
genuine quantum randomness [5]-[10].

According to the Kochen—Specker theorem,
qutrits (n = 3) provide the lowest dimensional set-
ting where value indefiniteness can be produced.
Based on this fact, a practical and experimentally
accessible realization of such contextuality based
QRNGs is provided by the spin-1 system. In this
setup, genuine randomness can be generated by
measuring the projectors associated with the eigen-
states of the spin operator in the x direction (S,),
which naturally yields a three-outcome observable
[11], [12]. The spin operator S, admits the spectral
decomposition as follows
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where the columns of U, form an



orthonormal eigenbasis {11+),105), |— L)}
of Sy The corresponding projectors
{12} (15|, |0x){Ox|,|—1x){—14|} define the three
possible measurement outcomes +1, 0, and —1.
Given any qutrit state |@), measuring S, produces a
three-outcome probability distribution determined
by the overlaps between the prepared state |¢)
and the eigenstates of the spin operator Sy, i.e.,
{I1+),10x),]—1x)}. This quantum random number
generating approach is straightforward and can
be easily implemented using current experimental
platforms, making spin-1 qutrits a practical way
for building reliable QRNGs.

In practice, however, the experimental realization
of QRNGs is inevitably subject to noise and imper-
fections. In photonic implementations, for example,
losses in waveguides and imprecise beam splitter
ratios may cause deviations from the intended quan-
tum state [13], [14]. The state actually prepared,
denoted by |y), may differ from the ideal target
state [¢), and the fidelity F(|9),|w)) = [(w]@)|*
is commonly used to measure this deviation [15].
For contextuality based certification, it is important
that the actually prepared state |y) remains outside
specific excluded regions in which the value in-
definiteness guarantee fails. In particular, according
to the Kochen—Specker theorem, the parallel set
&j|, consisting of all states aligned with any of
the eigenvectors {|1,),]0x),|—1x)}, belongs to such
excluded region. In addition, the orthogonal set
&, consisting of all states orthogonal to any of
the eigenvectors {|1,),|0s),|—1,)}, also belongs
to such excluded region. Since experimental noise
may push the prepared state into these excluded
regions leading to the failure of the certification
of randomness, a natural and practically important
question arises: How much fidelity is needed to en-
sure that the experimentally prepared state remains
in a region where contextuality based certification
is valid?

In this paper, we will address this question.
Specifically, for a target state written as |@) =
a|ly) + b|0x) 4+ ¢| — 1) which is assumed to be
neither orthogonal nor parallel to any of the eigen-
vectors {|1;),|0x),|—1,)} of the spin operator S,
it is found that the largest possible overlap between

|¢) and states in the excluded region determines the
required fidelity threshold. Based on this fact, we
obtain that the required fidelity threshold is given
by Ff’eq(|¢>7 |V’>) = max{|a|2> |b|27 |C|2, - |a‘2’ 1-
|b|?, 1 —|c|*}. In other words, any experimentally
prepared state |y) with fidelity above this threshold
is guaranteed to avoid the excluded region and thus
preserves the conditions needed for contextuality
based randomness certification.

Furthermore, we also know that experimental
imperfections on state preparation may also change
the measurement statistics of the spin-1 observ-
able, affecting the quality of the random numbers
generated. To be specific, when the experimen-
tally prepared state |y) has fidelity F(|¢),|y)) =
|(w|@)|?, the resulting probabilities g,, = Pr(S, = m)
for m € {+1,0,—1} can deviate from the ideal
distribution p,,. In this paper, we show that these
deviations are tightly constrained: each individual

probability satisfies |g, — pm| < /1 —F(|9),|¥)),

and the total variation distance obeys the same up-
per bound, i.e., %Zm |qm _pm‘ < V 1 _F(|¢>7 |II/>) .
The inequalities developed in this paper provide a
feasible way to assess experimental performance,
and are potentially useful for validating randomness
generation within the spin-1 framework.

II. NOTATION AND PRELIMINARY RESULT

Fix a positive integer n > 3 and consider the n-
dimensional Hilbert space C". For any unit vec-
tor |@) € C", let Py = |@)(¢| denote the one-
dimensional projection observable onto the span
of |@). Let O be a non-empty, finite set of such
projection observables.

A subset C C O is called a context if it consists
of n pairwise orthogonal projections; that is, C =
{Py,,...,Py,} with (@;|@;) =0 for all i # j.

A function v: O — {0,1} is called an admissi-
ble value assignment if for every context C C O
we have Y pccv(P) = 1. That is, in any complete
measurement context exactly one projector is as-
signed the value 1 and all others are assigned 0. A
quantum measurement is said to be non-contextual
if the value assigned to any observable P € O is
independent of the context C in which P appears.



Given a value assignment function v, an observ-
able P € O is value definite if v(P) is specified
(meaning its measurement outcome is predeter-
mined); otherwise P is value indefinite.

The Eigenstate Principle states that if a quantum
system is prepared in a state |@), then the projector
Py corresponding to that state must be value defi-
nite.

Theorem 1 (Located Kochen—Specker Theorem [3],
[4]). Let a quantum system be described by a state
|E) in C" with n > 3. Let |x) be any state that is
neither orthogonal nor parallel to |£), so that 0 <
[{(x|€)| < 1. If a value assignment v: O — {0,1}
satisfies the following three assumptions:

(i) Admissibility: in every context exactly one
projector has value 1;

(i) Non-contextuality: the value of any observ-
able is independent of the context in which it
is measured;

(ii1) Eigenstate Principle: the projector Pg has
value 1,

then the projector Py is value indefinite.

The Located Kochen—Specker Theorem states
that whenever two quantum states have a nontrivial
overlap 0 < [{x]€)| < 1 for quantum systems of
dimension n > 3, the corresponding projector Py
cannot be assigned a predetermined value under
any non-contextual admissible assignment. In other
words, measurements of such projectors are intrin-
sically value indefinite and therefore can be used
for producing genuine quantum randomness.

III. 3-DIMENSIONAL QRNG

Since qutrits (n = 3) provide the lowest dimen-
sional setting in which the Located Kochen—Specker
theorem applies, a feasible realization of value-
indefiniteness-based QRNGs is provided by the
spin-1 system. In this setup, genuine randomness is
achieved by measuring the projectors corresponding
to the eigenstates of the spin operator in the x
direction (Sy). The spin-1 operator in the x direction

is given by
1 01 0 1 0 O
Ss=— (1 0 1]=U.(0 0 0 |U],
V2 01 0 0 0 -1
(H
where
U, = [|1X> |0x> ‘_1X>]
e V2 1
=3 V20 V2. 2
1 -2 1

The three projectors onto these eigenstates are
given by

Pl.r:|IX><IX|7 POXZ|OX><Ox‘a
Py, = |_IX><_IX‘~ 3)

Note that {P , Py, P-1,} form a complete set
of mutually orthogonal rank 1 projections. As a
result, they constitute a measurement context for
3-dimensional quantum systems. A spin-1 QRNG
generates randomness by preparing a qutrit state |¢)
and measuring the three projectors {P; ,Py ,P-1_ },
which produces exactly one of the outcomes
{+1,0,—1}. The statistics of these outcomes are
determined by the overlaps between the prepared
state |¢) and the eigenbasis {|1,) [0y) |— 1)}

It is worth to mention that if we want to obtain
a desired output distribution

Pr(Sx = 0) = P2,
Pr(S, = —1) = ps, @

with p; >0, p1 + p2+ p3 =1, the target prepared
states |@) can be parametrized by

[0) = VPre® L) +/p2e®(05) +/p3e® |~ 1),

®)
where 6; are free phase parameters [12]. As for
any quantum state, a global phase is physically
irrelevant, so 0; can be set to zero without loss of
generality. To relate this parametrization to physical
implementations, it is useful to express the state
|¢) described in Eq. (5) in the computational basis



{]0),]1),|2)}. Using Eq. (2), one obtains the explicit
parametrization of |@) as

ﬁpleie]
|¢> = Uy \/FZel'62
/*p:;eleg
\/pTeie1 + 2pgei62 + \/[T3€i93
== 2p1e’® —\/2p3ei® . (6)
/pleiel_ 2p2€i62+ /p3ei93

IV. ROBUSTNESS OF QRNGS VIA FIDELITY
ANALYSIS

DN | =

In any realistic experimental implementation of
QRNGs, imperfections and noise are inevitable in
the state preparation process, which may lead to
deviations between the target state |@¢) and the
actually prepared state |y). These deviations may
arise from, for example, losses in waveguides and
imprecise beam splitter ratios in quantum optics.

To facilitate analysis, we assume |¢) and |y)
are pure states. A commonly used measure of the
overlap between the two pure states |¢) and |y) is
in terms of the fidelity

F(19),1v)) = [(wlo) P, (7

which takes values in [0, 1], with F(|¢),|y)) =
1 corresponding to identical states (up to a
global phase) and F(|9),|y)) = 0 corresponding
to orthogonal states. Any intermediate value 0 <
F(|9),|w)) <1 quantifies a nontrivial overlap be-
tween the two states |¢) and |y).

According to Theorem 1, to certify genuine quan-
tum randomness, the prepared state |y) should
avoid the specific region where one or more mea-
surement projectors become value definite. For con-
venience, we write the target qutrit state as:

|¢>:a‘1x>+b|0x>+c‘_1x>a ®)

where |a|?> +|b|? + |c|> = 1. Here the excluded re-
gion & contains any normalized state |y) violating
the condition 0 < |(m,|w)|?> < 1 for at least one
m € {+1,0,—1}. Explicitly, the excluded region &
is described by

&={1w): W) my) or (mily) =0,
for somemE{—H,O,—l}}. 9)

Based on (9), we have the following fidelity thresh-
old for quantum randomness certification.

Theorem 2. Given the target pure state |¢) =
ally) + b|0y) +¢| — 1) ¢ &, any pure state |y)
satisfying the fidelity

F(19),lv)) >
max{|a‘27 ‘b|23 |C|2, I |a|27 I |b|27 - ‘0‘2}

(10)
cannot lie in the region &.

Proof. To prove this, we only need to show that if
|y) € &, the inequality (10) is violated. It can be
seen from Eq. (9) that the excluded set & is the
union of parallel and orthogonal sets defined by the
eigenbasis {|1) [0x) | —1.)}. So we distinguish
two cases.

Case I: Parallel Sets (&)). If |y) is aligned
with an eigenstate, i.e., |y) = |m,) for some m €
{+1,0,—1}. The maximum fidelity is achieved
when |y) is aligned with the component of |¢)
having the largest magnitude. Bearing Eq. (8) in
mind, the possible fidelity values are:

F(19),]1)) = [(9]1)[> = laf,
F(19),105)) = [(410:)1* = [bI*,
F(19).]= 1) = [(#] = L) = I
Thus, if |y) = |m,) for some m € {+1,0,—1},
maxyes F(|9),|y)) = max{|al?,|b*,|c|*}. There-
fore, if |y) € &), the inequality (10) does not hold.

Case II: Orthogonal Sets (& ). Suppose |y) is or-
thogonal to an eigenstate, i.e., {(m,|y) =0 for some
m € {+1,0,—1}. For example, assume (1,|y) =0.
This means |y) is in the 2D space spanned by
{10x),] — 1,)}. The fidelity F(|¢),|y)) is maxi-
mized when |y) is aligned with the projection of
|¢) onto this space, which is b|0,) +c| — 1,) based
on Eq. (8). The maximum fidelity in this case is

max F(|¢),[y))
YES| |,
=160x) +¢| = L) = B>+ [c|* = 1 —|af*.

Similarly,
o If (Okly) = 0: Maximum fidelity is
maxyes, o F(1),1w)) =1- b



o« If (—Iiy) = 0: Maximum fidelity is
maxyes, , F(10),y)) =1l
Thus, maxyes, F(19).|v)) = max{1 = [aP,1 -
|b|?,1 —|c|*}. Therefore, if |y) € &, the inequal-
ity (10) does not hold.

Because the overall excluded region is & =
&) U &y, based on the previous analysis in
Case I and Case II, we conclude if |y) €
&, the maximum fidelity maxyces F (|¢> ly)) <
max { |a|?,|b%,[c|*, 1= |a]*,1—|b]>,1—|c|*}. This
means the inequality (10) is violated. In other
words, if the prepared state |y) satisfies (10), it
cannot be in the excluded region &. This completes
the proof. O

V. EFFECT OF PREPARATION IMPERFECTIONS
ON QRNG STATISTICS

The derived fidelity thresholds in Theorem 2
provide a criterion to ensure the prepared state
remains in the region where value indefiniteness
is preserved. We now proceed to quantify how
state preparation imperfections affect the final mea-
surement statistics. Recall that the measurement
observable, Sy, is represented by

10 0\
Se=U [0 0 o |Uf,
00 —1

where U, = [|1y) [0,) |—1i)]. If the target state is
|¢), the ideal measurement distribution is given by:

Pm = |<mx|¢>|2,

In practice, state preparation imperfections may
result in an actual prepared state |y) that deviates
from the target state |¢), which directly results in
shifts in the observed probabilities g, = Pr(Sy =
m) = |{my|y)|*>. A critical question then is how
large these statistical deviations can be when the
preparation fidelity F(|¢),|w)) is bounded from be-
low. The following result provides a bound that con-
nects the guaranteed fidelity of the state preparation
with the resulting deviations in the measurement
statistics.

me {+1,0,—1}.

Theorem 3. Let |¢) be the target state with ideal
probabilities p,, = |(m,|¢)|%. If the prepared state

W) satisfies the fidelity F([6), ) = [(v[$)>>
then the observed probabilities g,, = | {m.|y)|* obey

the following inequalities:

lgm —pm| <V1=r,  (11)
1 —
5 Z |Qm*pm| S 17”- (12)
me{+1,0,~1}
Proof. Let ¢ = |¢)(¢| and p = |y)(y|. Let

{Pu,tme{+10,-1) be the projective measurement
with P, = |my)(my|, so that p,, = Tr(P,, o) and
gm = Tr(Pyn,p). To prove the inequality (12), we
need to refer to a relationship between the classical
distance and the quantum trace distance. Recall that
for two density operators p and ¢ on the same
Hilbert space, the quantum trace distance (Dr;) is
defined as

2 TrvXiX. (13)

It has been known that the total variation distance
is bounded by the trace distance [15, Sec. 9.2.3];
that is,

1
Du(p,0) = Sllp —ollr, X1

1
5 Xl pul < Drilp,0).
m

Here for pure states o
admits the closed form

Dr(p,0) =/ 1-[(wl9)P = 1-F(|¢

See [15, Sec. 9.2.3] for details. Applying the con-
straint F(|¢),|y)) > r, we obtain

7Z|‘1m pm| < \/1_

To obtain the inequality (11), for any subset S of
the outcome set {+1,0,—1}, define p(S) = ¥,,cs Pm
and ¢(S) £ ¥,,csgm- Then it can be shown that the
total variation distance satisfies

and p, the trace distance

(19).lv) <Vi-r.

1
3 Lln—pul = suplg(8) — p(S)].

m

In particular, for any single outcome m we may
choose S = {m} to obtain

lg({m}) -

< sup\q(

p({m})]
Zlqk—pkl

|qm - pm| =



Combining with (12) gives |g, — pm| < /1 —r for
all m, which proves (11). O]

The bounds developed in Theorem 3 quantify
how preparation imperfections influence the output
statistics of a spin-1 QRNG. From Theorem 2 and
Theorem 3 one can see that if the fidelity is above
the required threshold, then not only is value indef-
initeness preserved, but the resulting probabilities
are guaranteed to remain close to their ideal values.

VI. EXAMPLE

We provide a quantum optical example to illus-
trate the developed results. Consider a single photon
path qutrit encoded in three spatial modes. The
target state is written in the S, eigenbasis as

|¢> = a‘1x> +b|0x> +c‘ - 1x>7

and is prepared by the state preparation block
(left dashed red box in Fig. 1) using beam split-
ters and phase shifters. The measurement projec-
tors {P ,Po,,P-1,} can be implemented in lin-
ear optics by applying a 3-mode interferometer
realizing U] (right dashed red box in Fig. 1),
followed by path resolved detection at the three
output ports. The interferometer converts the Sy
eigenstate measurement into output port detection,
so that detector clicks (D41,Do,D_1) implement
the projectors (Pi,,P,,P-1,) and yield outcomes

(14)

Sy € {+1,0,—1}.
For a target state |¢) that is neither orthogonal nor
parallel to any eigenvector in {|1,),]|0x),| — 1x)},

Theorem 2 states that the required fidelity threshold
is given by

Fra(10), %))
—max {Jal%, b, [, 1= Jal%, 1= b2, 1|}

Hence, any experimentally prepared state |y)
with fidelity F(|),|)) > Feq(|9).|y)) is guar-
anteed to avoid the excluded region and thus
preserves the conditions needed for contextuality
based randomness certification. For example, taking
(la|?,|b]%,|c|?) = (0.50,0.30,0.20) yields

Freq(10),[¥))
= max{0.50,0.30,0.20,0.50,0.70,0.80} = 0.80.

In this case, if the experimentally prepared state |y)
satisfies F(|9),|y)) > 0.8, it is guaranteed to lie
outside the excluded region, and the contextuality
based certification remains valid.

Let p,, denote the ideal outcome distribution
for m € {+1,0,—1} and let g,, denote the ob-
served distribution obtained when the actual state
|v) is measured. Once the fidelity F(|¢),|y)) is
estimated, Theorem 3 states that the deviations are
bounded by

|gm = pm| < V1=F([0),|¥)) (15)

1
5 2 lam—pul < VI-F([0).1¥)). (16)
For instance, if F(|¢),|y)) = 0.96, then

V1—=F(¢),|lv)) = 0.2, then each outcome

probability deviates from its ideal value by at most
0.2, and the total variation distance is at most 0.2.

VII. CONCLUSION

In this paper, we have developed a fidelity based
analysis framework for spin-1 qutrit QRNGs. We
have analyzed the minimum state preparation accu-
racy required to avoid sets that undermine value
indefiniteness. We have also established explicit
quantitative bounds on how state preparation imper-
fections influence the observed statistics. The results
presented in this paper provide potentially useful
tools for assessing the robustness and reliability of
quantum contextuality based randomness genera-
tion. Moreover, the method could be extended to
the analysis of higher dimensional QRNGs.
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