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Abstract

We propose a method to test whether a photonic 3D QRNG works according to the underlying theory,
thereby generating highly incomputable sequences of random digits. The test relies on undoing the unitary
evolution realized by the 3D QRNG. The test verifies the unitarity, the magnitude of the noise, and other
potential errors, such as photon loss or systematic and reproducible fabrication errors. Therefore, the test
can confirm the theoretically proven features of the 3D QRNG, for example, the incomputability, or how
one has to correct it, if necessary. In addition, the test ensures that the QRNG is not affected by natural
limits of quantum measurement accuracy, as those affected by the Wigner-Araki-Yanase Theorem. The test
can easily be incorporated into the QRNG and used as an experimental certification.

1 Introduction

The algorithms used in cryptography are highly dependent on the quality of the random numbers used during
the encryption processes; hence, the need for Quantum Random Number Generators (QRNG) is increasingly
understood and accepted, especially under the expectation that quantum computers could be able to break
encryption methods previously considered secure. Genuine randomness, which consists of a mathematical
proof of maximal unpredictability, can only be achieved (to date) by Quantum Random Number Generators
that measure value indefinite quantum observables, like the 3D-photonic QRNG [7]. In this context, it is
essential to provide a broader range of users with a simple empirical test to certify the 3D QRNGs, not just
those who can afford expensive technology and laboratories.

We use theoretical and experimental certification to guarantee genuine randomness. Value indefiniteness,
which informally means that the random digit is created “out of nothing”, and not by scrambling pre-existing
digits, is the best theoretical certification, and it can only be provided by applications of the Kochen-Specker
Theorem, in its localized form [2, 4, 5] studied in [7]. Bell’s Theorem, which offers a different type of
certification involving two systems separated in space, doesn’t guarantee superiority over any pseudo-RNGs
and is more challenging to build with small hardware components.

The 3D QRNGs are certified by other mathematical results, in addition to the Kochen-Specker Theorem.
Below are three properties of quantum random sequences generated by a 3D QRNG.

* Every quantum random sequence is maximally unpredictable, meaning no algorithm can accurately
predict any of its digits, Theorem 8 in [6].

* Every quantum random sequence is 3-bi-immune, by Theorems 6 and 7 in [6]. This is stronger than
bi-immunity, which is stronger than incomputability; see also [12].

* Every quantum random sequence is Borel normal, which means that any digit and any string of digits
are generated with the same probability, see Lemma 1 in [6].
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These results provide strong theoretical evidence of genuine randomness. However, the physical realization
of any device, especially a quantum one, encounters practical obstacles, which result in errors. In integrated
quantum photonics, the primary source of errors is photon loss, which occurs in the couplings and waveguides.
Additionally, there could be fabrication errors associated with the beam splitter and phase shifter, as well as
detection inefficiency. These errors can be detected by specific experimental tests. For example, to detect
photon loss and detection inefficiency, we can use heralding and coincidence counting. The usual methods
to test the randomness of RNGs, like those provided by NIST [20], are insufficient, but those proposed in [3]
ensure a strong empirical support. However, these tests are not easy to use by the usual user of quantum
randomness.

In this article, we propose a feasible way to realize a tester for the 3D-photonic QRNG, which can be delivered
along with the 3D-photonic QRNG itself, to confirm its validity.

2 Physical constraints of implementations

The theory behind the 3D QRNG is air-tight, being based on value indefiniteness, but no matter how promising
the theory may be, it is important to fabricate real-world 3D QRNGs as close as possible to the theoretical one,
and to certify them.

For this, we should consider a couple of facts.

First, a very high precision is needed to ensure unitarity and to get the right probabilities, say, 1/4, 1/2, and
1/4. There will always be a small error. However, this can be mitigated under certain conditions by using
randomness extractors, see [15] (von Neumann method is an extractor, but it only works for a very limited
type of distributions [[1]).

Second, there may be a problem regarding the separation of photon counts; a solution with heralding photons
will be presented in this paper.

Third, there are theoretical limitations of the practical realizability of quantum components. An important
example is expressed by the Wigner-Araki-Yanase Theorem and its generalizations, which apply to measure-
ments of observables that commute with additively conserved quantities, [[11, [10, [19]. These limitations are
not restricted, to quantum measurements, but also to quantum logic gates, which imposes strict limitations to
quantum computing [22} 21]. According to [18]], even without explicitly taking into consideration the limits
imposed by the Wigner-Araki-Yanase Theorem, the quantum logic gates are constructed in practice in the right
way to avoid these problems. In all studied cases the reason is the necessity to ensure unitarity. This applies
to observables that are additively conserved, or those that commute with such observables; in particular, spin
measurements have these limitations. Do we need this? The proposed use of 3 x 3 photon beam splitter QRNG
can avoid these problems, if realized in a subspace of the Hilbert space that is invariant to unitary evolution,
but we still need to do more research to make sure that other similar constraints don’t occur. Particularly,
our recent result [24]] shows that the limitations of accuracy occur both for reading and writing quantum data,
although no lower bound is known.

3 More on experimental certification

In addition to the experimental certification that can be obtained as detailed in reference [3], it is important
to offer the interested parties the possibility to convince themselves that the random numbers generated are
genuinely quantum, and not due to noise. To make sure that the device works and the produced photons have
the right properties, we suggest two optional modules:

1. A module that can be coupled to the 3D QRNG and count the output photons, to verify the given
probabilities, e.g. 1/4, 1/2, 1/4.

2. A module that can undo the unitary transformation, and prove that the initial state of the photon was
recovered, which will be discussed in Section
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Another important test is the conservation of 3-bi-immunity.

Together, they can assure the interested parties that the 3D QRNG is actually quantum, and its outputs satisfy
the predictions of the underlying quantum theory from [6].

4 Localized Kochen-Specker Theorem

The localized variant of the Kochen-Specker Theorem gives a practical characterization of quantum measure-
ments whose outcomes are indefinite, that is, that are not determined by preexisting properties of the system.
This can be used to produce genuinely random numbers by quantum means, as in the case of the 3D-photonic
QRNG.

Let C", n > 2 be a complex Hilbert space. Let O C {Py, := |[¢)(¢| | [¢)) € C", (¢]¢)) = 1} be a nonempty
set of one-dimensional projection observables on C™. A context is a subset C C O of O with n elements so
that for all Py, P, € C with Py, # P, (¢|¢) = 0.

A value assignment function on O is a partial function v : O — {0, 1}, with possible indefinite values for
some observables in O. If v(P) € {0, 1}, the observable P is value definite; otherwise, it is value indefinite. If
every observable P € O is value definite, we say that O is value definite.

Before stating the Localized version of the Kochen-Specker Theorem, we need to define the following condi-
tions.

* Admissibility condition. To agree with the predictions of quantum mechanics, a value assignment
function v on O has to satisfy the condition: if v(P) = 1, then for every P’ orthogonal to P, v(P’) = 0,
and if v assigns 0 to n — 1 elements in a context, then it must assign 1 to the remaining element.

* Non-contextuality of definite values. Every outcome obtained by measuring a value definite observable
is non-contextual, i.e. it does not depend on other compatible observables which may be measured
alongside it. This condition is expected in classical physics, but it is broken by quantum mechanics, as
shown by the Kochen-Specker Theorem [16]].

* Eigenstate principle. For a quantum system prepared in the state |¢), the projection observable P, is
value definite.

We are ready to state the Localized Kochen-Specker Theorem.

Theorem 1 (Localized Kochen-Specker Theorem [2,4,S]) Assume a quantum system prepared in the state
|¥) in a Hilbert space C" with n > 3, and let |¢) be any quantum state such that 0 < |(»|¢)| < 1. Let O be
a set of one-dimensional projection observables on C" containing P, and Py, and v : O — {0, 1} a value
assignment function. If the following three conditions are satisfied: i) admissibility, ii) non-contextuality and
iii) eigenstate principle, then the projection observable P, is value indefinite.

In other words, the value obtained by measuring the observed system does not pre-exist, nor is it determined
by pre-existing data, it is “created” from scratch during the measurement. This is pure, genuine randomness;
it is what Wheeler calls an “elementary act of creation" [25].

5 The 3D-photonic QRNG

The quantum system whose measurement produces quantum random numbers based on Theorem (1| requires a
Hilbert space with at least 3 dimensions. We focus on spin-1 observables of a general form

cos 6 % 0
5(67 ()0) — e“”\j;»n@ i O e‘li’}%me . (1)
0 g v\/s%ne —cosf

In particular, S, = S(0,0) and S, = S(7/2,0).



To prepare the system, we first measure the value of the spin-1 observable S, = S(0,0), resulting in a value
definite state. To measure the system, we need to choose an operator whose eigenvectors are different but not
orthogonal to the prepared state. As in [7], we will use the unitary operator corresponding to the spin state

operator S, = S(7/2,0),
1 V2 o1

V=5 (v2 0 —va. @)
1 V2 1

A widely used way to implement unitary matrices is by using beam splitters in integrated photonics, for
example with multimode interferometers (MMI). A Mach-Zehnder Interferometer (MZI) can be obtained by
integrating two MMIs with a thermal phase shifter for the phase modulation. Since the MMIs performance is
close to an ideal balanced beam splitter, it can be used to prepare the system. Therefore, the unitary operator
can be implemented from MZIs realized from MMIs, with very good performance. In addition to being based
on value indefiniteness, this implementation does not use entanglement and does not require low temperatures,
so it is more practical and accessible than, for example, the 3D QRNG from [17], which requires cooling down
to ~20 mK.

The matrix (2)) can be realized in terms of beam splitters and single mode phase-shifts [23,14,|13] as a product
of matrices, each of them, when restricted to some two-dimensional subspace, being of the form

T(6, ) = (0089 d sin@) | 3)

isin@ e cosf

and the restriction to the orthogonal complement, which is a one-dimensional subspace, being the identity.
Here, cos 6 represents the reflectivity coefficient, sin § the transmittance coefficient, and ¢ represents the phase
of an external phase shifter on the second input port.

The unitary matrix U to be realized is N x N, where NV can be greater than 2. The realization of U is done
in terms of N x N matrices that have the form (3)) when restricted to two dimensions represented by adjacent
rows/columns j, 7 + 1, otherwise being the identity [23} 14} 13]:

Iy 0 0
ijj“l‘l(e’ 90) = 0 T(97 @) 0
0 0 In—j—1
1 .-« 0 0 0 0 --- 0
0 1 0 0 0 0 (4)
0 0 cosf ie¥sinf 0 0
lo 0 isinf e%cosf 0 0
0 0 0 0 1 0
0 0 0 0 0 1
where |y, is the £ X £ identity matrix.
Then, any N x N unitary matrix U can be written in the form [[14]
U=D- le,j1+1(91> 901) ) sz,j2+1(92a 902) Tt Tjkyjﬁl(e’f’ (Pk)' ®)

In addition, it may be needed to multiply the right-hand side of equation (5]) with a diagonal matrix D having
as diagonal entries only complex numbers of the form ¢’®. In our case, the matrix is decomposed as a
product involving such matrices in the following ways [7:
U, = Bf% ‘By3-D-Bio=D"- Bll,g -Ba3 - Big, (6)
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where the matrices representing the beam splitters are

2 1
JioL oo 100
Bia= ] i —i/2 0> Bas =10 % _%g )
V3 3 0 w3 _1
0 0 1 2 2
5 . 5 (7)
1 Vi o0 Vi o
BT, = 1 ;]2 5 B, = ( 2 5
1,2 75 ) 3 0 1,2 —Tg —\/3 0
0 0 1 0 0 1
The matrices representing the single-mode phase-shifts are
1 0 O 10 0
D=0 -1 0], D=0 4 0 ()
0 0 -1 00 —1

The parameters ¢ and ¢ from equation (3)), for the matrices (7), are represented in Table

Binn 01 ¢
/ 2

Bio | —acosy/3 0
27

8273 3 m

2 s

Bi2 acos \/; -3

Table 1: Angles and phases for the beam splitter operators.

The physical realization of the universal unitary decomposition U, by means of three-mode multiport interfer-
ometer is represented in Figure |1} which is reproduced from [[7].

Figure 1: Reproduced from [7]. Physical realization of the universal unitary decomposition U, by means of three-mode
multiport interferometer. An arrangement of Mach—Zehnder interferometers consisting of phase shifters and balanced

directional couplers illustrates its construction. Here, 7 = acos ?

6 Modeling errors

The decomposition of U, from (6) is an idealization, in practice there will be errors. We model the errors by
allowing the parameters 6 and ¢ to be slightly different from those from Table|I} for each of the matrices from
equation (7)), as in Table



§m7n 0 ¢
Ell,2 0 | o1
§2,3 By | @2
§1,2 s | 3

Table 2: Inaccurate angles and phases for the beam splitter operators.

Then, as done in [9]], the matrices representing the beam splitters are:

g _ (T(93,<P3) 0) ”B“ _ (1 0
1,2 — 2,3 —
’ 0 1)’ ’ 0 T(@Q,QOQ) ’

9)
Bl — TT(93> ¢3) 0 B . — T(01,01) O
1,2 0 1/ 1,2 0 1/
and the matrices representing the single-mode phase-shifts are
e 00 B et 0 0
D=0 € 0|, D=|0 €% 0 (10)
0 0 €% 0 0 ¢
where ¢y = ¢ = 0, ¢g = ¢3 = ¢ = 7, and ¢ ~ 7/2.
Then, instead of equation (6] we have
Gm = §;5 ’ §2,3 -D- §1,2 =D"- glm ’ §2,3 ' §1,2' (1)

The imperfect 3D QRNG is represented in Figure

Figure 2: Imprecise 3D-QRNG.

The effect of using MMIs is that we have additional phase shifts, which contribute as additional phase shift
matrices in equation (1 1).

7 Testing unitarity by undoing the QRNG

The test aims to verify
1. the unitarity of the realized QRNG,

2. the accuracy of its physical implementation, by making sure that the unpredictable errors, which are not
systematic, are very small.



Figure 3: Phase shift gate.

First, we explain how a module can be constructed that undoes the unitary transformation and recovers the
initial state of the photon. To illustrate the idea, we first describe how it can be done for a simple phase shift
gate P(), which maps |0) — |0) and |1) — €% |1), as in Figure[3|

To test this by reconstructing the original state, we add another phase shift gate with opposite phase, as in
Figure 4

= - —

Figure 4: Undoing a phase shift gate.

This will recover the original state. Since the unitary matrix representing the phase shift is

1
P(p) = (O eﬁl) , (12)

what we did to undo it was to multiply by its inverse, which is P(¢)~! = P(¢)l = P(—¢),

P = (5 ) (6 %) = (5 9)- (13)

The same procedure can be done with the 3 x 3 beam splitter 3D QRNG: take another one, invert it as needed
to get the inverse unitary operation, and plug it into the one that we want to test. The reason why this recovers
the original state is that the second device performs the inverse unitary transformation that the first device
performs. Then, the output can be tested to verify that it is the same as the input. This will ensure that nothing
was lost or disturbed in the process.

This procedure will simultaneously test the unitarity of the 3D QRNG and also the error, since if two copies,
one the reverse of the other, can cancel each other’s effect, then both of them are accurately fabricated.

Next, we consider an imperfect implementation of the unitary transformation from equation (11)). Since all the
matrices in this decomposition are supposed to be unitary, we have:

U, = DB,y Bay - Bro-Bl, - Bhy-Bly- DT =1y (14)

This means that, to test the imperfect QRNG from Figure [2| we can use its mirror image to undo the time
evolution. Looking at equation (3)), we notice that

T(6,¢)" = (T(6,0)T(0,))
(1 O)T(COSQ isin@)T
0 e¥ 1sinf)  cosf (15)
1 0

) ((cos(—0) isin(~0)
(0, ewz((zlg)(._e) B )

e}

T
In general, for a unitary matrix U = T, ;,+1(61,¢1) ... Tj, jo+1(0k, ¢x) as in equation (5)),

VI (Tj17j1+1(61’ 901) o ‘Tjk»jk+1(9k7 ka))T
= Tjk,ijrl(ek? @R)T - 'Tj17j1+1(917 Sol)T (16)
= Tjeg+1(0, —=0) Tjp 41 (=05, 0) - ..
. 'Tj1,j1+1(07 _¢1)Tj17j1+1(_91a 0)‘
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Figure 5: Testing the 3D-QRNG by undoing. At the outputs of the 3D-QRNG 1mplement1ng the transformation Ux, we
connect the inputs of a mirrored version, which implements the inverse transformation U and verify that we recover the
input state.

From these observations, we see that to obtain the mirror QRNG, the order of the components has to be
reversed, and each angle and phase have to be inverted, as in Figure

The test is successful if the output of the mirror QRNG is identical to the inputs of the original QRNG. In this
case, if the input is fully reconstructed, this will show that

1. even if there are errors, expressed by the difference between the angles and phases from Table [2| and
from Table|l| they do not break the unitarity of the device,

2. the QRNG device and its inverted version have almost identical but opposite errors, showing that they
are systematic.

If the errors are systematic, they can be corrected, or, if not corrected, one can measure the output probabilities
and base on them the statistics of the randomly generated digits.

A schematic representation is given in Figure [6]

o Huf = —

Figure 6: Undoing the unitary transformation U .

A way to test that G:EGL = |, verifying the unitarity of the transformation Gx is to compare the output after
the inversion with the input by using interference. More precisely, use a beam splitter to split a photon into
two equal-amplitude components, pass a component through the implementation of U,U! and then make it
interfere with the other component, ensuring that there are no losses and phase differences.

Remark 1 Note that we do not need to ensure that the operator Gx is exactly the operator U, from equa-
tion (2)): it is sufficient to ensure that it realizes a sharp measurement and that it satisfies the conditions of
Theorem |} That is, we will allow systematic errors, due to imperfect realization, as long as their effect is
kept under control and can be undone by additional phase shifts to test that all conditions are met. A positive
unitarity test would show that orthogonal vectors in the input are mapped to orthogonal vectors in the output,
ensuring sharpness. If all outputs trigger the detectors sometimes, when there is input only in one mode, the
condition 0 < |(Y|¢)| < 1 is satisfied as well. Therefore, based on Theorem|[I| passing the test of unitarity by
inversion should be sufficient to ensure the value indefiniteness of the generated digits.

8 Generalizations

The test based on inversion can be applied to implementations of other unitary matrices, including N x N
matrices with NV > 3. In particular, it works for testing the /NV-dimensional QRNG proposed in [8].

In addition, it is possible to perform tests by coupling more imperfect copies of the QRNG and their mirror
images. This will amplify the potential errors and make their detection and quantification easier.



A possible arrangement consists of placing all the mirror images at the back
(Vs Up) - (U1, U ) =20, (17)

or in alternating them,

(Ux,l : U;TJ) (Um : U;ﬁn> ) (18)

It is even possible to test any permutation of n QRNGs Um ; and n mirror QRNGs G;f ;» Where j € {1,...,n}.

This will allow the errors to propagate from one arm to another and interfere, which can result in evidence
from errors in the phases that otherwise could be missed.

Another test is possible due to the observation that, from equation (2, UL = U,. It follows that, if the imple-
mentation is expected to be accurate enough and self-adjoint, we should be able to undo the time evolution
simply by connecting two copies of the device in Figure || The tests that amplify the errors, as in equations
(17) and (18)), are realized, in this case, simply by connecting an even number of copies of the QRNG,

Upt« oo Ugon 1. (19)

In this case, the same test will verify not only the unitarity, but also the self-adjointness of the operator U,.

9 Conclusions

In summary, it is of extreme importance to test all aspects of the 3D QRNG, both to ensure the quality of the
product and to gain the trust of users. This includes
1. The physical testing of possible errors and deviations from the ideal ratios.

2. Testing the conservation of bi-immunity.

3. Ensuring that the limits imposed by the conservation laws, as per the Wigner-Araki-Yanase Theorem,
don’t affect the product. For this, we need to follow [18].

4. Testing the unitarity by using a second, reversed 3D QRNG module.

The test based on inversion can be applied for any dimension, including 2D QRNGs based on beam splitters.
It can be applied to any QRNGs that rely on a known prepared state and known measurement achievable by
realizing a unitary transformation. The test does not apply to QRNGs based on noise or decay, because these
processes are not invertible.

The test based on inversion does not ensure the exact unitary process as in equation (2)), but this is unnecessary:
it suffices that a sharp measurement is obtained, that the conditions of Theorem || are satisfied, and that the
resulting probabilities are the expected ones. The first two conditions can be verified by the experiment
proposed in this article, while the third can be verified by a statistical analysis of the outcomes.
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