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Motivation: Mirai - A model Organism for IoT Botnets

Introduction 1: Motivation



Background: A brief history of Mirai

Introduction 2: Background

Antonakakis, M., April, T., Bailey, M., Bernhard, M., Bursztein, E., Cochran, J., ... & Zhou, Y. (2017). Understanding the mirai botnet. In 26th {USENIX} security symposium ({USENIX} Security 17) (pp. 1093-1110).



Problem: Understanding Mirai

“How do adversaries adapt their strategies to take over and keep a large 
enough market share of devices?” - Griffioen 2020

● Empirical Paper: 
What does the Mirai-like IoT Malware system look like?

● Breaking Mirai’s PRNG:
Can we use the Mirai source code to learn more about Mirai’s deployment?

● Understanding the Mirai Backend:
How do the 39 variants interact, evolve, and specialise. Is Mirai self 
sustaining?

Introduction 3: Problem



Idea: Go out and look
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Solution 1: Idea



Details: Breaking Mirai’s PRNG

time(NULL)
Reduced 32 to 16 (or less)

clock()
Reduced 32 to 1 bit

getpid() ⊕ getppid()
entropy(15 ⊕ 15) = 15

Total Entropy Reduction
94 to 32 bits

Seed produced in 100 ms
(from source port and window size)

Solution 2: Details



Results: The world according to Mirai

Solution 3: Results



Criticism: Statistical Analysis

Criticism 1: Statistical Analysis



Criticism: Causation and Explanation of Observations

Bad chart

Criticism 2: Limited Consideration for Causation



Criticism: Causation and Explanation of Observations

Criticism 2: Limited Consideration for Causation



Criticism 3: A great resource… for hackers?

Criticism 3: Helps Black Hats more than White Hats

Advice for Mirai Black Hats:

● Use better PRNG
● Select IP ranges more carefully

○ Especially Developing countries
● Harvest Passwords from other 

variants
○ Even better find your own 

vulnerabilities
● Spread loading servers across 

the bot net

Advice for Cyber Security:

● Generally Absent from paper

Alternative Suggestions

● Improve Security of IoT Devices
● Block Telnet (e.g. Firewall)
● Sift and Block junk Packets
● Attack Loading Servers (or their 

hosts)



Thank you for listening. 
Questions?

Key Sources: 
Conference Presentation https://dl.acm.org/doi/10.1145/3372297.3417277
Original Paper https://dl.acm.org/doi/pdf/10.1145/3372297.3417277

Other resources:
Antonakakis, M., April, T., Bailey, M., Bernhard, M., Bursztein, E., Cochran, J., ... & Zhou, Y. (2017). 
Understanding the mirai botnet. In 26th {USENIX} security symposium ({USENIX} Security 17) (pp. 1093-1110).
Elie Bursztein Inside Mirai the infamous IoT Botnet: A Retrospective Analysis
Mirai Source Code (github)
Attack on KrebsOnSecurity Cost IoT Device Owners $323K
OMIGOD Mirai Exploit September 2021


