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Introduction 1: Motivation

Motivation: Mirai - A model Organism for loT Botnets
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Introduction 2: Background

Background: A brief history of Mirai
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Introduction 3: Problem

Problem: Understanding Mirai

“How do adversaries adapt their strategies to take over and keep a large
enough market share of devices?” - Griffioen 2020

e Empirical Paper:
What does the Mirai-like loT Malware system look like?
e Breaking Mirai’s PRNG:
Can we use the Mirai source code to learn more about Mirai’'s deployment?
e Understanding the Mirai Backend:
How do the 39 variants interact, evolve, and specialise. Is Mirai self
sustaining?



Solution 1: Idea

|dea: Go out and look

Dataset Size Purpose
(Jan-Mar 18)
Telescope 1.2TB Infected devices, RNG analysis
Honeypots 213 GB Variant+behavior identification, credentials, NETWORK
staging servers
Netflows 569 GB Verification and coverage analysis, TELESCOPE
blacklisting analysis -]
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Figure 4: The Honeytrack system routes compromization re-
quests into a separate, virtualized environment.




Solution 2: Details

Details: Breaking Mirai’'s PRNG
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Figure 3: RNG initialization and generation.



Solution 3: Results

Results: The world according to Mirai

v w - - W
MIRAI variant ——
F == e dwickedgod
g daddyl33t 1 o AKUMA 5 cwm———
z e daddyl33t
agwickedgod P FEBRTI G
Jan 31 Feb0l  Feb02  Feb04  Feb05  Feb06  FebO07
Time

(a) Devices get cleaned up and get reinfected by the same malware
variant, until another variant takes over on the restart of a device.
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(b) Concurrent infections on 11IP. The first started 10 days before the
second, in mid Jan our setup launched and registered both variants.
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Figure 5: Marketshare of advertised variants.



Criticism 1: Statistical Analysis

Criticism: Statistical Analysis

Name R p
MASUTA -0.064  <0.1
Cult -0.086  <0.05
OWARI -0.120  <0.001
daddyl33t -0.124  <0.001
XWIFZ -0.140  <0.001
dwickedgod -0.170  <0.001
MIORI -0.172  <0.001
MIRAI -0.179  <0.001
HAJIME -0.188  <0.001
JOSHO -0.206  <0.001
OBJPRN -0.663  <0.001

Table 3: Correlation between botnet size and its growth.

1.0

. MIRAI

s MIORI
B daddyl33t
N AKUMA
S HAJIME
m JOSHO
W MASUTA
NN RBGLZ
T XWIFZ
B Other

Fraction

0.0

2018-01-28 2018-02-04 2018-02-11 2018-02-18 2018-02-25
Time (Hour)

AS R P
Frontier Communications of AmericaInc. -0.519 < 0.001
asn for Heilongjiang Provincial Net of CT ~ -0.511 < 0.001
Ratt Internet Kapacitet i Sverige AB -0.501 < 0.001
Bredband2 AB -0.484 < 0.001
Bredbandsson AB -0.475 < 0.001
Viettel Group -0.129 < 0.001
OPTAGE Inc. -0.127 < 0.001
Jupiter Telecommunications Co. Ltd. -0.123 < 0.001
Jupiter Telecommunication Co. Ltd -0.119 < 0.001
NTT Communications Corporation -0.104 <0.01

Table 4: Correlation between the size of an AS and its growth,
ordered by coeflicient for the top and bottom 5 ASes.
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Criticism 2: Limited Consideration for Causation

Criticism: Causation and Explanation of Observations
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Figure 6: Lifetime distribution of variants over time, normalized per variant. Red shows peak per hour, blue shows little hosts
being infected by the variant.



Criticism 2: Limited Consideration for Causation

Criticism: Causation and Explanation of Observations
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Figure 10: Infection times of different ASes and variants.



Criticism 3: Helps Black Hats more than White Hats

Criticism 3: A great resource... for hackers?

Advice for Mirai Black Hats:

e Use better PRNG

e Select IP ranges more carefully
o Especially Developing countries

e Harvest Passwords from other
variants

o Even better find your own
vulnerabilities

e Spread loading servers across
the bot net

Advice for Cyber Security:

Generally Absent from paper

Alternative Suggestions

Improve Security of loT Devices
Block Telnet (e.g. Firewall)

Sift and Block junk Packets
Attack Loading Servers (or their
hosts)



Thank you for listening.
Questions?
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