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GENERAL COUNTERMEASURES (' )

* Protocol hardening

= Patch your machine

= Firewall

— Filter out packets entering local network from the
Internet that have a source address of the local
network

* |ntrusion Detection Systems (IDS)



SUMMARY

* |Information can be gathered using port scanning

* For mounting DoS: Use brute-forcing or semantic
attacks

= A single machine can bring down multiple servers

= Use Content Delivery Network (CDN) services for
mitigating DoS and DDoS

— E.g., CloudFlare



RESOURCES

= Read Chapter 10 of
Network Security Essentials — Applications and
Standards
Fourth Edition
William Stallings
Prentice Hall
ISBN 0-13-706792-5

= Terrance A. Roebuck,
Network Security: DoS vs DDoS Attacks
Available: http://www.crime-
research.org/articles/network-security-dos-ddos-attacks



http://www.crime-research.org/articles/network-security-dos-ddos-attacks

Questions?

Thanks for your attention!



