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IPV6
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The recent version of Internet Protocol (IP)
Designed in 90s

It offers larger address space
— 128-bit (16-byte) address

Major deployments and usage happening now

IPV6 Is intended to replace |IPv4
— Likely to co-exist with IPv4 for many years



IPV6 ADDRESS

128 bits = 16 bytes = 32 hex digits

1111110111101100

TMTMMIT11111111

FDEC

0074

=| 0000

=| 0000

0000

BOFF

=| 0000 (.

FFFF

Source: Data Communications and Networking

by Behrouz A. Forouzan




ABBREVIATED IPV6 ADDRESSES

Original

FDEC = 0074 2 0000 z= 0000 = 0000 = BOFF

= 0000 = FFFO

U

Abbreviated | FDEC 2742020 = O 2 BOFF = O = FFFO

More abbreviated

U

FDEC 174

BOFF

0 1 FFFO

Gap

Source: Data Communications and Networking
by Behrouz A. Forouzan




IPV6 PREFIX

Subnet prefix

Y

A

Subscriber prefix

A
Y

Provider prefix

-
>

A

Provider Subscriber Subnet Node
identifier identifier identifier identifier

INTERNIC 11000
RIPNIC 01000
APNIC 10100

Registry

Source: Data Communications and Networking
by Behrouz A. Forouzan



MAC ADDRESS TO IPV6 CONVERSION

0 8 16 24 32 40 48
48-bit IEEE 39 A7 94 07 CB DO
802 MAC
Address |00111001|10100111|10010100| 00000111 11001011 ( 11010000
Organizationally Unique ." . . -
§ Identifier (OUI) : Device Identifier
0 8 16 247 32 40 48 56 .64
1. Split MAC Address | 00111001 |10100111 10010100 00000111|11001011| 11010000
2. Add "FFFE” Bit Pattern
To Middle 16 Bits 00111001|10100111|10010100( 11111111 | 11111110 | 00000111 [ 11001011 | 11010000
3. Change Bt 7 To "1 | 00111011 (10100111 | 10010100 11111111 (11111110 | 00000111 | 11001011 [ 11010000
SOIer E1N 5 S iriler: B A7 94 FF FE 07 CB DO
In Hexadecimal Notation
S M i LN 3BAT7-94FF-FE07-CBDO
Hexadecimal Notation

64-Bit IPvé Modified EUI-64 Interface Identifier




IPV4 VS IPV6

IPv4 Header IPv6 Header

. Type of
Version Total Length :
Service Version| i Flow Label
Fragment Class

Source Address

Next

Headar Hop Limit

Payload Length

Destination Address

Source Address

Field’s Name Kept from IPv4 to IPv6

B Fields Not Kept in IPv6 -
- Destination Address

Name and Position Changed in IPv6

Legend

New Field in IPv6




IPV6 HEADER: SIMPLIFICATION

» Fixed length for the basic header

— |Pv4 header of variable length: 20-byte (min)
— |Pv6 has the main header: 40-byte (fixed)

» |eads to fast header processing
= No need of header length (hlen)

* Fragmentation only by traffic source
— Source does path MTU discovery
— No burden on routers to do fragmentation
— No need of identification, flag and fragment offset




IPV6 HEADER: SIMPLIFICATION CONT

= Header checksums are eliminated

— |IP header checksum is recalculated by every
node due to change in TTL

— The idea is to improve performance by saving
some resources

— Error detection check can be enforced by upper
layers



IPV6 HEADER

= \ersion (4-bit)

Used to indicate the version of IP and is set to 6

= Traffic class (8-bit)

Same as type of service in IPv4

= Flow label (20-bit)

|dentifies the flow and it is intended to enable the router to
identify packets that should be treated in a similar way
without looking into those packets

Unique and powerful tool
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IPV6 HEADER CONT

» Payload length (16-bit)

— Indicates length of the entire packet

= Next header (8-bit)

— Indicates the first extension header or the upper layer
protocol (e.g., TCP or UDP)

= Hop limit (8-bit)

— TTL was renamed to hop limit

= Source/destination IPv6 address (128-bit)
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VALUES OF THE NEXT HEADER FIELD

Value (in decimal) Header

0 Hop-by-Hop Options Header

B TEP

17 UDP

41 Encapsulated IPv6 Header

43 Routing Header

<4 Fragment Header

46 Resource ReSerVation Protocol
a0 Encapsulating Security Payload
a1 Authentication Header

58 ICMPvB

29 No next header

60 Destination Options Header
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IPV6 EXTENSION HEADERS

TCP
Header

Racie IPVR
I;_'-,tﬁ.,ui irvo
Haoadar
Header
|

Next Header=6
(TCP)

Next Header = 58
(ICMPv6)

TCP
Header

Next Header =43
(Routing)

~ BasicIlPvé TCP
|
| {eade! Header

) Ne =43 Next Header = 44 Next Header = 6
(Routing) (Fragment) (TCP)
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ORDER IS IMPORTANT (RFC 2460)

IPv6
Hop by hop } Processed by every router
Destination } Processed by routers listed in Routing extension
Routing } List of routers to cross
Fragmentation } Processed by the destination
Authentication } After reassembling the packet
Security } Cipher the content of the remaining information
< Destination } Processed only by the destination

e ¥ B L s
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IPV4 VS IPV6

Feature IPv4 IPv6

Addressing 32-bit (limited) 128-bit (larger)
Address representation | Dotted decimal Colon hexadecimal
Loopback address 127.0.0.1 1

Chain of headers Not supported Supported

Header length Variable Fixed

Header checksum Included Not included

Fragmentation by

Router or sending host

Sending host

Security

Optional

IPSec built-in, optional

Adoption

Already deployed

Being deployed
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Questions?

Thanks for your attention!
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