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Overview of OpenID (I"

Las Sk 2, g gl =

« An open standard for authentication
« Developed by the open source

community

e Created in 2005

« Decentralised, not owned by anyone
 Free




Why OpenID
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« User names already taken
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T'M SORRY, BUT THAT NAME IS
, ALREADY TAKEN,
I THINK T'LL NAME || Lowever, YOU CAN STILL HAVE
HER SARAH. SARAHY3Y3 OR SARAH_IZ.
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e Authentication
e Local credential issuers

 Using credentials for multi-purpose




~How do we Identify Cars?
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e (Italian) Authority Is an

e (Italian) Car plate is an

e (German) Police is a
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 Driving license
e Issued by local authorities

« Valid across provinces (even countries)

e Passport
* |Issued by a specific country
« Valid all over the world

PASSPORT
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« Identity Providers issue Identifiers
« Identifiers are used for

authentication for websites supporting
OpenlD

« Websites are Consumers




« Through tripit.com, Alice would like
to store and share her itinerary

e tripit.com requires Alice to register

e tripit.com also offers authentication
using Google account

* Alice prefers to authenticate using
her Google account



https://www.youtube.com/watch?v=SLsfzTNIykY

1 - Homepage of tripit.com
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Travel Organizer

New York or Bust
Thu, Mar 6 - Mon, Mar 10, 2014

9207 Son Francises to New...

6:00 (%] ACE Hotal Lodging

1:00 [ Guonenhoim Musaum

330 [ American Musaum of.




Signup for tripit.com
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3 - Redirection to Google

B RP O PP PG QTS B W .
B

Geegle Accounts
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Sign in with your Google Account

Stay signed in

One Google Account for everything Google
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4 - After Google
_Authentication: Accept

E Request for Permission

€ P il v @

2 e LW

GO Slt R ) 0 0 0 012 mail.com ~

Tripit.com ~

Tripit.com would like to:

View your email address

View basic information about your account
Manage your calendars

Manage your contacts

and Google use this information in acocordance with
vice and privacy policies.

L — |




[ | ) Triplt | Online travel itinerary and trip pla...
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* LET'S SET UP YOUR ACCOUNT
—— [

enter a city...
Hometown

Waiting for pixel.everesttech.net..
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Workflow Details
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« A Consumer establishes a shared
secret with Identity Provider

» Diffie-Hellman key exchange

« End User is redirected to Identity
Provider for authentication

o After authentication, End User is
redirected back to Consumer




Workflow Details (2)
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« Shared secret Is used to guard
against spoofed requests

« Consumers do not see passwords

 Using , YOU can use your
own domain as your OpenID




Identity Prowders (I"
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« Google ~0
* GMail, Google Calendar, Google Drive,
Google Picasa

e Microsoft m

e Facebook G]

T

e Yahoo ¥

« AOL k




e myspace
« Wordpress

« And many more ...




Consumer: Glassdoor
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Jobs Companies Salaries Interviews Write a Review

v Job Title, Keywords, or Company Location

Sign In with Faceb Why?

=% What you view and contribute on Glassdoor is private — it will not appear on Fa
OR

Email

Password

Remember me

m Forgot your password?




Consumer: Expedia
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o Expedia

Sign in or select an option

Sign In with Facebook Or, Sign in with your email

Heen i Email Address

Q. We keep it private

@ Share only with permission Password

Quick sign in- no passwords

Forgot your password?

[F] Keep me signed in




o It Is a personal URL

* http://www.google.com/profiles/your.name.here

e One can claim that one owns it
« One can prove that one owns it

Source: blog.stackoverflow.com



http://www.google.com/profiles/your.name.here
http://blog.stackoverflow.com/2009/11/google-offers-named-openids/
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 No
» Microsoft Live ID and .NET Passport

« Many single-ID solutions
 Various vendors

* No universal standard, adoption or
acceptance
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« Vulnerable to replay attack
« To withstand replay attack, OpenID

suggests:
 Self-signed nonce and
* Timestamp




Google Identity Toolkit
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o It supports multiple Identity
Providers
* GMall
« AOL
e Hotmaill

Use an email address you already have

GMEJ“
Aol Mail.

= Windows Live

=~ Hotmail
YAaHOO!, MAIL




e As of 2009

 over 1 billion OpenlD enabled accounts

* ~9 million sites have integrated OpeniD
consumer support

Source: openid.net
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Stay signed in
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SSO vs OpeniD

 In SSO, a user logins once for
accessing multiple sites (or resources)

« SSO does not require to login again
when a user switches to another site

e In OpenlD, a user can use same login

« OpenID requires users to login when
a user switches sites



http://alleged.org.uk/pdc/2007/08/13.html

 Provides users control
« Users decide who manages their

identity online

* No registration for new accounts
e Easier

e Safer




Benefits for Developers &
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« Simplifies user management
* Eliminates complexities associated

with securely managing passwords
 Scalable




o Attracts more users
e Less user management

e Better outcome




Limitations

 Privacy Issues

* |dentity Providers will know more about End
Users and Consumers

 Phishing attack

 Attackers may get passwords of careless
End Users

» Denial-of-Service (DoS) attack
« Effect on Consumers and ldentity Providers




Summary
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« OpenlD offers authentication using
existing credentials

o It allows users to manage their own
identities

« Rapid growth

By providing Its support, online
businesses can attract more users







e OpenlD, http://openid.net/

» OpenID Specifications,
http://openid.net/developers/specs/

« Google Identity Toolkit:
https://developers.google.com/identity-
toolkit/?csw=1

« Implementations libraries:
http://janrain.com/openid-enabled/
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