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17l J)mu’/ s0artiiy 1960 opiniened:

err),Jrr tion may someday be organized as
2l p /c uinty:”
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- r\',)'r)énr:lj:' 2 0f Infinite reseurces on demand
— Ng ne.ar o plan ahead for load surges

< OJbJI '_-- IS more convenient
= Dr GUI‘ on 1000 servers = 1000 hours In one server

SEElEXible Pay as-you-go model
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_=f = Processmg by the hour

° No' need for up-front commitments

- — Small and Medium Companies can get very reliable IT
Infrastructures

Based on Armbrust et al. - Above the Clouds: A Berkeley.
View of Cloud Computing - Communications April 2010

WIHEES Cloud,.Computin




SOIETDETinitions
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Cloujel LJ pPUtiNg refers to:
SERETS JJ‘ are offered as Internet services

< [pe fl2 dware and system software used
—jo)] e GVIdIng the services
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> Privataicitc refers to internal
clertelgels ares of an organisation

SRTY J]JE‘: refers to datacentres made
= aval lalble to the general public with a pay-
== *you go model

_..-1—*_'-":"

i
— _—_
i —

—
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SWANSEMIconauctor fabrlcatlon line costs over
33 3]”]0

~ Onl\ 0ig players in the market could afford
(Intel Samsung)

'En came companies that build chips for
-=ethers

-® Small companies, like nVidia, can
capitalise on the chip design without the
needs of buying the fab-lines
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Wigerare the big Cloudipl:
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= gj datacentres + large-scale software
already available



SN/ ASTIoITy/: Shifting the provision risk to
HIENCIoud provider
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& ,):; ;aS‘-you-go model avoids:
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Calfales 'Cem_pg,ﬂg?

r\gngJJr}.,, 10 R/chara' Stallinan:
'S Jiljo) dity It's worst than stupidity”

“It

'I Jr *that marketers like cloud computing
fecause it is devoid of substantive
e’anmg [1 1t's an attitude: ‘Let any Tom,
'-={9/c/( ana-Harry hold your data, let any
Tom, Dick and Harry do your computing
for you (and contro/ it).” Perhaps the
term ‘carel/ess computing’ would suit It
better.”
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SO N t

MEJpIESecurity 1allenges:
- Availaglls v of Service
> D;rm.- I-fe Ck—ln
“ e Data bnfldentlallty
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r\ (IJJJ co putlng serwce by a smgle

\JJJ a
- “mwder can go out of business
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- Clgujc) € Jrﬂe uting API"are still’ proprietary
2 Nojz e r)J' Sible to move from one provider to
c]f]\)ﬁf-_]_:
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2 Daital C mre talityrepresents the mair
9STECIE o ‘the adoption of cloud computing

li31S ;;Jj Al h Ut trusting valuable data to the

ata can be strictly regulated (HIPAA,
= @X) for auditability



PRI Confidentiality Today

\OrCIotd providers ofier data
copilel] tlallty as a Service

,\m;g I Simple Storage Service (S3)

-.”B | stored within Amazon S3 is not

= hcrypted at rest by AWS. However, users
== can encrypt their data before it is

-~  Uploaded to Amazon S3”
[http://aws.amazon.com/articles/1697? enco
ding=UTF8&jiveRedirect=1]
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JOIECHoN Mechanismsss

IENMEIn security mechanism in today cloud
iV rud] *atlon

?éctlve for user-to-user and user-
tructure threats.
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Viliilialisation Shortcomi

o e OWVEVET, “not all'virtualisation software Is
OLIcuifele -and

S EISH SSIb|e to user Cartography to map
o)} _1 If _|ch physical server an instance Is
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[Risfenpart, et al. Hey, you, get off of my cloud: exploring
Information leakage in third-party compute clouds.
CCS09]



http://www.informatik.uni-trier.de/~ley/db/indices/a-tree/r/Ristenpart:Thomas.html
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\/]fFJr]JL}(‘J( *:“ ale e 20t \' Means oy
I)rgyjjjg -LISer: threat

,-\(,(_,g:):} C e trol mechanisms are not effective
WiER™ he infrastructure is not fully trusted

2 Ve ;e@'\ier there is always the problem of hard
’%rlvers “left around”




SONIE Ccegg,Q’Storqeaf" -

2 [CI g case for the a HIPAA- -compliant
ar)r)]]r‘:-\ to AWS

n{' uctlon/ellmlnatlon of protected health
o n ormatlon (PHI) from the data stored and
_ﬂprocessed In the cloud
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:'_f' AWS GovCloud (US): a specialised regional
cloud where only restricted personnel as
access to its facilities
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Tr 1,d]-1rjg' "Encryptien'can help to protect
the J L

e~ —

»confldentlallty But It IS not
I"lbecause:

mputatlon IS possible on the ciphertext
f -alphertext cannot be searched
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: :—We’loose the Initial benefits of Cloud
Computing
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- Fnrulaf" omputatlon on encrypted data

- Ir ?JJ) >raig Gentry showed that fully
Jff](‘ orphic encryption was possible (but not
,)rr Ical)
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= S Recent work at Microsoft (Lauter et al) provides
ﬁ ~some practical breakthrough
— Adds 100 numbers (128 bit) in 20 millisecs

— Lots of statistical analysis can be done (i.e. predict
when a person Is going to have a heart attack)
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ERCH/PLEd <

RETIoNMIng| of searchiand matching
J',)r‘rr\ rJJ ision fully encrypted data

- 'Schemes exist
———] 16 -user
J;,-ﬁeml fledged multi-user
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e Eull—fledged multi-user
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Siypio-components are divide between
St ra“nd the server

g._ Uf ér performs encryption/decryption

iha
Tf
;-Sé'rver s responsible for search

“Wwithout learning information about the
— query and the data
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SINUIE=USE 18@%1@%&@1@

NOVEVET
“Htis C JnL based on keyword match

20Ny a Isingle user can do insert and
= Jetiieve operations

-- J'he key can be shared but this
= cempllcates key management




SElf wgew U ﬁ

AVNIHPIE USErS can erform search
OPETAtONS

- rL)Wm . only one single user can do

ISer :éperatlons
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RUIIEHE gedmmfgserﬁ

2100 g,JJ o)} sed users can do insert and
ratflaye __e erations
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eoniidentiality so utions exist but still
frlofe néﬂ s to be done

HVIOIE € Tort from the cloud providers
O\ ﬁf’ﬁs security solutions
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