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Introduction

01 the app is to encrypt and decrypt messages

02 a backdoor password is needed to decrypt any encrypted messages due to 

some countries' regulations

03 a solution is needed to hide the backdoor password



The App

1. Encryption

2. Decryption

3. Share the result of Encryption and Decryption (QR, clipboard, etc)

4. Cryptography libraries



Code together

1. We use github and zoom for collaboration.

2. Using Github Actions, so we can have new Apk to install for every commit.
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Obfuscation

01 Encryption at rest, Base64, Cesar Cipher

02 Complicated Control Flow Logic

03 Proguard



Obfuscation

01 Encryption at rest, Base64, Cesar Cipher

Before

After



Obfuscation

02 Complicated Control Flow Logic

OVERVIEW



Obfuscation

02 Complicated Control Flow Logic

HASHING



Obfuscation

02 Complicated Control Flow Logic

Proper ENCRYPTION



Obfuscation

02 Complicated Control Flow Logic

RESULT

wrc0D2jeqa3t5My0xoGkFZ5hkeh1kRSqImhKNg

AAABWK7fHnANNJQ88ur1WYqBvUzniWmhK6

9N0hhVogJ2xmYjfcw0GXNyG4n6lDar4



Obfuscation - Final Result

03 Proguard

Goal: Hide variable names. Control flow logic is complicated already



Limitations

● Limited Using Scenario

○ Strategy focus on hiding the “payload” and algorithm

○ Not a general solution for other applications

● Limited Automated Solution

○ Pipeline is hard to replicate

○ Time constraint on developing automated solution

● Limited usage of ProGuard

○ ProGuard is only used for automated rename 

obfuscation

○ ProGuard did provided compile-time obfuscation



Future Approach

● Discover a more generic solution

○ Real-world implementation for 

mobile utilities Apps

● Automatic obfuscation solution

○ Using parsers and modifiers


