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Introduction

01 the app is to encrypt and decrypt messages

02 a backdoor password is needed to decrypt any encrypted messages due to
some countries' regulations

03 a solution is needed to hide the backdoor password



The App

Encryption

Decryption

Share the result of Encryption and Decryption (QR, clipboard, etc)
Cryptography libraries

Hwp =



Code together

1. We use github and zoom for collaboration.
2. Using Github Actions, so we can have new Apk to install for every commit.

Update main.yml|

@ Merge pull request #26 from University-of-Auckland-C5702-2021/no-prog... Build and Sign #15 € PathTolife committed on Apr 24 X e
) Merge pull request #25 from University-of-Auckland-CS702-2021/ken/rel...
() Summary § rified
build & kenfy committed on Apr 24 X
Jobs Merge branch ‘master” into ken/releases_new_ver P
@ build > @ Setupjot & tenfy commitied on Apr 2
> @ Setup our DK environment revert Verified
& pathTolife committe Apr24 v/
> @ Checkout code
Update main.yml|
> @ Make gradlew executable eke,‘fy,,_,,
> @ Build all artifacts ) S
Merge pull request #24 from University-of-Auckland-CS702-2021/sean/en... T
> @ SignAPK @ ceplLock-0cTO committed on Apr 24 v/
> @ Run actions/upload-artifact@maste activate proguard Verified
& PathTolife
> @ Run actions/uploa: ifa
Merge pull request #23 from University-of-Auckland-CS702-2021/sean/en... Verified
> 9 @ 5400807 committed on Apr 24
> @ P 3 & : .
add keystore file base64 version for github actions if needed Verified
> @ P & PathTolife committed on Apr 24
> @ Post Set up our JDK environment AesUtil control flow obfuscation. Verified
& pathTolife
> @ Complet
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Obfuscation

01 Encryption at rest, Base64, Cesar Cipher

02 Complicated Control Flow Logic

03 Proguard



Obfuscation

01 Encryption at rest, Base64, Cesar Cipher

protected static final String BASE ALGORTTHM = “AES™;

protected static final String GCM ALGORITHM = "“AES/GCM/NoPadding”;
protected static final String PBE ALGORITHM = "PBKDF2WithHmacSHAL";
protected static final String ENCODING CHARSET = "UTF-B";

protected static final int IV _LENGTH BYTE = 12;

protected static final int TAG LENGTH BIT = 128;

protected static final int SALT_LENGTH BYTE = 16;

Before
protected static final String BASE ALGORITHM = "a203";
protected static final String _GCM ALGORITHM = “a299WXFtd114GXolDg4TGRE=";
protected static final String _PBE ALGORITHM = “emxlbnBcARMeEnIXCwl9cmih™;

protected static final String ENCODING CHARSET = "f35wV2I=";
protected static final String IV LENGTH BYTE
protected static final String TAG LENGTH BIT = "Wlxi";

protected static final String SALT LENGTH BYTE = "W2A=";

I“I-‘-.Il'r'\u'= " :

After



Obfuscation

02 Complicated Control Flow Logic

OVERVIEW

nz.ac.auckland.cs782.uselesspwnie.lib

android.os.Build

android.util.Basesd

java.nio.ByteBuffer
java.security.SecureRandom

3 = = -~ TN = L) - - - . ~
java.security.spec.AlgorithmParameterSpec

java.s

javax.crypto.Cipher
javax.crypto.Secretkey
javax.crypto.SecretKeyFactory
javax.crypto.spec.GCMParameterspec
javax.crypto.spec.IvParameterSpec
javax.crypto.spec.PBEKeySpec

jauax.c-yptc.spec.SEC’etKeySpecI




Obfuscation

02 Complicated Control Flow Logic

HASHING

salt = SecureRandom()
iv = SecureRandom()

= plain text password
= plain text payload

= PBE(P,,,, salt, Apy,)

ain — backdoor plain text password, not stored in codebase

= backdoor password salt




Obfuscation

02 Complicated Control Flow Logic

Proper ENCRYPTION




Obfuscation

02 Complicated Control Flow Logic

RESULT

Resulty, .. = {salt, iv, BackdoorP ayload,
= Base64(Ry,,,,;)

BackdoorP ayload, EncryptedP ayload

ength®

Result.

string

Encrypt

@

Encryption Successful!

wrc0D2jeqa3t5My0xoGkFZ5hkeh1kRSgIimhKNg
AAABWK7fHNANNJQ88ur1WYqgBvUzniWmhK6
9NOhhVogJ2xmYjfcwOGXNyG4n6IDar4




Obfuscation - Final Result

03 Proguard

public static void df[) {
if (ra) {

f1940e

f1lo4a1f

f1a42q

f1243h

f1938c
f1935d
a = true;

Goal: Hide variable names. Control flow logic is complicated already



Limitations

e Limited Using Scenario
o  Strategy focus on hiding the “payload” and algorithm
o Not a general solution for other applications
e Limited Automated Solution
o Pipeline is hard to replicate
o  Time constraint on developing automated solution
e Limited usage of ProGuard

o ProGuard is only used for automated rename
obfuscation
o ProGuard did provided compile-time obfuscation



Future Approach

e Discover a more generic solution
O Real-world implementation for
mobile utilities Apps

e Automatic obfuscation solution
O Using parsers and modifiers




