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Simulation is the research tool of choice for a majority of the mobile ad hoc network
(MANET) community. However, while the use of simulation has increased, the credibility of
the simulation results has decreased. To determine the state of MANET simulation studies,
we surveyed the 2000-2005 proceedings of the ACM International Symposium on Mobile
Ad Hoc Networking and Computing (MobiHoc). From our survey, we found significant
shortfalls. We present the results of our survey in this paper. We then summarize common
simulation study pitfalls found in our survey. Finally, we discuss the tools available that
aid the development of rigorous simulation studies. We offer these results to the community
with the hope of improving the credibility of MANET simulation-based studies.

I. Introduction

Mobile Ad Hoc Networks (MANETS) are wireless
mobile nodes that cooperatively form a network with-
out infrastructure. Because there is no coordination
or configuration prior to setup of a MANET, there
are several challenges. These challenges include rout-
ing packets in an environment where the topology is
changing frequently, wireless communications issues,
and resource issues such as limited power and storage.
The leading way to research solutions to these difficult
MANET challenges is simulation.

In this paper, we consider the current state of
MANET simulation studies published in a premiere
conference for the MANET community, i.e., the Pro-
ceedings of the ACM International Symposium on
Mobile Ad Hoc Networking and Computing (Mobi-
Hoc) from 2000-2005 [9]. The results, unfortunately,
are discouraging; in general, results published on
MANET simulation studies lack believability. There
are several factors involved in conducting trustworthy
simulation-based research. For our study we focused
on the following four areas of credibility in research.

1. Repeatable: A fellow researcher should be able
to repeat the results for his/her own satisfaction,
future reviews, or further development.

2. Unbiased: The results must not be specific to the
scenario used in the experiment.

3. Rigorous: The scenarios and conditions used to
test the experiment must truly exercise the aspect
of MANETS being studied.
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4. Statistically sound: The execution and analysis
of the experiment must be based on mathematical
principles.

The remainder of the paper will focus on the current
state of MANET simulations, our survey results, com-
mon pitfalls to avoid, and tools to aid the researcher
in conducting simulation studies. The goal of this
paper is to raise awareness on the lack of reliability
of MANET simulation-based studies. We present our
survey results and identify common issues and pitfalls
as a starting point for improvement.

I.A. The Current State of MANET Simu-
lation Studies

‘We conducted a survey of MANET research published
in MobiHoc [9]; we only included the full papers in
our survey, not the poster papers. Simulation is an of-
ten used tool to analyze MANETS; 114 out of the 151
MobiHoc papers published (75.5%) used simulation
to test their research.

There are many discrete-event network simulators
available for the MANET community [35]. Unfortu-
nately, 34 of the 114 published MobiHoc simulation
papers (29.8%) did not identify the simulator used in
the research. Figure 1 shows the simulator usage re-
sults of the MobiHoc authors that did identify the sim-
ulator used. Network Simulator-2 (NS-2) [34] is the
most used simulator in MANET research; 35 of the 80
simulation papers that state the simulator used in the
simulation study used NS-2 (43.8%).

When the simulator used is not specified within a
published paper, the repeatability of the simulation
study is directly compromised. The most direct way
to make a research project repeatable is to make the
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code and configuration files from the simulation study
available to the community; unfortunately, in our sur-
vey, no paper made a statement about code availabil-
ity. In addition, the researcher must identify the sim-
ulator and version, the operating system, and all vari-
able settings. Repeatability is also based on the sce-
narios evaluated, the techniques used to avoid initial-
ization bias (influence of empty queues, etc., at the
start), and the techniques used to analyze the results.
Thus, a published paper must discuss or reference all
of these details to meet the repeatability criteria.

Self-developed (27.3%)

NS-2 (43.8%)

MATLAB (3.8%)

'« CSIM (2.5%)
‘a OPNET (6.3%)

GloMoSim (10.0%) <— QualNet (6.3%)

Figure 1: Simulator usage from our MobiHoc survey.

To be an unbiased study, a project must address ini-
tialization bias, random number issues, and use a va-
riety of scenarios. The only time to use a single sce-
nario is to prove a limitation or counter a generaliza-
tion. To be a rigorous study, factors such as node den-
sity, node footprint, coverage, speed, and transmission
range must be set to exercise the protocol under test.
For example, a study that uses scenarios with aver-
age hop counts, between source and destination, be-
low two are only testing neighbor communication and
not true routing. Finally, to be a statistically sound
study, a project must account for initialization bias,
execute a number of simulation iterations, provide the
confidence levels that exist in the results, and list any
statistical assumptions made. In this paper we use the
results of our MobiHoc survey to raise awareness of
the low percentage of MANET research efforts satis-
fying these requirements.

L.B. Survey Motivation

The authors of [29] completed a similar evaluation
of network simulation studies in 1999. However, be-
cause the first MobiHoc conference was in 2000, this
previous evaluation of simulation studies was unable
to include simulations studies published in the Mo-
biHoc conference. In addition, unlike our paper, the
evaluation of simulation studies from 1999 was on
network simulations in general, not on MANETS in

specific. Because our research is focused on the spe-
cific niche of network simulations with mobility, we
completed a survey on the state of MANET simula-
tions published in all of the previous MobiHoc pro-
ceedings. We found that, although it has been six
years since the previous survey study, network sim-
ulation studies (at least in the MANET community)
have not improved and, in some cases, have deterio-
rated even further.

As an example where the reliability of simulation
studies has not improved, consider the simulation type
(i.e., terminating or steady-state) used in a simulation
study'. In [28], 1690 of 2200 simulation papers (ap-
prox. 77%) did not state the type of simulation. In
our MobiHoc survey, 66 of the 114 simulation papers
(57.9%) did not mention the type of simulation used in
the study. As an example where the credibility of sim-
ulation studies has deteriorated, consider the pseudo
random number generator (PRNG) used in a simula-
tion study. In [28], approximately 650 of the 2200
(approx. 30%) papers stated which PRNG was used
in the research. In our MobiHoc survey, not a single
paper mentions the PRNG used.

As the MANET community moves forward toward
implementation, it is imperative to have reliable simu-
lation research and researchers addressing the design
of experiments (DOE) used in their studies [4, 24].
While DOE should be used to conduct the overall
study, we leave the DOE details to the DOE commu-
nity and focus on issues specific to MANET research
in this paper.

The remainder of this paper is organized as fol-
lows. In Section II, we provide detailed descriptions
and results from our survey of the published papers
in the 2000-2005 proceedings of the MobiHoc con-
ference. We then document a list of pitfalls that ex-
ist in simulation-based MANET studies in Section III.
The list was developed from our survey of MobiHoc
papers and our own experiences in MANET simula-
tions. Section IV introduces tools researchers can use
to conduct credible simulation based studies. Our goal
is to raise awareness of the issues and to introduce
tools to aid MANET researchers in conducting and
reporting credible simulation results.

II. Survey Results

To evaluate the current state of reliability in MANET
research we surveyed the published papers of Mobi-

!"Terminating simulations have a finite end time; steady-state
simulations are not time specific, and answer the question of long
term performance [18].
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Table 1: Survey results for 151 published papers in ACM’s MobiHoc conference, 2000-2005.

Simulator and Environment

Totals Percentage | Description
114 of 151 75.5% Used simulation in the research.
Oof 114 0.0% Stated the code was available to others.
80 of 114 70.2% Stated which simulator was used.

35 of 80 43.8% Used the NS-2 simulator.

8 of 80 10.0% Used the GloMoSim simulator.

5 of 80 6.3% Used the QualNet simulator.

5 of 80 6.3% Used the OPNET simulator.

3 of 80 3.8% Used MATLAB/Mathematica.

2 of 80 2.5% Used the CSIM simulator.

22 of 80 27.3% Used self-developed or custom simulators.

7 of 58 12.1% Stated which version of the public simulator was used.

3of 114 2.6% Stated which operating system was used.

8of 114 7.0% Addressed initialization bias.

48 of 114 42.1% Addressed the type of simulation.

0of 114 0% Addressed the PRNG used.

Simulation Input Parameters
Totals Percentage | Description

109 of 114 95.6% Conducted MANET protocol simulation studies.
62 of 109 56.9% Stated the number of nodes used in the study.

58 of 109 53.2% Stated the size of the simulation area.

62 of 109 56.9% Stated the transmission range.

49 of 109 45.0% Stated the simulation duration.

41 of 109 37.5% Stated the traffic send rate.

31 of 109 28.4% Stated the traffic type (e.g., CBR, etc.)

39 of 109 35.8% Stated the number of simulation runs (iterations).
42 of 109 38.5% Used mobility in the study.

34 of 42 81.0% Stated the mean speed of the nodes.

26 of 42 61.9% Stated the speed variance about the mean.

21 of 42 50.0% Stated the mean pause time of the nodes.

16 of 42 38.1% Stated the pause time variance about the mean.

38 of 42 90.5% Stated which mobility model was used.

25 of 38 65.8% Used the random waypoint mobility model [16].
2 of 25 8.0% Used the steady-state version of the random waypoint mobility model [26].
2 of 38 5.3% Used a group mobility model [14, 32].

4 of 38 10.5% Used a grid/road mobility model (e.g., [7]).

5 of 38 13.2% Used the random direction mobility model (e.g., [36]).
Plots/Charts/Graphs
Totals Percentage | Description
112 of 114 98.2% Used plots to illustrate the simulation results.
14 of 112 12.5% Used confidence intervals on the plots.
100 of 112 89.3% Had legends on the plots.
84 of 112 75.0% Had units on the data or labels.
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Hoc, a premiere MANET conference. For each paper
in the proceedings, we distilled the answers to sev-
eral simulation study questions. Only the appropriate
questions were asked of each paper, e.g., if a paper did
not use plots, the detailed plot questions were not sur-
veyed for that paper. Additionally, we reviewed each
paper individually avoiding word searches or other
means of automatically gathering results; in other
words, papers that described the study without using
explicit descriptors were counted. For consistency, the
same person reviewed all of the papers; to validate the
results, we had a second person review all of the pa-
pers with a subset of the questions and a third person
to correct the few inconsistencies found.

We used the database of survey data to compile the
results shown in Table 1, and we discuss some of these
results in Section III. Overall, the results in Table 1
indicate trends in the lack of believability in MANET
simulation research, even though using MANET sim-
ulation research to test performance is prominent; that
is, 114 out of the 151 (75.5%) published MobiHoc pa-
pers used simulation as the basis for the study. Simu-
lation is a large portion of the research in the MANET
community making its lack of believability a concern.

III. Common Simulation Pitfalls

We have developed a list of simulation pitfalls that im-
pact the reliability of a simulation-based study. We
have accumulated the list from our own experiences
with simulations as well as the experience of others
in the field. Pitfalls identified from our survey of Mo-
biHoc papers are also included in the list. Because
the pitfalls impact different phases of a simulation-
based study, we have grouped the pitfalls into the fol-
lowing categories: simulation setup, simulation exe-
cution, output analysis, and publishing.

ITII.A. Simulation Setup

Simulation setup is the phase of a MANET research
effort that is most often skipped or overlooked; and if
the setup phase is done improperly, the credibility of
the simulation study is flawed from the start. Setup be-
gins with determining the simulation type, validating
the model, validating the PRNG, defining variables,
and developing scenarios.

III.A.1. Simulation Type

Although selecting the type of simulation appears to
be a trivial step, not identifying the type of simu-
lation (terminating vs. steady-state) is a commonly

overlooked step for researchers. As mentioned, 66 out
of the 114 simulation papers (57.9%) in our MobiHoc
survey did not state whether the simulation was termi-
nating or steady-state. We suspect most simulations
are steady-state because MANET researchers are typ-
ically interested in the long term average behavior of
an ad hoc network.

Not determining the simulation type can lead to
poorly designed simulations with statistically un-
sound results. The most common error made by re-
searchers is to execute one type of simulation and re-
port results on the other type of simulation. For exam-
ple, executing a terminating simulation for a set num-
ber of seconds and claiming the results represent the
steady-state behavior [28]. This can produce results
much different from the steady-state if the simulation
terminated well before the statistics converged. The
researcher should always determine the type of simu-
lation and measure convergence if it is a steady-state
simulation (see Section III.B.2 for more detail). See
[22] for an example of a MobiHoc paper identifying
the simulation type used in the study.

III.A.2. Model Validation & Verification

After the type of simulation is determined, the sim-
ulation model itself must be prepared. As stated in
[23] the model must be validated as a baseline to start
any experimentation. Many researchers download the
NS-2 simulator, compile it, and begin to execute simu-
lations with a model that has not been validated in his
or her environment. Additionally, many researchers
make changes to NS-2 during the study and these
modifications or enhancements need to be validated.
Likewise, the protocol that is being evaluated must be
verified to ensure it has been coded correctly and oper-
ates in accordance with the protocol specifications [2].
Not validating the model or verifying code is a com-
mon pitfall [1]. For example, when we upgraded to a
new compiler we found that it implemented a broad-
cast function in one of our protocols differently than
before. This difference had an impact on protocol per-
formance. See [41] as an example of MobiHoc au-
thors discussing validation prior to evaluation.

II1.A.3. PRNG Validation & Verification

With the computing power available to researchers to-
day and the complexity of the NS-2 model, MANET
researchers need to ensure the PRNG is sufficient for
his or her study. For example, the NS-2 PRNG does
not allow a separate request stream for each dimen-
sion (i.e., a unique request stream) that exists in a sim-
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ulation study. A three dimension example is when a
simulation has three different random pieces, such as
jitter, noise, and delay. A researcher wants all three of
these series (dimensions) to be uniformly distributed
with each other and within each stream (e.g., the jitter
stream needs to be uniformly distributed). The authors
of [19, 28, 29, 30] show that a 2-dimensional request
on a PRNG is valid for approximately 8+/L, where L
is the cycle length. In NS-2, the cycle length is 23! —1,
which means that only (approximately) 10,000 num-
bers are available in a 2-dimensional simulation study.
Thus, [30] estimates that the NS-2 PRNG is only
valid for several thousand numbers before the poten-
tial non-uniformity of numbers or the cycling of num-
bers. This cycling time occurrence is obviously de-
pendent on the number of PRNG calls made during a
simulation, but the study in [30] found most network
simulations spent as much as 50% of the CPU cycles
generating random numbers. Our testing of PRNG
cycling shows cycling impact is minimal because the
repeat of numbers does not occur with the simulator
in the exact same state as the previous time. However,
according to [30], the dimensionality of the numbers
is likely to cause a problem in correlation. Thus, be-
fore publishing results, a researcher should validate
the PRNG to ensure the PRNG did not cause corre-
lation in the results. If the cycle length is an issue
with NS-2, Akaroa-2 [11] offers an NS-2 compati-
ble PRNG with a cycle of 2'! — 1. The Akaroa-2
[11, 31] PRNG provides several orders of magnitude
more numbers and is valid to 82 dimensions.

III.A.4. Variable Definition

NS-2 uses hundreds of configurable variables dur-
ing an execution in order to meet its general wired
and wireless network simulator requirements. For
example, there are 538 variables defined in the
ns-default.tcl file of NS-2.1b7a and there are 674
variables defined in the ns-default.tcl file of NS-
2.27. The large number of variables makes it diffi-
cult to track each variable’s default setting. Addition-
ally, an increase in the number of variables between
the different NS-2 versions indicates there is a rising
number of variables with each new version of NS-2.
Our review of the Tcl driver files from our protocols,
as well as the examples provided by NS-2, show that
many simulation driver files leave key parameters un-
defined. For example, three out of 12 (25%) of the
wireless examples in NS-2 do not define the transmis-
sion range of a node. The transmission range is a key
variable in MANET performance. If the transmission
range default is changed from one NS-2 version to the

next, the results of a simulation would be significantly
different. The researcher should define all of the vari-
ables by using his or her own configuration file or Tcl
driver file [4]. See [33] as an example of how to define
variables and reference them on a website, providing
more detail than can be written in a published paper.

II1.A.5. Scenario Development

Table 2 lists the parameters used by the authors who
provided the number of nodes, the size of the simula-
tion area, and the transmission range of nodes used in
the simulations. Only 48 of the 109 MANET protocol
simulation papers in our survey of published Mobi-
Hoc papers provided all three of these input parame-
ters, detailing 61 simulation scenarios. Table 2 shows
the wide range of values in these 61 scenarios. We
note that scenario #36 and scenario #37 are the only
two scenarios that match; the other scenarios are all
unique. The number of nodes in a scenario ranged
from 10 nodes to 30,000 nodes. The simulation area
ranged from 25mx25m to 5000 mx 5000 m. The
transmission ranges varied from 3 m to 1061 m. Ta-
ble 2 also shows the variety of width and height val-
ues, illustrating the different shapes used in MANET
simulation scenarios. Additionally, Table 2 reflects
that the parameter values are often very specific, e.g.,
a 1981.7m squared simulation area. The survey re-
sults highlight the wide range of simulation scenarios
used to conduct MANET research and the lack of uni-
form rigorous testing of MANET protocols.

We validated the wide range of input parameters by
comparing the derived parameters of each scenario.
Table 3 shows a list of the derived parameter defin-
itions and formulas. The derived parameters aggre-
gate multiple input parameters to further character-
ize a scenario. The derived parameters also provide a
common basis for comparison across scenarios. Fig-
ure 2 is a scatter plot of all the derived parameters for
the 61 sets of input parameters. The plot shows every
variable plotted against all the others. For example,
the upper right plot is simulation area versus neigh-
bor count with edge effect. The scatter plot reflects
the wide range of scenarios and the lack of correlation
between parameters.

Figure 2 also shows the lack of independence be-
tween parameters, such as node density and node cov-
erage. In addition, the lack of multiple groupings in
each plot illustrates that the community is not cover-
ing the range of values in a consistent organized man-
ner. For example, if there were benchmark scenarios
for small, medium, and large sized simulations, then
there would be three groupings of values in each of
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Table 2: Input parameters from 61 published scenarios
in the proceedings of the MobiHoc conference, 2000-
2005, sorted by number of nodes.

No. | #Nodes | Area(mxm) | Range (m) |

1 10 1000 x 1000 100
2 20 350 x 350 100
3 20 1000 x 750 250
4 24 800 x 1200 250
5 25 200 x 200 100
6 25 900 x 900 250
7 30 350 x 350 100
8 36 3000 x 3000 1061
9 40 350 x 350 100
10 40 900 x 900 250
11 40 5000 x 5000 250
12 50 40 x 40 10

13 50 350 x 350 100
14 50 500 x 500 100
15 50 1500 x 300 250
16 50 1500 x 300 275
17 50 1000 x 1000 250
18 50 1000 x 1000 100
19 60 350 x 350 100
20 70 25x25 10

21 70 350 x 350 100
22 80 350 x 350 100
23 90 350 x 350 100
24 100 100 x 100 20

25 100 350 x 350 100
26 100 300 x 1500 250
27 100 400 x 400 100
28 100 1200 x 1200 250
29 100 500 x 500 100
30 100 575 x 575 250
31 100 575 x 575 125
32 100 650 x 650 67

33 100 1000 x 1000 250
34 100 1000 x 1000 150
35 100 1000 x 1000 50

36 100 1000 x 1000 100
37 100 1000 x 1000 100
38 100 2200 x 600 275
39 100 2000 x 600 250
40 100 150 x 1500 250
41 100 3000 x 900 250
42 100 1000 x 1000 100
43 110 350 x 350 100
44 120 2500 x 1000 250
45 200 100 x 100 40

No. | #Nodes | Area(mxm) [ Range(m) |

46 200 500 x 500 70
47 200 1700 x 1700 250
48 200 1981.7 x 1981.7 250
49 225 100 x 100 20
50 225 600 x 600 100
51 400 100 x 100 20
52 400 800 x 800 100
53 500 3000 x 3000 67
54 600 3000 x 3000 250
55 625 1000 x 1000 100
56 1000 40 x 40 3

57 1000 81.6 x 81.6 300
58 1000 100 x 100 10
59 1000 500 x 500 20
60 10000 600 x 600 35
61 30000 5000 x 5000 100

the simulation area plots. Finally, the extreme val-
ues in the derived parameters do not correlate with the
extreme input parameters. For example, the highest
number of nodes (30,000) is the 6th lowest value for
the neighbor count derived parameter. The MANET
community lacks consistent rigorous scenarios to val-
idate and test solutions to MANET issues.

As a result of this lack of rigorous scenarios, re-
searchers need to analyze the topologies generated by
the mobility model generators and evaluate the im-
pact of the various scenario parameters. There have
been several emails on the NS-2 mailing list [12] ask-
ing what a valid scenario is for MANET research, but
currently there is no single benchmark of MANET
scenarios to test a protocol. The MANET commu-
nity needs a way to characterize simulation scenarios
in order to evaluate and compare protocols and per-
formance and ensure protocols are rigorously tested.
For example, from Table 2, scenario #8, the simu-
lation area is 3000 m x 3000 m, but the transmission
range of 1061 m lowers the average hop count to only
1.67 hops. This hop count means most source and des-
tination pairs are direct neighbors and the rest have
only one intermediate node. See Section IV for tools
that aid in scenario evaluation and characterization.

ITII.B. Simulation Execution

Executing the simulation is where a lot of time is
spent. Therefore, it is important to conduct the execu-
tion portion correctly. We highlight several execution
pitfalls we have discovered; these pitfalls impact data
output, analysis, and ultimately results.
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Table 3: Derived scenario parameter definitions and

formulas.
Parameter Description Formula |
Simulation | Square meter area of
Area the topology. w x h
Node Density of nodes in the n
Density simulation area. (w x h)
Node Area covered by a )
Coverage | node transmission. X
Footprint Percentage of the sim-
ulation area covered | (rxr%) % 100
by a node’s transmis- | (wxh)
sion range
Maximum | The maximum linear
Path distance a packet can (w? + 72)
travel from source to
destination.
Network The minimum number
Diameter of hops a packet can
take along the maxi- (w? + h?)
mum path from source r
to destination.
Neighbor The number of neigh-
Count bor nodes based on (7 x 1?)
transmission and sim-
w X h
ulation area. It does ( m )
not account for the
edge of the simulation
area.
Neighbor The average number | Simulation
Count of neighbor nodes ac- | with n, 7,
Edge counting for the edge | and (w x h)
Effect of the simulation area

reducing the node’s

coverage. For exam-

ple, a node in the cor-

ner of the simulation

area only has neigh-

bors in 25% of its cov-

erage area.

w = width, h = height
r = transmission range, n = # of nodes

56

III.B.1. Setting the PRNG Seed

One mistake we have seen in NS-2 based simulation
studies concerns not setting the seed of the pseudo
random number generator (PRNG) properly. NS-2
uses a default seed of 12345 for each simulation run
[27]. Thus, if an NS-2 user does not set the seed, each
simulation will produce identical results. Addition-
ally, if the seed is not set or is set poorly, it can negate
the independent replication method which is typically
used in analysis. Introducing correlation in the repli-
cations negates the common statistical analysis tech-
niques and the results. In our MobiHoc survey, none
of the 84 simulation papers addressed PRNG issues.
The researcher should ensure the seed is set correctly
in his or her Tcl driver file and that the NS-2 Random
class is used for all random variables.

II1.B.2. Scenario Initialization

Another pitfall is not initializing the scenario cor-
rectly. This pitfall usually occurs from a lack of un-
derstanding of the two types of simulation. In termi-
nating simulations, the network is usually started in
a certain configuration that represents the start of the
simulation window. For example, if the researcher is
trying to simulate a protocol’s response to a failure
event, he or she needs to have the failure as the initial-
ization of his or her analysis. Likewise, most simula-
tions start with empty caches, queues, and tables. The
simulation fills the caches, queues, and tables until a
steady-state of activity is reached. Determining and
reaching the steady-state level of activity is part of the
initialization. Data generated prior to reaching steady-
state is biased by the initial conditions of the simula-
tion and cannot be used in the analysis. Steady-state
simulations require that the researcher address initial-
ization bias [25, 40]. For example, in protocols that
maintain neighbor information, the size of the neigh-
bor table should be monitored to determine when the
table entries stabilize, because the protocol will per-
form differently with empty routing tables. Akaroa-2
[11] is a tool that monitors variables during execution
to determine steady-state (See Section IV).
Unfortunately, only eight of the 114 simulation pa-
pers in our MobiHoc survey (7.0%) addressed initial-
ization bias, and all eight use the unreliable method of
arbitrarily deleting data. The arbitrary discard periods
ranged from 50 seconds to 1000 seconds. Deleting the
first portion of the data collected is not a plausible so-
lution. There needs to be statistical rigor in determin-
ing a simulation has truly reached steady-state. The
researcher should monitor convergence for the steady-
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Figure 2: A scatter plot with each of the eight derived scenario parameters plotted against the other derived

scenario parameters.

state portions of his or her protocol. For more infor-
mation on statistically sound methods of addressing
initialization bias see [5, 18, 38, 40]. See [8] for an
example of a MobiHoc paper that addressed scenario
initialization.

III.B.3. Metric Collection

Another area of concern is the metric measurements
collected during execution. If the simulation executes
properly, but the researcher does not obtain the data
he or she needs from the simulation, the simulation is
worthless [29]. Appropriate output is especially crit-
ical if output has to be correlated. For example, if
the researcher is trying to track delivery ratio for data
packets and control packets, each type of packet must

be identified along with the source and destination to
determine the number of each type of packet sent and
successfully received. Outputting only the number of
packets sent and the number of packets received will
not provide the granularity required in the measures.
The researcher needs to include output analysis in his
or her practice runs of the simulation to ensure the cor-
rect metric is being collected. See [20] for an example
of a MobiHoc paper describing and defining the sta-
tistics used in calculating results.

III.C. Output Analysis
Output analysis is the downfall of many simulation

studies. Typically, the preceding steps take longer
than planned, which means sufficient time is not pro-
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vided for output analysis at the end of the schedule.
Whether it is the publication deadline, or a thesis de-
fense date, proper analysis is often compromised in
the following ways.

III.C.1. Single Set of Data

This pitfall is taking the first set of results from a sim-
ulation and accepting the results as “truth”. The de-
cision to take the first set is not a plausible way to
conduct research. With a single result the probabil-
ity is high that the single point estimate is not rep-
resentative of the population statistics. A single ex-
ecution of a discrete-event simulation is not account-
ing for the model’s innate randomness in the exper-
iment. Executing the simulation once will produce
results, maybe even good results [18], however, the
single point estimate produced will not give the re-
searcher sufficient confidence in the unknown popu-
lation mean. The researcher needs to determine the
number of runs necessary to produce the confidence
levels required for his or her study. In our MobiHoc
survey, only 39 of the 109 MANET protocol simula-
tion papers (35.8%) stated the number of simulation
runs executed. See [15] for an example of a Mobi-
Hoc paper using multiple replications to achieve high
confidence and [8] for an example of a MobiHoc pa-
per documenting the number of replications used and
how the quantity was chosen.

III.C.2. Statistical Analysis

This pitfall concerns not using the correct statistical
formulas with the different forms of output. For ex-
ample, using the standard formulas for mean and vari-
ance without ensuring the data is independent and
identically distributed (iid). Use of iid based formu-
las on correlated data can reduce reliability by pro-
ducing biased results. The researcher needs to use
batch means or independent replications of the data
to ensure iid and prevent correlated results [10]. From
the survey in [29] 76.5% of the papers did not discuss
the statistical methods used in analysis. See [37] for
an example of a MobiHoc author that described the
analysis and data used to calculate the results.

III.C.3. Confidence Intervals

This pitfall is a culmination of several of the previous
analysis issues. Confidence intervals are a tool to pro-
vide a range where we think the population mean is
located relative to the point estimate [6, 38]. Confi-
dence intervals account for the randomness and var-
ied output from a stochastic simulation. However,

in our survey, 98 of the 112 simulation papers using
plots (87.5%) did not show confidence intervals on the
plots. See [41] for an example of a MobiHoc paper
that used confidence intervals.

III.D. Publishing

Table 1 lists all the data from our MobiHoc paper sur-
vey. The lack of consistency in publishing simulation-
based study results directly impacts the trustworthi-
ness of these studies. In addition, the inconsistency
prevents the direct comparison of results, limiting re-
search advancements. The publishing pitfalls prevent
the MANET community from taking advantage of
new researchers interested in these studies. A new re-
searcher cannot repeat the studies to start his or her
own follow-on research.

Publishing is a big part of breaking the “repeat-
able” criteria for credible research, because much
of the simulation study is unknown to the paper
reader. As stated earlier, there are 674 variables de-
fined in the ns-default. tcl file of NS-2.27. To en-
sure repeatability the researcher must document the
ns-default.tcl file used and any changes made to
the settings of the variables in the file. When pub-
lishing, the authors need to state if the code is avail-
able and how to obtain the code. There should be a
code statement even if the code’s release is restricted
by copyright or third party ownership. See [33] as an
example of how to properly define variables without
using a large portion of the published paper.

At the bottom of Table 1 are publishing specific sta-
tistics. Plots of simulation results are common, i.e.,
112 of the 114 simulation papers (98.2%) used plots
to describe results. However, 12 of the 112 simulation
papers with plots (10.7%) did not provide legends or
labels on his or her charts. Additionally, 28 of the 112
simulation papers with plots (25.0%) did not provide
units for the data being shown. The lack of labels and
units can cause readers of these papers to misinterpret
or misunderstand the results.

Several of the results in Table 1 are significant inef-
ficiencies in publishing simulation based results. For
example, 47 of the 109 MANET protocol simulation
papers (43.1%) did not state the transmission range
of the nodes. Also, 78 of the 109 MANET protocol
simulation papers (71.6%) did not mention the packet
traffic type used in the simulation. Although both of
these parameters were set to execute the simulation,
neither were documented nor referenced in these pa-
pers.

A final area of concern in publishing results, one
that was not quantified in our survey, is supporting the
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text with charts and graphs and vice versa. Many pa-
pers had charts that were not discussed in the text or
the text referenced a chart as supportive, but it was not
clear in the chart how it supported the work.

These publishing pitfalls directly impact the credi-
bility of the research conducted in the MANET com-
munity. The best simulation based studies can be lost
behind a biased, unrepeatable, and unsound document
describing the work.

IV. Community Resources

There is some research in developing techniques and
processes to aid credible simulation studies. This
research is often found in the general simulation
community, not the MANET community specifically;
however, many groups and authors, such as [1, 3, 13,
39], have outlined steps applicable to MANET re-
search. These methods aid in validation, verification,
output analysis, etc. for a simulation based study, and
give the overall study more credibility.

Although there has been work on techniques and
processes, we have found very few tools that aid re-
searchers in conducting credible simulation studies.
Simulation tools are needed to understand the large
amount of data produced during network simulations.
Tools can analyze the input data as well as aid in vali-
dation, verification, initialization, and output analysis.
The few tools available today that we are aware in-
clude:

e The Akaroa-2 [11] suite, which help a re-
searcher monitor simulation execution to deter-
mine steady-state and prevent correlation among
multiple replications of a simulation.

e The interactive NS-2 protocol and environment
confirmation tool (iNSpect) [17], which visual-
izes the trace file of an NS-2 simulation. The
visualizations can be used for scenario devel-
opment, model validation, protocol verification,
and results analysis.

e The Simulator for Wireless Ad Hoc Networks
(SWAN) [21], which enables a researcher to cre-
ate a virtual environment for conducting experi-
ments with MANETS.

We also note that we are developing a SCenariO char-
acteRizEr for Simulation (SCORES) tool. SCORES
will evaluate the rigor with which a scenario tests a
MANET protocol by characterizing the scenario.

To aid the community in learning about current and
future tools available for use with MANET simulation

studies, we have created an on-line list. If you know
of a simulation tool that can be used to aid the de-
velopment of credible simulation studies, please let us
know. The current list of tools can be found on our
research website at http.//toilers.mines.edu..

V. Conclusions

Summarizing the four areas of credibility, we found
less than 15% of the published MobiHoc papers are
repeatable. It is difficult, if not impossible, to repeat a
simulation study when the version of a publicly avail-
able simulator is unknown, and only seven of the 58
MobiHoc simulation papers that use a public simula-
tor (12.1%) mention the simulator version used. It is
also difficult, if not impossible, to repeat a simulation
study when the simulator is self-developed and the
code is unavailable. In addition, only eight of the 114
simulation papers (7.0%) addressed initialization bias
and none of the 84 simulation papers addressed ran-
dom number generator issues. Thus, we are concerned
that over 90% of the MobiHoc published simulation
results may include bias. With regard to compromis-
ing statistical soundness, 70 of the 109 MANET pro-
tocol simulations papers (64.2%) did not identify the
number of simulation iterations used, and 98 of the
112 papers that used plots to present simulation results
(87.5%) did not include confidence intervals. Hence,
only approximately 12% of the MobiHoc simulation
results appear to be based on sound statistical tech-
niques.

MANET simulation-based research is an involved
process with plenty of opportunities to compromise
the credibility of the study. In this paper, we have
identified several pitfalls throughout the simulation
lifecycle. Each of the pitfalls discussed in Section IIT
takes away from the goals of making the research re-
peatable, unbiased, rigorous, and statistically sound.
Documenting these pitfalls and sharing knowledge
about how to address these common issues will in-
crease the reliability of studies in the MANET com-
munity. Our survey of MobiHoc papers showed the
current state of MANET research and the lack of con-
sistency, re-enforcing the need for simulation study
guidance.
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