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Introduction

> Network service is used to provide networked data storage, or other online
functionality to apps.
> Network service is wildly used in mobile applications.
» Mobile Device Management.
» Receive command from a peripheral equipment (loT device).
> File delivering, voice calls, etc., (Point-to-Point Network).
» File or media sharing, etc., (Content Delivery Network).

Projects app Ul via USB Connection

Touch events on the in-vehicle device

1745 3/ma i2ei 4

The app turns the device
to a server
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Motivation

P> Recent research evaluating the security of open port usage in Android apps has
demonstrated new attack avenues that can exploit the vulnerability of network
services and access unauthorized sensitive data previously unthought of.

> There are many works on how to solve limitations on static analysis android apps
such as handle dynamic code loading, complex implicit control/data flows, or
advanced code obfuscation.

What about iOS?
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> Vetting and analyzing network services of iOS applications.

» Understanding network service of iOS ecosystem.
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Challenges

» Public repository of iOS apps is not available
» Practical tools for automatically analyzing iOS apps are not well developed.

» Network service libraries of iOS apps are not available.



Design Overview
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Collecting iOS Apps

Collecting iOS apps

’ iTunes App Store l

+Crawling
| DRM protected IPA file |

y DRM Removing » Download apps from iTunes app store
| DRM removed IPA file | utilizing iTunes' dll file

yParsing » Decrypt the app by only delivering the
[ Metadata ] executable

Storing

( 168,951 apps & metadata




Collecting iOS Apps — cont
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Vetting

» Dynamic analysis
> Static analysis
» Manual confirmation



Dynamic analysis
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Dynamic analysis

11:55:23.000000 Libby DetourInfo:: FBundleVersion: 114
11:55:23.000000 Libby DetourInfo:: ipvé4 info
12:55:23.000000 Libby DetourInfo:: sin_family: AF_INET 2 /% internetwo
11:55:23.000000 Libby DetourInfo:: port: 15352

{:::;;:23.000000 Libby DetourInfo:: relax, safe s_addr config, 127.0.0.1
11:55:23.000000 Libby DetourInfo:: call stack logged to file: /private/var/mobile/C.
11:55:23.000000 Libby DetourInfo:: call stack: ( @ binddetours.dylib..
11:55:23.000000  Libby AAAAA DetourInfo:: block end AAAAA
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item: <missing buffer data> Category: <missing buffer data> Details

wrinfo:: call stack:

Libby
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Volatile
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From inspection of
network interface, we can
find out which app
provide network service
» Deploy an addon on
jailbroken iOS devices
to redirect _bind API
calls
» Fetch parameters of
_bind API
Call stack extraction
» The call stack is
maintained by the
addon for network
service library analysis
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Result of Dynamic Analysis

Dynamic Loopback Interface LAN
Port (0) (e.g., 127.0.0.1) Interface
China (480) 16 (3.33%) 14 (2.91%) 51 (11.04%)
U“it&‘lzﬁ)tates 42 (5.12%) 43 (5.24%) 62 (7.01%)
Total (1,300) 58 (4.46%) 57 (4.38%) 113 (8.69%)

» Dynamic port is for in-app communication
» In iOS, attack service bind on loopback is impossible.

> The app that need static analysis are apps listen on LAN interface.
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Static Analysis

Researcher solution:

» Supplement semantics of more ARM instructions to the decompiler to reduce
memory usage

» Convert inter-procedural data-flow analysis to on-demand inter-procedural to
speed up analysis performance

» Formulate and specify rules for the misuse of network services



Static Analysis — result
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FGCDWebUploader inftWitht all void
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indexFilen:
FGCDWebUploader initwithUploadDirectory:10x7 112594290 store 164 %X0_6421, 164° %X3_ptr,
falign 4( store 164 %X0_6421, i64* %X3_ptr, align 4)
FGCDWebUploader initWithUploadDirectory:J0x71f2c5d59b58 %X8_3778 =
falign 1(@100 = external global i1)
[ox71f2c5180700 164 4295171188(@100 = external global i1)
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PATH #2
Trace
Void
|@objc_msgSend(%regset* %0)( store i64 %X0_7536, i64* %X3_ptr, align 4)
Callod:
COWebServer
20UGETHandlerForBasePathdirectoryPath RangeRequests)
Witho store 164
|%6X0_7536, 164" %X3_ptr, al\gn 4( store 64 %X0_7536, 164" %X3_ptr, align 4)
WithOptions:JOx71206721490 call void
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Called:

Analysis result
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Manual confirmation

> Automated analysis can't verify specified vulnerabilities.
» Mainly focus on remote vulnerabilities for exploits.

» For example, vulnerable service exposed to cellular network is high risk, medium
risk for exposed to Wi-Fi network.



Signature of Network Services

Since call stacks don't have enough information, we need to map them to token.

__text: 000000010099E130 ; Data XREF: -[TJICDAsyncSocket acceptOnlinterface:port:erro:]+B0 10
0 binddetours.dylib 0x0000000101aaf758
1 Covet 0x0000000100alelfs (@ __text: 000000010099E1F4 BL __bind
2 Covet 0x0000000100a1e608 __text: 000000010099E1F8 CMN WO, #1
3 libdispatch.dylib 0x000000019b8b9770
__text: 000000010099E220 ADRP X2, #cfstr_ErrorinListenF@Page; “Error in listen() function”
8 libdispatch.dylib 0x000000019b8c471c __text: 000000010099E224 ADD X2, X2, #cfstr_ErrorinListenF@PageOFF; “Error in listen() function”
9 Covet 0x0000000100a3bd94
10 Covet 0x0000000100a720f4 .— __text: 000000010099E314 RET
11 Covet 0x0000000100a71f40 __text:00000001009F1FBC ; id __cdecl +[TICacheProtocol cacheServer](TICacheProtocol_meta *self, SEL)

__text:00000001009F1FCO __TICacheProtocol_cacheServer_ ; DATA XREF: __objc_const:0000000101566448 \, o
26 Covet 0x0000000100329600

27 libdyld.dylib 0x000000019b8ea8h8 __text:00000001009F20F0 BL _objc_msgSend
__text:00000001009F20F4 MOV X24, X0

Call Stack
e — __text:00000001009F2118 ADRP X3, #cfstr_TapjoyCacheRea@PAGE ; "Tapjoy cache ready"
... “Error in listen() function” ... __text:00000001009F211C ADD X3, X3, #cfstr_TapjoyCacheRea@PAGEOFF ; "Tapjoy cache ready”
“+[TICacheProtocol cacheServer]
(TJCacheProtocol_meta *self, sel)”... Tapjoy __text:00000001009F218C ; End of function +[TJCacheProtocol cacheServer]

Cache ready” ...

Token <= Method




Signature of Network Services — cont

» Third-party libraries have a larger weight on similarity ratio of two different call
stacks.

P> Researchers duplicate the token multiple times according to the weight. Then
calculate the similarity of two new tokens.



Result of signature comparison

Library (a.k.a., Framework) Signatures Location China (480)  United States (820) 1,300 apps 168,951 apps
ibSy _bind Symbol Table | 353 (73.54%) 331 (40.37%) 684 (52.62%) | 69,238 (40.98%)
libresoly _res_9_nquery Symbol Table | 56 (11.67%) 1 (0%) 57 (4.38%) 1,481(0.88%)

Cor i _CFSocketSetAddress Symbol Table | 112 (23.33%) 57 (6.95%) 169 (13%) 11.965 (7.08%)
_OBJC_CLASS_S_GKLocalPlayer | Symbol Table

GameKit (1) TocalPlayer String Table 0(0%) 10 (1.22%) 10 (0.77%) 2.673 (1.58%)
registerListener: String Table
_OBJC_CLASS_$_GK Symbol Table

GameKit (2) sharedMatchmaker String Table 1(0%) 12 (1.46%) 13 (1%) 5.580 (3.3%)
setlnviteHandler: String Table

MultipeerConnectivity _OBJC_CLASS_$_MCSession Symbol Table 10 (2.08%) 3(0.37%) 13 (1%) 604 (0.36%)

» Over 40.98% apps use system APls to provide network services.
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Library (a.k.a., Framework)
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1,481(0.88%)

Symbol Table
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Tibresolv res_9_nquery

Cor i _CFSocketSetAddress Symbol Table | 112 (23.33%) 57 (6.95%) 169 (13%) 11.965 (7.08%)
_OBJC_CLASS_S_GKLocalPlayer | Symbol Table

GameKit (1) TocalPlayer String Table 0(0%) 10 (1.22%) 10 (0.77%) 2.673 (1.58%)
registerListener: String Table
_OBJC_CLASS_$_GK Symbol Table

GameKit (2) sharedMatchmaker String Table 1(0%) 12 (1.46%) 13 (1%) 5.580 (3.3%)
setlnviteHandler: String Table

10 (2.08%) 3(0.37%) 13 (1%) 604 (0.36%)

MultipeerConnectivity

_OBJC_CLASS_$_MCSession

Symbol Table

» Over 40.98% apps use system APls to provide network services.

» Apps in China are more likely to provide network service than apps in US.



Overall result

sddy Jo o,

Game App are the most likely to provide network services.



Overall result

#  Library/API Library/API

I Tapjoy-CocoaHTTPServer-Extension CocoaHTTPServer
2 Tapjoy-CocoaHTTPServer-Extension CocoaAsyncSocket
3 PDRCoreHttpDaemon _CFSocketSetAddress
4 Tonics_Webview GCDWebServer

5 CocoaHTTPServer CocoaAsyncSocket
6 Happy_DNS _res_9_nquery

7 MAASDK CocoaAsyncSocket
8 Tonics_Webview _bind

9  wangxin.taobao _CFSocketSetAddress
10 MongooseDaemon “bind

11 CocoaAsyncSocket _bind

12 Tapjoy-CocoaHTTPServer-Extension _bind

13 CocoaHTTPServer _bind

14 TencentVideoHttpProxy CocoaAsyncSocket
15 Platinum_UPnP _bind

16 GCDWebServer _bind

17 upnpx _bind

18 DIAL_UPnP _bind

19 WebRTC _bind

20 SmartDeviceLink _bind

21 Connect_SDK_Core_(iOS) DIAL

22 FunTV CocoaAsyncSocket
23  Unreal_Engine_4 Game_Kit_(2)

24 TencentVideoHttpProxy CocoaHTTPServer
35  wangxin.taobao “bind

26 UnityEngine.iOS “bind

Figure: Connection between third-party network service and system network service APls



Vulnerabilities in iOS Apps
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Summary & Mitigation

» App developers should avoid use LAN interface as much as possible.

» Network admin of Wifi and cellular network should enable strict firewall policy to
whitelist connection between same LAN network.

» Mobile OS vendor should implement a host-based firewall.



