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What is App in App? - Super App Example

Social Life Transfer Transportation

@ 4 ‘) PayPal m a m _‘_'_ Cal &y GREvHOURD MW|

Credit Card Payments Book a Flight/Hotel Finance Networking / Marketing / Dating

—]=]0! RELNA ] FEDEw

Chat/Messaging Shopping Charity Doctor Appointment | Utility | Gi

One app covers all categories above

&

WeChat
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What is App in App? - Super App Example

Table 1: Popular host apps and the amount of sub-apps avail-
able in the host apps.

: : : Number of | Number of
Host App Functionality (of the host itself, except sub-apps) Sibslipn: | Downloads

Instant Messaging, Social Networking,
WeChat Social Media, VoIP, Mobile Wallet 1hy 200N
Mobile Wallet, Finance/Investment Management,

Alipay Shopping, News, Social Networking, 120,000+ 1B+
Utility Bill Management, Travel

Chrome iBr
Safur N/AT

; Video Sharing, Instant Messaging, o /
L Personal Blog, Game Center o SRR
JinRiTouTiao News Feeding, live streaming 1M+

Instant Messaging, Video/Audio Chatting,
Q0 File Transfer, Personal Blog, i 10M+
Game Center, Mobile payment

Firefox 00N+

Opera Web Browser N/Av 100M +
Baidu Search engine, News, Short Videos, N/A+ 530M.
Voice Recognition, Readings
Address Book, Mobile Office Tool B
DingTalk T 20,000 500K+
Video Conference

Tl [ - | i | e

: Lack public information.



#
#
#
#

07:56 Q@ @ O4u

Android Typical Architecture

‘ APPLICATIONS

0

Allow Android Q Playground to
access this device's location?

Home Contacts Phone Browser

APPLICATION FF

ARy N nTeeT Window intent view The app will only have access to the
Manager jdRts Syscem location while you're using the app.
Telephony Resourc Location ification
Faciage Manager Manager Manage: Manager mnager
- : Allow
LIBRARIES { ANDROID R IME
Media i
Surface Manager POt SQLite Deny
|
OpenGL | ES FreeType WebKit M:lchilne
Deny & don't ask again
SGL SSL libe
LINUX KERNEL
Display Flash Memory Binder (IPC)
Driver Gamera Driver Driver Driver
Audio Power
Keypad Driver WiFi Driver Sfeers Management
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|OS Typical Architecture

Your App

Security framework

Security.Authorization

Operating system

Security Server

Security Agent

Welcome to Find My

Two Apps Became One

i A Find My Friends and Find My IPhone
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\ Motivation - Protect Malicious Actors

Spyware, Ransomware, Advertisements, Etc, etc
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Motivation - Protect Malicious Actors

App Privacy

rod
()

Dat to Track Y¢
ata Used to Track You Allow “Facebook” to track

your activity across other
companies’ apps and
websites?
@ contact Info < Location [Here, in addition to oth

B8 icent

®

Data Linked to You

@ Financialinfo 4 Location
© contactinfo [

Y ngHistory B 1der

Phone data is Valuable!
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APINA Typical Architecture

OS Permissions middleman!
Bypasses fine grain control for convenience

JavaScript
Layer

Native Layer dispatcher.dispatch

[Sub-app Permission| | Function Function Function
Check Lib ib1 Lib2 Lib L
=
System API System API Host App
2 P Resources
— —
)

System Resources

Figure 1: A typical app-in-app architecture
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APINA Typical Architecture

Custqm : Location

Permission oS

el Permission Storage
TApp Control

I
Weak...! Camera

Better... Microphone

Etc...

Normal App

1App
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\ APINA Typical Architecture

Bypasses Different
App store Quality of
Vetting Security
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Is It relevant? - Yes!

The |
Economist

= Menu Weekly edition Q_ Search v

Facebook's future

aBacimifins Mark Zuckerberg wants to build WeChat for

faCEbook@ b the West

It will revolve around turning the social network’s messaging services into
something akin to a Chinese mega-app

Business
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Is it relevant? - Yes!

People want to protect their phones.

Phones are a data haven.

Location. Camera. Microphone. Photos, Data,
Documents
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Impact #1 - Permission Exposure

07:56 @ @ O4+u

@ ®

WIGLGE.NGCT o i
y Everyone.

Allthe networks. Found by

Wechat v6.7.3 Location Leak!

Q

Allow Android Q Playground to
WXgetWIﬁ LISt access this device's location?

The app will only have access to the

location while you're using the app.

Android and iOS

Exposed sub-app API WIFI LIST == Location
to perform

Wi-Fiscan Bug Bounty Award!

- Wechat and Alipay
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Impact #1 - Permission Exposure risk

Table 5: Summary of System Resources Exposure flaws (N/A means the flaw does not affect the OS)

System i
Resource Android API Entitlement
Microphone IHEC;')‘:L::;T;TH Microphone Usage
CameraManager.open- 3 Masuss.
2 COARSE_LOCATION WifiManager. Hotspot Helper t
or ACCESS_FINE_LOCATION # getScanResults P P

JinRiTouTiao/TikTok: ACCESS_COARSE_LOCATION WifiManager.

‘ b . 1iFi Inf s34
tt getConnectedWifi | or ACCESS_FINE_LOCATION f |  getConnectionlnfo | “ccess WiFi Information

Alipay: my.startBluetooth
esDiscovery
Bluetooth ; DingTalk: ACCESS_COARSE_LOCATION BluetoothLe- N/
dd.getBluetoothDevices | or ACCESS_FINE_LOCATION # Scanner.startScan G
Alipay:
my.getBLEDeviceServices

= , ACCESS_COARSE_LOCATION BluetoothLe- e
T or ACCESS_FINE_LOCATION ¥ Scanner.startScan S

+: Much harder to exploit on iOS due to the requirement of explicit user approval.
i: Android 9 and 10 require ACCESS_FINE_LOCATION permission, while Android 8.1 requires ACCESS_FINE_LOCATION or ACCESS_COARSE_LOCATION.

i0S Class
AVAudioRecorder
AVCaptureSession

NEHotspotHelper

CNCopyCurrent-
NetworkInfo

CLBeaconRegion
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\ Impact #1 - Permission Exposure risk

“every single appin-app system we studied
Is vulnerable”

“and exploitable with serious
consequences’...
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Impact #1 - Permission Exposure risk

“every single appin-app system we studied
IS vulnerable”
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Impact #1 - Permission Exposure risk

“every single appin-app system we studied
IS vulnerable”

Super App = Knockoff App Store
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Solution #1 - Apinat

App-in-app Threat Scanner

Host App
Sub App Custom Location
Permission »OS o
Permission Storage
Sub App — Camera
P
Better... Microphone
App-in-app Threat Scanner Etc
Scan Exposed API
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App-in-app Threat Scanner

Host App
SUB AT Custom
Permission
Control
Sub App

App-in-app Threat Scanner

Scan Exposed API

Solution #1 - Apinat

Location
Storage

Camera

Less leaks
0S
.’Permission
1App Control
Better...

>

Microphone

Etc...
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Impact #2 - Sub window Deception

win @ 30 pre— 331 P -

@ facebook com & facebook.com

L ~Safari displays-a !: ! I romment Ill !-

banner showing the ‘fake facebook page
facebook origin

¥390.00

ost app A bogus

(a) Authentic wallet Ul (b) Bogus wallet UI

(a) Real Prominent Ul (b) Fake Prominent Ul

Trivial phishing attack vector
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\ Impact #2 - Sub window Deception

Sub app Ul is powerful, Full screen

Convenience vs Security Tradeoff
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Solution #2 - Sub window Deception

Phones are more powerful now...

Al OBJECT DETECTION OF BAD WINDOWS

state-of-the-art object detection model

(a) Authentic wallet UI (b) Bogus wallet UI

..battery drain...
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Impact #3 - Sub App Task Replacement

P’ NIy & W P

(a) Real sub-app task (b) Bogus sub-app task

Figure 5: Dedicated task for every sub-app in Recents screen

Requires malicious sub app to know what is open / not open
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Impact #3 - Sub App Task Replacement

Snoops at temporary
folder content

Requires sub app to know what is open / not open

> Local » Temp »

Name

l .net

. {1657ABEE-7D56-416A-B7E0-AB9CC5AA...

B 00wvisgj2g3
l Ooepge3e.zfk
. Oop413vl.vna
B oulsgslim2n
l 01rc2gxo.ovu
l 1c5uxzkr.bxc
B 1cdhkrtd.mfu
B 1crmOgds.3xn
l 1ixlgzqq.k1r
. 1smkppls.vk0
l 2fe3fucs,jva
B 212yrtwh.okk
. 2riddmag.Oks
B 2u42ctad.ilg
l 2yhm1cyu.2hz
B 39z¢lqgn.poq
B 3kctsrokw1s
B 3pwipcan.gyp
B 3xuyhdhpitz
l 4chuclcx.hah

Vbl

Date modified

13/05/2021 6:07 am
28/04/2021 3:58 am
15/05/2021 7:04 am
24/04/2021 9:50 pm
29/04/20218:21 pm
2/05/2021 8:20 pm
10/05/2021 9:15 pm
5/05/2021 2:24 am
6/05/2021 12:07 am
28/04/202111:00 pm
5/05/2021 2:24 am
16/05/2021 11:19 pm
16/05/2021 7:54 pm
28/04/2021 11:00 pm
24/04/2021 9:50 pm
28/04/2021 11:00 pm
16/05/2021 7:54 pm
12/05/2021 8:30 pm
6/05/2021 12:07 am
26/04/2021 8:49 pm
2/05/2021 8:20 pm
24/04/20219:50 pm

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Pseudo Task Manager
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Impact #3 - Sub App Task Replacement

When app Closes....
(Task limit)
(Auto battery manager)

Requires sub app to know what is open / not open

> Local » Temp »

Name

l .net

. {1657ABEE-7D56-416A-B7E0-AB9CC5AA...

B 00wvisgj2g3
l Ooepge3e.zfk
. Oop413vl.vna
B oulsgslim2n
l 01rc2gxo.ovu
l 1c5uxzkr.bxc
B 1cdhkrtd.mfu
B 1crmOgds.3xn
l 1ixlgzqq.k1r
. 1smkppls.vk0
l 2fe3fucs,jva
B 212yrtwh.okk
. 2riddmag.Oks
B 2u42ctad.ilg
l 2yhm1cyu.2hz
B 39z¢lqgn.poq
B 3kctsrokw1s
B 3pwipcan.gyp
B 3xuyhdhpitz
l 4chuclcx.hah

Vbl

Date modified

13/05/2021 6:07 am
28/04/2021 3:58 am
15/05/2021 7:04 am
24/04/2021 9:50 pm
29/04/20218:21 pm
2/05/2021 8:20 pm
10/05/2021 9:15 pm
5/05/2021 2:24 am
6/05/2021 12:07 am
28/04/202111:00 pm
5/05/2021 2:24 am
16/05/2021 11:19 pm
16/05/2021 7:54 pm
28/04/2021 11:00 pm
24/04/2021 9:50 pm
28/04/2021 11:00 pm
16/05/2021 7:54 pm
12/05/2021 8:30 pm
6/05/2021 12:07 am
26/04/2021 8:49 pm
2/05/2021 8:20 pm
24/04/20219:50 pm

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Replace!!!
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\ Impact #3 - Sub App Task Replacement

“Fingerprinting” to allow targeted attack
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Solution #3 - Sub App Task Replacement

Hide task information == No attack timing

Hide via:

Sub App Data -> Protected phone storage
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\ Conclusion

- Host app “middleman” permission
manager

|\

- Impact #1 - Expose of Protected API
- Impact #2 - Phishing Host App windows

- Impact #3 - Replacement of sibling sub apps
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\ Conclusion - Future work

- Strengthen the quality of permission
mMmanagement

- Perhaps a fundamental architecture
change e.g. App Virtual machine?
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\ Thank you!

App in app in app in app of
an app in app that exposes -3 s
an app in app of app o
permission - Future work
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