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What is App in App?
App in App Resource Management Risks
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What is App in App?
App in App Resource Management Risks

Phone OS

App

Sub App Sub App Sub App
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What is App in App? - Super App Example
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What is App in App? - Super App Example
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Android Typical Architecture
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IOS Typical Architecture
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Motivation

Spyware, Ransomware, Advertisements, Etc, etc

Motivation - Protect Malicious Actors
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Motivation - Protect Malicious Actors

Phone data is Valuable!
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APINA Typical Architecture
OS Permissions middleman!

Bypasses fine grain control for convenience
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Host App

APINA Typical Architecture
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APINA Typical Architecture

Bypasses
App store
Vetting

Different 
Quality of 
Security
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Is it relevant? - Yes!

#
#
#
#


Is it relevant? - Yes!

People want to protect their phones.

Phones are a data haven.

Location. Camera. Microphone. Photos, Data, 

Documents
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Impact #1 - Permission Exposure

Bug Bounty Award!

- Wechat and Alipay

Wechat v6.7.3 Location Leak!

wx.getWifiList

Android and iOS

Exposed sub-app API
to perform
Wi-Fi scan

WIFI LIST == Location
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Impact #1 - Permission Exposure risk
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Impact #1 - Permission Exposure risk

“every single appin-app system we studied 
is vulnerable”

“and exploitable with serious
consequences”...
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Impact #1 - Permission Exposure risk

“every single appin-app system we studied 
is vulnerable”
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Impact #1 - Permission Exposure risk

“every single appin-app system we studied 
is vulnerable”

Super App = Knockoff App Store

#
#
#
#


Solution #1 - Apinat
App-in-app Threat Scanner
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Solution #1 - Apinat
App-in-app Threat Scanner

Host App

Sub App
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App-in-app Threat Scanner

Scan Exposed API

Less leaks
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Impact #2 - Sub window Deception

Trivial phishing attack vector
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Impact #2 - Sub window Deception

Sub app UI is powerful, Full screen

Convenience vs Security Tradeoff
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Solution #2 - Sub window Deception

Phones are more powerful now...

AI OBJECT DETECTION OF BAD WINDOWS

state-of-the-art object detection model

...battery drain...
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Impact #3 - Sub App Task Replacement

Requires malicious sub app to know what is open / not open
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Impact #3 - Sub App Task Replacement

Requires sub app to know what is open / not open

Snoops at temporary

folder content

Pseudo Task Manager
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Impact #3 - Sub App Task Replacement

Requires sub app to know what is open / not open

When app Closes….

(Task limit)

(Auto battery manager)

Replace!!!
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Impact #3 - Sub App Task Replacement

“Fingerprinting” to allow targeted attack
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Solution #3 - Sub App Task Replacement

Hide task information == No attack timing

Hide via:

Sub App Data -> Protected phone storage
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Conclusion

- Host app “middleman” permission 
manager

- Impact #1 - Expose of Protected API

- Impact #2 - Phishing Host App windows

- Impact #3 - Replacement of sibling sub apps
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Conclusion - Future work

- Strengthen the quality of permission 
management

-
- Perhaps a fundamental architecture 

change e.g. App Virtual machine?
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Thank you!

App in app in app in app of 
an app in app that exposes 
an app in app of app 
permission - Future work
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