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Overview



Overview
As mobile devices become more critical in the computing experience of users,  the potential threats of private information 

collection (PIC) increase.

Pervasiveness
How many apps collect private 
information?

Data
What kind of data is collected?

Actor
Who collects the data?

Geolocation
Where does the data end up?

Privacy leaked Privacy not leaked



Data



Workflow

Collect APKs Conduct static & 
dynamic analysis 

Signatures generated 

Security engine 
uses signatures to 
scan the apps

app telemetry 
generated

Various sources to 
understand the 
IP/domain info.

app reputation & 
VirusTotal: PHAs?

potentially 
harmful 
applications
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Findings



PIC domains: App Presence

These domains are attributed to three 
functions: Metrics/Analytics (M), 
Advertising (A), and Development (D). 

To achieve that, PIC organizations tend to 
increase their presence in mobile apps to 
reach out to more users.

PIC organizations generally benefit from 
collecting data about more users.

The majority of these PIC domains (15 out 
of 20) offer advertising services.



PIC domains: Device Penetration

It is linked to the amount of actual 
information an app is able to access from 
the device.

 Fig. 5: Top 20 PIC domains ranked by device penetration rate. The number  
 next to a PIC domain represents its ranking by app presence.

Higher app presence rate does not 
necessarily lead to higher device 
penetration.

Looking at device penetration provides 
different results than looking at apps only.

Designing measurement studies focused 
on executing apps could lead to 
conclusions that are biased.



Types of information collected

1.
2.
3.
4.

Device info
SIM card info
Location info
Setting info

It potentially enabling them to track the 
end users more systematically 



Global private information flow

PIC domains hosted in China collect 7% of 
private information flows from 4.59M 
devices globally.

PIC domains hosted in the United States 
collect 62% (of which 42.3% coming from out 
of the country) of global private information 

Countries

USA 62.00%
China 7.00%

Others 31.00%
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Implications for Policymakers
The European Union’s (EU) General Data Protection Regulation (GDPR) 
entered into effect on May 25th, 2018.

It imposes obligations onto organizations in any country as long as 
they target or collect data related to people in EU countries

PIC domains hosted in the United States dominate the private information 
collection in the EU.

% of the US hosted PIC domains in EU before, and after GDPR

68%

66%

Before

After



Questions?


