
Transmission Control Protocol — TCP
• Transmission Control Protocol (TCP) is the main user-visible part of the 

TCP/IP protocol suite.

• TCP “segments” are carried as payload within IP packets.

• Most (but not all) user services (e-mail, FTP, etc.) rely on TCP.

TCP is a transport-level protocol, with the primary responsibility of 
providing reliable, sequenced, data delivery from the unreliable IP datagram 
service. Thus TCP must —

• Provide stream data – bits in become bits out, exactly.

• Recover from lost packets, and duplicated packets

• Provide a full duplex Virtual Circuit service to the user.
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The TCP segment
• The user submits data to TCP, in blocks of up to 65,535 bytes each.

• The TCP header (as below) is added to form a TCP segment

• TCP will fragment the segment into sizes to fit into IP packets

• The receiver reassembles the fragments to rebuild the TCP segment

0 4 8 12 16 20 24 28

SOURCE PORTSOURCE PORT DESTINATION PORTDESTINATION PORTDESTINATION PORT

SEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBER

ACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBER

HLEN    – reserved –   – reserved – FLAGS WINDOWWINDOW

   CHECKSUM   CHECKSUM URGENT POINTERURGENT POINTERURGENT POINTER

OPTIONS (IF ANY)OPTIONS (IF ANY)OPTIONS (IF ANY)     PADDING    PADDING

DATADATADATA
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IP and TCP headers, combined 
(shading or underlined text shows area covered by TCP checksum)

0 4 8 12 20 24 28

VERS HLEN SERVICE TYPESERVICE TYPE TOTAL LENGTHTOTAL LENGTH
IDENTIFICATIONIDENTIFICATION FLAGS FRAGMENT OFFSETFRAGMENT OFFSETFRAGMENT OFFSET

TIME TO LIVETIME TO LIVE PROTOCOLPROTOCOL HEADER CHECKSUMHEADER CHECKSUMHEADER CHECKSUM IP
SOURCE IP ADDRESSSOURCE IP ADDRESSSOURCE IP ADDRESSSOURCE IP ADDRESSSOURCE IP ADDRESS Header

DESTINATION IP ADDRESSDESTINATION IP ADDRESSDESTINATION IP ADDRESSDESTINATION IP ADDRESSDESTINATION IP ADDRESS
IP OPTIONS (IF ANY)IP OPTIONS (IF ANY)IP OPTIONS (IF ANY)   PADDING  PADDING
SOURCE PORTSOURCE PORT DESTINATION PORTDESTINATION PORTDESTINATION PORT

SEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBERSEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBERACKNOWLEDGEMENT NUMBER TCP

HLEN    – reserved –   – reserved – FLAGS WINDOWWINDOW Header
   CHECKSUM   CHECKSUM URGENT POINTERURGENT POINTERURGENT POINTER

OPTIONS (IF ANY)OPTIONS (IF ANY)OPTIONS (IF ANY)OPTIONS (IF ANY)     PADDING    PADDING
TCP

USER DATAUSER DATAUSER DATA Data
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Ports
These are “addresses” or identifying numbers for users of TCP, just like 
protocols or access points at lower layers —

• The LLC layer uses the DSAP to select the service, say IP

• IP uses its protocol field to select a protocol such as TCP (or ICMP etc.)

• TCP uses the Destination Port to select the end-user, e.g. FTP or e-mail

Within TCP itself

• Small port numbers (<1024) are reserved for defined or “well known” 
services, such as e-mail, FTP, Telnet, Name Server (see RFC 1340).

• The message sender must put the appropriate Source Port number in the 
TCP segment.
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Sequence Numbers
TCP uses a sliding window protocol, with a variable window size. 
Sequencing is by a byte sequence count.

The sequence number is the sequential number of the first byte of this 
segment. (The very first byte is given a random sequence number.)

• The acknowledgement number is the number of the next byte which the 
receiver expects. It acknowledges all preceding bytes of the data stream. 
This field is used only if the ACK flag is set.

• Note that if the acknowledgement from one segment is lost, a later 
acknowledgement may well replace it, with no error seen.

The Header Length is the length of the TCP header, in 32-bit “words”, of 
all the options field(s), OR is the offset, in words, where the data starts.
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TCP Flags
There are 6 flags —

• URG Urgent pointer field is valid

• ACK The Acknowledgement number is valid

• PSH The data so far is to be forwarded immediately, even if the 
segment is incomplete

• RST Reset the connection

• SYN Synchronise sequence numbers, especially for start-up

• FIN Finish of byte stream (ie close connection)
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Window
Used for flow control, it tells how many bytes can be received beyond those 
acknowledged. The sender knows how many it has actually sent when it 
receives the acknowledgement, and therefore how many beyond that can 
still be received. The receiver may vary the window size.

Checksum
Take the 1-s complement sum of the segment (as 16 bit words) and store its 
complement as the checksum. (The checksum includes a 32-bit “pseudo-
header” including the IP addresses, protocol and length – see later.)

Urgent Pointer
If URG = 1 this gives length of urgent data at the start of the segment. It 
will be acted on immediately at the receiver, bypassing normal data.
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Pseudo-Header
• The TCP checksum (and the UDP checksum later) covers 

– the user payload and TCP header (as expected), 
– the source IP address,
– the destination IP address,
– the segment length (TCP) or packet length (UDP)
– the protocol type
The last four items are known as the “pseudo header”

TCP LENGTH

DESTINATION IP ADDRESS

SOURCE IP ADDRESS

PROTOCOLZERO

311680

• Including the addresses protects against misrouted datagrams
• Including protocol and length protects against other message corruption. 

(The 1’s complement checksum does not detect missing 0-words.)
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TCP Connection Protocol
• TCP uses a modified 3-way handshake, to guard against lost or duplicated 

packets or segments. (See Shay 2ed pp 522,523, pp 36,37 or 3ed p 578)

• Sequence numbers are chosen at random, not starting from 1

time time

Events at Site ‘A’

Send SYN=1, seq = x

Receive SYN segment
Send SYN=1, seq = y, 

 ACK=1, ack= x+1

Receive SYN + ACK
Send ACK ack= y+1

Send data, from
seq = x+1, ack = y+1

Receive ACK segment

Send data, from
seq = y+1, ack = x+1

Events at Site ‘B’
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TCP Disconnection Protocol
Again, use a modified 3-way handshake, to guard against lost or duplicated 
packets or segments

Events at Site ‘A’ Events at Site ‘B’

time time

Receive CLOSE request, 
Send FIN = 1, seq = x Receive FIN segment, 

inform user application
Send ACK = 1, ack = x+1

Receive FIN + ACK
Send ACK ack = y+1

Receive ACK segment

Later, user accepts,
send FIN = 1, seq = y

ACK = 1, ack = x+1

Receive 
acknowledgement
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TCP Flow Control
TCP uses a form of credit flow control, or window advertisement.

• At connection establishment, the end-nodes (A → B) agree on window 
sizes, a transmission window (T) in A and a reception window (R) in B.

• A also maintains a congestion window (C), 0 ≤ C ≤ T, initially C = 1.

• As transmission proceeds and acknowledgements are received, C is 
increased by 1 for each acknowledged segment, as long as C ≤ T. 
(The effect is to double C for each window of segments.)

• If however a packet is lost (time-out, ICMP notification), A will 
immediately halve the congestion window (C=C/2), (but watch for 
multiple congestion notifications).

• A then “ramps” C up again, until either we get congestion, or C = T.

• At any time, B can advise a different transmission window.
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Congestion control in Internet
1. A node becomes congested.

2. An incoming IP packet (not necessarily related to congestion) arrives at 
the congested node. It may be selected at random and discarded

3. An ICMP “SOURCE QUENCH” packet is returned to the original source with 
the important details from the selected IP packet.

4. The source receives the ICMP packet and passes it to TCP as a 
congestion notification.

5. TCP immediately halves its Congestion Window to reduce its traffic into 
the network to try to avoid congestion.

6. Later acknowledgements allow TCP to “wind up” its Congestion 
Window”, back towards its previous, larger, value.
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TCP User Actions
See the text for a complete list of requests and indications, but this is a 
representative sample.

The connection has ended•Terminate

Request to send data•Send

Data has been received•Deliver

Other site requested close•Closing

Request to close connection•Close

Can receive conn. requests, any site•Unspec Passive Open

Can receive conn. requests, specified site•Full Passive Open

The previous Active-Open succeeded•Open Success

Initiate connection, with data•Active-Open w/Data

This user initiates a connection•Active-Open

DescriptionConfirmIndic'nReqstAction Name
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The TCP state diagram is rather nasty (and need not be learned!)

CLOSED

LISTEN

SYN 
RECEIVED

SYN 
SENT

ESTAB-
LISHED CLOSE 

WAIT

LAST 
ACK

FIN 
WAIT-1 CLOSING

TIMED 
WAIT

FIN 
WAIT-2

begin
anything / reset

passive open close
active open / syn

syn / syn + ack
reset send / syn

syn / syn + ack
ack syn + ack / ack

close / fin

close / fin fin / ack
close / finfin / ack

fin–ack / ack

fin / ack

    ack 
/

ack /

ack /

timeout after 2 segment lifetimes

close / 
timeout / 

reset

Labels on the transitions show the “input or actions / output” (output may be empty).
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User Datagram Protocol (UDP)
• UDP is really just an extension of IP to handle user data. 

• It adds to the data an 8-byte header with the two ports, a length and a 
checksum (also using a pseudo-header, as for TCP). 

• The additions are just enough to allow multiple users of the IP service and 
to provide checking of the data.

0 4 8 12 16 20 24 28

SOURCE PORTSOURCE PORT DESTINATION PORTDESTINATION PORTDESTINATION PORT

UDP MESSAGE LENGTHUDP MESSAGE LENGTHUDP MESSAGE LENGTH UDP CHECKSUMUDP CHECKSUMUDP CHECKSUM

USER DATAUSER DATAUSER DATA

• UDP guarantees that those packets which are delivered are reliable, but 
that is about all – there is no check for non-delivery.
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TCP versus UDP

• TCP is used mostly for user data, which may be of variable length and for 
which reliable delivery is essential. even with some inefficiency

• UDP is used more for network management, where everything is under 
the control of well-defined software and short simple messages with 
minimal overhead are desirable.
For example nodes regularly exchange routing messages; it doesn’t matter 
much if one gets lost because the previous one will probably do nearly as 
well, and another one will be sent anyway in the near future.
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Top TCP Ports by Octets

EMC-Gateway514,53446,822,652127310

Shadowserver632,07850,566,26220279

Name Resolution Protocol590,01853,691,66010968

Unassigned743,70669,908,37511187

Simple Mail Transfer8,87270,624,928256

FF Fieldbus Message Spec.510,65377,108,63310905

Reserved1,562,56185,940,88710224

CPL Scrambler Logging600,80599,733,77310863

SSH Remote Login Protocol36,63999,879,084222

WWW HTTP5,352427,152,954801

DescriptionOctets/FlowOctetsTCP  
Port
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Top TCP Ports by Flows 

Domain Name Server2621,0605312

 2101,218887511
BB6091,305198410
SSH Remote Login Protocol36,6392,726229
NewsEDGE server TCP (TCP 1)9833,25188888
Authentication Service843,8851137
http protocol over TLS/SSL3,0704,3104436
iRDMI9,9034,57580005
Socks 5,2096,91310804
Simple Mail Transfer8,8727,960253
WWW Http5,35279,805802
File Transfer [Control]7987,397211

DescriptionOctets / 
Flow

FlowsTCP 
Port
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Top UDP Ports by Octets

Unassigned 1,580,61325,289,808690112
VRML Multi User Systems398,52926,302,920423911
HDL Server392,96026,328,349264110
WAP Push OTA-HTTP port419,78130,644,08040359
Unassigned420,96231,151,24445978
TDAccess429,99831,389,90829107
Network Time Protocol109,80035,685,0401236
NETBIOS Name Service  64,25144,655,0661375
Dynamic and/or Private Port1,496,468107,745,704563224
Local routing process (on site)791,734114,009,7485203
Dynamic and/or Private Port2,345,414168,869,855494062
Domain Name Server21,344202,474,386531

DescriptionOctets/FlowOctetsUDP 
Port

 

COMPSCI 314 S1 C  2004 TCP & UDP 10 May 2004 Page 19 of 20



Top UDP Ports by Flow

Traceroute402,0613344210

Traceroute402,062334409

Traceroute392,063334418

Traceroute392,071334447

Traceroute392,076334376

Traceroute402,077334475

Traceroute402,087334494

Traceroute402,103334503

Half Life game4892,290270152

Domain Name Server21,3449,486531

DescriptionOctets/FlowFlowsUDP Port
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