Y FrREEDAWN

BTECH 451 — FINAL REPORT

SHANE SINGH | ssin924@aucklanduni.ac.nz

ABSTRACT

In this paper, | explore the period of time on board the development team of an upcoming start-up
called Freedawn. A social media platforming aiming at personal development, starting from a local
company based in Auckland, New Zealand. | cover the various different development decisions that
arose with the platform and what was deemed suitable and incompatible with the design as well as
factoring in business related decisions in a work environment. | analyse the development environments
and look at setting up distributed revision control as well as paying close attention to the foundation
and security of the platform as a whole when finally moving into the second phase of the project and

expanding on mobile usability and the new business model of Freedawn for Business.
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INTRODUCTION

The development of a new social platform that is to be adopted by a number of users globally is quite a
massive task. The breakdown into smaller tasks to begin creation and formation of a project of this
magnitude has to be carefully planned and executed, while working in a business and team
environment.

Freedawn is a platform currently under development in Auckland, New Zealand that will allow anyone to
communicate about similar goals that they would like to achieve, to develop themselves into better
people and to learn new skills and talents along the way. It will also give individuals the ability to
personalise their own goals and to have a tangible medium to monitor progress and help reach their full
potential. The development and surge in popularity in social networks has been dramatic. In January
2015 there were 2.078 billion recorded active social media accounts with the population at the time
recorded at 7.210 billion. These statistics reveal that an equivalent of 29% of the world's population

have active social media accounts. (Kemp, 2015)
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FIGURE 1 - GLOBAL DIGITAL SNAPSHOT (KEMP, 2015)




As Freedawn’s development progresses, hidden behind its social media platform also lies a feasible
business model — the ability to allow users to communicate with Mentors and Experts in particular areas
and pay them for their knowledge and mentorship.

Freedawn is currently in a private-beta stage, which means that there are a select few users who have
been handpicked to test Freedawn’s functionality as it is being developed and implemented until the
platform is at a stage that it is ready for public testing. At present, the baseline functionality is existent,
however incremental changes to each module are currently being carried out to progress the platform
further. With the particular nature of Freedawn, it is a platform that will undergo continuous
development to suit the ever-changing needs of its targeted audience, and it will change dynamically

over time instead of having a final goal.

PROJECT & PROJECT SCOPE

This project with Freedawn follows its progression from the opening stages to the development of the
site. The basic platform for the site has been chosen, with the ideas and modules identified in the
business model having already been proven to be key components for a successful social platform for
self-development and personal growth. The project scope focuses on the usability of the platform in its
entirety from first-time users all the way to advanced users as well as the development of module
integration.

As modules are custom built for Freedawn, the implementation to the current structure should be
seamless and testing should be undertaken to ensure that functionality is not altered when a module is
implemented. Testing and modification to these modules is a critical part of this project to ensure that in
the future the scalability of Freedawn will not be hindered by the modules and that the modules provide

a stable solution to the business needs of Freedawn.



DEVELOPMENT ENVIRONMENT

As the business model and idea for Freedawn targets a global market, the initial infrastructure must be
extremely stable, scalable and efficient. It must be able to provide what users want quickly and easily.
There are three fundamental cloud service models: Software as a Service, Platform as a Service and
Infrastructure as a Service (Appcore, 2015). Freedawn operates on the Amazon Web Services
Infrastructure as a Service system.

Infrastructure as a Service (laaS) encompasses Cloud Platform Services, which are used for a number of
applications. The use of a cloud-based infrastructure means that there is no need for a server and data
to be hosted on-site. Essentially, the cloud contains virtualized hardware, with the hardware resources
being physically utilized across a large number of servers and data centres. There are a number of

benefits as to why using an laaS and a cloud-based infrastructure is quite ideal for a business.



e Scalability - Resources are available on-demand and there are no delays in expanding capacity
or the wastage of unused capacity.

e Minimal upfront investment - The physical hardware that is the backbone of the laaS service is
setup and maintained by the cloud provider, in this case Amazon, and this saves hugely in time
and money.

e Utility style costing - As a user, the service can be accessed on demand and only the usage that
is actually consumed is charged.

e Location Independence - The service can be accessed from any location, as long as there is an
internet connection and sufficient security privileges

e Physical security of data centre locations - Services available through a service provider are
secured and maintained by the provider themselves and hosted within a data centre.

o No single point of failure - If one server or networking hardware was to fail, the broader service
would remain unaffected due to the ability to use many physical resources and redundancy
configurations. This maximises uptime and minimizes downtime, which can affect a business

especially a globally accessed website.

The choice of Amazon Web Services (AWS) as the Infrastructure provider was for many reasons — the
ability to have an infrastructure that is stable, scalable and cost-effective are all necessary requirements
for a successful business model. The idea of scalability for a social platform is also largely taken into
consideration for service provision. The ability to easily add resources and capacity to Freedawn as the
user population base grows will be vital. AWS provides an easy-to-use interface, both for managing
instances as well as organising critical backups making it a very reliable service. At present, there is no
utilization of a Content Delivery Network (CDN), which is a network of distributed servers across
multiple data centres with the ability to serve content to end-users with high-availability and
performance. This would be ideal for when Freedawn grows its user base and international population
on the platform increases — fast internet access is widely considered to be a productivity-enhancing
factor as well as a usability factor. The maximum number of seconds a user is willing to wait on average
before abandoning a web page is 8.6 seconds (King, 2003). Load speed has a massive impact on
conversions for ecommerce platforms. The impact on Freedawn may not be as relevant, but it would
heavily affect usage traffic and user decisions about reusing the website.

Another reason why the AWS infrastructure was chosen is due to the fact that it is a secure platform; in

AWS privacy of personal data comes under extreme scrutiny. The requirement for data protection,



especially since recent events and leaks have come to light, is even greater. In 2013, the US Retail Chain
Target suffered a crippling data breach leading to both the loss of customer credit card information as
well as data including names, addresses, email addresses and phone numbers. The number of records
stolen totalled to 70 million. The percentage drop in profits at Target in the fourth quarter was 46% in
comparison with the year before (BBC, 2014). The gravity of importance that this brings to business
success and the success of a platform is quite high. Although financial data is not entirely relevant to the
current model of Freedawn, it can be related to the number of users and the usage rate of users.

The foremost security concern is physical security of the hardware. AWS mitigates this risk by having all
their servers and resources in Data Centres that are monitored 24x7 with user’s access authorised on a
least privileged basis. Multiple geographic regions and availability zones allow users of the AWS services
peace of mind that there is redundancy if a particular link is to fail. The AWS infrastructure is
continuously monitored and protected by an extensive network of security protocols to ensure that
there are basic security measures in place for Distributed Denial of Service (DDoS) protection and brute-
force detection on AWS components. Automation of tasks especially security tools is utilized to manage
credentials, monitor server and network usage as well as application usage. These tools are developed
primarily by the AWS security team and the use of automation affects the velocity at which intrusions

and security risks can be detected. (Amazon Web Services)

DISTRIBUTED REVISION CONTROL

There are many open-source distributed revision control mechanisms that can be used to set up version
control for software development. When there is a large group of developers there are occasionally
overlaps of development for tasks that each developer is completing. The ability to merge these changes
from each developer, while independently ensuring that their development tasks are complete and
integrated seamlessly is a highly sought after feature

Freedawn has utilized GitLab as a method for distributed revision control. GitLab works in quite a simple
manner and its revision control is utilized by Freedawn in quite a clean yet extremely effective way.
There are many developers that are based internationally with experience in modifying the particular
platform Freedawn is based on and they all make their changes on their own independent machines
providing them with their own development and testing instance.

A basic concept of how the model works is shown below:



Distributed Push/Pull Model
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FIGURE 2 - ORGANISING A DISTRIBUTED PROJECT (AZAD)
The developers in this case are Sue, Joe and Eve. Sue contributes “Soup”, Joe contributes “Juice” and
Eve contributes “Eggs”. These features are all pushed to a management repository that contains all the
features. In this case, the features from each developer are merged in the form of “New Features”. This
means that, in between, the development that has been completed can be reviewed and tested prior to
pushing it into the live environment. The revision management software used by Freedawn called GitLab
is used to manage revision history. This is ideal to manage any errors made and to make sure that there
is leeway to roll-back to previous versions quickly and easily with minimal downtime.
At joining the Freedawn project, each developer is provided with their own environment to work in —
this way all development testing can be completed in an independent environment before it is pushed
for review. The benefit this brings is it ensures the quality of the work and also ensures that if other
developers are working on tasks simultaneously my testing and changes do not interfere until my edits
are committed and pushed to the GitLab repository. Each developer is provided with their own instance
of an AWS machine however all these one development machines are linked to the same Development
Database. This way all the content is consistent across the different instances, however the underlying

code of phpFox is independent.



Name « |nstance ID Instance Type Availability Zone Instance State Status Checks Alarm Status

Freedawn Blog i-1388cadc t2.micro ap-southeast-2b @ running @ 2/2checks... None -
Freedawn i-f4842028 t2.micro ap-southeast-2b @ running @ 2/2checks... None by
Freedawn i-Bbec59bT t2.micro ap-southeast-2b @ running & 2/2checks... None =
Freedawn LIVE 1-73aeb2b m3.medium ap-southeast-Zb @ running @ 2/2checks... None B
Freedawn i-223eb43e t2.micro ap-southeast-2b @ running & 22checks... None b
Freedawn Shane i-01340d7e t2.micro ap-southeast-2b @ running @ 22checks...  None ®
Freedawn i-alab187d t2.micro ap-southeast-2b @ running @ 22checks... None b
Freedawn i-f1971e2d t2.micro ap-southeast-2b @ running @ 22checks...  None ®
Freedawn Testing i-0fbB81c0 t2.micro ap-southeast-2b @ running @ 2/2checks... None A Y
GitLab i-2f3d04e0 t1.micro ap-southeast-2b @ running @ 2/2checks... None b

FIGURE 3 - FREEDAWN INFRASTRUCTURE ENVIRONMENT

In Figure 3 we see how Freedawn has their development server’s setup, with a number for the
developers currently working on the project. The GitLab instance hosts all the changes once made by
the developers, once the developers have completed a task the industry mentors pull the updated
content on the Freedawn Testing environment, where as part of my project | begin to dissect the
developed code, test for any errors and bugs as well as merge with the existing modules and phpFox.

The Instance Type which is commonly for the Development servers are “t2.micro” servers which provide
1 vCPU with a capability of 2.5GHz using Intel Xeon processors as well as 1GB of RAM. The reason for
such a low capacity of technical capacity is that the instances are put to quite low use for a majority of
their development-life. One of the benefits the Amazon AWS infrastructure brings is that on the fly, any
of the particular instances can be upgraded to a much larger and much more resourceful hardware to
undergo testing for load and scalability. This can be done in a matter of minutes, with no downtime
from the switchover. One of the business benefits this brings is that the cost of using the more powerful
instances is only charged based on the consumption then the instance can be scaled back to the
“t2.micro”.



PHPFOX

phpFox is a platform developed by Moxi9, that is specifically designed for social networking. The basic
idea of this platform provides the fundamental base of Freedawn. The version used by Freedawn is
version 3, which is based on PHP and utilizes the smarty engine template. phpFox is based on a module
structure using the Model View Controller (MVC) model. MVC is a software architectural pattern for
implementing user interfaces dividing a software application into three interlinked segments (Reenskaug
& Coplien, 2009). The controller component sends commands to the model to update that state of the
model as well as commands. The model stores data retrieved by the controller and displays it in the
view. The view requests information that it uses to generate an output representation to the user.

MVC framework is broken down into the following components:

e Model - Model objects are parts of the
application that implement logic for the
application data. Often, model objects MODEL
retrieve and store the state of the model in a
database. For example, they retrieve a goal UPDATES MANIPULATES
name from the Goals table in the database, 1 |

operate on the record and write the updated

information back to the Goals table. VIEW CONTROLLER

® Views - These are the components that
display the application user interface. This is \
created from the model data. For example,
when you edit a goal it will populate the USER
screen with the drop down boxes and
different text boxes with the appropriate
FIGURE 4 - MVC VISUAL REPRESENTATION
data in a format based on the state of the

object.

e Controllers - These are components that handle the user interaction, work with their model and

render the display in the Ul. The controller will handle and respond to their interaction.



CONTROLLERS

phpFox uses three controllers:
1. AJAX Controller - This controls and replies to all AJAX requests from the Client (Web Browsers).
2. Block Controller - This controller requests data from the service and assigns the values for the
view.
3. Main Controller - This gets all the responses from actions done by the user and communicates

with the end users.

phpFox uses modules to integrate much more content with the system in order to create an adequate
Social Networking Solution. The modules introduced bring in more features to the site so it transforms it
from a Content Management System (CMS) to a fully-fledged platform that has much more capability.
phpFox uses the Smarty Template Engine, which essentially facilitates a manageable way to separate
application logic and content from its presentation. This is best described in a situation where the
application programmer and the template designer play different roles. In a platform like Freedawn,
which does require efficiency and speed as the user base increases, we can see that the use of a
template engine like Smarty is particularly effective. Its main features are that it is quite fast, especially
since the PHP parser does the majority of the work. It is also quite “smart” in the area of recompiling as
it only re-compiles the templates that have changed. Smarty provides developers to create custom
functions and variable modifiers so that you can extend the engine to suit your needs and further
develop the platform. (Smarty Template Engine, 2015)

With large websites, the use of a template engine can highlight the importance of separation. Smarty
provides clean tag-based syntax as well as a variety of tools to manage presentation. In cases where
efficient template management is quite a vital aspect to the platform development tag-based syntax is
extremely helpful especially if the project scales to hundreds of templates. A use case of Smarty is when
there are platforms, like Freedawn, with one or more PHP developers and one or more web designers.
Web designers who generally focus on the layout and graphical design may potentially be unfamiliar
with PHP. The use of a template engine that is tag-based gives them the ability to understand, modify

and maintain.



{if count($aHabita)}
{if §aView — 'my' &5 Phpfox::getUserBy('profile habit_id')}
<div class="message’>
{phrase var='hzbits note that habits displayed here_are habits_created by the habit' global full name=§sGlobalUserFullName|clean profile full_name=$aGlobalProfilePagelogin. full nar
<fdiv>

1/1F}
{foreach from=$aHabits name=habits item—zPage}
<div id="js_habits_[§aPage.habit id}" class="js_habits parent [if is_int(§phpfox.iteration.habits/2)}rowllelselrow2{/if}{if §phpfox.iteration.habits — 1 && !PHPFOX IS AJAX} row_first

<div elas

<a href="{[§aPage.link}">[img server_id=§aPage.profile server_id title=§aPage.title path='core.url user' file=§aPage.profile user image suffix='_50_square’ max width='5

{if Phpfox::getUserParam('habits.can moderate_habits') || $aPage.user_id — Phpfox::getUserId()}
<div class="row_edit_bar_parent">
row_edit_bar_holder"s

<div elass
<uls
{template File='habits.block.link'}
</ul>
</div>

<div class="row_edit_bar"

<a hres

4" Class='row_sdit_bar_sction'><span>{phrase var—'habits.actions'}</span></s>
</divy

</divy

ey

{if Phpfox::gatUserParam('habits.can modarate habits')}
<a href="#{$aPage habit id}" class="moderate link" rel="habita">{phrase var='habits.moderate’}</a>
1/ier

<saiv>

<div elass="row title info">

class="link">{§aPage title|clean|shorten:55:' . '|aplit:40}</a>

"1'}<li><span>émiddot </span</1i><1i>(if $aPage.total like > 1}(phra

FIGURE 5 - HABITS CONTROLLER CURRENTLY UNDER DEVELOPMENT AS PER PROJECT WORK
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MODULES

The file structure for phpFox modules is as follows:

/module/ - This is where all modules are contained.

/module/newModule/include/ - The logic for a module called “newModule” is stored inside this
directory.

/module/newModule/include/component/controller/ - Thisis where the controller for
the module “newModule” are stored, which are the components handling the user interaction.
/module/newModule/include/service/ - Thisis where the services for the pure logic is
stored, which is the model component.

/module/newModule/template/ - This is where the layout and user interface of the particular
module “newModule” is stored.

A visual representation of the module “freedawn”:

Remote site: | /moduleffreedawn

= | include
E| , component

bee | @A
- |, block
i. | controller

H. | SEMVICE

= . template
B | default
- || block
... ) controller

FIGURE 6 - PHPFOX MIODULE STRUCTURE
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DATA SECURITY

The base version of phpFox, which can be purchased for a one-time fee, is an extremely secure website.
It is the further development of the platform that can cause security vulnerabilities. This can be due to
different coding standards especially when using a variety of different developers.

There are also many basic principles that can be followed to ensure that data can be secured. At
present, there are no extra data security measures in place. However, recommendations for the
following could be taken to improve data security and integrity as the platform grows.

e Use of Two-Factor Authentication (2FA): This uses your password as well as another device at
time of login, such as your cellphone to check your identity. 2FA works by having an
independent code generator or a code being sent by SMS, which means that the website will
match up with the code as well as check that the passwords match. This reduces the ability for
people to either use a brute-force attack or use social engineering to gain unauthorised access

to user accounts. (SecurEnvoy, 2015)

e Least Privilege Principle: This is part of the abstraction layer where with each module a
particular user can only access the information and resources that are necessary for its
legitimate purpose (Rouse, 2008). In essence, if a user has not paid for the premium content,
they should not be able to access a portion of the premium part of the platform. The use of
authentication and privileged user levels on their accounts will ensure that particular users are
unable to access places including the Admin Control Panel unless the privilege is granted. This
helps mitigate the risk based on community and user trust and ensures that there is no

unwanted abuse of the site.

Freedawn is currently in the beta stages and is essentially running off the bare phpFox platform, no
significant changes have been made that compromise the initial security and integrity that phpFox
provides. However, as the scale of development increases so should the time on security development.
The loss of private information on a global scale is potentially crushing to a site’s reputation.

As Freedawn is a start-up, a recommendation to development would be to ensure focus on security at
all aspects of development when adding modules and custom-development to suit the needs of the site.
This way at every level a security policy is implemented to ensure further down the project it does not

creep up and become a substantial task to complete.



USABILITY

The main core of my project focuses on the usability of each area, the functionality and compatibility of
each module as well as ensuring that each module works on a scalable basis. There are many parts to
working on the usability of the website, especially with Freedawn aiming to be a social media platform
as well. This encompasses a more modern usability approach where those that have been found to have
a minimum design, simplicity, accessibility, consistency, feedback and provide forgiveness to the user
are very driven to increase the usability of the user and assist with their performance on the website.
There are ten general principles for interaction design, which are “heuristics” as they are broad rules of
thumb and not specific usability guidelines. The 10 Heuristics established by Jakob Nielsen for User

Interface Design are:

1. Visibility of System Status - Visibility requires users to stay informed about where they are in
relation to other pages in the site. Providing a mental sitemap to easily navigate across the
website is essential. The classic definition is that “the system should always keep users informed
about what is going on, through appropriate feedback within reasonable time” (Nielsen, 1995).
Freedawn has a built-in XML sitemap that is generated by phpFox, and it also assists users with
their visibility by supplying a Breadcrumb at the top of each page in the header bar. A
Breadcrumb is basically one line of text showing a page’s location in the hierarchy of the site.
This Breadcrumb is active for each page and also provides an excellent mental indication of
where the user is located throughout the website. The Breadcrumb helps increase navigation
efficiency for users who launch into different pages especially from referrals such as Google

Searches.

Another way that Freedawn has provided visibility to the user of system status is with the
loading circle, when something is loading there is an animated loading circle to show the user
that there is currently something in progress instead of users waiting and being unsure as to
what the outcome of a particular click will be. To assist with the improvement of the usability of
Freedawn, a timeout function on the loading circle should be implemented. This is done so that
if there is an error with loading a particular request, it should inform the user that the request
has been aborted within an appropriate wait time and ask the user to Try Again or request

something else.
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FIGURE 7 - FREEDAWN LOADING CIRCLE

Match between System & Real World - This deals with the importance of a website being
readable and in formats that cater to a user instead of using unconventional formats and
creating user difficulty. “The system should speak the users’ language, with words, phrases and
similar concepts familiar to the user rather than system-oriented terms” (Nielsen, 1995). As
Freedawn is a social media platform, it will utilize current popular social media usability to
ensure that users transitioning and using the website have similar usability to decrease learning

time to navigate the website.

For Freedawn, this particular area will be important when it comes to navigation and usage of
particular functions. As a social media website, the similarities between other social websites
will be quite high, but in order to make Freedawn successful the key features that make it
different from other social platforms must be able to be integrated easily with as little difficulty

for the user as possible.

An example would ideally be the navigation button, in the beta the navigation button is
currently a generic menu icon. However, it is only activated on-click as opposed to on-hover.
From my research on other websites, the majority of header buttons are activated on-click as
well, but on-hover they have a highlight function that changes the colour of the buttons. This
may lead to user confusion as they may not be sure if the menu icon is a clickable feature of the

website.

User Control & Freedom - “Users often choose system functions by mistake and will need a
clearly marked ‘emergency exit’ to leave the unwanted state without having to go through an
extended dialogue” (Nielsen, 1995). This ability to take control of wherever the user goes to on

the website should allow them to easily undo/redo changes they have made. Should a user



become lost in the content or unable to return back to where they were previously, it will cause
user frustration and the user will most likely leave the site altogether. A well-designed interface
ensures that users are comfortable with their travel decisions within the site and provides easy
avenues of access. This can be seen with Freedawn where the Flame in the header takes users
directly back to their Public Profile. The ability to always have that header on every page ensures

that there is that avenue of an “emergency exit”.

A substantial number of websites that are quite popular based on the Alexa Top 500 Websites,
which include Google, Facebook, YouTube and Yahoo, have both their logos and icons that
represent their brand as clickable icons that take the user back to the index of their website. As
the development of the Freedawn Beta continues, this would be essential to provide ease of use

to users (Alexa, 2015).

The use of Breadcrumb navigation has also been found to be increasingly useful. It essentially
provides secondary navigation to the website. This is another one of the “emergency exits” for
users that assist with taking them through the higher levels that they would have travelled into

the site.

Consistency & Standards - Keeping a website consistent makes the user feel more comfortable.
As users are most likely going to travel through a variety of different pages, they should
essentially retain the same layout throughout and look uniform. It can become quite confusing
and increase user frustration when the same terms are used to define different things, when
similar content is placed in different places depending on the page and when there is no
uniformity like the header or footer. Users should not have to wonder whether different words,
situations or actions mean the same thing.

The consistency applies to both navigation and layout as well as terms that are relative to
Freedawn, such as Feedback Groups, should always be referenced and called Feedback Groups,

Goals and Habits as well. This will ensure a greater consistency throughout the site.

With the Freedawn Beta, at present there are only three options from the Navigation Button.
These options are always the same, therefore maintaining navigational consistency to ensure

that users always know where they are going and where they are.
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FIGURE 9 - FREEDAWN HABITS

Error Prevention - “Even better than good error messages is a careful design which prevents a
problem from occurring in the first place. Either eliminate error-prone conditions or check for
them and present users with a confirmation option before they commit to the action.” (Nielsen,
1995)

With Freedawn, the concept has been discussed with the Development Team at the ability of
incorporating content from various different sources such as YouTube and Vimeo as well as text-
based sources such as PDF documents. Hyperlinks have the ability to potentially distract users
from not realising that they are leaving the website if they click on them. An important tool to
ensure users do not make the error of opening up another website or document entirely by
mistake is to ask users “You are about to leave Freedawn - are you sure you wish to do so?” or

something along those lines to confirm the user would like to navigate away.
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Another common method of error creation is by using forms. With Freedawn, forms are
potentially going to use AJAX and Java to ensure that they are validating on-the-fly instead of
after users fill in an entire form, submit it and then are thrown back to the data entry page with
a list of validation errors. The ability to prevent this inconvenience with on-the-fly validation will

help increase efficiency on the website and reduce user frustration.

Recognition rather than Recall - “Minimize the user's memory load by making objects, actions,
and options visible. The user should not have to remember information from one part of the
dialogue to another. Instructions for use of the system should be visible or easily retrievable

whenever appropriate.” (Nielsen, 1995)

Memory recognition is performed more easily than memory recall. This idea ties in with usability
designs where users should not be expected to remember what page they are currently on or
how they got there. This is another aspect where the use of Breadcrumb navigation brings a
further benefit to the site as it is clearly a navigational path the user has taken to get to where

they are.

Recognition is promoted in User Interfaces by ensuring that the three main components — the
interface including all the buttons, navigation and page elements — are there to help the user
achieve their goal and not distract them or cause frustration. Also, the content needs to be
relevant to their needs and conducive to them achieving their goal. For example, with Freedawn
the icons in the header bar are easily recognised aside from the thunderbolt that represents
Notifications. The ability to tie in recognition can be utilised by introducing labels to things that
are not automatically recognised or do not require prior knowledge to know what the

connection is. Freedawn has a “Like” function built in, however to differentiate the icon is:

Like 4
@ with the number indicating the number of people who have “Liked” particular

content.

A poor example of recognition is shown below where a Mail application developed for iOS has a
group of icons at the top right above the main email content, however they do not promote

easy recognition aside from the ‘X’, which is a fairly common icon. A label would be ideal for
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these buttons as they do not give the user an indication of what they represent unless they are

tapped on.
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FIGURE 10 - EXAMPLE OF POOR BUTTON RECOGNITION
Flexibility and Efficiency of Use - “Accelerators -- unseen by the novice user -- may often speed
up the interaction for the expert user such that the system can cater to both inexperienced and

experienced users. Allow users to tailor frequent actions.” (Nielsen, 1995)

This is a necessity, especially with a modern site that would ideally want day-to-day use to be
flexible and efficient for a wide range of skill-sets. This means that the site caters to advanced
users who can quickly navigate and use the website as well as to basic users who require a bit of
guidance to get to grips with the nature of the site. Ideally, personalised delivery, especially with
a social network, would ensure that users find it quite quick and easy to use without having to

absorb a whole lot of technical information to use it.
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Freedawn currently has the concept of introductory Daily Habits that users will account
themselves to by adding them as habits they claim to do every day. It is also provides a way to
check off the completion of the habit every day. Being a daily task and also keeping in mind the
advanced users, the checking off should be made an extremely fast process so that even though
users have to log in and check these habits off, it can still be done in a manner of ease and with
no strain on user time. If a user had to go through a long process to check off the habit
completion, this would mean that particular module would become unpopular over time as
users would become more and more accustomed to completing habits without going through

the lengthy process of checking them off on the website.

Aesthetic and Minimalist Design - "Dialogues should not contain information which is irrelevant
or rarely needed. Every extra unit of information in a dialogue competes with the relevant units

of information and diminishes their relative visibility." (Nielsen, 1995)

This essentially means that everywhere that information is provided to the user must be
aesthetically appealing. It must not only keep in line with the theme of the overall site, but it
must also contain relevant and minimal information. User frustration will increase if a small
process such as adding a goal requires users to read a manual that is multiple pages long to

achieve what should be an easy outcome.

Progressive levels of details should be provided to users, as and when they wish to learn more
information. The supplying of this information should be through further links and investigation.
However, on initial display, it should not provide the user with all detailed information. There is
however a limit; users should not have so many sub-links that it becomes a daunting task to
learn the detailed information. Ideally, it should be just as easy to access the detailed

information as it is to access the basic information.

A guideline for this heuristic is that the site should look powerful, but the design elements
should not obstruct the overall functionality of the site, which would detriment the user. A vital
part of this heuristic would also be the articulation of delivery for content that the user does

want to see. There is little use in creating a page meant to show a user’s goal, when the main



viewing window only shows the user comments or related works.

Help users recognize, diagnose and recover from errors - "Error messages should be expressed
in plain language (no codes), precisely indicate the problem, and constructively suggest a

solution." (Nielsen, 1995)

With large-scale platforms, users encountering errors is inevitable. The ability to recognize these

errors and allow users to recover from them is quite an important component.

The ability to help users recover from errors can be utilized in many areas, a common error for
some sites is if pages are removed then the website may direct the user to a 404 error. A generic

404 error is as follows:

/= 404 Not Found - Windows Internet Explorer

.

g e le 173.232.149.90' (¥ [ B5i1%p X [ L=
Fie Edt Vew Favorkes Took Hep

p Favortes 12 49 Suppested Sites ~ £ Fres Hotmal 2 Upgrade Your Browser ~

6 404 ot Fourd fR - B 0 #m - Page- Sefety- Todks~ -

404 Not Found

ngnx

FIGURE 11 - BAsIC 404 ERROR EXAMPLE

This can lead to user frustration as this is usually a default page that does not provide users with
any help or an option to recover from this error other than the back button. An ideal “404 Not
Found” page would be a custom page that contains the theme of the site, as well as potentially
a simply delivered user-friendly error message such as “This page does not exist however maybe
these pages help....”, which would provide links to commonly used pages across the site or
provide a search function that may assist the users recovery into finding the accurate location of

the information they want.
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An example of a “404 Not Found” page that follows this heuristic, allowing users multiple
avenues to find themselves and not completely throw them off the website is the Facebook

example shown below:

&% Shane Home 20+

Sorry, this page isn't available

The link you followed may be broken, or the page may have been removed.

Go back to the previous page - Go to the Facebook homepage - Visit the Help Center

FIGURE 12 - USER-DRIVEN 404 ERROR PAGE

Another strong area of user error is form entry, as this is quite a common method of data entry
on websites, users can be quite prone to error however informing them off the error is much
more important. For example, a contact form where a user has to enter a numerical phone
number has a letter or symbol accidentally entered when entering text into the form is
submitted. An error that does not assist the user simply displays “Error - unable to send form.
Try again” whereas an error that allows a user to recover easily identifies the particular area of
the area and displays an appropriate error message such as “Error - Invalid phone number”. This
validation and data entry can apply to multiple fields in forms and ultimately increase the overall

usability of the site if applied correctly.
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10. Help & Documentation - "Even though it is better if the system can be used without
documentation, it may be necessary to provide help and documentation. Any such information
should be easy to search, focused on the user's task, list concrete steps to be carried out, and

not be too large." (Nielsen, 1995)

Essentially large websites, with many aspects to them, should provide a basic library of
documentation with information relating to completing tasks users wish to achieve on that
particular site. Ideally, this information should be easy to search for and locate, focus on the task
the user wishes to achieve, list the steps of what the user needs to do to achieve the task and
should not be too lengthy. This is what is ideally required to meet this heuristic and improve

overall usability for a website.

Many websites contain a Frequently Asked Questions (FAQ) section or a wiki that contains all
the common tasks that are completed on the website, instructions on how to achieve the task
and basic information potentially raised by users over a period of time of use or after beta-

testing.

Nielsen’s Heuristics links to ultimate usability by promoting the ease of use of a website and making a
site user-driven and wholly user-benefit focused. The idea of a user-driven design is that the website is
one that users will be able to use efficiently and effectively in order to achieve what they wish to
without frustrations or hindrances in performing tasks. With Freedawn, this idea will stem as being quite
important, visitor retention is essential to making a social network platform succeed. Without a
returning common user base the site will be unable to succeed. The benefit of successful usability of the
site outweighs the cost in terms of implementation as a usable site will result in improved performance
of functionality, increased exposure in terms of increased and return traffic, and will improve the overall

credibility of the site.



RELATED WORKS

As with the boom of the online social networking environment, there are many alternatives to phpFox
that can be chosen. A few that stand out based on my research in terms of potentially being used are
Oxwall and SocialEngine. Both of these platforms base themselves on being customizable and easy-to-
adapt to your needs. The common factor with all these social platforms is the fact that they are PHP
based. When | first joined the Freedawn project, the platform was already identified and had been
broken down into stages to begin development. Alternatives identified show the huge market for social
networking platforms where the foundations are already built.

Oxwall is a very similar platform to phpFox where it uses the same MVC model to base its core structure
as well as it uses the Smarty Template engine. However, the one major factor that would cause security
concerns is that Oxwall is open-sourced therefore anyone is able to download and potentially locate
exploits in the baseline code and use it to exploit social networks that use it (Vadalasetty, 2003). At
present Oxwall is currently being developed by a small team with limited core development. Spam
vulnerabilities and options for users are extremely limited which in essence diminishes the chance of
Oxwall being selected as a viable platform for Freedawn (WebSprank, 2014).

After a bit of further research looking into Oxwall the majority of content that comes as standard with
phpFox is generally a plugin feature that either has to be custom developed afterwards or an
aftermarket developed plugin purchased. These features include Media Sharing, Messaging and creating
Social Groups. As this is quite substantial functions to a social network, as phpFox provides these
functions as part of its developed package it makes phpFox a much more viable option.

SocialEngine is based on the MVC model as well, but it uses a different framework called Zend
Framework. The Zend Framework is an open-source MVC framework that seems to have picked up in
popularity and now has relevant development documentation. SocialEngine does have a number of
advantages such as experienced developers who can custom develop new functions for the site.
However, there have been a significant amount of security threats that have recently been found in the
Zend Framework. In an enterprise environment and on a site where users’ data and privacy must remain

secure, SocialEngine would not be the ideal solution for Freedawn to use a base platform (Zend, 2015).

In comparison with phpFox SocialEngine does not also include the ability to share media as part of the
basic package, the plugins must be purchased separately and individually for each type of media such as
photos, music and videos. The same also applies to the Messaging system, Event Calendar and Tagging

system. All of these baseline functionalities may not be a part of the Freedawn business model to be



used in the website except to have the ability to implement the functions without any extra
development or an added cost benefits the site in the long run as it could potentially be features used in

the near future.

After comparison with the larger social networking software systems that are available out of the box
we can see that phpFox is quite a viable and valid solution for Freedawn’s requirements. These brief
comparisons prove the business benefit that the phpFox software can bring to the platform is they
decide to utilize a few more features that are common in other social networks like tagging and show
that is a viable platform to continue developing on top of to further expand to suit the needs of
Freedawn.



FINAL PROGRESS

Over the period of the year, the development and progression of Freedawn has been exponential and so
has the adoption by users across the world. There have been many changes across the website, the
concept and the overall model the platform aims to achieve. There has been a steady progression in
completion of milestones and even as milestones are completed, based on feedback and usability
testing the milestones are continuously leveraged upwards to continuously improve.

This project with Freedawn follows its progression from the opening stages to the development of the
site. The basic platform for the site has been chosen, with the ideas and modules identified in the
business model having already been proven to be key components for a successful social platform for
self-development and personal growth. The project scope focuses on the usability of the platform in its
entirety from first-time users all the way to advanced users as well as the development of modules and
their integration with other API’s.

The project has mainly been built of the foundation as we saw in the Mid-Year progress with the recent
changes of Mobile Usability, concept of a mobile application, the introduction of Freedawn for Business
as well as a few small module additions and integrations.

Freedawn, since the Mid-Year report has progressed from being a private-beta for testing and opened
itself to public registrations and begun targeted marketing to capture more users.

As the site has grown, the need to ensure rigorous testing on changes and improvements has taken a
much higher priority as any downtime or negative usability may have a detrimental impact on a user’s

experience resulting in potentially users unhappy and no longer returning to use the service.

MOBILE USABILITY

The number of mobile users has now greatly surpassed the numbers of desktop users (Lella, 2015), in
which mobile devices generally have a higher number of connections with web services compared to
desktops. One of the considerations when analysing the analytics data is that a small percentage of it is
polluted by the team of developers and administration that is done to the site as the device generally
used is a desktop machine.

Mobile usability is of such high importance, as it has to be responsive to different screen resolutions as
well as conform to a number of usability factors such as likeability, pleasure, comfort and trust. A core
part of the usability when using a service is it must be efficient to use, easy to learn and meet and satisfy

user expectations.



Firstly, on initial development Freedawn was just relying on the responsive CSS to compress everything
into appropriate locations for users to use however with the AJAX and JavaScript running on many
different components, the need to strengthen this core usability area was prioritised as the number of
browsers supporting these functions can be quite limiting.

At present, the mobile usability is being continuously tested, improved and modified after usability
testing is done and feedback is taken from a number of users both new and old on the website.

As we see the below Figures 22, we have screenshots of the appropriate mobile screens, what users are
presented with and how they interact with the menus. The reason for this is to not be too detrimental
to the user experience; they must be able to “feel” like they are on Freedawn although there has to be

certain components that make up the entire width of the normal desktop browser page.

One of the core things was the fluid motions and designing for touch, as the majority of mobile devices
are touch screen and are of various sizes ensuring the ability to respond to different sized screens is
quite important. As we see in Figure 22 the menus are spaced out slightly more than usual to allow for
fingers to easily select them without too much difficulty but also noticing that certain parts of the site
are missing or compressed down. Items that have been removed, just for both efficiency and ease of use
is the cover photo, Freedawn Logo but for identification purposes the Freedawn Flame is still visible as

well as navigation menus to maintain consistency.

With the mobile usability, one of the design considerations when looking at User Experience was the
elements that are displayed and how they will respond to fingers of varying sizes as oppose to a precise
cursor and the fact that JavaScript is not fully supported by all mobile browsers so in light of that a large
guantity of the desktop-rich content was limited to make the functionality basic but work effectively to
allow users to post new feed entries, journal entries and use the main Goals and Habits functions and

check the Feed for updates from Friends.

The notification centre is now accessible from clicking on the users profile picture next to the personal
navigation menu and now combines the Notifications, Messages and Friend Requests. This is done to
again, create a minimal simple approach to enhance the experience and reduce the clutter the user is

delivered after logging in.



FREEDAWN FOR BUSINESS

In the period of time after the Mid-Year Seminar, Freedawn has been exploring applying this ideology of
continuous improvement to business environments and after approaching various organisations a
potential concept has been formed and is currently the main focus of development at present.

The main idea about Freedawn for Business is that it is a socially interactive platform in which
employees in an organisation can manage best practices for everything such as processes of handing
inbound phone calls, suggesting improvements in a collaborative environment and
delegating/completing tasks that are assigned by different departments, managers but entirely
dependent on each particular organisation.

Freedawn for Business is based off the same platform as Freedawn and extends off the current
implementation, whilst using a different database for storing the Business data. The reason for this
abstraction was primarily a security concern, especially if Freedawn will be hosting different

organisations instances and is essentially creating a robust intranet for boosting employee culture.

Freedawn for Business has the same usability layout as Freedawn; when creating it for organisations to
access the service, a user who is an employee is generally assigned an organisation email address e.g.

shane@freedawn.com. Freedawn for Business identifies employees by the domain of the organisation

such as ‘freedawn.com’ and provides them access to the service by doing so.
An administrator for the organisation will add employees as part of the processes when employing a
new person and going through the normal process of setting up accounts. Once done so, the

administrator will assign all the privilege levels and provide the credentials to the employee.

Freedawn for Business will give employees a way to collaboratively work with other employees around
them, in their department and across different levels and also help how current processes are as well as
check how current processes operate. The service will also allow users to use the personal side of

Freedawn for themselves and have everything available under one particular account.

One of the main functions that Freedawn for Business provides is how it integrates with cloud-based
services and integrates with Google Drive. To maintain version control, shared storage and security —
implementation of the documents is done via Google Drive and access is controlled via Freedawn for

Business.
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The basic layout and usability must carry on from the current Freedawn system; this ensures consistency
and all while users do not have to learn an entirely different process of use when using Freedawn for
Business and Freedawn. The core idea behind that is, if they wish to use the personal side after seeing
the potential benefits of what it can do to and does on a daily basis they can switch over to their
personal account. In light of having everything in one location, from the Personal Navigation Menu users
can select to go to their Freedawn for Business account if it is setup or go back to their Personal Account
if necessary, refer to Figure 15 for the menu display options. A decision that was deemed unsuitable was

to have another URL or website such as www.freedawnforbusiness.com that users would go to access

their organisations information and then revert back to www.freedawn.com for their personal page

however followed a similar usability characteristic that Facebook has where users who are
administrators of pages can access them from their Personal Navigation Menu as well. This is another
form of consistency over social websites, which assists with the overall usability but also means that

there are no excessive steps to access either system.

The layout is very similar to the personal feed; however there are changes to the panels displayed.
Instead of having tabs with personal Goals, Habits and LifeDesign the Freedawn for Business aspect has

two main sections which are Improvements and Processes.

Improvements are broken down into different aspects which at present are; “Working on Now”, “Open
for Discussion”, “Under Review”, “All” and “Tasks”. Under Improvements, the section starts off with
listing all the current delegated tasks to the user then leads onto the current improvements that are
assigned by Department the user belongs to in the organisation. In my example Figure 13, | am currently
joined as part of the Customer Service, IT and Sales team for testing which means | am able to see all
Improvements that are currently being developed for all three departments e.g. Daily Customer
Response Process is a current Customer Service improvement that anyone on the team can jump in and

help improve.

One of the issues that arise, in any organisation or collaborative environment is permissions to edit and
manage documents therefore to combat anyone being able to edit these improvements a discussion can
occur on the right hand side panel of the page to allow people to discuss different aspects with each

other and the creator of the particular document or improvement can edit them accordingly. To also


http://www.freedawnforbusiness.com/
http://www.freedawn.com/

allow collaborative work, the creator can also edit the permissions to allow different departments or

individuals accordingly.

One of the decisions that was made and required a large amount of planning was the integration of
Google Drive as a document storage facility. Ideally the Development Team were looking at creating a
new module that would ideally handle the requirements of collaborative documents and file
permissions. One of the benefits of implementing an in-house developed module would mean that
there would be no reliance on an external source however this idea was dismissed when compared to

the potential benefit Google Apps provide.

Google Apps (Google, 2015) has a library of programs that organisations can utilizes for their members,
Gmail alone supports most of the technical features that Microsoft Exchange has and is a cloud-based
solution so accessible anywhere with an internet connection. The utilization of Google Drive can mean
that any employee can have access to the information at any location but again, if required Google Apps
supports the security policy to be able to limit access to a particular location or subset of addresses to
ensure that either employees are connected through a VPN or are at their physical desk to prevent any
confidential data getting exposed and minimizing the risk that cloud-based services bring with them.
With the development of Freedawn for Business, the concept of how phpFox utilizes module was quite a
beneficial structure, as similarly to the Goals and Habits modules the Improvements, Processes,
Departments, Members and Reports were all modules that were created. Again, all part of the base

phpFox platform allowing the development to maximise use of the resources.

The development of the modules, were done in all a similar fashion to the others and following the
same MVC structure to maintain consistency with the development and operation of the personal side
of Freedawn. The only difference with the development is the integration of Google Drive is
documentation for the processes which is reliant upon that particular service. This highlights a concern
with the design of Freedawn for Business which is that if Google Drive is no longer available, it can be a
single point of failure. A single point of failure is described as a service that if no longer available will
mean that the data will be inaccessible. In the instance with Freedawn for Business, entire organisations
process documentation would be unavailable. This would have an undeniable impact on the use of the

service but also the reliance on one service is rather important as the foundation of a service provider



such as Google as that all data is stored in distributed data centres, in which there are redundancy

policies in place to guarantee uptime of these services.

The security of Google’s service was discussed and heavily researched to ensure that before completely
deploying and designing Freedawn for Business around and on-top of Google Apps that it would be a
viable solution to many different organisations. Google allows independent third party auditors to
ensure that data stored for organisations comply with SSAE 16, ISAE 3402 and SAS 70 standards (Google,
2015). These standards ensure that Google Apps has the following controls in place to manage their
security:
e Logical Security — logical access to production systems and data is restricted to authorised
individuals
e  Privacy — policies and procedures addressing the privacy of stored customer data
e Physical Security — physical access to the locations housing the data centres as well as their
corporate offices are secured
e Incident Management and Availability — ensure the redundancy is in place and that incidents are
properly maintained
e Change Management — ensures that testing and independent code review of development prior
to deployment into production
e QOrganisation & Administration — management that provides infrastructure and management to
maintain integrity within that company that impacts Google Apps
Googles reputation for security and redundancy with Google Apps is so greatly recognised, included in
their Service Level Agreement (SLA) with organisations using the Apps service they guarantee uptime for
at least 99.9% of the time and will compensate well if there is any down time (Google, 2015). The
benefit this SLA provides, from a business perspective is that it provides peace of mind. As with the
security policies and independent standards being met, this ultimately assists with the business proposal

towards other organisations as to why Freedawn for Business will protect their data if necessary.

Another discussion with exploring the validity of using Google Apps, was the legitimacy of using Google
Drive, the API and the ability for integration. Google Drive has a very detailed and well documented API
covering all the functions that were necessary by Freedawn for Business. The core folder structure is

managed when the Organisation is added to Freedawn for Business, then it is broken down into each



modaule. Version control of documentation is managed by Google Drive as it keeps a record of what

email address accessed different documents, and edited and at what particular time.
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FIGURE 17 - SPECIFIC IMPROVEMENTS PAGE

In Figure 17, we see how the integration of the Google Document is placed inside the Freedawn for
Business page. The ability to discuss and talk about the current improvement for the case of this
example is the process in which Supercar Experience Bookings are confirmed and how customers are
contacted. With the development of this layout, the first instance was to try and open the Google Doc in
its own tab for users to read and edit however from a usability perspective, the ease of use would
degrade enough that users would not feel it enjoyable to use the service if they keep getting directed to
different pages each time they tried to load an improvement. The idea behind this first design was that

Google Doc implements a chat function in itself where users on the same document can chat with each
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other however to allow for discussions and reporting the API for Google didn’t have too much
functionality with the chat system.

In organisations, metrics are an excellent way to manage performance of individuals. With Freedawn for
Business, we’ve brought through the idea of requiring a way to manage usage of the platform with
employees in an organisation with the reporting function. This function can allow middle level
management to ideally keep a close watch over their team and help motivate the use of the platform as
if Freedawn for Business is well adopted, the benefits could be greatly beneficial to the organisation as a

whole.
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As we see in Figure 18 and 19, the reporting function allows users to view the use of the platform over a
period of time and has the ability to filter between dates or a particular week. One of the
recommendations towards improving the reporting function is providing a permission system so only
particular members in the organisation can access and see the reporting or limit the scope of how much
lower-level users can see. Another recommendation towards improving the Reporting functionality
would be to change the User filter to Departments, then as another level in the hierarchy users or
employees in that department can be filtered giving managers the ability to see performance of a team
as a whole then drill-down even further into individual usage.

With the reporting, in an organisation summaries of information can prove to be extremely useful in
terms of ease of readability and time to digest information — an additional feature that could be ideally
useful in the reporting field is with each employee provide a summary of their inputs, comments and
discussions underneath the graphing to assist with the reporting of each user as oppose to just a

numerical quantitative assessment.

Freedawn for Business will essentially overall a very robust intranet service, allowing employees to
communicate, access all company documents & procedures in a secure environment with the

elimination of a single point of failure by utilizing Google Apps.

LIBRARY MODULE

One of the modules that has been developed and extended since the progress of the first Mid-Year
phase report has been the Library module. This module allows users to collectively list Books, Photos,
Videos, Blogs and Websites. This give people a way to look at other’s profiles and see what they’re
interested in or recommend and as such and have an idea of what they rate the book as and determine

the level of privacy the content will have.
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FIGURE 20 - LIBRARY TAB DISPLAYING BOOKS
As we see in Figure 20, there is a list of books for this particular user that they have read and rated as
well as another book they wish to read in the near future. One of the usability functions that is
implemented to improve the ease of use with book data is that it is integrated with the Amazon API to
allow users to search for a book from that library and essentially pull all the data associated with a
particular title into Freedawn. This helps maintain consistency between book data, but with a social
media platform allows the creation of more links between people such as finding people who have
similar interested can be extracted from the aggregation of that data.
The integration is in a very simple and common form where when the user begins to enter a title into
the Add Book dialog box a dropdown appears with the appropriate title search and lets them select and
populate the information in the field. Figure 21 highlights what the user is prompted with to assist their

selection.
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FIGURE 21 - LIBRARY INTEGRATION WITH AMAZON

With the implementation of the Amazon Library, we are retrieving information from the Product
Advertising API, which provides us with two core functions that we can use from Amazon’s data. Firstly,
allowing us to use ItemLookup which allows grabbing product titles, images and prices for a particular
item or ItemSearch which allows us to lookup results sorted by relevance, sales rank or price in which
our instance is what he have implemented and organised by relevance to the search string. At present,
because we believe that the Amazon library has sufficient data to populate with however in the near

future may also integrate with Google Books.

Part of the integration with the Amazon was implementing limitations to minimize the number of search
results but also ensure that they were entirely relevant to the users’ entry string. This is passed into the
AmazonECS class in which implements SOAP allowing you to implement rules for sending and receiving
Remote Procedure Calls (RPC) e.g. the structure of the request to Amazon and the response.

One of the issues that arose during initial testing was the fact that there was an API request limit in
which we needed to implement a delay which by doing so ensured that each request was delayed by

one second to eliminate the delay.
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CONCLUSION

With the ongoing development of Freedawn, one of the main concepts for future development is
continuous re-evaluation of currently operating modules based on user feedback and experience to
leverage and ensure that the overall user experience is the best it can be for these users. This way it will
ensure maximum user retention as well as great user feedback.

With the primary focus being divided on the development of Mobile Usability and Freedawn for
Business at the moment, the development and refinement of the modules in that subsection of the
platform is quite important.

| have noted in my paper, a number of recommendations for improving the current Freedawn for
Business section such as the reporting features, this would ideally heighten the strength of the reporting
functionality for all levels of management.

Overall, | have developed a number of skills | feel are beneficial to my future career in Information
Technology such as working in a team environment, project management skills and improving my time
management throughout the year. | have also expanded my technical knowledge, especially with
working with the Google and Amazon API’s as well as PHP & JSON.

| feel that Freedawn should have a strong future ahead of itself; as long as the user numbers
progressively increase and the site doesn’t remain stagnant it will gain some great traction and

continually grow.



REFERENCES

Alexa. (2015). The top 500 sites on the web. Retrieved from Alexa: http://www.alexa.com/topsites

Amazon Web Services. (n.d.). AWS Security Features. Retrieved from Amazon Web Services:
http://aws.amazon.com/security/aws-security-features/

Appcore. (2015). 3 Types of Cloud Service Models. Retrieved from Appcore: http://www.appcore.com/3-
types-cloud-service-models/

Azad, K. (n.d.). Intro to Distributed Version Control (lllustrated). Retrieved from Better Explained:
http://betterexplained.com/articles/intro-to-distributed-version-control-illustrated/

BBC. (2014, February 26). Target profits plunge 46% after holiday security breach. Retrieved from BBC
News: http://www.bbc.co.uk/news/business-26358556

Google. (2015, October 25). Google Apps for Work. Retrieved from Tools to get more done:
https://www.google.com/work/apps/business/

Google. (2015, October 20). Google Apps Service Level Agreement. Retrieved from Google Apps:
http://www.google.com/apps/intl/en-GB/terms/sla.html

Google. (2015, October 17). Your security and privacy. Retrieved from Google Apps Adminsitrator Help:
https://support.google.com/a/answer/60762?hl=en

Kemp, S. (2015, January 21). Digital, Social & Mobile Worldwide in 2015. Retrieved from We are social:
http://wearesocial.net/tag/sdmw/

King, A. B. (2003). Speed Up Your Site: Web Site Optimization. New Riders Press.

Lella, A. (2015, April 28). Number of Mobile-Only Internet Users Now Exceeds Desktop-Only in the U.S.
Retrieved from comScore: https://www.comscore.com/Insights/Blog/Number-of-Mobile-Only-
Internet-Users-Now-Exceeds-Desktop-Only-in-the-U.S

Nielsen, J. (1995, January 1). 10 Usability Heuristics for User Interface Design. Retrieved from Nielsen
Norman Group: http://www.nngroup.com/articles/ten-usability-heuristics/

Reenskaug, T., & Coplien, J. 0. (2009). The DCI Architecture: A New Vision of Object-Oriented
Programming. Artima Developer.

Rouse, M. (2008, September). Principle of least privilege (POLP). Retrieved from TechTarget:
http://searchsecurity.techtarget.com/definition/principle-of-least-privilege-POLP

SecurEnvoy. (2015). What is 2FA? Retrieved from SecurEnvoy: https://www.securenvoy.com/two-

factor-authentication/what-is-2fa.shtm



Smarty Template Engine. (2015). What is Smarty? Retrieved from Smarty Template Engine:
http://www.smarty.net/about_smarty

Vadalasetty, S. R. (2003). Security Concerns in Using Open Source Software for Enterprise. SANS
Information Security Training.

WebSprank. (2014, June 11). Top 5 Best Social Networking Software. Retrieved from WebSprank:
http://websprank.com/top-5-best-social-networking-software/

Zend. (2015, April). Vulnerabilities reported against Zend Framework, and recommendations for

mitigation. Retrieved from Zend Framework: http://framework.zend.com/security/advisories/



