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Summary:

On Btech project session 4 my research focuses on Ethernet and TCP/IP, this is TCP/IP research report and TCP/IP is the foundation of all data communication area include iSCSI storage area network which is the topic of my project.

In this report I will cover what is TCP/IP, how it work, OSI model, TCP/IP model, and TCP, IP, UDP protocol. 
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Objective and definition:

TCP/IP (Transmission Control Protocol/Internet Protocol) is the basic communication language or protocol of the Internet. It can also be used as a communications protocol in a private network (either an intranet or an extranet). When you are set up with direct access to the Internet, your computer is provided with a copy of the TCP/IP program just as every other computer that you may send messages to or get information from also has a copy of TCP/IP

(http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci214173,00.html)

All of the protocols in the TCP/IP suite are defined by documents called Requests For Comments (RFC's).

(http://www.rfc-editor.org/)

Functionality:

TCP/IP is a two-layer program. The higher layer, Transmission Control Protocol, manages the assembling of a message or file into smaller packets that are transmitted over the Internet and received by a TCP layer that reassembles the packets into the original message. The lower layer, Internet Protocol, handles the address part of each packet so that it gets to the right destination. Each gateway computer on the network checks this address to see where to forward the message. Even though some packets from the same message are routed differently than others, they'll be reassembled at the destination.

(http://www.itprc.com/tcpipfaq/faq-1.htm#what-tcpip)

The TCP/IP model:

The U.S. Department of Defense (DoD) created the TCP/IP reference model, because it wanted to design a network that could survive any conditions, including a nuclear war. In a world connected by different types of communication media such as copper wires, microwaves, optical fibers and satellite links, the DoD wanted transmission of packets every time and under any conditions. This very difficult design problem brought about the creation of the TCP/IP model.

Unlike the proprietary networking technologies mentioned earlier, TCP/IP was developed as an open standard. This meant that anyone was free to use TCP/IP. This helped speed up the development of TCP/IP as a standard.
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OSI model:

As we know there are another really important network model standard in data communication area which is OSI model.
The Open System Interconnection (OSI) reference model released in 1984 was the descriptive network model that the ISO created. It provided vendors with a set of standards that ensured greater compatibility and interoperability among various network technologies produced by companies around the world.
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OSI reference model have 7 layers which is used to understand how information travels throughout a network. The OSI reference model explains how packets travel through the various layers to another device on a network, even if the sender and destination have different types of network media and OSI model can provide many benefits, such as reduce complexity, standardizes interfaces, facilitates modular engineering and so on….

Comparison of the OSI model and the TCP/IP model

There are some similarities and differences between OSI model and TCP/IP model

Similarities include: 

· Both have layers. 

· Both have application layers, though they include very different services. 

· Both have comparable transport and network layers. 

· Both models need to be known by networking professionals. 

· Both assume packets are switched. This means that individual packets may take different paths to reach the same destination. This is contrasted with circuit-switched networks where all the packets take the same path. 

Differences include: 

· TCP/IP combines the presentation and session layer issues into its application layer. 

· TCP/IP combines the OSI data link and physical layers into the network access layer. 

· TCP/IP appears simpler because it has fewer layers. 

· TCP/IP protocols are the standards around which the Internet developed, so the TCP/IP model gains credibility just because of its protocols. In contrast, networks are not usually built on the OSI protocol, even though the OSI model is used as a guide.

Although TCP/IP protocols are the standards with which the Internet has grown, this curriculum will use the OSI model for the following reasons: 

· It is a generic, protocol-independent standard. 

· It has more details, which make it more helpful for teaching and learning. 

· It has more details, which can be helpful when troubleshooting. 

Networking professionals differ in their opinions on which model to use. Due to the nature of the industry it is necessary to become familiar with both. The focus will be on the following: 

· TCP as an OSI Layer 4 protocol 

· IP as an OSI Layer 3 protocol 

· Ethernet as a Layer 2 and Layer 1 technology
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(http://www.technology.niagarac.on.ca/courses/ctec1906/notes/tcp-ip-06.html)
Common on TCP/IP model:
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This figure illustrates some of the common protocols specified by the TCP/IP reference model layers. Some of the most commonly used application layer protocols include the following: 

· File Transfer Protocol (FTP) 

· Hypertext Transfer Protocol (HTTP) 

· Simple Mail Transfer Protocol (SMTP) 

· Domain Name System (DNS) 

· Trivial File Transfer Protocol (TFTP) 

The common transport layer protocols include: 

· Transport Control Protocol (TCP) 

· User Datagram Protocol (UDP) 

The primary protocol of the Internet layer is: 

· Internet Protocol (IP) 

The network access layer refers to any particular technology used on a specific network.
In TCP/IP – Ethernet data communication the data is send like this
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TCP protocol:

TCP is a connection-oriented transport protocol that sends data as an unstructured stream of bytes. By using sequence numbers and acknowledgment messages, TCP can provide a sending node with delivery information about packets transmitted to a destination node. Where data has been lost in transit from source to destination, TCP can retransmit the data until either a timeout condition is reached or until successful delivery has been achieved. TCP can also recognize duplicate messages and will discard them appropriately. If the sending computer is transmitting too fast for the receiving computer, TCP can employ flow control mechanisms to slow data transfer. TCP can also communicate delivery information to the upper-layer protocols and applications it supports.
TCP Header Format

TCP segments are sent as internet datagrams. The Internet Protocol header carries several information fields, including the source and destination host addresses [2]. A TCP header follows the internet header, supplying information specific to the TCP protocol. This division allows for the existence of host level protocols other than TCP.
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(http://www.cisco.com/warp/public/535/4.html)

(http://www.unix.org.ua/orelly/networking/tcpip/appf_01.htm)

(http://www.networksorcery.com/enp/protocol/ip.htm)
The fundamentals of TCP are defined in RFC 793, and later RFC's refine the protocol. RFC 1122 catalogues these refinements as of October 1989 and summarises the requirements that a TCP implementation must meet. 

TCP is still being developed. For instance, RFC 1323 introduces a TCP option that can be useful when traffic is being carried over high-capacity links. It is important that such developments are backwards-compatible. That is, a TCP implementation that supports a new feature must continue to work with older TCP implementations that do not support that feature. 

(http://www.itprc.com/tcpipfaq/faq-1.htm#what-tcpip)

(http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci214172,00.html)

IP protocol:
Internet Protocol (IP) is the central, unifying protocol in the TCP/IP suite. It provides the basic delivery mechanism for packets of data sent between all systems on an internet, regardless of whether the systems are in the same room or on opposite sides of the world. All other protocols in the TCP/IP suite depend on IP to carry out the fundamental function of moving packets across the internet.

And IP is a connectionless protocol, which means that there is no continuing connection between the end points that are communicating. The most widely used version of IP today is Internet Protocol Version 4 (IPv4). However, IP Version 6 (IPv6) is also beginning to be supported. IPv6 provides for much longer addresses and therefore for the possibility of many more Internet users. IPv6 includes the capabilities of IPv4 and any server that can support IPv6 packets can also support IPv4 packets.
IP Datagram Header

This description is taken from pages 11 to 15 of RFC 791, Internet Protocol
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The first field in the IP header is the version field. This is used to identify which version of IP was used to create the header. This is important in internets because not every network is running the same version of a protocol. If the IP header was created in a network using the latest version of IP, it may contain information not recognizable by an older version of IP.

(http://www.tekelec.com/ss7/protocols/ip2.asp)

 (http://searchenterprisevoice.techtarget.com/sDefinition/0,,sid66_gci214031,00.html)

(http://www.itprc.com/tcpipfaq/faq-1.htm#what-tcpip)
UDP protocol:

There is another protocol widely used in data communication area and instant of TCP protocol and combine with IP which is UDP protocol.

UDP (User Datagram Protocol) is a communications protocol that offers a limited amount of service when messages are exchanged between computers in a network that uses the Internet Protocol (IP). UDP is an alternative to the Transmission Control Protocol (TCP) and, together with IP, is sometimes referred to as UDP/IP. Like the Transmission Control Protocol, UDP uses the Internet Protocol to actually get a data unit (called a datagram) from one computer to another. Unlike TCP, however, UDP does not provide the service of dividing a message into packets (datagrams) and reassembling it at the other end. Specifically, UDP doesn't provide sequencing of the packets that the data arrives in. This means that the application program that uses UDP must be able to make sure that the entire message has arrived and is in the right order. Network applications that want to save processing time because they have very small data units to exchange (and therefore very little message reassembling to do) may prefer UDP to TCP. The Trivial File Transfer Protocol (TFTP) uses UDP instead of TCP.

(http://searchwebservices.techtarget.com/sDefinition/0,,sid26_gci214157,00.html)

