VoIPTermReport

v0.1




Name: Qiao Ma

ID: 3255797

Supervisor: TN, Chan

Company: CNZ

June, 2005

Content

Abstract ……………………………………………………………………………
3
1. Introduction …………………………………………………………………….
4
1.1 What is Voice over IP? …………………………………………………4

1.2 The Advantages and Disadvantages of VoIP …………………………..
4

1.3 How Does VoIP Works? ……………………………………………….
4

1.4 Types of VoIP ………………………………………………………….
5

1.5 The future of VoIP ……………………………………………………..
5

2. Pulse Code Modulation......................................................................................
6

3. Standards and Protocols ....................................................................................
9

3.1 Standards and Protocol Overview...........................................................
9

3.2 H.323 STANDARD................................................................................
9

3.3 Session Initiation Protocol ......................................................................
14

3.5 Session Announcement Protocol and Session Description Protocol ......
18
3.6 Real-time Transport Protocol and Real-time Control Protocol..............
19
3.7 Real Time Streaming Protocol ................................................................
21

3.8 Media Gateway Control Protocol...........................................................
21

3.9 Resource Reservation Protocol ...............................................................
23

4. VoIP Network.....................................................................................................
25

4.1 Traditional voice network.......................................................................
25

4.2 Voice Networking Issues ........................................................................
25

5. VoIP Hardware....................................................................................................
29
5.1 VoIP Interface Cards for PCs.................................................................
29

5.2 VoIP Telephones .....................................................................................
32

5.3 VoIP Switches.........................................................................................
32

5.4 VoIP Gateways .......................................................................................
34

5.5 VoIP Routers ...........................................................................................
35

5.6 VoIP PBX's .............................................................................................
37
6. VoIP Quality of Service .....................................................................................
38

6.1 Measuring QoS .......................................................................................
38
6.2 Factors Affecting QoS ............................................................................
38

6.3 Optimizing QoS......................................................................................
40

7. VoIP Security ......................................................................................................
49

7.1 What are the threats? ..............................................................................
49
7.2 VoIP Security and Defense .....................................................................
49

7.3 Security Techniques................................................................................
50

8. Conclusion...........................................................................................................
56
Reference.................................................................................................................
57

Abstract

Voice over Internet Protocol (VoIP) is a technology that allows the user to make telephone calls using a broadband Internet connection instead of a regular (or analog) phone line.

Today, more enterprises are turning to Voice over IP to provide voice services using reliable and high speed networks. The major advantage of Voice over IP is that it avoids the tolls charged by the ordinary telephone service. The companies also can provide a greater range of telephone services by using VoIP.
This report contains the major technologies needed to implement the Voice over IP. Section one provides an overview of Voice over IP such as what is Voice over IP, the advantages and disadvantages of VoIP, how it works and the future prospect.    
Section two shows an analog to digital conversion method - Pulse Code Modulation. Pulse code modulation is a basic technology that converts analog data to digital form. Most ADC converters use PCM to do the conversion.

Section three contains the basic standards and protocols needed to implement Voice over IP. Because of these standards and protocols, VoIP equipments (especially from different vendors) ensure the high level of interoperability.

Section four shows an overview of VoIP network. It gives a snapshot on how a call can be routed from one end to the other and how the software and hardware involve in the VoIP network.

Hardware is the fundamental element to build the VoIP network. Section five provides some basic VoIP hardware components and the features these hardware contain to support VoIP.

Since VoIP is a real-time service and is sensitive to delay and packet loss, Quality of Service (Qos) becomes an important issue to VoIP. Section six provides some techniques on how to improve the quality of service of VoIP.

The VoIP network needs to be protected for secure. This leads a security issue. The VoIP security issue is contained in section seven. This section defines the threads may appear in VoIP network and provides techniques to defense these threads. 

A conclusion is contained at the end of this paper which gives a brief summary about VoIP.  
Voice over IP offers lucrative advantages to customers and service providers. It is a new technology and it has its own features. By understanding these important features, we can reap the benefits of Voice over IP. 
1.  Introduction 
1.1 What is Voice over IP?
Voice over Internet Protocol (VoIP) transfers voice through IP packets through the Internet. In general, this means sending voice information in digital form in discrete packets rather than in the traditional circuit-committed protocols of the public switched telephone network (PSTN) [1].
1.2 The Advantages and Disadvantages of VoIP
There are many advantages of using VoIP. Such as:
· Pay little:  you can talk all the time with every person you want as far as you want without paying for the time. This is the major advantage of VoIP 

· Digital format can be better controlled: it can be compressed, routed, converted to a new better format. Digital signals are more noise tolerant than the analog one.

· Can talk with many people at the same time: like multimedia teleconferencing. 

· Do multitask: you can exchange data with people you are talking with, sending images, graphs and videos. 

VoIP also have some disadvantage. Such as:

· VoIP speed depends on the internet traffic.

· The quality of the sound which can be uneven, and phone calls often have lot of delay with lot of echo. 

These disadvantages lead another issue - quality of service (Qos), and they also become the major challenge of implementing VoIP.
1.3 How Does VoIP Works?
Generally, VoIP changes analog (human voice) to digital use an ADC (analog to digital converter). Then, it digitalizes voice in data packets and transmits it. Finally, it reconverts them in voice at destination.
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More precise, the steps of VoIP communications [2] show below: 

· The ADC converter converts the analog voice to digital signals (bits).
· Then the bits are compressed into a format for transmission. There are a number of protocols involve, such as SIP.
· The voice packets are compressed even further into data packets using a real-time protocol such as RTP over UDP over IP.
· A signaling protocol calls the users, H323 is the standard signalling protocol.
· Upon arrival at the destination, the packets are disassembled, data is extracted, and the converted analog voice signals are sent to the sound card (or phone).
1.4 Types of VoIP
Generally there are four types of Voice over IP [3]. Each of them has its own features.
· Computer-to-computer: all need is the software, a microphone, speakers, a sound card and an Internet connection.

· Computer-to-telephone: This method allows the user to call anyone (who has a phone) from the owner’s computer. It requires a software client to do this. 
· Telephone-to-computer: A standard telephone user initiates a call to a computer user. (A few companies may provide these services though special numbers or calling cards.) 
· Telephone-to-telephone: Through the use of gateways, the user can connect directly with any other standard telephone in the world. But to use the services offered, the user must call in to one of their gateways first, and they connect the line through their IP-based network. 
1.5 The future of VoIP

The VoIP future prediction [4] is quite impressive. It has been estimated that there will be 7 million VoIP phones in circulation by 2007. This is quite a number if compare with Cisco Systems, for example, shipped 1 million IP phones between 1999 and 2002. So it seems that VoIP will be the main technology in the future.

2. Pulse Code Modulation
Pulse code modulation (PCM) [5] is a digital scheme for transmitting analog data. It is the process of changing/converting signals from one form (analog) to the other (digital). The signals in PCM are binary, represented by logic 1 (high) and logic 0 (low). PCM is possible to digitize all forms of analog data, including full-motion video, voices, music, telemetry, and virtual reality (VR).
The practical implementation of PCM makes use of other processes. The processes are carried out in the order in which they appear below:
· Filtering: 
· The filtering stage removes frequencies above the highest signal frequency. These frequencies if not removed, may cause problems when the signal is going through the stage of sampling.

· Sampling: 
· The analog signal amplitude is sampled at regular time intervals. The sampling rate, or number of samples per second, is several times the maximum frequency of the analog waveform in cycles per second or hertz. 

· Quantizing:
·  The instantaneous amplitude of the analog signal at each sampling is rounded off to the nearest of several specific, predetermined levels. This process is called quantization. 

· Encoding: 
· The number of levels is always a power of 2. These numbers can be represented by three, four, five, or six binary digits (bits) respectively. The output of a pulse code modulator is thus a series of binary numbers, each represented by some power of 2 bits.
One disadvantage of PCM is that the signal accuracy is reduced because of the quantizing of the samples.
How does PCM works? Some examples [6] are shown below:
Sampling: 

Sampling of a waveform means determining instantaneous amplitudes of a signal at fixed intervals. It is the first part of how the signal changes from one form to the other.
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Figure (a) shows the determination of instantaneous amplitude at uniform intervals. (b) shows the samples corresponding to instantaneous amplitudes of the input signal, and (c) shows the output which represents the reconstructed input signal. 
Quantizing:
Quantization is the process of allocating levels to the infinite range of amplitudes of sample values of the analog signal. 
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In this example the maximum amplitude value is +8 and the minimum is –8. The amplitude values are quantized into four levels. The full range (from –8 to +8) of values is 16. Therefore the width of each level is 16 divided by 4 which gives 4 volts. Quantization is done such that half the steps are at the top and half at the bottom.
Encoding:

In this process each step level is assigned a number. The numbers start with zero at the lowest level. These assigned numbers are then expressed in binary form (in terms of 0’s and 1’s). This will be the last part of the conversion and the PCM signal will be transmitted/sent.
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3. Standards and Protocols
3.1 Standards and Protocol Overview
The process of VoIP is dependent on signaling and media transport. A signaling protocol, like SIP or H.323, performs the voice communication, such as and connecting or ending a session. Media transport protocols, like RTP/RTCP is used for transporting real time data. They handle the voice portion of a call such as digitizing, encoding and ordering. 
Other protocols such as SAP, SDP, RTSP, RSVP and MGCP are all involve in them and provide additional services. SAP is used for advertising multimedia sessions. SDP is used for describing multimedia sessions. RTSP is used for controlled delivery of streams. RSVP is used for reserving resources and MGCP is used or the communication between the signaling gateway and media gateway.
Networking protocols, such as IP, are wrapped around the VoIP packets when they are transmitted to the proper servers.

The figure below shows the signaling and transport protocols required for delivering voice over IP.
[image: image5.emf]
3.2 H.323 STANDARD
H.323 [7, 8] is the primary protocol used to enable multimedia applications function over packet-switched networks. This is the ITU-T’s (International Telecommunications Union) standard. This standard encompasses both point to point communications and multipoint conferences. 
H.323 is considered as a session layer protocol. It allows the software and hardware of different vendors to interoperate. The main function of H.323 is not as a transport or network protocol, but rather to perform call control and management functions. Within the H.323 specification, two additional signaling methods are required for the transport of voice traffic:
· H.225. H.225 uses the Q.931 protocol for call control signaling between two H.323 devices. This includes functions like call setup and termination.

· H.245. H.245 creates a reliable connection between H.323 devices that is used to

· exchange information about the codec to be used

· exchange the capabilities of the devices (which allows them to determine a common level of compatibility during a session)

· get flow control information

· get the port numbers to be used, and so forth. 

When two H.323 devices attempt to establish a session:

1. H.225 is first used to establish the call (using TCP for reliable transport).

2. H.245 then creates a TCP connection for the communications of both devices, identifies the port numbers to be used, and open a logical channel over which the VoIP traffic will ultimately be passed. 

3. Finally, the voice traffic uses UDP protocol to transport the actual voice packets across the network. 

Notice that

1. TCP is the transport protocol used for call establishment and management since it is reliable. However, UDP is used for the actual transmission of the voice traffic, since it is time-sensitive.

2. H.323 is the primary call control and management protocol used on VoIP networks, and that voice calls are initiated and managed using H.225 and H.245 respectively. 

3.2.1 Components of H.323

H.323 defines four logical components, Terminals, Gateways, Gatekeepers and Multipoint Control Units (MCUs). 

Endpoints: Terminals, gateways and MCUs are known as endpoints. 
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· Terminals: 

A terminal is an H.323 end-point such as IP telephone or PC running software. Two H.323 terminals can communicate directly with one another (via IP address, for example), or they can communicate with a H.323 gateway or a MCU. 
· Gateways:
An H.323 gateway is the devices that provides for real-time, two-way communications between terminals or to another H.323 gateway. They perform the translation between different transmission formats, e.g from H.225 to H.221. They are also capable of translating between audio and video codecs. 

A gateway allows an H.323 device communicate with another device that does not support H.323, such as a traditional phone connected to the PSTN. 

The gateways usually perform the following 6 functions:

· Search function: It converts a called party phone number to the IP address of the far end gateway, possibly through a table lookup in the originating gateway or in a centralized directory server.
· Connection Function: The originating gateway establishes a connection to the destination gateway, exchanges call setup, compatibility information and performs any option negotiation and security handshake.
· Digitizing function: Analog telephone signals are digitized by the gateway into a format useful to the gateway, usually 64 kbps PCM. 
· Demodulation functions: With some gateways the gateway trunk can accept only a voice signal or a fax signal but not both. When the signal is a fax, it is demodulated by the DSP (Digital Signal Processing) into the original digital format for voice packets transmission.
· Compression functions: When the signal is determined to be voice, it is usually compressed by a DSP from 64K PCM to a 5.3 Kbps signal, which is the G.723.1 standard.
· Decompression and Remodulation functions: At the same time that the gateway performs steps 1-5, it is also receiving packets. Hence this function is required
· Gatekeepers

A gatekeeper is an optional component on an H.323 network, typically found on larger networks. It acts like a "manager". It acts as the central point for all calls within its zone (A zone is the aggregation of the gatekeeper and the endpoints registered with it) and provides services to the registered endpoints. 
The gatekeepers provide some functions:

· Address Translation: Translation of an alias address to the transport address. (The alias address is an alternate method of addressing the endpoint. It could be an email address or a telephone number.)
· Admissions Control: Gatekeepers can either grant or deny access. 

· Call signaling: The Gatekeeper may process the call signaling itself or may direct the endpoints to connect the Call Signaling Channel to each other.

· Call Authorization: The Gatekeeper may reject calls from a terminal due to authorization failure. 

· Bandwidth Management: Control of the number of terminals permitted simultaneously access to the network. The Gatekeeper may reject calls due to bandwidth limitations.

· Call Management: The gatekeeper may maintain a list of ongoing H.323 calls. This information indicates that a called terminal is busy, and to provide information for the Bandwidth Management function.

· Multipoint Control Units (MCU)

The MCU provides the capability for three or more terminals and gateways to participate in a multipoint conference. 

The MCU consists of a mandatory Multipoint Controller (MC) and optional Multipoint Processors (MP). 

· The MC determines the common capabilities of the terminals by using H.245 but it does not perform the multiplexing of audio, video and data. 

· The MP handles multiplexing of media streams.
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3.2.2 H.323 Protocol Stack
The following figure shows the H.323 protocol stack. 
[image: image8.emf]
T.120

The T.120 protocol is used for defining the data conferencing part.

H.225.0 Call Signaling

The call signaling channel is used to carry H.225 control messages. 
H.245 Media and Conference Control

H.245 is used to negotiate and establish all of the media channels carried by RTP/RTCP. 

The functionalities it performs are:

· Determining master and slave: H.245 appoints a Multipoint Controller (MC) which is held responsible for central control in cases where a call is extended to a conference.
· Capability Exchange: H.245 is used to negotiate the capabilities when a call has been established. 

· Media Channel Control: After conference endpoints have exchanged capabilities, they may open and close logical channels of media. 

· Conference Control: In conferences, H.245 provides the endpoints with mutual awareness and establishes the media flow model between all the endpoints.
H.225.0: RAS

The RAS channel is used for the communication between the endpoints and the gatekeeper. Since the RAS messages are sent over UDP (an unreliable channel), it recommends timeout and retries counts for messages. 

The procedures defined by the RAS channel are

· Gatekeeper discovery: This is the process that an endpoint uses to determine the gatekeeper with which it should register. 
· Endpoint Registration: This is the process by which an endpoint joins a zone and informs the gatekeeper of its transport and alias addresses. 

· Endpoint Location: An endpoint or gatekeeper which has an alias address for an endpoint and would like to determine its contact information may issue a Location request (LRQ) message
· Admissions, Bandwidth Change, Status and Disengage: These messages are used to provide admissions control and bandwidth management functions. The Admissions Request (ARQ) message specifies the requested Call bandwidth.

3.2.3 The Steps of Call Setup

The procedure to set up a call involves:

1. Discovering a gatekeeper which would take the management of that endpoint.

2. Registration of the endpoint with its gatekeeper.

3. Endpoint enters the call setup phase.

4. The capability exchange takes place between the endpoint and the gatekeeper.
5. The call is established.
6. When the endpoint is done, it can terminate the call. The termination can also be initiated by the gatekeeper
3.3 Session Initiation Protocol 
The Session Initiation Protocol (SIP) [8, 9, 10, 11] is a signaling protocol used for establishing sessions in an IP network. A session could be a simple two-way telephone call or it could be a collaborative multi-media conference session. SIP's main purpose is to help session originators deliver invitations to potential session participants, set up and tear down connections.

SIP is an RFC standard (RFC 3261) from the Internet Engineering Task Force (IETF).

3.3.1 Characteristics
SIP is described as a control protocol for creating, modifying and terminating sessions with one or more participants. SIP supports session descriptions that allow participants to agree on a set of compatible media types. It also supports user mobility by proxying and redirecting requests to the user's current location. 

The services that SIP provides:

· Name translation and user Location: Ensuring that the call reaches the called party. Carrying out any descriptive information to location information. 
· Call Setup: ringing and establishing call parameters at both called and calling party.

· User Availability: determination of the willingness of the called party to engage in communications.

· User Capabilities: determination of the media and media parameters to be used.

· Call handling: the transfer and termination of calls.
· Call participant management: A participant can bring other users onto the call or cancel connections to other users. 
· Call feature changes: A user should be able to change the call characteristics during the course of the call. 
3.3.2 Components of SIP

There are two basic components within SIP: the SIP user agent and the SIP network server:

· User Agents: is the end system component for the call. There are two parts of it: a User Agent Client (UAC) and a User Agent Server (UAS). The client element initiates the calls.The server element answers the calls.

· Network Servers: is the network device that handles the signaling associated with multiple calls. The main function of the SIP servers is to provide name resolution and user location. There are three types of servers. 
· A registration server receives updates concerning the current locations of users. 

· A proxy server on receiving requests forwards them to the next-hop server, which has more information about the location of the called party. 

· A redirect server on receiving requests determines the next-hop server and returns the address of the next-hop server to the client.

3.3.3 SIP Messages

SIP messages are used for communicating between the client and the SIP server. These messages are:

· INVITE: for inviting a user to a call

· BYE: for terminating a connection between the two end points

· ACK: for reliable exchange of invitation messages

· OPTIONS: for getting information about the capabilities of a call

· REGISTER: gives information about the location of a user to the SIP registration server.

· CANCEL: for terminating the search for a user

3.3.4 SIP operations

Callers and callees are identified by SIP addresses. When making a SIP call, a caller first needs to locate the appropriate server and send it a request. The caller can either directly reach the callee or indirectly through the redirect servers. The Call ID field in the SIP message header uniquely identifies the calls. 

The SIP operations are:
· SIP Addressing: The SIP hosts are identified by a SIP URL which is of the form sip:username@host. 

· Locating a SIP server: The client can either send the request to a SIP proxy server or it can send it directly to the IP address and port corresponding to the Uniform Request Identifier (URI).
· SIP Transaction: Once the host part of the Request URI has been resolved to a SIP server, the client can send requests to that server. A request together with the responses triggered by that request makes up a SIP transaction. 

· SIP Invitation: A successful SIP invitation consists of two requests: a INVITE followed by ACK. 
· The INVITE request asks the callee to join a particular conference or establish a two party conversation. After the callee has agreed to participate in the call, the caller confirms that it has received that response by sending an ACK request. 
· Locating a User: A callee may keep changing its position with time. These locations can be dynamically registered with the SIP server. 
· Changing an Existing Session: Change the parameters of an existing session by re-issuing the INVITE message using the same Call ID but a new body to convey the new information.
Here is an example of a client is inviting a participant for a call: 

1. A SIP client creates an INVITE message for arora.32@osu.edu., which is normally sent to a proxy server. 

2. This proxy server tries to obtain the IP address of the SIP server that handles requests for the requested domain. The proxy server consults a Location Server to determine this next hop server. The Location server is a non SIP server that stores information about the next hop servers for different users. 

3. On getting the IP address of the next hop server, the proxy server forwards the INVITE to the next hop server.

4. After the User Agent Server (UAS) has been reached, it sends a response back to the proxy server. 

5. The proxy server in-turn sends back a response to the client. 

6. The client then confirms that it has received the response by sending an ACK. 
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3.4.5 Advantage of SIP
The architecture of SIP is similar to that of HTTP (client-server protocol). Requests are generated by the client and sent to the server. The server processes the requests and then sends a response to the client. 

SIP provides reliability and does not depend on TCP for reliability. It depends on the Session Description Protocol (SDP) for carrying out the negotiation for codec identification. SIP supports session descriptions that allow participants to agree on a set of compatible media types. It also supports user mobility by proxying and redirecting requests to the user’s current location. 

The advantages of SIP are:
· Scales, extensible: SIP does not know about the details of a session, it just initiates, terminates and modifies sessions. This simplicity means that SIP is scales, extensible in different architectures and deployment scenarios.

· Comfortable with Internet applications: SIP is a request-response protocol that closely resembles HTTP and SMTP; consequently, SIP sits comfortably alongside Internet applications.

· Maximizing Interoperability: SIP is easy to bind SIP functions to existing protocols and applications, such as e-mail and Web browsers. 
· Easy to redirect: SIP addresses users by an email-like address (for example, sip:user@company.com). So it is easy to redirect someone to another phone as it is to redirect someone to a webpage.
· Contain nullity type data: SIP uses MIME, the de facto standard for describing content on the Internet. As a result, SIP messages can contain Java applets, images, audio files, authorization tokens or billing data. 
3.4.6 Comparison of H.323 With SIP

	H.323 
	SIP

	Complex protocol
	Comparatively simpler

	Binary representation for its messages
	Textual representation

	Requires full backward compatibility
	Doesn't require full backward compatibility

	Not very modular
	Very modular

	Not very scalable
	Highly scalable

	Complex signaling
	Simple signaling

	Large share of market
	Backed by IETF

	Hundreds of elements
	Only 37 headers

	Loop detection is difficult
	Loop detection is comparatively easy


3.5 Session Announcement Protocol and Session Description Protocol 

3.5.1 Session Announcement Protocol (SAP)

SAP is an announcement protocol [8, 12] that is used for advertising the multicast conferences and other multicast sessions. 

How does it work?

A SAP announcer periodically multicasts an announcement packet to a well known multicast address and port. A SAP listener listens on the well known SAP address and port for those scopes. The SAP announcer is not aware of the presence or absence of any SAP listeners. A SAP announcement is multicast with the same scope as the session it is announcing, ensuring that the recipients of the announcement can also be potential recipients of the session being advertised. This is important for the scalability of the protocol, as it keeps local session announcements local.
The time period between repetitions of an announcement is chosen such that the total bandwidth used by all announcements on a single SAP group remains below a preconfigured limit. 

3.5.2 Session Description Protocol (SDP)
SDP [8, 13, 14] is used to advertise multimedia conferences and communicate the conference addresses and conference specific information for participation. The purpose of SDP is to communicate the existence of a session and conveys sufficient information to enable participation in the session. SDP is purely a format for session description - it does not incorporate a transport protocol, and is intended to use different transport protocols as appropriate.
How does it work?

SDP messages are sent by periodically multicasting an announcement packet to a well-known multicast address and port using SAP (session announcement protocol). These messages are UDP packets with a SAP header and a text payload. The text payload is the SDP session description. Messages can also be sent using email or the WWW (World Wide Web).

SDP messages are text messages using the ISO 10646 character set in UTF-8 encoding. SDP includes the following information:

· Session name and purpose

· Address and port number

· Start and stop times

· Information to receive those media

· Information about the bandwidth to be used by the conference

· Contact information for the person responsible for the session

When a call is set up using SIP, the INVITE message contains an SDP body describing the session parameters to the calling party. The response from the callee includes a SDP body describing the capabilities of the callee. The media information that SDP sends are: type of media (audio or video), transport protocol (RTP, UDP etc) and media format. In general, SDP must convey enough information to be able to join a session.
3.6 Real-time Transport Protocol and Real-time Control Protocol

RTP [15, 16, 17] is the Internet-standard protocol for the transport of real-time data, including audio and video. Applications typically run RTP on top of UDP to make use of its multiplexing and checksum services.
RTP supports the transfer of real-time media over packet switched networks. It is used by both SIP and H.323. It allows the receiver to detect any losses in packets and also provides timing information so the receiver can correctly compensate for delay jitter. 

RTP does not address the issue of resource reservation or quality of service control; instead, it relies on resource reservation protocols such as RSVP.  
The RTP actually defines two separate protocols: 

· Real-time Transport Protocol (RTP): Transfer the real-time data

· RTP Control Protocol (RTCP): The control protocol supplies information about the participants in the session. The data transport is augmented by a RTCP to allow the data delivery in a large multicast networks. It provides minimal control and identification functionality. 

RTP and RTCP are designed to be independent of the underlying transport and network layers. 

3.6.1 RTP
The data part of RTP is a thin protocol providing support for applications with real-time properties such as continuous media (e.g., audio and video), including timing reconstruction, loss detection, security and content identification. 
Functions of RTP

The functions provided by RTP include:

· Sequencing: The sequence number in the RTP packet is used for detecting lost packets.

· Payload Identification: In the Internet, it is often required to change the encoding of the media dynamically to adjust to changing bandwidth availability. A payload identifier describes the encoding of the media.

· Frame Indication: Video and audio are sent in logical units called frames. A frame marker bit has been provided to indicate the beginning and end of the frame.

· Source Identification: Determine the originator of the frame. For this Synchronization Source (SSRC) identifier has been provided.  
· Intramedia Synchronization: RTP provides timestamps to compensate for the different delay jitter for packets within the same stream.
3.6.2 RTCP

RTCP [8] is a control protocol and works in conjunction with RTP. In a RTP session, participants periodically send RTCP packets to obtain useful information such as QoS. 

RTCP provides support for real-time conferencing of groups of any size within an internet. This support includes source identification and support for gateways like audio and video bridges as well as multicast-to-unicast translators. It offers quality-of-service (Qos) feedback from receivers to the multicast group. 

Functions of RTCP

The additional services that RTCP provides are: 

· Identification: Information such as email address, name and phone number are included in the RTCP packets so that all the users can know the identities of the other users for that session.

· Intermedia Synchronization: Even though video and audio are normally sent over different streams, RTCP can synchronize them at the receiver so that they play together. 

· Session Control: By the use of the BYE packet, RTCP allows participants to indicate that they are leaving a session.

· QoS feedback: RTCP is used to report the quality of service. The information includes number of lost packets, Round Trip Time, jitter.
RTP provides end-to-end delivery services for data with real-time characteristics, such as interactive audio and video. Those services include payload type identification, sequence numbering, time stamping and delivery monitoring. 
Applications typically run RTP on top of UDP to make use of its multiplexing and checksum services. RTP supports data transfer to multiple destinations using multicast distribution.

RTP does not provide any mechanism to ensure timely delivery or provide other quality-of-service guarantees, but relies on lower-layer services to do so. The sequence numbers included in RTP allow the receiver to reconstruct the sender's packet sequence.
3.7 Real Time Streaming Protocol
RTSP [8, 18], the Real Time Streaming Protocol, is a client-server protocol that provides control over the delivery of real-time media streams. It provides "VCR-style" remote control functionality for audio and video streams, like pause, fast forward, reverse, and absolute positioning. 

PTSP deliveries mechanisms based upon RTP. RTSP establishes and controls streams of continuous audio and video media between the media servers and the clients. 

· A media server provides playback or recording services for the media streams. 

· A client requests continuous media data from the media server. 

RTSP acts as the "network remote control" between the server and the client. 

Features of PTSP 

The features of RTSP include:

· RTSP is an application level protocol with syntax and operations similar to HTTP, but works for audio and video. It uses URLs like those in HTTP.

· An RTSP server needs to maintain states, using SETUP, TEARDOWN and other methods.

· Unlike HTTP, in RTSP both servers and clients can issue requests. 

· RTSP is implemented on multiple operating system platforms and it allows interoperability between clients and servers from different manufacturers.
Operations of RTSP
It supports the following operations:
· Retrieval of media from media server: The client can request a presentation description, and ask the server to setup a session to send the requested data. The server can either multicast the presentation or send it to the client using unicast.

· Invitation of a media server to a conference: The media server can be invited to the conference to play back media or to record a presentation.

· Addition of media to an existing presentation: The server or the client can notify each other about any additional media that has become available.

3.8 Media Gateway Control Protocol 
Media Gateway Control Protocol (MGCP) [8, 19, 20] is defined in an informational (non-standard) IETF document, RFC 3435. MGCP is Voice over IP protocol that sustains communication between call control elements (Call Agents or Media Gateway) and telephony gateways. 

MGCP is a control protocol (like SIP), allowing a central operator (generally a server) to monitor and analyze events in IP phones and gateways. 

3.8.1 Architecture

In MGCP, every command receives an acknowledgement, has a transaction ID, and receives a response. MGCP is composed:

· Call Agent: Acts as a software switch for a VoIP network

· A set of gateways including 

· at least one "media gateway" that performs the conversion of media signals between circuits and packets.

· at least one "signaling gateway" when connected to an SS7 controlled network.

3.8.2 MGCP Commands
There are eight types of command:

· CreateConnection: The CreateConnection command is used to attach an endpoint to a specific IP address and port. 

· ModifyConnection: Used by the call agent to modify the parameters of an active connection. 

· DeleteConnection: Used by either the call agent or the gateway to delete an existing connection. 

· NotificationRequest: If a call agent wants to be informed about the occurrence of specified events in an endpoint, then it can send this request to the gateway.

· Notify: The response to the NotificationRequest is sent via the Notify command by the gateway. 

· AuditEndpoint: Used by the call agent to get details about the status of an endpoint/several endpoints and the response from the gateway contains the requested information

· AuditConnection: To obtain information for a specific connection of an endpoint. The connection is identified by the ConnectionId and the response from the gateway contains the requested information.

· RestartInProgress:  Used by the gateway to indicate that an endpoint or a bunch of endpoints have been taken in/out of service. 
3.8.3 Events and Signals
Events occur in an endpoint, such as off-hook, on-hook, dialed digits, and may request that a certain signal be applied to an endpoint such as dial-tone, busy tone or ringing. Events and signals are grouped in packages that are supported by a particular type of endpoint.

3.8.4 Creating Connections
When the two endpoints are located on gateways that are managed by the same call agent, the creation is done via the following three steps:

· The Call Agent asks the first gateway to create a connection on the first endpoint. The response sent by the gateway includes a session description has been created.

· The Call Agent then sends the session description of the first gateway to the second gateway and asks it to create a connection on the second endpoint. The second gateway responds by sending its own session description.

· The Call Agent uses a modify connection command to provide this second session description to the first endpoint. Now communication can occur in both directions.

When the two endpoints are managed by the different call agents, these two call agents shall exchange information through a call agent to call agent signaling protocol, in order to synchronize the creation of the connection on the two endpoints.
3.9 Resource Reservation Protocol
The network delay and Quality of Service are the most hindering factors in the voice-data convergence. The most promising solution that developed by IETF is RSVP [8, 22, 23]. 

RSVP is used by routers to deliver quality-of-service (QoS) requests to all nodes along the path.  The requests generally result in resources being reserved in each node along the data path. RSVP requests resources in only one direction; therefore it treats a sender as logically distinct from a receiver.
RSVP is not itself a routing protocol. Routing protocols determine where packets get forwarded; RSVP is only concerned with the QoS of those packets along the line.
RSVP Attributes

RSVP has the following attributes
· RSVP makes resource reservations for both unicast and multicast applications, adapting dynamically to changing group membership as well as to changing routes.

· RSVP is simplex, i.e., it makes reservations for unidirectional data flows.

· RSVP is receiver-oriented, i.e., the receiver of a data flow initiates and maintains the resource reservation used for that flow.

· RSVP maintains "soft" state in routers and hosts, providing support for dynamic membership changes and automatic adaptation to routing changes.

· RSVP transports and maintains traffic control and policy control parameters that are opaque to RSVP.

· RSVP provides several reservation models to fit a variety of applications.

· RSVP provides transparent operation through routers that do not support it.
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A host uses RSVP to request a specific Quality of Service (QoS) from the network. RSVP carries the request through the network, visiting each node the network uses to carry the stream. At each node, RSVP attempts to make a resource reservation for the stream. To make a resource reservation at a node, the RSVP daemon communicates with two local decision modules, admission control and policy control. 

· Admission control determines whether the node has sufficient available resources to supply the requested QoS.

· Policy control determines whether the user has administrative permission to make the reservation. 

If either check fails, the RSVP program returns an error notification to the application process that originated the request. If both checks succeed, the RSVP daemon sets parameters in a packet classifier and packet scheduler to obtain the desired QoS. 

· The packet classifier determines the QoS class for each packet 

· Packet scheduler orders packet transmission to achieve the promised QoS for each stream.

RSVP can prioritize and guarantee latency to specific IP traffic streams. With the advantages of RSVP, VOIP has become a reality today. With RSVP enabled, the user can accomplish voice communications with tolerable delay on a data network. 

4. VOIP Network
4.1 Traditional voice network - Circuit Switch Technology (PSTN)
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Traditional voice network relies upon 64 kbps circuit-switched connections between the originator and the recipient. While this bandwidth helps to ensure the quality of a call. During a conversation, the circuit is connected, and the bandwidth is not available for other users.

4.2 Voice Networking Issues
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SIP IP Telephony Network
In contrast [24, 25, 26], when a voice conversation is passed across a network using packet switching, a dedicated circuit is not created. Instead, the voice “data” becomes the payload of a packet or frame, which is subsequently packet-switched across the network according to the technology or protocol used. 

With VoIP the voice data is the payload of an IP datagram, which is subsequently switched or routed across a network like any other IP data. Unless explicitly configured to handle VoIP traffic differently (via mechanisms like queuing), routers will treat the packet in the same way as any other IP packet, routing it from the source node to the destination across the “best” possible path. 

The initial benefits of VOIP are:

· Voice traffic only uses network resources as required, and does not necessarily require the “reservation” of bandwidth resources (or a dedicated circuit) when voice traffic is not being transferred. So the resources are not wasted.
· Companies can also reduce costs though using the existing WAN links to transfer packet-based voice traffic between locations, rather than expensive tie trunks. 

Other benefits are: 

· Reduce costs associated with traditional PSTN connections and long distance changes. Leads lower overall cost of ownership. 

· Reduce reliance on a single vendor for equipment or services. 

· Enable new IP-based voice applications to be deployed. 

Standards and Protocols Involve

There are many standards and protocols involve in building the VoIP network such as H.323, SIP, RTP/RTCP, MGCP, RSVP etc. For details about these protocols, please see the previous sections. 
4.2.1 VoIP Network Components
There are a number of hardware and software components must be used to enable VoIP on a network. The components [25] of a VoIP network include:
· Terminal devices. Users ultimately interface with a VoIP network via terminal devices like:

· IP phones or headsets that connect to a PC: They use the TCP/IP protocol to communicate with the IP network. They have an IP address for the subnet on which they are installed.

· Soft-phones: They are software application running on computers and have the same base features as VoIP phones.

· IP PBX (Call processing software). 

· It terminates VoIP calls on the PSTN Network. 

· It is the call processing server and usually software based.

· On a VoIP network, CallManager software handles call control functions including route selection, last-number redial, billing, quality monitoring, and more. CallManager carries out many of the same functions as a PBX would on a traditional voice network.

· Applications. Different applications can be added including voice mail, automatic call distribution software, etc. 
· VoIP Gateways/Gatekeepers
· The main function is to transform the analog call to digital and to create VoIP packets.

· They can have additional features as voice compression, echo cancellation, packets prioritizing.

· The last usually performs the Call admission and bandwidth control. 

· Network infrastructure. 

· Outside of the media (typically Ethernet and WAN links) used on the network, a combination of Layer 2 and 3 switches, as well as voice-enabled routers are used to transport IP packets that contain voice data.

· IP telephones are typically plugged into a Layer 2 or Layer 3 switch.
· When a IP phone user needs to communicate with a user on the PSTN, a voice-enabled router acts as a gateway that interconnects the IP and PSTN networks. When an IP phone user needs to connect to another IP phone user, a voice-enabled router is not required.

4.2.2 Types of Communication
There are different types of communications. Some calls will be between two IP phones on the same subnet, some may be on a remote IP network (across a WAN link), while others will be to traditional phones connected to the PSTN. 

· When two users with IP phones on the same subnet need to communicate, a router does not need to be involved, consistent with how IP operates. 

· When the users are located on different subnets, a router (or Layer 3 switch) must be involved in order to route the IP-based voice traffic. In this case, the router used between the subnets does not need to be voice-enabled. Instead, it will simply route traffic across the network as it would any IP packets. 

· When a user on the IP network needs to communicate with users on the PSTN, it requires a voice-enabled router. A router that includes a voice module is needed to convert between IP and voice in one direction, and voice and IP in the other. 

4.2.3 Dial Peer

In order for a router to properly route voice traffic across an IP network or to an external user connected to the PSTN, dial peers need to be configured on the router. 

A dial peer is:

· An addressable call endpoint. In Voice over IP, there are two kinds of dial peers POTS and VoIP.

· POTS describes the line characteristics associated with a traditional telephony network that points to a particular voice port on a network device.

· VoIP describes the line characteristics associated with a packet network connection between VoIP devices.
· A software object that ties together a voice port and a local telephone number (local dial peer or POTS dial peer) or an IP address and a remote telephone number (remote dial peer or VoIP dial peer). Each dial peer corresponds to a call leg. 

Users using an IP phone will not be dialing the destination IP address. Instead, they will be dialing a complete phone number or extension number associated with the user they wish to reach. The configuration of dial peers associates a phone number (or extension number) with an IP address (or the voice port). For example, if a user wishes to call another user on the IP network at extension “1234”, a dial peer (specifically, a VoIP peer) would be configured on the router mapping that extension to the destination IP address. 

If a user needed to connect to someone on the PSTN, the phone number could be configured in a dial peer to specify the traffic on the router, which may be connected to a PBX or directly to a PSTN trunk link. 

Advantage of Dial Peer
One of the advantages of configuring dial peers is that an administrator has a high degree of control over the entire call-routing process. For example, in order to reduce costs, an administrator could configure a dial peer such that when a user in the Toronto office needs to connect to PSTN user in Auckland, the call is first routed over the IP WAN to the Auckland office, where a voice-enabled router dials the (now local) call to the Auckland PSTN. An obvious advantage of this scenario is that the long distance changes associated with originating the call in Toronto are reduced to a local call.

Dial peers are also used to apply different attributes to the various “call legs” such as codec used, QoS settings, etc. A call leg is simply the logical path between voice gateways (such as a router) or between a gateway and destination device. 

4.2.4 Process of Routing a Call

The process of routing a call from a particular source to the correct destination is somewhat similar to a traditional voice call on the PSTN. 

1. When a user picks up an IP handset, the local gateway provides the user with dial tone. 

2. As the user keys in the number they wish to reach, these digits are forwarded to the gateway, which collects them until the appropriate dial peer can be identified. 

3. Once identified, the call is forwarded along the call leg to the next gateway or destination or PSTN switch. This is similar to how a PSTN switch or PBX makes forwarding decisions on a traditional voice network.

5. VoIP Hardware

VoIP hardware falls into several categories [27]:

· VoIP Interface Cards for PCs: VoIP Interface cards for PCs turn your PC into a very capable VoIP telephone.
· PC Telephones: PC Telephones are telephones which attach to your PC, usually via the USB port, and allow you to make telephone calls through your PC.
· VoIP Telephones: VoIP telephones are telephones which attach directly to Ethernet network ports.
· VoIP Switches: It is a network device that filters and forwards packets across a network. VoIP switches are devices which allow you to connect multiple phone lines to one Ethernet port. This allows every telephone which is connected to the switch to place VoIP calls.
· VoIP Gateways: VoIP Gateways connect VoIP networks to the PSTN (Public Switches Telephone Network).
· VoIP Router: VoIP Router route VoIP traffic. It is an electronic device that connects two or more networks and routes incoming data packets to the appropriate network.
· VoIP PBX's: PBX Private Branch Exchange. A telephone switch, usually located on a customer's premises, connected to the telephone network but operated by the customer. In addition to traditional PBX functionality, VoIP PBX's configure and manage VoIP network capabilities.
Some examples of VoIP hardware are shown below:
5.1 VoIP Interface Cards for PCs
OpenLine4 Computer Telephony Card
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The OpenLine4 [28] is a compact loop terminating 4 port PCI card running on Linux, FreeBSD and Windows. Typical telephony applications include: 

· Voice over IP gateways

· Interactive Voice Response (IVR)

· Auto Attendant

· Voicemail

· Call Conferencing

· Unified Messaging
Features and Benefits
The OpenLine4 card offers the application developer: 

· Four terminating analogue Loop: These ports are capable of terminating lines from an external exchange or PBX. 

· Loop drop detection: detecting far end hang up. 

· Call Progress Analysis: monitors outgoing call activity including dialing, busy, ring back and disconnection. 

· Generate and detect call progress tones 
· Caller Identification: provides telephone number information on the calling party before the call is answered. 
· Integrated DSP Echo Cancellation: improves the audio quality in VOIP gateway applications in circumstances where echo is prevalent. 

· Software bridging: Software bridging enables the OpenLine4 card to bridge two or more channels, suitable for Call conferencing applications. 
· Support leading operating systems: support Linux, FreeBSD, Windows 98/2000/XP/NT. 

Technical Specifications

	FUNCTIONALITY
	SPECIFICATIONS

	Analogue Ports
	4

	Network Interface
	Loop-Start (FXO)

	System Requirements
	PC-IBM Compatible

	Supported Operating Systems
	Linux, FreeBSD, Win 98/2000/XP/NT

	Host Interface
	PCI

	Processor
	TMS320BC52-100

	Telephone interface
	Loop-Start

	       Impedance
	600 Ohms

	       Loop Current
	20mA

	       Ring Detection
	Frequencies 14.5-55Hz, Voltage 50VAC

	       Signaling
	Loop Current Drop, Ringing

	       Signaling
	OffHook, Flash, DTMF

	       OnHook Audio Detect
	CallerID

	Connector
	4 x RJ11

	Power Requirement
	450mA @ 5V

	Form Factor
	Half-Length PCI

	Audio Compression Rates
	64 kbit/s A-Law, Mu-Law, 128kbit/s Linear

	Codec Characteristics
	

	       Sampling device
	8 bit ADC-DAC sampling @ 8KHz

	       Frequency Response
	300-3400Hz

	Signal Processing Characteristics
	

	       Cut-thru DTMF detection
	0-9, *, #, A, B, C, D

	       Caller Identification
	OnHook Detection

	       Echo Cancellation
	8ms


        
5.2 VoIP Telephones

( i ) ArtDio IPF-2000 SIP / H.323 / MGCP IP Phone 
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ArtDio’s IPF-2000 [29] is a full-featured VoIP telephone with hands-free speaker phone. It is suited for residential users, SOHO, and small businesses

Features:

· LCD Screen 

· Caller ID 

· Last Number Redial 

· Speed Dial 

· Call Hold 

· Volume Adjustment 

· Optional Headset Connection 

· Speakerphone 

· NAT Pass-Through (SIP with STUN) 
5.3 VoIP Switches

Quintum Tenor AS200/400
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The Quintum Tenor AS Series Voice-over-IP (VoIP) switches offer small to medium sized businesses with analog voice infrastructures. The Tenor integrates a gateway, a gatekeeper and call routing, and supports QoS all in one solution. 
With its MultiPath architecture, the Tenor connects to the data network through a 10/100 Ethernet interface, the voice network through either a PBX or phone, and the public switched telephone network (PSTN).

· The Tenor AS Series offers:

· SelectNet™ provides superior voice quality

· Transparent MultiPath Call Routing

· Integrated H.323 gateway and gatekeeper

· SIP User Agent

· IVR/RADIUS AAA compliant

· Stackable architecture

· Answer and Disconnect Supervision

· 2 or 4 Analog line and trunk interfaces

· Up to 4 simultaneous VoIP calls

· Available in MultiPath or Gateway configurations (with or without PSTN fail-over)
Call Management Features

· Automatic call type detection: Voice/Modem/Fax

· Answer and Disconnect Supervision

· Trunk group support

· Public and private dial plan support

· User programmable dial plan support

· Automated load balancing

· Forced IP routing and IP port mapping

· Pass-through support for calls to 800, 911, 411, etc.

· Automatic appending and stripping of digits to dialed numbers

· Call Detail Records

· Least cost routing with external Call Routing Server

IP Network Specifications

· LAN Interface: Fast Ethernet port (10/100 Base-T)

· Standard RJ-45 Interface (IEEE 802.3) for 10 Base-T or 100 Base-T connections

· Qos Support: IP TOS, DiffServ

· Coding: A law, µ law

· Enhanced (Carrier Grade) Echo Cancellation: ITU Rec. G168, up to 128 msec tailsize
· H.323 v.3 Gateway and Integrated Gatekeeper

· SIP User Agent

· Adaptive Voice Activity Detection (VAD) with Comfort Noise Generation (CNG)

· Adaptive Jitter Buffer

· Packet Loss Compensation

· Security: IP Filtering

· Up to 4 simultaneous VoIP calls
5.4 VoIP Gateways

(i) ArtDio IPS-1016 SIP VoIP Gateway Sixteen FXS Ports
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IPS-1000 series supports small to mid-sized businesses. It allows users to register with SIP service providers. IPS-1000 can accommodate up to 16 standard phone ports and 16 lifeline voice ports. The lifeline voice ports enable users to fall back to standard phone services when they lost internet connection. 

It is also equipped with one WAN Fast Ethernet 10/100BaseTX Port, and one LAN Fast Ethernet 10/100BaseTX Port. With voice compression, echo cancellation, jitter buffer and silence suppression. 

IPS-1000 series is interoperable with many soft phones such as PingTel, MSN, Ubiquity, Cisco IP Phone

Features:

· Hunting Group 

· Authentication 

· Dialing Plan 

· Support Private UP 

· Inbound Transit call 

· DTMF Relay 

· SIP Call Forwarding 

· Speed Dial 

· Complete Configuration and Management Tolls 

· FTP Remote Software Upgrade 

· Carrier grade voice quality 
 (ii) Mediatrix 1104 4-Port FXS Gateway SIP/H.323 
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The Mediatrix 1104 [31] is a VoIP access device equipped with four FXS ports, one 10/100 Base-T Ethernet port and one PSTN bypass port. It connects analog phones or fax machines and legacy PBX and Key Systems to an IP telephony network. The bypass line is activated during a network failure or a power outage. 

Key Features: 

· IP connectivity for analog phones and faxes 

· IP connectivity for legacy PBX and Key Systems 

· PSTN-quality voice over IP networks 

· Deployable in SIP, H.323 or MGCP/NCS VoIP networks 

· Auto configurable, remotely manageable and upgradeable 

· Interoperable with equipment from leading industry vendors 

· Fax over IP support, including T.38 

· Multiple codec support (G.711, G.723.1, G.729) 

· Desktop or wiring closet installation 

· PSTN bypass port 

· Internal power supply 

· Ideal for enterprise, IP Centrex or hosted applications 

5.5 VoIP Routers

Quintum Tenor A200
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The Tenor A200 [32] is equipped with a four port Ethernet switch and built-in router with NAT-enabled firewall. The Tenor A200 provides Internet access for your entire network with only one IP address and supports a firewall to protect against intruders.

With its MultiPath architecture, the Tenor provides voice connectivity over the IP network and to the Public Switched Telephone Network (PSTN).

Call Management Features
• Automatic call type detection: Voice/Fax
• Pass-through support for calls to 800, 911, 411, etc.
• Two stage dialing with IVR
• Trunk group support
• Public dial plan support
• Static and dynamic call routing
• Call Detail Log

Telephony Specifications
• Voice Algorithms: G.711, G.723.1, and G.729ab
• Fax Support: T.38 and Group III at 2.4, 4.8, 7.2, 9.6, 12, and 14.4 Kbps
• Silence suppression and comfort noise generation
• Coding: A-Law, µ-Law
• Echo Cancellation: G.168 compliant, 25 mSec tail length
• Dialing: DTMF tone, and pulse
• Signaling Protocols: Loop Start
• Phone/Fax/Key System/PBX Interface: Two FXS Ports, RJ-11
• PSTN Interface: Two FXO Ports, RJ-11

IP Network Specifications
• H.323 v2 Support: RAS, Fast Start
• LAN Interface: 10/100 Mbps Ethernet auto-sensing, RJ-45 connectors
• Built-in four port Ethernet switch 
• WAN Interface: Single 10 Mbps Ethernet for RJ-45 connection to WAN modem
• Built-in IP router with NAT and firewall
• Static routing, DHCP, DNS relay, packet filtering, and user authentication (PAP/CHAP)

Configuration/Management
• Remote management 
• Web-based Graphical User Interface (GUI)
• Remote management over IP
5.6 VoIP PBX's

OpenSwitch 6 & 12 PC-PBX Cards
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OpenSwitch [33] products are configurable Loop-Start and/or Station port PCI cards running on Linux. 

The OpenSwitch cards have a by-pass mechanism that allows one to connect the external PSTN lines to telephone handsets on station ports. This added redundancy is ensuring PBX phone system remains operational in the unlikely situations where there is a PC or power failure.

The OpenSwitch PC-PBX cards offer: 

· 6 or 12 FX0/FXS analogue ports.

· A standard-sized, PCI form factor enabling the installation of multiple cards within a PC chassis.

· Inbuilt telephony power supply to power the Station ports.

· Redundancy in the unlikely event of power or PC failure. Phones will always function in these situations.

· A comprehensive open source API that provides total control over the design of feature rich telephony applications.

· The ability to provide single board call conferencing functionality.

· Support for OpenPBX our very own, easy to install web based PC-PBX phone solution suitable for small businesses.

· Support for Asterisk, an Open Source telephony application that allows developers to build PC-PBX and IP-PBX applications.

· The opportunity to run the PC-PBX application under Linux.

· Integration with other Voicetronix hardware. 

6. VoIP Quality of Service

Quality of service (Qos) is an important issue to VoIP since VoIP is a real-time service and is sensitive to delay and packet loss. 

6.1 Measuring QoS [34]
Maximum Delay Time

The total allowed one-way delay for IP-based voice service is generally130–150 milliseconds; that is, a maximum of 0.15 seconds. Delays above this level become conversationally noticeable in the form of missing words.

MOS

The traditional measure of a user’s perception of quality is the Mean Opinion Score (MOS) defined in Methods for Subjective Determination of Voice Quality (ITU-T P.800). An MOS score can range from 1 (bad) to 5 (excellent), and a MOS of 4 is considered toll quality. The Pulse Code Modulation (PCM) algorithm (ITU-T G.711) has a MOS score of 4.4.

Rating Value

ITU-T G.107 presents a mathematical model, known as the E-Model, which attempts to predict QoS scores using more objective impairment factors. 

TIA/EIA TSB116 provides a comparison of E-Model Rating Values (R) and MOS scores. See Table 1 for details. An R-Value of 94 is equal to a MOS of 4.4
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Table1. Comparison of R-Values and MOS Scores
6.2 Factors Affecting QoS

Impairment factors [34] important to VoIP that are used as input parameters to the E-Model are:

· Delay

· Latency

· Jitter

· Packet Loss

· Bandwidth

· Echo

Delay:

Typically the types of delay [35] components are:

· Coder delay: Analog-to-digital speech conversion and PCM compression

· Packetization delay: Time to fill a packet payload

· Serialization delay: Time to push a packet payload onto the wire

· Output queuing: Scheduling a voice packet out of device queues

· WAN delay: Transmission delay across the WAN

· Dejitter delay: Smoothing the inter-arrival time of voice packets
Each of these delay components contributes to the overall budget; 

Basic Delay: Latency

Latency is used to describe the time needed for:

· A packet of voice data to move across the network to an endpoint.
· Encoding and packetization at the transmitting end.
· De-jittering and decoding at the receiving end.
Total latency is also called end-to-end latency or mouth-to-ear latency.

Variable Delay: Jitter

Latency is often given as an average value. Jitter is the variation in latency. 
When a packet stream travels over an IP network, there is no guarantee that each packet in the network will travel though the same path, as in a circuit-switched network. Because they do not take the same path, intervals between packet arrival times vary since one packet may take more “hops” than the others. And switches and routers inside the network also cause latency to become irregular. These irregular delays cause jitter.

To lessen the effects of jitter, packets are gathered in a jitter buffer at the receive end.
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As Figure 1 shows that with the same average latency, increased jitter requires a larger jitter buffer, which consumes additional memory and yields greater latency.

The jitter buffer must be sized to capture an optimal proportion of the data packets while keeping the effective latency as low as possible. In Figure 1, packets on the left and right ends of the bell curve fall outside of the jitter buffer and are, in effect, lost.

Packet Loss

Because IP networks treat voice as if it were data, voice packets will be dropped just as data packets are dropped under severe traffic loads and congestion.

Lost data packets can be re-transmitted, but, of course, this is not an acceptable solution for voice packets. Packet loss can significantly reduce QoS. 

Bandwidth

Bandwidth is the raw data transmission capacity of a network, and inadequate bandwidth causes both delay and packet loss. Since IP network traffic is irregular, packets will often be delayed without some kind of prioritization.

Echo

A large latency will cause echo. In circuit switched networks, latency is normally so low that echo is perceived in the same way as side tone and is not a significant impairment.

On an analog phone, echo is generated at the 2- to 4-wire hybrid. On a digital or IP phone, echo is generated in the analog section of the phone (at the handset cord capacitive coupling, acoustic coupling, etc.). 
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Figure2. Echo and Delay in a VoIP Configuration
In a VoIP configuration, the tail (that is, the time of a round trip from the gateway to the hybrid and back) on a gateway echo canceller only needs to handle delay on the circuit-switched leg of the call as illustrated in Figure 2. An echo tail of 16 ms is usually adequate with 32 ms required in France. 

Echo loudness must also be controlled. ITU-T G.168 recommends an echo loudness rating (ELR) of >=55 dB of echo path loss for echo cancellers in gateways. The more echoes eliminated, the higher the computational load. 

6.3 Optimizing QoS
Some techniques that can improve VoIP Qos are show below. The techniques are Sufficient Bandwidth, Reduce Latency and Jitter and Compensate for Packet Loss. 
6.3.1 Sufficient Bandwidth

Provides sufficient network bandwidth is the most important factor for supporting real-time voice traffic. For example, an 80-kbps G.711 VoIP call (64 kbps payload plus 16-kbps header) will be poor over a 64-kbps link because at least 16 kbps of the packets (which is 20 percent) will be dropped. This example also assumes that no other traffic is flowing over the link. 

Techniques to Save Bandwidth

One technique can reduce the bandwidth requirements. Speech compression (eg, compressed real-time protocol) does it. But it also reduces perceived sound quality. In addition, packet loss has much more serious consequences when high compression codecs are used because more data is lost per packet. 

The Other technique is bandwidth conservation. Bandwidth conservation techniques can provide about a 50% bandwidth savings simply by suppressing the normal silence in voice calls. Since only one person talks at a time, the bandwidth consumed by the other person is always empty and can be coded into silence packets.

6.3.2 Reduce Latency and Jitter

Controlling delay is key to optimizing QoS. Because the size of a jitter buffer directly affects the latency, networks must be provisioned for both low latency and low jitter from end-to-end.

· Reducing Delay at an Endpoint

Several techniques can be used to reduce delay at an endpoint:
· Optimize jitter buffering 
· Optimize packet size: A packet size of 10 ms is optimal for reduced packetization latency (A larger number of smaller packets have relatively greater bandwidth overhead). 
· Avoid asynchronous transcoding
· Use a stable packet size
· Use a low compression codec such as G.711
· Ensure that network protocol stacks are efficient and correctly prioritized for VoIP traffic.
· Reducing End-to-End Delay by Prioritization

To reduce end-to-end delay, VoIP packets can be given a higher priority at Layer 2 and Layer 3 by using the following:
· Class of Service (CoS): Network devices that recognize three-bit CoS values will deliver high priority packets in a predictable manner. When congestion occurs, low-priority traffic is dropped in favor of high-priority traffic.
· Type of Service (ToS): RFC 1349 describes Type of Service (ToS), an in-band signaling of precedence for IP.
· Differentiated Services (DiffServ): RFC 2474 redefines the ToS field. The redefinition is backwardly compatible. DiffServ defines a small set of Per-Hop Behaviors (PHBs) to define packet treatment. 
· Internet Services (IntServ RSVP): RFC 2205 describes RSVP, an out-of-band QoS signaling protocol for reserving resources, such as bandwidth, for a “flow” or network path. (For more detail, please see protocol section.)
There are many techniques [36] involve in Reduce latency and jitter. They are Packet Classification, Differentiated Services for VoIP, QoS Queuing Mechanisms, Fragmentation and Interleaving, Traffic Shaping and IP RTP Header Compression.
(1) Packet Classification

To guarantee bandwidth for VoIP packets, a network device must be able to identify VoIP packets in all the IP traffic. Network devices use the source and destination IP address in the IP header or the source and destination User Datagram Protocol (UDP) port numbers in the UDP header to identify VoIP packets. This identification is called classification.

The simpler classification is achieved through marking or setting the type of service (ToS) byte in the IP header.

Besides the static classification methods involving Layer 3 or Layer 4 header information matching, a mechanism such as Resource Reservation Protocol (RSVP) for dynamic classification. RSVP uses H.245 signaling packets to determine which UDP port the voice conversation will use. It then sets up dynamic access lists to identify VoIP traffic and places the traffic into a reserved queue. 

The three most significant bits of the ToS byte are called the IP Precedence bits. The six most significant bits of the ToS byte, called the Differentiated Services Code Point (DSCP), can be used to define differentiated services (DS) classes.

Classification and Marking

Classification is the process of identifying the class or group to which a packet belongs. Network devices use various match criteria to place traffic into a certain number of classes. Matches are based on the following criteria:
· The dial-peer voice voip global configuration command

· Access list (standard and extended)

· Protocol (such as URLs, stateful protocols, or Layer 4 protocol)

· Input port

· IP Precedence or DSCP

· Ethernet 802.1p class of service (CoS)

Marking is the process of the node setting one of the following:

· Three IP Precedence bits in the IP ToS byte

· Six DSCP bits in the IP ToS byte

· Three MPLS Experimental (EXP) bits

· Three Ethernet 802.1p CoS bits

· One ATM cell loss probability (CLP) bit

In most IP networks, marking IP Precedence or DSCP should be sufficient to identify traffic as VoIP traffic.

Classification method

· Voice Dial Peers Classification: With VoIP gateways, any VoIP call that matches the dial-peer voice command will have all of its voice payload packets set with IP Precedence 5
· Committed Access Rate Classification: Committed access rate (CAR) is an older technique that involves rate-limiting or policing traffic that matches certain criteria to an upper bound.
· Policy-Based Routing Classification: Policy-based routing (PBR) is another older feature that allows traffic to be routed based on source port or access list. 
· Modular QoS Command-Line Interface Classification: a template-based configuration method that separates the classification from the policy, allowing multiple QoS features to be configured together for multiple classes.
(2) Differentiated Services for VoIP

The Differentiated Services (DS) architecture QoS model provides a mechanism to classify packets into groups or classes that have similar QoS requirements. The DS architecture is the most widely deployed and supported QoS model today. 

The six most significant bits of the IP Type of Service (ToS) byte are used to specify the DS class; the Differentiated Services Code Point (DSCP) defines these six bits. The remaining two bits in the IP ToS byte are currently unused.

Figure 3 shows how the IP header defines the DS class.
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Figure 3: Differentiated Services Field Definition 
The first three bits of the DSCP are used as class selector bits; the class selector bits make DSCP compatible with IP Precedence because IP Precedence uses the same three bits to determine class. 

Table 4 shows IP Precedence bit values mapped to DSCP. 
	IP Precedence 
	IP Precedence Bit Value 
	DSCP Bits 
	DSCP Class 

	5 
	101
	101000
	Expedited Forwarding

	4 
	100
	100000
	Assured Forwarding 4

	3 
	011
	011000
	Assured Forwarding 3

	2 
	010
	010000
	Assured Forwarding 2

	1 
	001
	001000
	Assured Forwarding 1

	0 
	000
	000000
	Best Effort


Table 4: IP Precedence to DSCP Mapping
The next two bits are used to define drop preference. These mechanisms allow the Layer 2 network to make intelligent drop decisions for nonconforming traffic during periods of congestion. 
It is most likely use Assured Forwarding classes for data traffic that does not require priority treatment and is largely TCP-based. Expedited Forwarding more closely matches VoIP QoS requirements.

(3) QoS Queuing Mechanisms

After all traffic has been placed into QoS classes, the priority servicing can be provided by output queuing mechanism. One queuing mechanism is Low Latency Queuing.
Low Latency Queuing
A priority queue is required for VoIP. This queuing mechanism can gives VoIP high priority with low latency. LLQ is a good choice because it is flexible and easy to configure.

LLQ uses the MQC configuration method to provide priority to certain classes and to provide guaranteed minimum bandwidth for other classes. 

During periods of congestion, the priority queue is policed at the configured rate so that the priority traffic does not monopolize all the available bandwidth. (If the priority traffic monopolizes the bandwidth, it prevents bandwidth guarantees for other classes from being met.)

LLQ also allows queue depths to be specified to determine when the router should drop packets if too many packets are waiting in any particular class queue. There is also a class default that is used to determine treatment of all traffic not classified by a configured class. 

Figure 4 shows how LLQ works. 
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Figure 4: LLQ Operation
In Figure 4, all traffic going out of an interface or sub-interface (for Frame Relay and ATM) is first classified using MQC. There are four classes: one high priority class, two guaranteed bandwidth classes, and a default class. 

· The priority class traffic is placed into a priority queue

· and the guaranteed bandwidth class traffic is placed into reserved queues. 

· The default class traffic can be given a reserved queue or can be placed in an unreserved default queue where each flow will get an approximately equal share of the unreserved and available bandwidth. 

The scheduler services the queues so that the priority queue traffic is output first unless it exceeds a configured priority bandwidth and this bandwidth is needed by a reserved queue (that is, there is congestion). The reserved queues are serviced according to their reserved bandwidth, which the scheduler uses to calculate a weight. The weight is used to determine how often a reserved queue is serviced and how many bytes are serviced at a time. The scheduler services are based on the weighted fair queuing (WFQ) algorithm.

If the priority queue fills up because the transmission rate of priority traffic is higher than the configured priority bandwidth, the packets at the end of the priority queue will be dropped only if no more unreserved bandwidth is available. None of the reserved queues are restricted to the configured bandwidth if bandwidth is available. Packets violating the guaranteed bandwidth and priority are dropped only during periods of congestion. 

So enough bandwidth is needed in order to handle all the VoIP traffic requiring priority servicing.

Other QoS Queuing Mechanisms

Several other queuing methods [2] are available. For example, Modified Deficit Round Robin (MDRR) is a queuing mechanism that allows bandwidth guarantees and priority servicing based on IP Precedence, DSCP, and MPLS EXP classes. MDRR supports one priority queue, seven reserved queues, and one multicast queue.

· FIFO (First in First Out), the less intelligent method that allows passing packets in arrival order.

· WFQ (Weighted Fair Queuing), means fair passing of packets (for example, FTP cannot consume all available bandwidth), depending on the type of data flow, typically one packet for UDP and one for TCP in a fair fashion.

· CQ (Custom Queuing), user can define priority.

· PQ (Priority Queuing), a number (typically 4) of queues with a priority levels for each one: packets in the first queue are sent first, then (when first queue is empty) starts sending from the second one and so on.

· CB-WFQ (Class Based Weighted Fair Queuing), like WFQ but, in addition, we have class concepts (up to 64) and the bandwidth value associated for each one.
(4) Fragmentation and Interleaving

Fragmentation and Interleaving Overview

There are times when the priority queue is empty and a packet from another class is serviced. If a priority voice packet arrives while these packets are being serviced, the VoIP packet could wait a substantial amount of time. 

Assume that a VoIP packet will need to wait behind one data packet, and that the data packet can be, at most, equal in size to the MTU (1500 bytes for serial and 4470 bytes for high-speed serial interfaces), the wait time based on link speed can be calculate.

For example, for a link speed of 64 kbps and MTU size of 1500 bytes:

Serialization delay = (1500 bytes * 8 bits/byte)  /  (64,000 bits/sec) = 187.5 ms 

Therefore, a VoIP packet may need to wait up to 187.5 ms before it can be sent. With an end-to-end delay budget of 150 ms and strict jitter requirements, a gap of more than 180 ms is unacceptable.

So fragmentation is needed to ensure the size of one transmission unit is less than 10 ms. Any packet that has more than 10ms delay need to be fragmented into 10-ms chunks. And then the VoIP packet must be interleaved or inserted in between the data packet fragments.

Table 2 shows recommended fragment sizes for various link speeds based on the 10-ms rule. 

	Link Speed (kbps) 
	Fragmentation Size (Bytes) 

	56
	70

	64
	80

	128
	160

	256
	320

	512
	640

	768
	960

	1024
	1280

	1536
	1920 


Table 2: Link Speed and Fragmentation Size
Note: VoIP packets should never be fragmented, fragmenting VoIP packets can cause numerous call setup and quality problems 

(5) Traffic Shaping

Traffic shaping is a QoS mechanism used to send traffic in short bursts at a configured transmission rate. It allows limitation of the source to a fixed bandwidth. It is most commonly used in Frame Relay environments where the interface clock rate is not the same as the guaranteed bandwidth or CIR. 

Figure 5 shows an example of a Frame Relay network without traffic shaping. 
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Figure 5: Frame Relay Network
Frame Relay networks usually contain a hub and spoke where the hub link speed is different from the remote link speeds (most of the time hub link speed is higher). This can cause the network to arbitrarily drop traffic. 

Therefore, the transmission rates into a Frame Relay network need to be controlled so that which packets get dropped and which packets receive priority servicing can be controlled. 

(6) IP RTP Header Compression

Another technique for reducing bandwidth demands is header compression (IETF’s RFC 2508). 

Normally a header consists of nested headers for real-time transport protocol (RTP), user datagram protocol (UDP), and Internet Protocol (IP) with a total size of 44 bytes. The payload data according to G.729A at 20 ms in such a packet is only 20 bytes. However, by using a compressed real-time protocol (CRTP) header, the header is reduced to 2 to 4 bytes, which means the packet uses only one-third of the bandwidth (24 bytes instead of 64 bytes). See Figure 4 below:
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Figure 6 Header Compression
IP RTP header compression reduces the 40 byte IP+UDP+RTP header to 2 to 4 bytes, thereby reducing the bandwidth required per voice call on point-to-point links. Figure 4 shows the functionality of RTP header compression.

Compressed RTP is recommended on low speed links where bandwidth is scarce and there are few VoIP calls.

6.3.3 Compensate for Packet Loss

Packet Loss Concealment (PLC) or Packet Loss Recovery (PLR) algorithms at the endpoint can compensate for packet loss. Even a 5% rate of packet loss can be acceptable when the G.711 PLC algorithm is used. Many speech coders such as G.723.1, G.728, and G.729, have PLC built-in.

Payload redundancy (RFC 2198) can also be used to prevent packet loss, but it increases bandwidth requirements. 

7. VoIP Security

There are numerous threats [37] to a VoIP network. Networking devices, servers and their operating systems, protocols, phones and their software are all vulnerable. 

For instance, a compromised signaling server used to setup and manage calls, might yield the following: a list of incoming and out going calls, their durations and parameters. Using just this information, an attacker could map all of the calls on the network, creating complex conversation records and user tracking. 
7.1 What are the threats?
· Viruses/Worms/Trojan Horses: a means to execute malicious software on a PC or other system. The malicious code can have a variety of effects: allowing remote access, deleting data, crashing a system, etc.

· Denial of Service (DoS): A means to crash or degrade the operation of a system. An example might be a very long packet that causes a buffer overflow or a “flood” of packets is directed at a target system. This attack may slow the system. 

· Spoofing: pretend to be another system to trick a target into performing an operation. In IP, it is possible to spoof the Ethernet MAC address, IP address, or other value.

· Sniffing: A means of monitoring IP packets on a network. A sniffer can be used to view any information present on the portion of the network that is accessible. If VoIP signaling is present on that portion, it can be easily monitored and saved.

· Voice SPAM: or SPAM over Internet Telephony (SPIT) occurs when an attacker sends many unsolicited calls to an enterprise.

· Eavesdropping: Users expect voice calls cannot be private. 

· Protocol vulnerabilities—Security issues common across implementations, usually present when security is not available or not used. In SIP, for example, registration hijacking, proxy impersonation, session teardown, and DoS are possible if strong authentication is not in place.

· Implementation-specific vulnerabilities—A security issue unique to a specific implementation of a protocol, such as a buffer overflow in a specific vendor’s IP phone.

7.2 VoIP Security and Defense

VoIP network security includes 

· voice-packet security, which focuses on application issues

· and IP security, which focuses on a network or transport problem. 

An Internet environment can be considered hostile for a number of reasons. Most important is that attacks are not traceable. There are two kinds of possible—external and internal. 

· External threats are attacks launched by someone who is not participating in the message flow during a SIP-based call. External threats usually occur when the voice and signaling packets traverse untrustworthy boundaries. 

· Internal threats are much more complex because they are usually launched by a SIP call participant. A SIP call participant launches internal attacks, the trust relationship is defied. 

Table 1 summarizes various threats including general network- and application-level security issues.

	Issues 
	Solution 

	Denial-of-service (DoS) attacks: Prevention of access to a network service by bombarding SIP proxy servers or voice-gateway devices on the Internet with inauthentic packets
	Configure devices to prevent such attacks

	Eavesdropping: Unauthorized interception of voice packets or Real-Time Transport Protocol (RTP) media stream and decoding of signaling messages
	Encrypt transmitted data using encryption mechanisms like Secure RTP.

	Packet spoofing: Impersonation of a legitimate user transmitting data
	Send address authentication (for example, endpoint IP addresses) between call participants.

	Replay: The retransmission of a genuine message so that the device receiving the message reprocesses it
	Encrypt and sequence messages; in SIP this is offered at the application-protocol level by using CSeq and Call-ID headers.

	Message integrity: Ensuring that the message received is the same as the message that was sent
	Authenticate messages by using HTTP Digest, an option supported on Cisco SIP-enabled phones and the Cisco SIP Proxy Server


Table 1: Network Security Issues and Their Solutions

7.3 Security Techniques

VoIP traffic can be classified into call signaling, call control, and media communications. From a security point of view, all of these connections may need to be secured. 

The fundamental network-security services required are: 

· preserving the confidentiality and integrity of messaging

· preventing replay attacks or message spoofing

· providing for the authentication and privacy of the participants in a session, 

· and preventing DoS attacks.

For example, SIP offers various security mechanisms for encryption of certain sensitive header fields and the message body. Some of the mechanisms are built into the protocol, including different variations of HTTP authentication or secure attachments.

Transport or network layer security encrypts SIP signaling traffic, guaranteeing message confidentiality and integrity. IP security (IPSec) is a popular network security mechanism that provides transport layer security.
Some of the mechanisms [38, 39] that may provide security in a VoIP environment are:

· Encryption

· Precautions

· Authorization

· Authentication

· Transport Layer Security (TLS)

· Media encryption (SRTP)
· Firewall
· IP security (IPSec)
· Virtual Private Network
7.3.1 Encryption 

It’s not easy to capture, reassemble and decode voice packets, it can definitely be done. Encryption can prevent such an attack. 

Unfortunately, it adds overhead. This, in turn, affects throughput and performance - which can introduce jitter into the call. 

There are multiple encryption options - VPN (Virtual Private Network) setups, the IPSec protocol and other protocols such as SRTP (secure RTP- though it does not offer any authentication features like VPNs, it does encrypt voice packet payloads). 

7.3.2 Precautions

Next would be the process of securing all elements of a VoIP network such as call servers, routers, switches workstations and phones. 

· The servers should have minimal jobs running and only the necessary ports open. 

· The routers and switches should be configured properly, with access control lists and filters in place. 

· All of the devices should be up to date in terms of patches and upgrades.

· The same types of precautions should take when adding new elements to existing data network. 
7.3.3 Authorization
Authorization implies that the devices might be configured in such a way to allow traffic from only a select group of IP addresses. This mechanism shields the device to an extent from denial-of-service (Dos) attacks.

7.3.4 Authentication
Authentication may require two communicating VoIP devices to authenticate each other before the actual communication starts. This mutual authentication might be based on a shared secret that is known prior to the communication.

7.3.5 Transport Layer Security
Transport Layer Security (TLS) can provide a secure communication channel between two communicating entities. The primary goal of the TLS Protocol is to provide privacy and data integrity between two communicating applications. 

The protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery. A device incorporating TLS can be configured to allow only secure SIP signaling with other devices. 

This mandates that the client first sets up a TLS/SSL connection to the server and then exchanges encrypted SIP messages with it on the secure connection. Since this secure communication is based on a shared secret known only to the server and the client, this mechanism makes it very difficult, perhaps impossible, for an eavesdropper to view, manipulate, or replay the messages exchanged. 

7.3.6 SRTP
Media communications can also be secured by incorporating some form of encryption mechanisms. VoIP phones may encrypt audio streams via SRTP (Secure Real-time Transport Protocol). SRTP is a security profile for RTP that adds confidentiality, message authentication, and replay protection to that protocol.

SRTP can used for protecting Voice over IP traffic because it can be used in conjunction with header compression and has no effect on IP Quality of Service. It creates a unique key stream for each RTP packet, therefore making it almost impossible for eavesdroppers to retrieve the original RTP stream from the encrypted SRTP stream.

SRTP also provides replay protection, which important for multimedia data. Without replay protection it would be possible for an adversary to perform simple manipulations on data and subvert security. For example, in a voice application, the phrase “yes” could be substituted for “no” if replay protection is not present. 

SRTP achieves high throughput and low packet expansion by using fast-stream ciphers for encryption, an implicit index for synchronization, and universal hash functions for message authentication. 

The main security goals of SRTP are to ensure the confidentiality of the RTP payload, the integrity protection of the entire RTP packet (including protection against replayed RTP packets), and implicit authentication of the header

By using ‘seek able’ stream ciphers, SRTP avoids the denial of service attacks that are possible on stream ciphers that lack this property.

7.3.7 Firewalls

Endpoints such as IP phones or other devices communicate with network components can be secured by using firewalls. VoIP traffic can be routed to flow through policy enforcement devices such as a firewall, where the traffic can be inspected before continuing.
A firewall is a part of a security policy in the VoIP network designed to protect the privacy of the enterprise or service-provider network. 

· Firewalls allow administrators a single point of administration and control to police and filter traffic that keeps unauthorized users from breaking in or leaving the protected network. 

· Firewalls simplify security management—network security is consolidated on the firewall systems rather than having every SIP endpoint configured for security policies. 

· A firewall also helps conserve precious IP addresses.. 
7.3.8 
IP Security
A framework of open standards, IPSec provides security functions, authentication, and encryption at the IP layer. Three protocols are used in IPSec implementation:

· Encapsulating Security Payload (ESP) protocol—A security protocol that provides data confidentiality and protection with optional authentication and replay-detection services. ESP completely encapsulates user data. ESP can be used either by itself or in conjunction with authentication header. (For more information, refer to: RFC 2406)

· Authentication Header (AH) protocol—A protocol that can be used either by itself or with ESP, AH provides a packet authentication service. (For more information, refer to: RFC 2402.) 

· Internet Key Exchange protocol—A hybrid protocol that is used to establish a shared security policy and authenticated keys for services (such as IPSec) that require keys. Before any IPSec traffic can be passed, each router, firewall, or host must be able to verify the identity of its peer. This can be done by manually entering preshared keys into both hosts, by a certification authority (CA) service, or via the forthcoming DNS secure (DNSSec). (This is defined in: RFC 2409)

IPSec creates secure tunnels through untrusted networks. Sites connected by these tunnels form virtual private networks (VPNs). Using IPSec or VPN prevents many attacks.

Each IPSec connection can provide encryption, integrity, and authenticity, or all three. When the security service is determined, the two communicating nodes must determine exactly which algorithms to use. For example:

· Data-encryption standard (DES) or International Data Encryption Algorithm (IDEA) for encryption; 
· Message Digest 5 (MD5) or Secure Hash Algorithm (SHA) for integrity. 
After deciding on the algorithms, the two devices must share session keys. A security association (SA) is a relationship that is established between two VoIP entities.

Secure Voice and Video Enabled IPSec VPNs

7.3.9 Virtual Private Network
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Figure 2, Virtual Private Network Technology
In VPNs, VoIP traffic flowing across different network components on a shared network can be protected and secured as if it were on a private network. 

VPNs are built around authentication and authorization capabilities, offering the users of the public VoIP network the privacy and authentication they would expect from a private network. 

· A VPN tunnel is created as a logical, point-to-point connection in a connectionless VoIP network. 

· An encrypted VPN tunnel provides network, data, and addressing privacy by scrambling data so that it is understood by the designated parties only. 

· IPSec is a dominant standard in constructing VPNs. 
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Figure 3 Implementing a Multi-service VPN using IPSec Tunnels
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Figure 4 Public Domain Network 

Implement VPN

The following steps and diagrams (Figures 3 and 4) provide an overview of implementing a VPN for data, voice, and video using IPSec tunnels.

· Create generic routing encapsulation (GRE) tunnel endpoints.

· Establish security and authentication policies; define crypto maps.

· Associate crypto maps to GRE tunnels (encrypted voice traffic uses one of these tunnels, which terminates at a dedicated tunnel aggregation router).

· Identify and classify inbound voice (signaling and bearer) LAN traffic on access gateways.

· Use appropriate queuing strategies like Low Latency Queuing (LLQ) at the outbound WAN interface to assign higher priority to traffic across the voice tunnel.

8. Conclusion
Voice over IP (VoIP) transfers voice though packet-switched IP networks. Low cost and great flexibility are the major advantages of VoIP.
Many different software, hardware and protocols are involved building VoIP system. A VoIP system may include traditional telephone handsets, call processors or call managers, routers, gateways, firewalls, and protocols. A call processor or call manager is used for controlling the calls. A router or gateway is used for routing the calls. Many protocols are involved in order to guarantee the voice data are sent to their destination correctly. 
Quality of Service (QoS) is a critical issue to the successful deployment of VoIP systems. The impairment factors such as latency, jitter, packet loss, and echo must be considered along with the ways in which they interact. The ability of a network to support high quality VoIP calls are important in ensuring the user satisfaction.

Security is another important issue to the successful deployment of VoIP systems. Many techniques such as encryption, authorization, authentication, firewall, virtual private network (VPN), etc can protect the VoIP network.
VOIP is growing fast these days. By understanding the features of VoIP, we can gain lots of benefits from Voice over IP. 
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