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VoIP Security

What are the threats?

There are numerous threats to a VoIP network. Networking devices, servers and their operating systems, protocols, phones and their software are all vulnerable. 

For instance, a compromised signaling server used to setup and manage calls, might yield the following: a list of incoming and out going calls, their durations and parameters. Using just this information, an attacker could map all of the calls on your network, creating complex conversation records and user tracking. 
· Viruses/Worms/Trojan Horses: a means to execute malicious software on a PC or other system. The malicious code can have a variety of effects: allowing remote access, deleting data, crashing a system, etc.

· Denial of Service (DoS): A means to crash or degrade the operation of a system. An example might be a very long packet that causes a buffer overflow or a “flood” of packets is directed at a target system. This attack may slow the system. 

· Spoofing: pretend to be another system to trick a target into performing an operation. In IP, it is possible to spoof the Ethernet MAC address, IP address, or other value.

· Sniffing: A means of monitoring IP packets on a network. A sniffer can be used to view any information present on the portion of the network that is accessible. If VoIP signaling is present on that portion, it can be easily monitored and saved.

· Voice SPAM: or SPAM over Internet Telephony (SPIT) occurs when an attacker sends many unsolicited calls to an enterprise.

· Eavesdropping: Users expect voice calls cannot be private. 
· Protocol vulnerabilities—Security issues common across implementations, usually present when security is not available or not used. In SIP, for example, registration hijacking, proxy impersonation, session teardown, and DoS are possible if strong authentication is not in place.

· Implementation-specific vulnerabilities—A security issue unique to a specific implementation of a protocol, such as a buffer overflow in a specific vendor’s IP phone.

http://download.securelogix.com/library/voiceoverIP_SecPrimer.pdf
VoIP security and defense

Encryption: 
it's not easy to capture, reassemble and decode voice packets, it can definitely be done. Encryption can prevent such an attack. 
Unfortunately, it adds overhead. This, in turn, affects throughput and performance - which can introduce jitter into the call. 
There are multiple encryption options - VPN setups, the IPSec protocol and other protocols such as SRTP (secure RTP- though it does not offer any authentication features like VPNs, it does encrypt voice packet payloads). The key however, is to choose a fast, efficient encryption algorithm and employ a dedicated encryption processor. 
Precautions
Next would be the process of securing all elements of a VoIP network such as call servers, routers, switches workstations and phones. 
· The servers should have minimal jobs running and only the necessary ports open. 
· The routers and switches should be configured properly, with access control lists and filters in place. 
· All of the devices should be up to date in terms of patches and upgrades.

· The same types of precautions should take when adding new elements to existing data network. 
Power

The availability of  VoIP network is concerned as well. Unlike POTS, a power loss will bring your network down -- so make sure prolonged redundancy options are in place. 
Dos

DdoS attacks are always difficult to defend against. Aside from proper router configurations, make sure you have an escalation process in place with your IP carrier, since many times they are needed to assist. 
Firewall

Firewall and IDS also can help protecting voice network. A VoIP firewall is a difficult beast to manage due to the ever-changing requirements. Call servers are constantly opening and closing ports for new connections. This dynamic element makes rule management difficult, even on stateful devices. But the costs are far outweighed by the benefits, so spend some time perfecting your access controls. An IDS can assist in monitoring the network for any anomalies or potential abuses. 

http://www.securityfocus.com/infocus/1767
VOIP Security Tips
· Encrypt VOIP traffic and run it over a VPN.

· Make sure that server-based IP-PBXs are locked down and protected against viruses and denial-of-service attacks. 

· Make sure you've properly configured and tightened policies on your firewalls for the best security. Check to see if your networking and security vendors support SIP and the H.323 voice protocol. (SIP is more important these days)

· You may wish to segment voice and data traffic by using a virtual LAN. This will limit the threat posed by packet-sniffing tools and minimize disruption in the event of an attack.

· Use proxy servers in front of corporate firewalls to process incoming and outgoing voice data.

http://blog.tmcnet.com/blog/tom-keating/voip/voip-security.asp
VoIP traffic can be classified into call signaling, call control, and media communications. Depending on the VoIP protocol and policies used, these communications may use either one channel or many different channels. Channels are TCP/UDP connections between two network elements. From a security point of view, all of these connections may need to be secured.

 Some of the mechanisms that may provide security in a VoIP environment are:

· Authorization

· Authentication

· Transport Layer Security (TLS)

· Media encryption (SRTP)

Authorization
Authorization implies that the devices might be configured in such a way to allow traffic from only a select group of IP addresses. This mechanism shields the device to an extent from denial-of-service(Dos) attacks.

Authentication
Authentication may require two communicating VoIP devices to authenticate each other before the actual communication starts. This mutual authentication might be based on a shared secret that is known prior to the communication.

Transport Layer Security
Transport Layer Security (TLS) can provide a secure communication channel between two communicating entities. The primary goal of the TLS Protocol is to provide privacy and data integrity between two communicating applications. 
The protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery. A device incorporating TLS can be configured to allow only secure SIP signaling with other devices. 
This mandates that the client first sets up a TLS/SSL connection to the server and then exchanges encrypted SIP messages with it on the secure connection. Since this secure communication is based on a shared secret known only to the server and the client, this mechanism makes it very difficult, perhaps impossible, for an eavesdropper to view, manipulate, or replay the messages exchanged. 

SRTP
Media communications can also be secured by incorporating some form of encryption mechanisms. VoIP phones may encrypt audio streams via SRTP (Secure Real-time Transport Protocol). SRTP is a security profile for RTP that adds confidentiality, message authentication, and replay protection to that protocol.

SRTP is ideal for protecting Voice over IP traffic because it can be used in conjunction with header compression and has no effect on IP Quality of Service. It creates a unique key stream for each RTP packet, therefore making it almost impossible for eavesdroppers to retrieve the original RTP stream from the encrypted SRTP stream.

SRTP also provides replay protection, which is undoubtedly important for multimedia data. Without replay protection it would be possible for an adversary to perform simple manipulations on data and subvert security. For example, in a voice application, the phrase “yes” could be substituted for “no” if replay protection is not present. 

SRTP achieves high throughput and low packet expansion by using fast-stream ciphers for encryption, an implicit index for synchronization, and universal hash functions for message authentication. 
The main security goals of SRTP are to ensure the confidentiality of the RTP payload, the integrity protection of the entire RTP packet (including protection against replayed RTP packets), and implicit authentication of the header

By using ‘seekable’ stream ciphers, SRTP avoids the denial of service attacks that are possible on stream ciphers that lack this property.

In a nutshell, VoIP security sounds like a nice idea and definitely makes the telephony environment more secure, thereby gaining end-user confidence. But it’s certainly not a hurdle preventing VoIP from making it big in the telecom industry.

http://www.tmcnet.com/voip/1104/FeatureSecurity.htm
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Figure 1, SIP IP Telephony Network Components

Figure 1 illustrates products that are used to implement SIP-based voice-over-packet networks. 
SIP-based solutions from Cisco include 
· IP phones that support SIP 
· SIP-enabled gateways running Cisco IOS®‚ Software

· a SIP proxy server 

· and a firewall 
These components work together to provide a SIP-based VoIP solution that can be integrated with existing telephony networks.

VoIP network security includes 
· voice-packet security, which focuses on application issues

· and IP security, which focuses on a network or transport problem. 
Securing a digitized bit stream is an example of a transport-level problem.

An Internet environment can be considered hostile for a number of reasons. Most important is that attacks are not traceable. There are two kinds of possible threats to a SIP-based network—external and internal. 
· External threats are attacks launched by someone who is not participating in the message flow during a SIP-based call. External threats usually occur when the voice and signaling packets traverse untrustworthy boundaries. 
· Internal threats are much more complex because they are usually launched by a SIP call participant. A SIP call participant launches internal attacks, the trust relationship is defied. 
Table 1 summarizes various threats including general network- and application-level security issues.

	Issues 
	Solution 

	Denial-of-service (DoS) attacks: Prevention of access to a network service by bombarding SIP proxy servers or voice-gateway devices on the Internet with inauthentic packets
	Configure devices to prevent such attacks

	Eavesdropping: Unauthorized interception of voice packets or Real-Time Transport Protocol (RTP) media stream and decoding of signaling messages
	Encrypt transmitted data using encryption mechanisms like Secure RTP.

	Packet spoofing: Impersonation of a legitimate user transmitting data
	Send address authentication (for example, endpoint IP addresses) between call participants.

	Replay: The retransmission of a genuine message so that the device receiving the message reprocesses it
	Encrypt and sequence messages; in SIP this is offered at the application-protocol level by using CSeq and Call-ID headers.

	Message integrity: Ensuring that the message received is the same as the message that was sent
	Authenticate messages by using HTTP Digest, an option supported on Cisco SIP-enabled phones and the Cisco SIP Proxy Server


Table 1: Network Security Issues and Their Solutions

SIP Security Mechanisms

The fundamental network-security services required for SIP are: 
· preserving the confidentiality and integrity of messaging

· preventing replay attacks or message spoofing

· providing for the authentication and privacy of the participants in a session, 
· and preventing DoS attacks.

SIP offers various security mechanisms for hop-by-hop and end-to-end encryption of certain sensitive header fields and the message body. Some of the mechanisms are built into the protocol, including different variations of HTTP authentication or secure attachments.

Transport- or network-layer security encrypts SIP signaling traffic, guaranteeing message confidentiality and integrity. IP security (IPSec) is a popular network-security mechanism that provides transport layer security. (SIP RFC 2543 bis-09 further describes detailed security threats and mechanisms.)
Authentication

Authentication provides a mechanism to verify that a user or client is legitimate.

In a SIP network, the authentication can take place between the user agent and the proxy, where the proxy server requires a user agent to authenticate itself before proceeding to process an "invite" message from it. Similarly, a user agent can request authentication of a proxy or redirect server.

SIP defines headers that are used for authentication. The authorization header contains a signature computed across components of the SIP message. This header does not change in transit between proxies and consists of: 
· the nonce

· the realm 
· the request method (the type of request message dispatched by a user-agent client)

· the request-method version

· and the authorization type. There is also a proxy-authorization header, which is used by a SIP user agent to identify itself to a proxy.
Authorization

Once authentication is achieved, it must be determined whether that identity is authorized to use the services it is requesting. Despite being securely authenticated, a party may not have permission to use all or some of the services that are being requested, and may require further authorization.

IPSec

A framework of open standards, IPSec provides security functions, authentication, and encryption at the IP layer. Three protocols are used in IPSec implementation:

· Encapsulating Security Payload (ESP) protocol—A security protocol that provides data confidentiality and protection with optional authentication and replay-detection services. ESP completely encapsulates user data. ESP can be used either by itself or in conjunction with authentication header. (For more information, refer to: RFC 2406)
· Authentication Header (AH) protocol—A protocol that can be used either by itself or with ESP, AH provides a packet authentication service. (For more information, refer to: RFC 2402.) 

· Internet Key Exchange protocol—A hybrid protocol that is used to establish a shared security policy and authenticated keys for services (such as IPSec) that require keys. Before any IPSec traffic can be passed, each router, firewall, or host must be able to verify the identity of its peer. This can be done by manually entering preshared keys into both hosts, by a certification authority (CA) service, or via the forthcoming DNS secure (DNSSec). (This is defined in: RFC 2409)
IPSec creates secure tunnels through untrusted networks. Sites connected by these tunnels form virtual private networks (VPNs). Using IPSec or VPN prevents many attacks such as those described in Table 1.

IPSec provides many options for performing network encryption and authentication. Each IPSec connection can provide encryption, integrity, and authenticity, or all three. When the security service is determined, the two communicating nodes must determine exactly which algorithms to use [for example, data-encryption standard (DES) or International Data Encryption Algorithm (IDEA) for encryption; Message Digest 5 (MD5) or Secure Hash Algorithm (SHA) for integrity]. After deciding on the algorithms, the two devices must share session keys. A security association (SA) is a relationship that is established between two VoIP entities.

Secure Voice and Video Enabled IPSec VPNs

Virtual Private Network
In VPNs, VoIP traffic flowing across different network components on a shared network can be protected and secured as if it were on a private network. 
VPNs are built around authentication and authorization capabilities, offering the users of the public VoIP network the privacy and authentication they would expect from a private network. 
· A VPN tunnel is created as a logical, point-to-point connection in a connectionless VoIP network. 
· An encrypted VPN tunnel provides network, data, and addressing privacy by scrambling data so that it is understood by the designated parties only. 
· IPSec is a dominant standard in constructing VPNs. 
Figure 2 demonstrates VPN technology.
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Figure 2, Virtual Private Network Technology
The following steps and diagrams (Figures 3 and 4) provide an overview of implementing a VPN for data, voice, and video using IPSec tunnels.

· Create generic routing encapsulation (GRE) tunnel endpoints.

· Establish security and authentication policies; define crypto maps.

· Associate crypto maps to GRE tunnels (encrypted voice traffic uses one of these tunnels, which terminates at a dedicated tunnel aggregation router).

· Identify and classify inbound voice (signaling and bearer) LAN traffic on access gateways.

· Use appropriate queuing strategies like Low Latency Queuing (LLQ) at the outbound WAN interface to assign higher priority to traffic across the voice tunnel.


Figure 3 
Implementing a Multiservice VPN using IPSec Tunnels
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Figure 4 
Public Domain Network
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Firewalls

Endpoints such as IP phones or other devices in the enterprise private network that communicate with network components can be secured by using firewalls. VoIP traffic can be routed to flow through policy-enforcement devices such as a firewall, where the traffic can be inspected before continuing.

A firewall is a part of a security policy in the VoIP network designed to safeguard the privacy of the enterprise or service-provider network. 
· Firewalls allow administrators a single point of administration and control to police and filter traffic that keeps unauthorized users from breaking in or leaving the protected network. 
· Firewalls simplify security management—network security is consolidated on the firewall systems rather than having every SIP endpoint configured for security policies. 
· A firewall also helps conserve precious IP addresses.

Since thousands of Ipv4 addresses are registered each day and only a finite quantity of them are available to us, we are running out of public or globally recognizable Internet addresses. With this emerging space crisis in IP address domains, a firewall is a logical place to deploy Network Address Translation (NAT) to help alleviate this shortage. 
http://www.cisco.com/en/US/tech/tk652/tk701/technologies_white_paper09186a00800ae41c.shtml
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