VOIP Network

V0.1


VOIP Network
Functions of VoIP 
VoIP must offer the same functions or something better, and the same quality of the current PSTN, of course at a lower cost.


The main functions of VoIP are:

· Signaling

· Database services

· Call connect and disconnect

· Codec operations.

Signaling

· All devices must communicate in the Network and for doing so they need to coordinate their components in order to make a call.

· In the PSTN for doing so, we use Switches, in the VoIP world the messages are exchanged using standard protocols (SIP, H323, MGCP...)

Database Services can include

· the billing services

· the network security

· the calls control

· In the H323 enviroment this is done by a Gatekeeper.

Call Connect and disconnect

· In the PSTN Network, switches connect the two endpoints in a dedicated channel. In the VoIP world this connection is a multimedia stream (can be audio, video or both) transported in real time.

· The voice is packetized and follows the stream of the Internet passively, sharing a channel. Every packet has a target and an address and in the case of H323 has a prioritation on the data packets.

Codec Operations

· The Network needs a way to convert the voice in a format that can be transported and streamed. The process to convert voice waves into packets is done with a coder-decoder. 

http://woip.blogspot.com/2005/02/what-does-voip-need-to-be-best.html
Traditional voice network - Circuit Switch Technology (PSTN)
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Traditional voice network relies upon 64 kbps circuit-switched connections between the originator and the recipient of a call. While this bandwidth helps to ensure the quality of a call. During a conversation, the circuit is connected, and the bandwidth is not available for other users.
Voice Networking Issues
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Typical H.323 network
In contrast, when a voice conversation is passed across a network using packet switching, a dedicated circuit is not created. Instead, the voice “data” becomes the payload of a packet or frame, which is subsequently packet-switched across the network according to the technology or protocol used. 
With VoIP the voice data is the payload of an IP datagram, which is subsequently switched or routed across a network just like any other IP data traffic. Unless explicitly configured to handle VoIP traffic differently (via mechanisms like queuing), routers will treat the packet in the same way as any other IP packet – routing it from the source node to the destination across the “best” possible path. 
The initial benefits of VOIP are:
· voice traffic only uses network resources as required, and does not necessarily require the “reservation” of bandwidth resources (or a dedicated circuit) when voice traffic is not being transferred. This is an advantage, but it also presents some challenges. For example, because voice traffic is time-sensitive, techniques like QoS and compression need to be considered and implemented to ensure that packets arrive at their destination in a timely manner. 

· Through the implementation of technologies like VoIP, companies can also reduce costs, using existing WAN links to transfer packet-based voice traffic between locations, rather than expensive tie trunks. While existing WAN links may have enough excess capacity to handle this additional traffic, it is quite likely that they will need to be upgraded to support the additional traffic that would result from adding packet-switched voice traffic to the network. 
But moving to a single converged network usually requires significant staff training and more importantly, proper planning.

Other benefits are: 

· Reduce costs associated with traditional PSTN connections and long distance changes. 

· Lower overall total cost of ownership. 

· Improve user productivity.  

· Reduce reliance on a single vendor for equipment or services. 

· Enable new IP-based voice applications to be deployed. 

· Move towards a single managed network for voice and data

http://www.2000trainers.com/article.aspx?articleID=312&page=1
H.323 and VoIP Components

In order to appreciate how VoIP networks function, it is important to have an awareness of the base protocols and components used to facilitate the communications. 

The primary protocol used to enable multimedia applications function over packet-switched networks is known as H.323, an ITU-T recommendation. VoIP equipment and software support the H.323 standard to ensure the highest level of interoperability.

The main function of H.323 is not as a transport or network protocol, but rather to perform call control and management functions on a packet-switched network (H.323 is considered a session layer protocol). Within the H.323 specification, two additional signaling methods are required for the transport of voice traffic:

· H.225. H.225 specification uses the Q.931 protocol for call control signaling between two H.323 devices. This includes functions like call setup and termination.

· H.245. H.245 specification creates a reliable connection between H.323 devices that is used to
· exchange information about the codec to be used

· exchange the capabilities of the devices (which allows them to determine a common level of compatibility during a session)

· get flow control information

· get the port numbers to be used, and so forth. 

When two H.323 devices attempt to establish a session:

1. H.225 is first used to establish the call (using TCP for reliable transport).

2. H.245 then creates a TCP connection for the purpose of exchanging information about the capabilities of both devices, identify the port numbers to be used, and open a logical channel over which the VoIP traffic will ultimately be passed. 
3. Finally, the voice traffic is transferred from one endpoint to another using UDP protocol to transport the actual voice packets across the network. 
Notice that
1. TCP is the transport protocol used for call establishment and management, since it is reliable. However, UDP is used for the actual transmission of the voice traffic, since it is time-sensitive.
2. H.323 is the primary call control and management protocol used on VoIP networks, and that voice calls are initiated and managed using H.225 and H.245 respectively. 
3. H.323 allows the software and hardware of different vendors to interoperate.

H.323 Components

H.323 networks consist of four main types of components (Not every network require each of the components listed):
· Terminals. 

· A terminal is an H.323 end-point such as IP telephone or PC running software (eg. Microsoft NetMeeting). 

· All H.323 terminals support voice networking, but data capabilities like video support are optional. 

· Two H.323 terminals can communicate directly with one another (via IP address, for example).

· Gateways. 
· A gateway is an optional component on an H.323 network. 

· A gateway can be used to allow an H.323 device to communicate with another device that does not support H.323, such as a traditional phone connected to the PSTN. 
· It can translate the codecs used on different H.323 devices. 
· Eg, On a Cisco network, a gateway would be a voice-enabled router or switch.
· Gatekeepers. 

· A gatekeeper is another optional component on an H.323 network, typically found on larger networks. 
· A gatekeeper is used to register H.323 devices and gateways, allowing them to find and establish sessions with one another as necessary. 
· A gatekeeper also performs functions like call control, bandwidth management, and authorization for H.323 components. 
· Gatekeepers are also capable of making decisions as to how traffic should be forwarded between devices, such as routing calls over a particular WAN link, or the PSTN if necessary. 
· Gatekeepers can also be used to simplify the management of H.323 gateways. When multiple H.323 gateways need to be configured on a large network, it can become time consuming and administratively intense. Instead, a gatekeeper can be configured for an entire zone that includes multiple gateways, and then handle call control functions for all of those gateways in a centralized manner. 
· Eg, On a Cisco network, a gatekeeper is typically a server running third-party software, or a Cisco IOS router.
· Multipoint control units (MCUs). 
· An MCU is another end-point on a LAN that allows multipoint conferences to occur on an H.323 network.

· MCUs are only required in this capability is required on the H.323 network.
The situations need for gateway or gatekeeper 

1. When two H.323 terminals are connected to the same network and need to communicate, a gateway is not required. 
2. However, when an H.323 terminal (such as an IP telephone) needs to communicate with a non-H.323 device (such as a phone connected to the PSTN), an H.323 gateway is required. (Eg, the gateway is typically a voice-enabled Cisco router. A voice-enabled Cisco router is a model that includes a voice module, which uses a digital signal processor (DSP). A DSP is the hardware that translates voice to IP, and vice versa.)
Hardware and software components
The components of a VoIP Network usually are:
· IP PBX 
· END USER DEVICES

· APPLICATIONS

· VOIP GATEWAYS/GATEKEEPERS

· IP NETWORK
While a number of hardware and software components must be used to enable VoIP on a network. The components of a VoIP network include:

· Terminal devices. Users ultimately interface with a VoIP network via terminal devices like:

· IP phones or headsets that connect to a PC: 
· They use the TCP/IP protocol to communicate with the IP network, they have an IP address for the subnet on which they are installed.

· Usually, VoIP phones use DHCP to auto-configure themselves, with the DHCP server telling the phone about the location of the configuration server, which most of the time is identical to the call processing server. (DHCP is Dynamic Host Configuration Protocol. Provides a mechanism for allocating IP addresses dynamically so that addresses can be reused when hosts no longer need them.)

· Softphones: They are software application running on computers. They are usually installed in mobile devices.They have the same base features as VoIP phones.
· IP PBX (Call processing software). 
· It terminates VoIP calls on the PSTN Network. 
· It is the call processing server. 
· It is usually software based.
· On a VoIP network, CallManager software handles call control functions including route selection, last-number redial, billing, quality monitoring, and more. CallManager carries out many of the same functions as a PBX would on a traditional voice network.

· Applications. A variety of different applications can be added including voice mail, automatic call distribution software, and so forth. 
· VoIP Gateways/Gatekeepers
· The last usually performs the Call admission and bandwidth control. 

· The main function is to transform the analog call to digital and to create VoIP packets.

· They can have additional features as voice compression, echo cancellation, packets prioritation.

· Each call is a single IP session transported by a Real-time Transport Protocol (RTP) that runs over UDP.
· Network infrastructure. 

· Outside of the media (typically Ethernet and WAN links) used on the network, a combination of Layer 2 and 3 switches, as well as voice-enabled routers are used to transport IP packets that contain voice data.

· IP telephones are typically plugged into a Layer 2 or Layer 3 switch on the Ethernet network, with the switch providing inline power to the phone (a technique known as power over Ethernet). 

· When a user of an IP telephone needs to communicate with a user on the PSTN, a voice-enabled router acts as a gateway between the devices, interconnecting the IP and PSTN networks. When an IP phone user needs to connect to another IP phone user, a voice-enabled router is not required.
http://www.2000trainers.com/article.aspx?articleID=314&page=1
Communication on VoIP Networks
1. When terminal devices like IP phones wish to communicate, call processing software (eg, Cisco CallManager) is typically involved in the process. While some calls will be between two IP phones on the same subnet, some may be on a remote IP network (for example, across a WAN link), while others will be to traditional phones connected to the PSTN. 
· When two users with IP phones on the same subnet need to communicate, a router does not need to be involved, consistent with how IP operates. 
· However, when the users are located on different subnets, a router (or Layer 3 switch) must be involved in order to route the IP-based voice traffic from one subnet to the other. In this case, the router used between the subnets does not need to be voice-enabled. Instead, it will simply route traffic across the network as it would any IP packets. 
· Only the third situation requires a voice-enabled router – when a user on the IP network needs to communicate with users on the PSTN. In this scenario, a router that includes a voice module is needed to convert between IP and voice in one direction, and voice and IP in the other. 

2. In order for a router to properly route voice traffic across an IP network or to an external user connected to the PSTN, dial peers need to be configured on the router. 
A dial peer is:

· An addressable call endpoint. In Voice over IP (VoIP), there are two kinds of dial peers POTS (describes the line characteristics typically associated with a traditional telephony network that points to a particular voice port on a network device) and VoIP (describes the line characteristics normally associated with a packet network [that is, an IP network] connection between VoIP devices [for example, between the routers and access servers carrying voice traffic in the voice network]). 

· A software object that ties together a voice port and a local telephone number (local dial peer or POTS dial peer) or an IP address and a remote telephone number (remote dial peer or VoIP dial peer). Each dial peer corresponds to a call leg. 

Remember that users using an IP phone will not be dialing the destination IP address. Instead, they will be dialing a complete phone number or extension number associated with the user they wish to reach. The configuration of dial peers associates a phone number or extension number with an IP address or the voice port to which the call should be forwarded. 
· For example, if a user wishes to reach another user on the IP network at extension “1234”, a dial peer (specifically, a VoIP peer) would be configured on the router mapping that extension to the destination IP address. 
Similarly, if a user needed to connect to someone on the PSTN, the phone number (usually a small portion of the number) could be configured in a dial peer to specify that the traffic should be forwarded out of a voice port on the router, which may be connected to a PBX or directly to a PSTN trunk link. 

One of the advantages of configuring dial peers is that an administrator has a high degree of control over the entire call-routing process. 
· For example, in order to reduce costs, an administrator could configure a dial peer such that when a user in the Toronto office needs to connect to PSTN user in Frankfurt, the call is first routed over the IP WAN to the Frankfurt office, where a voice-enabled router dials the (now local) call to the Frankfurt PSTN. An obvious advantage in this scenario is that the long distance changes associated with originating the call in Toronto are reduced to a local call.

Outside of helping to route calls along the correct path, dial peers are also used to apply different attributes to the various “call legs” that a transmission passes over between the source and destination devices. A call leg is simply the logical path between voice gateways (such as a router) or between a gateway and destination device. Examples of attributes that might be applied to a particular call leg include the codec used, QoS settings, and so forth.

3. Ultimately, the process of routing a call from a particular source to the correct destination is somewhat similar to a traditional voice call on the PSTN. 
1. When a user picks up an IP handset, the local gateway (such as the Cisco router) provides the user with dial tone. 
2. As the user keys in the number they wish to reach, these digits are forwarded to the gateway, which collects them until the appropriate dial peer can be identified. 
3. Once identified, the call is forwarded along the call leg to the next gateway (or destination or PSTN switch). At the most basic level, this is similar to how a PSTN switch or PBX makes forwarding decisions on a traditional voice network.

http://www.2000trainers.com/article.aspx?articleID=329&page=1
Quality of Service (QoS)

Because VoIP applications require real-time data streaming to support an interactive data voice exchange, The Quality of Service (Qos) is quit important.

TCP/IP cannot guarantee this purpose, it just make a "best effort" to do so. So we need to introduce tricks and policies that could manage the packet flow in EVERY router we cross. Different providers may use different techniques to improve VoIP transmission.

Here are some methods to improve VoIP transmission: 

1. TOS field in IP protocol to describe type of service: high values indicate low urgency while more and more lower values denote more and more real-time urgency 

2. Queuing packets methods: 

1. FIFO (First in First Out), the less intelligent method that allows passing packets in arrival order.

2. WFQ (Weighted Fair Queuing), means fair passing of packets (for example, FTP cannot consume all available bandwidth), depending on the type of data flow, typically one packet for UDP and one for TCP in a fair fashion.

3. CQ (Custom Queuing), user can define priority.

4. PQ (Priority Queuing), a number (typically 4) of queues with a priority levels for each one: packets in the first queue are sent first, then (when first queue is empty) starts sending from the second one and so on.

5. CB-WFQ (Class Based Weighted Fair Queuing), like WFQ but, in addition, we have class concepts (up to 64) and the bandwidth value associated for each one.

3. Shaping capability allowing limitation of the source to a fixed bandwidth for: 

1. download

2. upload

4. Congestion avoidance, such as RED (Random Early Detection). 
http://www.voipreview.org/101.aspx
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