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H.323 STANDARD
This is the ITU-T’s (International Telecommunications Union) standard that provides the technical requirements for voice communication over LANs. The standard encompasses both point to point communications and multipoint conferences. 

1. Components of H.323

H.323 defines four logical components, Terminals, Gateways, Gatekeepers and Multipoint Control Units (MCUs). 

Endpoints: Terminals, gateways and MCUs are known as endpoints. 
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· Terminals

These provide real time, two way communications. A H.323 terminal can communicate with either another H.323 terminal, a H.323 gateway or a MCU. 
The terminals have to support H.245, Q.931, Registration Admission Status (RAS) and Real Time Transport Protocol (RTP). 
· H.245 is used for allowing the usage of the channels.

· Q.931 is required for call signaling and setting up the call

· RTP is the real time transport protocol that carries voice packets.

· RAS is used for interacting with the gatekeeper. 
· Gateways

An H.323 gateway provides for real-time, two-way communications between terminals or to another H.323 gateway. They perform the translation between different transmission formats, e.g from H.225 to H.221. They are also capable of translating between audio and video codecs. The gateway takes voice from circuit switched PSTN and place it on the public Internet and vice versa. 
The gateways are the devices that communicate between the telephone signals and the IP endpoint. The gateways usually perform the following 6 functions:

· Search function: It converts a called party phone number to the IP address of the far end gateway, possibly through a table lookup in the originating gateway or in a centralized directory server.
· Connection Function: The originating gateway establishes a connection to the destination gateway, exchanges call setup, compatibility information and performs any option negotiation and security handshake.
· Digitizing function: Analog telephone signals are digitized by the gateway into a format useful to the gateway, usually 64 kbps PCM. This requires the gateway to interface to a variety of Telephone-signaling conventions.
· Demodulation functions: With some gateways the gateway trunk can accept only a voice signal or a fax signal but not both. But sophisticated gateways handle both. When the signal is a fax, it is demodulated by the DSP(Digital Signal Processing) back into the original 2.4-14.4 kbps digital format. This is then put into the IP packets for transmission. The demodulated information is remodulated back to the original analog fax signal by the remote gateway, for delivery to the remote fax machine.
· Compression functions: When the signal is determined to be voice, it is usually compressed by a DSP from 64K PCM to a 5.3 Kbps signal, which is the G.723.1 standard.
· Decompression and Remodulation functions: At the same time that the gateway performs steps 1-5, it is also receiving packets. Hence this function is required
http://www.cse.ohio-state.edu/%7Ejain/cis788-99/voip_products/index.html
· Gatekeepers

It acts like a "manager". It acts as the central point for all calls within its zone (A zone is the aggregation of the gatekeeper and the endpoints registered with it) and provides services to the registered endpoints. 
The gatekeepers provide some functions:

· Address Translation: Translation of an alias address to the transport address. 
· Admissions Control: Gatekeepers can either grant or deny access. 
· Call signaling: The Gatekeeper may process the call signaling itself or may direct the endpoints to connect the Call Signaling Channel to each other.

· Call Authorization: The Gatekeeper may reject calls from a terminal due to authorization failure. 
· Bandwidth Management: Control of the number of H.323 terminals permitted simultaneously access to the network. The Gatekeeper may reject calls due to bandwidth limitations.

· Call Management: The gatekeeper may maintain a list of ongoing H.323 calls. This information indicates that a called terminal is busy, and to provide information for the Bandwidth Management function.

· Multipoint Control Units (MCU)

The MCU provides the capability for three or more terminals and gateways to participate in a multipoint conference. 
The MCU consists of a mandatory Multipoint Controller (MC) and optional Multipoint Processors (MP). 
· The MC determines the common capabilities of the terminals by using H.245 but it does not perform the multiplexing of audio, video and data. 
· The MP handles multiplexing of media streams.
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2. H.323 Protocol Stack
Definitions

· Zone: The collection of a gatekeeper and the endpoints registered with it is called a zone.
· Network Address: The network address is assigned to and uniquely identifies the H.323 entity on the network. 
· Alias Address: The alias address provides an alternate method of addressing the endpoint. It could be an email address, a telephone number or something similar.
· TSAP Identifier: For each network address, each H.323 entity may have several TSAP (Transport layer Service Access Point) identifiers. These TSAP identifiers allow multiplexing of several channels sharing the same network address. 

The following figure shows the H.323 protocol stack. The audio, video and registration packets use the unreliable User Datagram Protocol (UDP) while the data and control application packets use the reliable Transmission Control Protocol (TCP) as the transport protocol. 
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T.120

The T.120 protocol is used for defining the data conferencing part.

Control and Signaling
H.323 provides three control protocols, H.225.0/Q.931 Call Signaling, H.225.0 RAS and H.245 Media Control. 

H.225/ Q.931 is used for establishing a call from a source to a receiver host, the H.225 RAS (Registration, Admission and Signaling) channel is used. After that, H.245 is used to negotiate the media streams.

H.225.0 Call Signaling

The call signaling channel is used to carry H.225 control messages. 

In networks that do not contain a gatekeeper, call signaling messages are passed directly between endpoints using the Call Signaling Transport Addresses. 

In networks that do contain the gatekeeper, the initial admission message exchange takes place between the calling endpoint and the gatekeeper using the gatekeeper’s RAS channel transport address.

· Call Signaling channel Routing

Call Signaling messages may be passed in two ways. 

· Gatekeeper Routed Call Signaling: where the call signaling messages are routed through the gatekeeper between the endpoints. 

· Direct Endpoint Call Signaling: where the call signaling messages are passed directly between the endpoints.

Admissions messages are exchanged with the gatekeeper over the RAS channel, followed by an exchange of call signaling messages on a Call Signaling Channel which inturn is followed by the establishment of the H.245 Control Channel.

· Control Channel Routing

There are two methods to route the H.245 Control Channel. 
· The first alternative establishes the H.245 Control Channel directly between the endpoints 
· The second case, the establishment of the H.245 Control Channel is done through the gatekeeper
H.245 Media and Conference Control

H.245 is used to negotiate and establish all of the media channels carried by RTP/RTCP. 

The functionalities are:

· Determining master and slave: H.245 appoints a Multipoint Controller (MC) which is held responsible for central control in cases where a call is extended to a conference
· Capability Exchange: H.245 is used to negotiate the capabilities when a call has been established. 

· Media Channel Control: After conference endpoints have exchanged capabilities, they may open and close logical channels of media. 

· Conference Control: In conferences, H.245 provides the endpoints with mutual awareness and establishes the media flow model between all the endpoints.
H.225.0 : RAS

The RAS channel is used for the communication between the endpoints and the gatekeeper. Since the RAS messages are sent over UDP (an unreliable channel), so it recommends timeouts and retry counts for messages. 
The procedures defined by the RAS channel are

· Gatekeeper discovery: This is the process that an endpoint uses to determine the gatekeeper with which it should register. 
· Endpoint Registration: This is the process by which an endpoint joins a zone and informs the gatekeeper of its transport and alias addresses. 
· Endpoint Location: An endpoint or gatekeeper which has an alias address for an endpoint and would like to determine its contact information may issue a Location request (LRQ) message
· Admissions, Bandwidth Change, Status and Disengage: These messages are used to provide admissions control and bandwidth management functions. The Admissions Request (ARQ) message specifies the requested Call bandwidth.

3. Call Setup

The procedure to set up a call involves:

· Discovering a gatekeeper which would take the management of that endpoint.

· Registration of the endpoint with its gatekeeper.

· Endpoint enters the call setup phase.

· The capability exchange takes place between the endpoint and the gatekeeper.
· The call is established.
· When the endpoint is done, it can terminate the call. The termination can also be initiated by the gatekeeper
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