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Abstract

Voice over Internet Protocol (VoIP) is a technology that allows the user to make telephone calls using a broadband Internet connection instead of a regular (or analog) phone line.

Today, more enterprises are turning to Voice over IP to provide voice services using reliable and high speed networks. The major advantage of Voice over IP is that it avoids the tolls charged by the ordinary telephone service. The companies also can provide a greater range of telephone services by using VoIP.

This report is for the designing of the Voice over IP system.
Section one provides the first step of implementing a project – user brief. User brief is the user who tells the project team what he or she wants. The user brief is basically on the user’s point of view. 

Section two actually is an answer to the user brief. The project team finds the solutions for the user. There are many issues the user needs to concern for VoIP before he or she implements it, such as voice quality, availability, compatibility, scalability..., this section shows how these issues the VoIP can be achieved.

Section three provides the project proposal. It shows how the internal and external source can be obtained to implement the VoIP.
Generally there are three options the user can choose to use VoIP, third party, software or hardware. Section four provides the differences, advantages and disadvantages of them. 

Section five provides the implementation plan for the CNZ Company. And finally the conclusion is given in section six to summarize this project.
Voice over IP offers lucrative advantages to customers and service providers. It is a new technology and it has its own features. By understanding these important features, we can reap the benefits of Voice over IP. 
1. VoIP User Brief

	1.0 Existing phone communication facilities in the office



	      Hardware equipment

· PABX

· Handsets : 20         

· wireless phones



	      Number of users and branch offices

· Users: 20

· Branch offices : 2



	      Domestic and international voice traffic pattern

· LandLine: $300 per month
· Mobil: $200 per month



	      Importance of voice communication to the company

· Voice communication is a major communication in our company.



	2.0 The desired ultimate VOIP communication facilities in the office



	Voice quality

· Same or better quality of voice than existing



	Availability
· Always available 24 * 365



	Compatibility

· Fully compatible with the outside world



	Scalability

· Scalable for 10 years timeframe to meet company growth



	Control and voice service

· More control of voice traffic and a wider range of voice services



	      Operation

· Ease to operate, maintain and update



	Integration

· Fully integrate with data network and video conferencing facilities



	Changeability

· Minimal hardware and software addition or change for VOIP



	Cost

· Total cost of ownership for 5 years 1/10 of existing set up



	3.0 The transition period from existing to VOIP



	· 1 year or shorter depending on the state of technology

· Minimum ambiguity between existing and VOIP facilities for users

· No or minimal interrupt to users, customers and suppliers

	4.0 The request for proposal



	· The proposed VOIP configuration

· Information to meet with each of the User Brief requirements

· Level of technical details required by the user

· Experience and credibility of consultant and vendor

· Payment for progress


2. VoIP Project Brief Preparation

2.1 Voice quality

User Require: Same or better quality of voice than existing.

Source:

Keynote Systems, which has specialized in Web-performance testing since 1996, tested the quality and reliability of VoIP and public network calls. The tested result [1] shows below.
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Still, VoIP calls have a long way to go before they can match the quality and reliability of conventional phone calls made over the U.S. public-switched telephone network, which for more than a century has set the standard for voice calls.

Those are the conclusions reached by a first-of-its-kind study by Keynote Systems Inc., which analyzed the quality and reliability of more than 154,000 VoIP calls and 9,000 public-network calls placed between May 21 and June 25. Keynote tested six VoIP service providers and seven network carriers, including residential cable modem and DSL providers, as well as business-class T1 carriers.

"VoIP performance across most providers is nowhere close to the dial-tone reliability and clarity of communications that consumers have become used to over the years," says Dharmesh Thakker, Keynote's senior project manager. 

Among the highlights: Keynote was able to complete VoIP calls 96.9% of the time, compared with 99.9% for calls made over the public network. Voice quality for VoIP calls on average was rated at 3.5 out of 5, compared with 3.9 for public-network calls and 3.6 for cellular phone calls. And the amount of delay the audio signals experienced was 295 milliseconds for VoIP calls, compared with 139 milliseconds for public-network calls. A delay of 300 milliseconds can produce poor voice quality, according to Keynote.

Keynote tested VoIP and public-network calls between New York and San Francisco using services from AT&T, Lingo, Packet8, Skype, Verizon, and Vonage. It tested those services over various carrier networks, including cable-TV providers Comcast and Time Warner Cable, local phone companies SBC Communications and Verizon Communications, and long-distance companies AT&T, Sprint, and UUnet. It picked those companies because they're among the leading providers and carriers in each city.

(For more information please go to http://informationweek.com/story/showArticle.jhtml?articleID=165700814)

Some design can improve the voice quality. For example [2],

· Efficient codecs designed to make the best use of available bandwidth to make sure good voice quality.

· QoS Assurance: QoS (Quality of Service) Assurance reserves part of the internet bandwidth for voice calls whilst a voice call is active (the reserved bandwidth is available for regular use if there is no Voice call active). This means that, regardless of what else other people are doing on the network, the user will always have the necessary inbound and outbound bandwidth reserved exclusively for Voice.

Answer: 

Generally cannot achieve the requirement unless pay extra amount of money.

2.2 Availability

User Require: Always available 24 * 365

Source1:
Wenyu Jiang and Henning Schulzrinne, Department of Computer Science, Columbia University, tested the availability of VoIP and public network calls. The tested result [3] shows below:

VoIP has a 98% (about 7.3 days unavailable per year) net availability, which is still some steps away from what the PSTN offers today (three to four 9’s), but already comparable to the availability of mobile telephone networks (around 97% to 99%).

Definitions

Broadly defined, availability is the proportion of time that a service is available for use. Reliability, by comparison, measures how long a service can stay up before it is disrupted. Therefore, reliability is measured in terms of Mean Time Between Failures (MTBF) and Mean Time To Restore (MTTR). We can then define availability as follows:

Availability = MTBF / (MTBF +MTTR)
(1)
In the context of telephony, availability is the probability that a call can be established successfully on first attempt, excluding user factors like callee busy or no pick-up. Therefore, we may use the following alternative definition:

Availability = # of successful calls / # of first call attempts
(2)

Although Eq. 2 appears different from Eq. 1, the two definitions are effectively the same over the long run. This is because in Eq. 2, we are in essence sampling the service for its “up” and “down” status.

Among the telecommunications equipment vendors, the five 9’s (99.999%) availability has been advertised for decades. Five 9’s implies a total downtime of only 5 minutes and 15 seconds per year. A laudable goal it is, but is it easily achievable? In contrast to what many people may think, the five 9’s really means the availability of the local switching equipment, such as a Private Branch eXchange (PBX) or local central office (CO) switch. Across an entire telephone network, such as a U.S. domestic telephone network, it is difficult to achieve anywhere near five 9’s, because there are many network elements that may break and result in call failure. Assuming the components in a call chain are independent in terms of availability, we can define the end-to-end (handsetto-handset) availability as follows:

[image: image2.emf]
where Ah1 and Ah2 are availability figures of the caller and callee telephone handsets, respectively. For regular (analog) telephones, their values generally should be 1, but for IP phones, the values would depend primarily on the stability of its software, which is a software engineering problem and beyond the scope of this paper. Alocal1 and Alocal2 are availability figures of caller’s and callee’s local PBX or CO switch, and this is where the five 9’s should be expected. In the case of VoIP, this component corresponds to a dedicated call server such as a SIP proxy server, and it may be implemented in hardware in the form of an IP PBX. Because VoIP is protocol and software intensive, the reliability of this component would again depend mostly on its code stability and therefore not the focus of this paper. Finally, Anetwork is the availability of the network, whether it is the PSTN or an IP network such as the Internet. The evaluation of this component on the Internet is the central objective of this study.

(For more information, please go to http://moat.nlanr.net/PAM2003/PAM2003papers/3897.pdf)

Source2:

If designed properly, IP telephony technology can provide users with higher availability than traditional, circuit-switched telephone networks, according to one industry analyst [8]. 

Speaking at the Burton Group Catalyst Conference Thursday, Eric Siegel, a senior analyst with the Midvale, Utah-based firm, said that IP network architecture is appropriate for high availability voice applications. 

Answer:

According to Wenyu Jiang and Henning Schulzrinne’s research, VoIP has a 98% (about 7.3 days unavailable per year) net availability.

From the source1 and source2, the availability is not as good as the PSTN. 

2.3 Compatibility

User Require: Fully compatible with the outside world.
Source:
Some VoIP product compatibility features show below. (Example comes from Vigor2600V / Vigor2600VG ADSL Router with Voice-over-IP [2])
· VoIP enables you to use your existing broadband capacity to carry regular voice calls to suitably equipped remote sites, for example another VoIP router. The VoIP router also has enhanced VPN capacity and Internet content filtering. 

· Some are also available with an ISDN interface and a built-in wireless access point              

· Combination ADSL Modem, router, firewall, print-server and Voice-over-IP device.
· Compatible with all UK ADSL lines and all ISPs.
· Capability via built-in USB port. Compatible with most standard printers with a USB port and any Windows 98SE, 2000 or XP client PC. 
· Compatible with other leading 3rd party vendor VPN devices 
· Compatible with any client device complying with the 802.11g Protocol.
· Compatible with various proxy-servers, which allows users to register with SIP service providers.
· Interoperable with many soft phones such as PingTel, MSN, Ubiquity, Cisco IP Phone. The user can also make and receive calls from any other SIP compliant VOIP devices.
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Answer:

VoIP has compatibility with outside world.

2.4 Scalability

User Require: Scalable for 10 years timeframe to meet company growth

Source1:

Deb Shinder [7] wrote: 

Small businesses may be tempted by VoIP plans marketed for consumers. If your business has only a handful of employees, a couple of consumer-grade VoIP lines may be all you need. How do you distribute the VoIP lines to several extensions throughout your building? There are a couple of ways. The easiest is to use a multi-line multi-handset cordless phone system. Many vendors make these; I use an AT&T that supports eight handsets. Each employee gets a handset and two phone lines (which can be two landlines, a landline and a VoIP line or two VoIP lines) are plugged into the base station.

The second way is to disconnect your landline and use the phone wiring in your building. This will allow you to connect one VoIP line to the existing phone jacks; your regular analog phones can be plugged into the jacks to use the VoIP line.

The problem with the low cost consumer solutions is that they don't scale well as the business grows. The consumer-oriented VoIP companies mentioned above offer "business" plans but these are still geared toward very small businesses; in most cases they merely add a fax line to the features of the residential plan. Once you have more than a handful of employees, it’s time to start looking at commercial VoIP providers. (VoIP quality and reliability are dependent on your data link. If you run your VoIP line(s) over a consumer broadband connection that experiences periodic outages, you’ll be without phone service during those times the Internet connection is down, and call quality may suffer when data performance degrades. A solution that scales to meet the needs of growing businesses will run over a dedicated line with guaranteed uptime/transfer rates.)

The good news is that you can start with consumer-level service with very little investment; you usually don’t have to sign a long-term contract or buy expensive equipment, so when it’s time to upgrade, you haven’t "wasted" a lot of money on your initial venture into VoIP.

Commercial services will also provide multiple VoIP lines that can be centrally managed. Many take a modular approach that let you increase the number of lines as your business grows.

For medium and large businesses, commercial VoIP services design their equipment to integrate with your existing PBX infrastructure. The switch to VoIP can be almost transparent to the users, and you won’t have to spend time and money retraining them to use new equipment.


Source2:

Some VoIP product scalability features show below. (Example comes from Quintum Tenor GateKeeper [9]) 


The base Tenor GateKeeper supports 100 simultaneous calls and is software upgradeable up to 800 calls. 
Answer:

VoIP can have scalability feature. But the capacity of the scalability cannot be unlimited. If the scalability is suitable for the company 10 years grows it also depends on the company scalability speed. 

For small to medium size company, the good news is that the user usually doesn’t have to sign a long-term contract or buy expensive equipment, so when it’s time to upgrade, the user has not "wasted" a lot of money on the initial venture into VoIP.

Commercial services will also provide multiple VoIP lines that can be centrally managed. Many take a modular approach that let you increase the number of lines as your business grows.

For medium and large businesses, commercial VoIP services design their equipment to integrate with your existing PBX infrastructure. The switch to VoIP can be almost transparent to the users, and you won’t have to spend time and money retraining them to use new equipment.

2.5 Control and voice service
User Require: More control of voice traffic and a wider range of voice services

Source:
QoS can ptimize voice quality in VoIP Networks [10] (Mentioned in previous Qos paper). 

Some VoIP voice services show. (Examples come from Vonage [11], which is one of the largest VoIP services providers and Vigor2600V [2].)

. 

· Unlimited in-network calling: No charge to thousands of other Vonage customers across the global.

· Voicemail: Check voicemail in 3 ways, phone, online or email.

· caller ID: See your caller’s name and number before you answer it.

· call waiting: Get noticed when you are on a call and you receive another. 

· three-way calling: call two locations at once.

· call forwarding: can forward calls to your mobile.

· Call return: return you last in coming call. 

· repeat dialing 

· online account management.
· Video conferencing 
· Quick Dialling[2]: Rather than having to type (dial) a whole IP address each time, the user can use a short code (of your choice) in place of a long IP address, as well as enabling you to store SIP registrary names or dynamic DNS names. 
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Answer:

VoIP can provide many good services with no charge.

2.6 Operation

User Require: Ease to operate, maintain and update.

Source1:

Many VoIP products have ease-of-use web machine management [12]. The network administrator can configure and manage via standard web browser anywhere around the world.

Source2 [13]:

VoIP will save on support costs when compared to PBX. VoIP technology eliminates costly and complex PBX hardware since VoIP uses simpler Ethernet cabling.

VoIP installation and maintenance can be simple since Ethernet wiring already exists inside offices with computers.

Answer:

VoIP can be easy to operate, maintain and update.

2.7 Integration

User Require: Fully integrate with data network and video conferencing facilities

Source

[13] It eats up bandwidth at a dangerous. "I have some fears about affecting our Oracle users," he said. "If we put something on that same network like voice, and it slows it down, I'm not going to be very happy and neither will our users."

Example of web conferencing software shows below.

One web conferencing software supplier e/pop [14] says that their product is easy to install and maintain. The software offers a comprehensive feature-set, easy 5-minute installation, and requires no pre-requisites completely minimizing admin time. 
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Answer:

VoIP can fully integrate with data network and video conferencing facilities. But there are some concerns about VoIP since VoIP consumes bandwidth, lead to slow down the network.

2.8 Changeability

User Require: Minimal hardware and software addition or change for VOIP

Answer:

Since Ethernet wiring already exists inside offices with computers, VoIP installation andmaintenance can be simple. So no much hardware and software change for VoIP.
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1.
BUILD STATUS:

	Version
	Date
	Author
	Reason
	Sections

	0.1
	29/07/2005
	Qiao Ma
	Initial Draft
	All


2.
AMENDMENTS IN THIS RELEASE:

	Section Title
	Section Number
	Amendment Summary

	
	
	This is the first release of this document.


	Title:
	Voice over IP System Integration

	Objective:


	To implement the voice over IP system integration for CNZ



	Background/Context:


	Voice over Internet Protocol (VoIP) is a technology that allows the user to make telephone calls using a broadband internet connection instead of a regular (or analog) phone line.

Today, more enterprises are turning to Voice over IP to provide voice services using reliable and high speed networks. The major advantage of Voice over IP is that it avoids the tolls charged by the ordinary telephone service. The companies also can provide a greater range of telephone services by using VoIP.


	Timelines:


	Half a year

	Outputs:
	The staff can make telephone calls using a broadband internet connection instead of a regular phone.


	Outcomes:


	Much lower cost:  the staff can talk all the time with every person he/she wants without paying for the time. 

Additional call capacity without tying up regular phone line.

Increase the company existing system useability: VoIP uses existing IP network.
Increase the staff productivity, such as 

· Can talk with many people simultaneously: like multimedia teleconferencing. 

· Do multitask simultaneously: the staff can exchange data with people he/she is talking with, sending images, graphs and videos. 

	Project success criteria:

(Success measurement)
	The staff can make telephone calls using a broadband internet connection instead of a regular phone by the end of 2005.
Good voice quality supply. The users should not feel their voice delay, or interrupted during their talking. 

Sufficient quantity supplies for the company.
Service should be available all the time, ie, the system should not be shutdown, make sure backup power supply.

Backup files and security supported. 

No substantiated complaints about poor services supplied.


	Function:
	VoIP allows voice data to be transmitted over IP-based networks for providing voice communication services. 

	Operation:
	Through VoIP gateways: VoIP gateways connect with phones and internet. It transforms the analog call to digital and to create VoIP packets.


	Maintenance:
	· Remote monitoring of systems for basic system health, including: 

· Database (replication monitoring/recovery) 

· Storage (log file rotation and compression, disk space monitoring, backup policy and setup) 

· Security (IP firewall policy and setup, security monitoring, detecting hacker activity) 

· NTP problems 

· DNS forwarding and reversing DNS resolution 

· Updating systems with appropriate bug fixes from the published OS vendor. 

· Operating system and third party software upgrade

	Security:
	IP firewall supported

Detecting hacker activity

	Backup:
	System can easily be configured to make a periodic back-up of all conversations onto CD or DVD media.
Power protection and backup power supported
PSTN Life Line for VoIP backup

	Budget:
	Within existing CNZ  budget  

	Project Manager:
	Tn, Chan, Project Supervisor, CNZ 



	Governance:
	Tn, Chan, Project Supervisor, CNZ
Qiao Ma, Project Member

Huan Wang, Working Group Member

Xiongfei Li, Working Group Menber



	Resources:


	Information from other VoIP vendors.

Quality Consultant

Tn, Chan, Senior Advisor, CNZ

Working Group:

Huan Wang, Student of The University of Auckland

Xiongfei Li, Student of The University of Auckland


	Guidelines/Standards:
	VoIP protocols and standards.

The published VoIP documentations are the major guidelines.

Information from other VoIP vendors



	Assumptions:
	There are less than 100 users.

	Constrains:
	Bandwidth limitation

	Major Risks & Minimisation Strategies:
	Fail to meet the committed deadlines

Limit knowledge

Regular update project plan.

Get advices from supervisor and published documentations

Get information other VoIP vendor 



	Quality Assurance:
	The project supervisor will provide advices.


4. VoIP Product Recommendations

4.1 Third party 
4.1.1 Vonage
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Vonage's [15] Small Business Unlimited Plan is $49.99 a month, including: 

· Unlimited calls anywhere in the US (including Puerto Rico) & Canada

· Free dedicated fax line:

· With a Vonage Small Business account, you get a free fax line with 500 local and long distance minutes of outgoing fax service to the US (including Puerto Rico) and Canada, plus unlimited incoming faxes each month. Extra outgoing fax minutes are only 3.9 cents per minute, and outgoing international faxes are billed at our low international rates.
· Free features such as: 
· Voicemail: Check voicemail in 3 ways, phone, online or email.

· Caller ID with Name: See your caller’s name and number before you answer it.

· call waiting: Get noticed when you are on a call and you receive another. 

· three-way calling: call two locations at once.

· call forwarding: can forward calls to your mobile.

· Call return: return you last in coming call. 

· repeat dialing 

· Free in network calling: No charge to thousands of other Vonage customers across the global.

· 911 Dialing
· Free phone adapter if sign up directly from Vonage

· Competitive international rates
· London: 3c/min

· Paris: 3c/min

· Sydney: 4c/min

· Tokyo: 5c/min
· No annual contracts

· 30-day Money Back Guarantee

Added Benefits

· Switch to Vonage and keep your phone number
· Vonage has area codes available across the US and in other countries

· Vonage's phone adapter can be used anywhere there's a broadband Internet connection

· Real time billing information anytime through your online web account
Order As Many Phone Numbers As You Like

· No limit the number of phone numbers can be added. 

· Need 90 Kbps of available bandwidth for each phone.

Vonage SoftPhone
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Whether you're traveling across the globe or just into the next room, carrying on a conversation doesn't have to mean carrying extra equipment. Download Vonage SoftPhone and you can turn any PC or laptop into a full-functioning telephone.

Vonage SoftPhone is a screen-based interface that works telephone keypad, can make a call, receive a call, and pick up your voicemails. And have extras features like Caller ID with Name, Call Forwarding, and more.

Installation

Once you sign up, we will ship your startup package within 5 business days. To start saving, simply connect your telephone to your high-speed Internet connection using the Vonage phone adapter. Pick up the phone, and use it just like you do today!
4.1.2. Sipserve Network

Sipserve [16] are building a state of the art VoIP network to connect you to the world. We are currently accepting trial customers to test the network and provide us with feedback. There is no charge to participate in the trials but you will need your own SIP device. Either download the X-Lite softphone or purchase a Grandstream SIP Phone for just $174.95. 

The Sipserve network offers the following benefits

· Free SIP to SIP calling between any two devices connected to the Sipserve network 

· Free SIP to PSTN calling to any free calling number in the USA (i.e 1 800) and soon to NZ (0800 and 0508) 

· Very low cost SIP to PSTN calling anywhere in the world 

· Real Auckland numbers mapped to your SIP device or softphone!!! 
$10+gst per month with unlimited in bound calls. 

· Low cost NZ calling with prepaid SIP minutes!!! 

· Get your own PSTN phone number in NZ, USA or UK. Incoming calls can be sent to any number in the world or any device on the Sipserve network. 

Dialing Instructions

If you want to dial another person registered on the Sipserve network just dial their Sipserve number i.e. 

1-777-1000-777    Sipserve Support Phone 

When you register with Sipserve you will be able to access free calling numbers in NZ and the USA. Try it out with any 0800 or 0508 number. To access US numbers these just dial "00" as you would from your home phone i.e. 

00-1-800-786-2571 E*Trade Automated Stock quotes
Say "Visitor" and then follow the voice prompts to get a stock quote for Microsoft or any other US stock. 

To access other PSTN numbers you will need to purchase prepaid minutes from Sipserve. 

Current Prepaid Rates (per minute)

	Destination
	Rate NZD

	Domestic
	 

	New Zealand - Auckland
	0.05

	New Zealand - National
	0.10

	New Zealand - Mobile
	0.45

	International
	 

	Australia
	0.12

	Australia - Mobile
	0.50

	China
	0.17

	Germany
	0.12

	Germany - Mobile
	0.50

	Hong Kong
	0.12

	Poland
	0.18

	Poland - Mobile
	0.55

	Thailand
	0.32

	UK
	0.10

	UK - Mobile
	0.50

	USA
	0.1


4.2. VoIP software

Skype
The picture below shows thw Skype [17] screenshots for Windows, Mac OS X, Linux, Pocket PC.
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· Contacts & events: Your home base gives your a handy overview over your contacts and if they're online or not. The little panels tell you if you missed a call or received a voicemail. 

· Making a call: To call someone on Skype, just find that person in your Contact list, and click the big, green button.

· Talking: Calls to other people on Skype are crystal-clear — some people says it feels like the person is right next to you! When you don’t feel like talking any more, just click the red button to hang up.

· Conference call: Talking on Skype is more than just 1-on-1. You can make conference calls with up to four other people, and you can all talk to each other at the same time.

· Call regular phones: With Skype, you can call other people even if they don’t have a computer. It’s called SkypeOut, and lets you call any phone number in the world

· File transfer: Need to send an important document to your colleague? Downloaded a cool picture from the web that you want your friends to see? Just send it over with Skype file transfer. It’s secure and encrypted like the rest of Skype, and handles files of any size.

· Chat: You can type in addition to talking and you can invite up to 48 other friends to join in and make it a group chat. Chat is great for sharing gossip or organizing your next party!
SkypeOut
A low cost way to make calls from Skype to friends who still use those traditional landlines or mobile phones. That means calling anyone, anywhere in the world at local rates.
It does not matter where you’re calling from, only where you’re calling to. Sitting in London and calling your friend next door costs the same as sitting in Beijing and calling your friend in London.
SkypeOut Global Rate: € 0.017 per minute.
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€10.00 Roughly equivalent to $13.3, £6.9, JPY 1361 or RMB 107.

Gives you close to 10 hours of calling at the SkypeOut Global Rate. Credit balance expires after 180 days of inactivity.

SkypeIn

With SkypeIn, you can get your own, regular phone number. So if your friends who aren’t using Skype want to call you by dialing a regular number, you can still receive the call in Skype. No matter where you are.
So, if you have a Chicago-based SkypeIn number, but you’re living somewhere in the suburbs of Paris, your Chicago area friends - or anyone! - can just dial your SkypeIn number, and your Skype on the other side of the world starts ringing... and your friends are only paying whatever their phone company charges them for making a phone call to Chicago.

SkypeIn comes with a free Skype Voicemail subscription.
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Right now we’re just testing the service, so there might be some kinks and it might not be entirely stable all the time. You can get up to 10 SkypeIn numbers total from United States, United Kingdom, Denmark, Finland, France, Hong Kong, Poland and Sweden. We’re continuously working on having numbers available in many more countries around the worl

SkypeIn prices

SkypeIn numbers are sold on a subscription basis:
a 12 month subscription is € 30 and 3 months is € 10.

Note:

Skype is not a telephony replacement service and cannot be used for emergency dialing.
4.3. VoIP Hardware
Infonetics Research [18] sought insight from 180 companies about how they evaluate and select routers and vendors.

The overall ranking was based on a number of factors including, customer satisfaction, price, value, security, technology, management features, product roadmap, financial stability and service and support. 

When asked which vendor they would buy from, Cisco topped the list, followed by Juniper. Despite Cisco's leading position, it fell short in the pricing and value categories, finishing behind 3Com, Adtran, Juniper and Nortel. 

"Cisco's vulnerability in the pricing category increased this year, with all vendors but one outscoring them, and with Juniper outscoring them on value," Matthias Machowinski, directing analyst at Infonetics Research, said in a statement. "Still, Cisco continues to get the highest satisfaction marks overall -- almost double the votes than competitors."
The topical Cisco, 3Com and Planet VoIP routers are shown below. 

4.3.1 Cisco VoIP Router
The diagram below shows the general Cisco VoIP network.
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· Cisco 2800 Series Integrated Service Routers

· Cisco Prices

Cisco 2800 [19] Series Integrated Service Routers
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The integrated services routing architecture of the Cisco 2800 product family builds on the Cisco 2600 Series Multiservice Access Routers and adds embedded security processing, significant performance and memory enhancements, and new high-density interfaces that deliver the performance, availability, and reliability required for scaling mission-critical business applications in the most demanding enterprise environments.

  

The Cisco 2800 Series comprises four new platforms: the Cisco 2801, the Cisco 2811, the Cisco 2821, and the Cisco 2851. The Cisco 2800 Series provides significant additional value compared to prior generations of Cisco routers at similar price points by offering up to a fivefold performance improvement, up to a tenfold increase in security and voice performance, new embedded service options, and dramatically increased slot performance and density while maintaining support for most of the more than 90 existing modules that are available today for the Cisco 1700, Cisco 2600, and Cisco 3700 Series.

The Cisco 2800 Series features the ability to deliver multiple high-quality simultaneous services at wire speed up to multiple T1/E1/xDSL connections. The routers offer embedded encryption acceleration and on the motherboard voice digital-signal-processor (DSP) slots; intrusion prevention system (IPS) and firewall functions; optional integrated call processing and voice mail support; high-density interfaces for a wide range of connectivity requirements; and sufficient performance and slot density for future network expansion requirements and advanced applications.

Security Network Connectivity for Data, Voice and Voieo
Security has become a fundamental building block of any network. The Cisco 2800 provides a robust array of common security features such as: 
· a Cisco IOS Software Firewall

· intrusion prevention

· IPsec VPN

· Secure Shell (SSH) Protocol Version 2.0

· and Simple Network Management Protocol (SNMPv3) in one secure solution set. 
Additionally, Cisco can provide unique intelligent security solutions such as 
· network admissions control (NAC) for antivirus defense; 
· Voice and Video Enabled VPN (V3PN) for quality-of-service (QoS) enforcement when combining voice, video, and VPN; 
· and Dynamic Multipoint VPN (DMVPN) and Easy VPN for enabling more scalable and manageable VPN networks. 
· intrusion-prevention network modules and advanced integration modules (AIM) for encryption

These making the Cisco 2800 Series the industry's most robust and adaptable security solution available for branch offices. 

Converged IP Communications

As shown in Figure 2, the Cisco 2800 Series can meet the IP Communications needs of small-to-medium sized business and enterprise branch offices while concurrently delivering an industry-leading level of security within a single routing platform. 
Cisco CallManager Express (CME) is an optional solution embedded in Cisco IOS Software that provides call processing for Cisco IP phones. This solution is for customers with data-connectivity requirements interested in deploying a converged IP telephony solution for up to 72 IP phones and-as of Cisco IOS 12.3(11) release-for up to 96 IP phones. 
Integrated Services
With the optional integration of a wide array of services modules, the Cisco 2800 Series offers the ability to easily integrate the functions of standalone network appliances and components into the Cisco 2800 Series chassis itself. Many of these modules, such as the Cisco Network Analysis Module, Cisco Voice Mail Module, Cisco Intrusion Detection Module, and Cisco Content Engine Module, have embedded processors and hard drives that allow them to run largely independently of the router while allowing management from a single management interface. 
This flexibility greatly expands the potential applications of the Cisco 2800 Series beyond traditional routing while still maintaining the benefits of integration. These benefits include ease of management, lower solution costs (CAPEX and OPEX), and increased speed of deployment. 
Figure 2. Secure Network Connectivity with Converged IP Communications
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Architecture-Features and Benefits

The Cisco 2800 Series architecture has been designed specifically to meet the expanding requirements of enterprise branch offices and small-to-medium-sized businesses for today's and future applications. The Cisco 2800 Series provides the broadest range of connectivity options in the industry combined with leading-edge availability and reliability features. In addition, Cisco IOS Software provides support for a complete suite of transport protocols, Quality-of-Service (QoS) tools, and advanced security and voice applications. 

Table 1. Architecture-Features and Benefits
	Feature
	Benefit

	Modular architecture
	· A wide variety of LAN and WAN options are available. Network interfaces can be upgraded in the field to accommodate future technologies. 

· Several types of slots are available to add connectivity and services in the future on an "integrate-as-you-grow" basis. 

· The Cisco 2800 supports more than 90 modules, including most of the existing WICs, VICs, network modules, and AIMs (Note: the Cisco 2801 router does not support network modules). 

	Embedded security hardware acceleration
	· Each of the Cisco 2800 Series routers comes standard with embedded hardware cryptography accelerators, which when combined with an optional Cisco IOS Software upgrade help enable WAN link security and VPN services. 

	Increased default memory
	· The Cisco 2811, 2821, and 2851 Routers offer 64 MB of Flash and 256 MB of DRAM memory. 

· The Cisco 2801 router comes with 64 MB Flash and 128 MB DRAM memory. 

	Integrated dual Fast Ethernet or Gigabit Ethernet ports
	· The Cisco 2800 Series provide two 10/100 on the Cisco 2801 and Cisco 2811 and two 10/100/1000 on the Cisco 2821 and Cisco 2851 


 

	Feature
	Benefit

	Support for Cisco IOS Software Release 12.3T feature sets
	· The Cisco 2800 helps enable end-to-end solutions with full support for the latest Cisco IOS Software-based QoS, bandwidth management, and security features. 

· Common feature and command set structure across the Cisco 1700, 1800, 2600, 2800, 3700 and 3800 series routers simplifies feature set selection, deployment, management, and training. 

	Optional integrated power supply for distribution of Power over Ethernet (PoE)
	· An optional upgrade to the internal power supply provides in-line power (802.3af-compliant Power-over-Ethernet [PoE] and Cisco standard inline power) to optional integrated switch modules. 

	Optional integrated universal DC power supply
	· On the Cisco 2811, 2821, and 2851 routers an optional DC power supply is available that extends possible deployments environments such as central offices and industrial environments (Note: not available on the Cisco 2801). 

	Integrated redundant-power-supply (RPS) connector
	· On the Cisco 2811, 2821, and 2851 there is a built in external power-supply connector that eases the addition of external redundant power supply that can be shared with other Cisco products to decrease network downtime by protecting the network components from downtime due to power failures. 


 

Modularity-Features and Benefits

The Cisco 2800 Series provides significantly enhanced modular capabilities (refer to Table 2) while maintaining investment protection for customers. The modular architecture has been redesigned to support increasing bandwidth requirements, time-division multiplexing (TDM) interconnections, and fully integrated power distribution to modules supporting 802.3af PoE or Cisco in-line power, while still supporting most existing modules. With more than 90 modules shared with other Cisco routers such as the Cisco 1700, 1800, 2600, 3700, and 3800 series, interfaces for the Cisco 2800 Series can easily be interchanged with other Cisco routers to provide maximum investment protection in the case of network upgrades. In addition, taking advantage of common interface cards across a network greatly reduces the complexity of managing inventory requirements, implementing large network rollouts, and maintaining configurations across a variety of branch-office sizes. 

Table 2. Modularity-Features and Benefits

	Feature
	Benefit

	Enhanced network-module (NME) slots
	· The NME slots support existing network modules (Note: NM and NME support on Cisco 2811, 2821, and 2851 only) 

· NME Slots offer high data throughput capability (up to 1.6Gbps) and support for Power over Ethernet (POE). 

· NME slots are highly flexible with future support for extended NMEs (NME-X on Cisco 2821 and 2851 only) and enhanced double-wide NMEs (NME-XDs) (Note: Cisco 2851 only). 

	High-performance WIC (HWIC) slots with enhanced functionality
	· Four integrated HWIC slots on Cisco 2811, 2821, and 2851 and two integrated HWIC slots on Cisco 2801 allow for more flexible and dense configurations. 

· HWICs slots can also support WICs, VICs, and VWICs 

· HWIC slots offer high data throughput capability (up to 400 Mbps half duplex or 800 Mbps aggregate throughput) and Power over Ethernet (POE) support. 

· A flexible form factor supports up to two double-wide HWIC (HWIC-D) modules. 

	Dual AIM slots
	· Dual AIM slots support concurrent services such as hardware-accelerated security, ATM segmentation and reassembly (SAR), compression, and voice mail (Refer to Table 7 for more details on specific platform support). 

	Packet voice DSP module (PVDM) slots on motherboard
	· Slots for Cisco PVDM2 Modules (DSP Modules) are integrated on the motherboard, freeing slots on the router for other services. 

	Extension-voice-module (EVM) slot
	· The EVM supports additional voice services and density without consuming the network-module slot (Note: available only on Cisco 2821 and 2851). 


Secure Networking-Feature and Benefits
The Cisco 2800 Series features enhanced security functionality as shown in Table 3. Integrated on the motherboard of every Cisco 2800 Series router is hardware-based encryption acceleration that offloads the encryption processes to provide greater IPsec throughput with less overhead for the router CPU when compared with software-based solutions. With the integration of optional VPN modules (for enhanced VPN tunnel count), Cisco IOS Software-based firewall, network access control, or content-engine network modules, Cisco offers the industry's most robust and adaptable security solution for branch-office routers. 

Table 3. Secure Networking-Feature and Benefits
	Feature
	Benefit

	Cisco IOS Software Firewall
	· Sophisticated security and policy enforcement provides features such as stateful, application-based filtering (context-based access control), per-user authentication and authorization, real-time alerts, transparent firewall, and IPv6 firewall. 

	Onboard VPN encryption acceleration
	· The Cisco 2800 Series supports IPsec Digital Encryption Standard (DES), Triple DES (3DES), Advanced Encryption Standard (AES) 128, AES 192, and AES 256 cryptology without consuming an AIM slot. 

	Network Admissions Control (NAC)
	· A Cisco Self-Defending Network initiative, NAC seeks to dramatically improve the ability of networks to identify, prevent, and adapt to threats by allowing network access only to compliant and trusted endpoint devices. 

	Multiprotocol Label Switching (MPLS) VPN support
	· The Cisco 2800 Series supports specific provider edge functions plus a mechanism to extend customers' MPLS VPN networks out to the customer edge with virtual routing and forwarding (VRF) firewall and VRF IPsec. For details on the MPLS VPN support on the different versions of the Cisco 2800 Series, please check the feature navigator tool on www.cisco.com. 

	Onboard USB 1.1 port(s)
	· The USB port(s) will be used for future capabilities and will initially support secure token and flash memory 

	AIM-based security acceleration
	· Support for an optional dedicated security AIM can deliver 2 to 3 times the performance of embedded encryption capabilities with Layer 3 compression. 

	Intrusion Prevention System (IPS)
	· Flexible support is offered through Cisco IOS® Software or a high-performance intrusion-detection-system (IDS) network module. 

· The ability to load and enable selected IDS signatures in the same manner as Cisco IDS Sensor Appliances 

	Cisco Easy VPN remote and server support
	· The Cisco 2800 Series eases administration and management of point-to-point VPNs by actively pushing new security policies from a single headend to remote sites. 

	Dynamic Multipoint VPN (DMVPN)
	· DMVPN is a Cisco IOS Software solution for building IPsec + generic routing encapsulation (GRE) VPNs in an easy and scalable manner. 

	URL filtering
	· URL filtering is available onboard with an optional content-engine network module or external with a PC server running the URL filtering software. 

	Cisco Router and Security Device Manager (SDM)
	· This intuitive, easy-to-use, Web-based device-management tool is embedded within the Cisco IOS Software access routers; it can be accessed remotely for faster and easier deployment of Cisco routers for both WAN access and security features. 


 

IP Telephony Support-Features and Benefits

The Cisco 2800 Series allows network managers to provide scalable analog and digital telephony without investing in a one-time solution (refer to Table 4 for more detail), allowing enterprises greater control of their converged telephony needs. Using the voice and fax modules, the Cisco 2800 Series can be deployed for applications ranging from voice-over-IP (VoIP) and voice-over-Frame Relay (VoFR) transport to robust, centralized solutions using the Cisco Survivable Remote Site Telephony (SRST) solution or distributed call processing using Cisco Call Manager Express (CME). The architecture is highly scalable with the ability to support up to 12 T1/E1s trunks, 52 foreign-exchange-station (FXS) ports, or 36 foreign-exchange-office (FXO) ports concurrent with data routing and other services. 

Table 4. IP Telephony Support-Features and Benefits
	Feature
	Benefit

	IP phone support
	· Optional support for Cisco in-line power distribution to Ethernet switch network modules and HWICs can be used to power Cisco IP phones. 

	EVM module slots
	· Extension Voice Module Slots, available only on the Cisco 2821 and Cisco 2851, provide support for the Cisco High-Density Analog and Digital Extension Module for Voice and Fax, providing support for up to 24 total voice and fax sessions without consuming a Network Module Slot. 

	PVDM (DSP) slots on motherboard
	· DSP (PVDM2) modules deliver support for analog and digital voice, conferencing, transcoding, and secure Real-Time Transport Protocol (RTP) applications. 

	Integrated call processing
	· Cisco CME is an optional solution embedded in Cisco IOS Software that provides call processing for Cisco IP phones. Cisco CME delivers telephony features similar to those that are commonly used by business users to meet the requirements of the small to medium-sized offices. 

	Integrated voice mail
	· Support for up to a 100 mailboxes using the Cisco Unity® Express voice messaging system is possible with the integration of an optional voice-mail AIM or network module. 

	Broad range of voice interfaces
	· Interfaces for local telephone, private branch exchange (PBX), and gateway connections include FXS; FXO; direct inward dialing (DID); ear and mouth (E&M); Centralized Automated Message Accounting (CAMA); ISDN Basic Rate Interface (BRI); and T1, E1, and J1 with ISDN Primary Rate Interface (PRI); QSIG; and several additional channel-associated-signaling (CAS) signaling schemes. 

	Support of Survivable Remote Site Telephony (SRST) Feature
	· Branch offices can take advantage of centralized call control while cost-effectively providing local branch backup using SRST redundancy for IP telephony. 


 

Cost of Ownership and Ease of Use-Features and Benefits

The Cisco 2800 Series continues the heritage of offering versatility, integration, and power to branch offices. The Cisco 2800 Series offers many enhancements to help enable the support of multiple services in the branch office as shown in Table 5. 

Table 5. Cost of Ownership and Ease of Use-Feature and Benefits
	Feature
	Benefit

	Integrated channel service unit/data service unit (CSU/DSU), add/drop multiplexers, firewall, modem, compression, and encryption
	· Consolidates typical communications equipment found in branch-office wiring closets into a single, compact unit; this space-saving solution provides better manageability 

	Optional network analysis module
	· Provides application-level visibility into network traffic for troubleshooting, performance monitoring, capacity planning, and managing network-based services (Note: Cisco 2811, 2821, and 2851 only) 

	Cisco IOS Software Warm Reboot
	· Reduces system boot time, and decreases downtime caused by Cisco IOS Software reboots (Note: Cisco 2801 will support the Cisco IOS Software Warm Reboot at a later point in time) 

	Enhanced Setup feature
	· Optional setup wizard with context-sensitive questions guides the user through the router configuration process, allowing faster deployment 

	CiscoWorks support
	· Offers advanced management and configuration capabilities through a Web-based GUI 

	Cisco AutoInstall
	· Configures remote routers automatically across a WAN connection to save cost of sending technical staff to the remote site 


Cisco Prices [20]

	Cisco 2000 Series
	Cisco® Wireless LAN Controller 
	$2,340.00

	Cisco 4100 Series
	Cisco® Wireless LAN Controller 
	$6,836 

	 
	Cisco 1700 Series Routers:
	 

	Cisco 1701
	Security Access Router
	$1095 

	Cisco 1711
	Security Access Router with Fast Ethernet WAN and analog modem back-up port
	$949.00  

	Cisco 1712
	Security Access Router with Fast Ethernet WAN and ISDN back-up port
	$949.00  

	Cisco 1721 
	Modular Access Router, two WAN slots, 16MB flash, 32MB dram
	$859.00 


	Cisco 1721
Complete T1 Package
	Complete Package:  Cisco 1721 Router, T1 WAN Interface Card (WIC-1DSU-T1) and 8x5 SmartNet (CON-SNT-PKG1)
	$1,650.00 


	Cisco 1721-VPN/K9  bundle
	This is the Cisco 1721 Ethernet Router with VPN module, 96MB DRAM, 32 Flash, IP Plus/FW/ 3DES
	$1,730.00 

	Cisco 1751
	Modular Access Router - Base Model
	$1,095.00  

	Cisco 1751-V
	Modular Access Router - Multiservice Model
	$1,845.00  

	Cisco 1760
	Modular Access Router - Rack Mount
	$1,150.00  

	Cisco 1760-V
	Modular Access Router - Rack Mount - Multiservice Model
	$1,860.00  

	 
	Cisco 1800 Series Routers:
	 

	Cisco 1841
	Modular router with 2 WAN slots, desktop form factor chassis, IP BASE Cisco IOS Software image, 2Fast Ethernet slots, 32-MB Flash, and 128-MB DRAM
	$1,045.00

	Cisco 1801 CISCO1801W-AG-E/K9 
	ADSL over POTS Wireless Router
	$1321.00

	Cisco 1802 CISCO1802W-AG-E/K9 
	ADSL over ISDN Wireless Router
	$1321.00

	Cisco 1803 CISCO1803W-AG-A/K9 
	G.SHDSL Wireless Router
	$1379.00

	Cisco 1811 CISCO1811W-AG-A/K9 
	Security Wireless Router
	$1130.00

	 
	Cisco 2800 Integrated Services Routers:
	 

	Cisco 2801
	Integrated services router with AC power, 2FE, 4 Interface Card Slots, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$1,490 

	Cisco 2811
	Integrated services router with AC power, 2FE, 1 NME, 4 HWICs, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$1,850 

	Cisco 2821
	Integrated services router with AC power, 2GE, 1 NME-X, 1 EVM, 4 HWICs, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$2,915 

(free shipping)

	Cisco 2851
	Dual Gigabit Ethernet integrated services router with AC power, 2GE, 1 NME-XD, 1 EVM, 4 HWICs, 3 PVDM slots, 2AIMs, and Cisco IOS IP Base Software
	$4,825.00 

(free shipping)

	 
	 
	 

	Cisco 3200 Series Wireless and Mobile Routers
	The Cisco® 3200 Series routers are ruggedized Cisco IOS® Software routers with integrated 802.11b/g wireless functionality. With a flexible, compact form factor, they are ideally suited for integration in vehicles or outdoor environments.
	Call 888-219-0207

	 
	 
	 

	Cisco 3620
	Chassis with 2 modular slots
	$2,125.00

 (free shipping)

	Cisco 3725 
	Two Network Module (NM) slots
	$6,225

	Cisco 3745 
	Four Network Module (NM) slots 
	$8,595

	 
	Cisco 3800 Integrated Services Routers:
	 

	Cisco 3825
	Two Gigabit Ethernet fixed LAN ports, one Small Form-Factor Pluggable (SFP) slot, two enhanced network modules (NMEs), four high-speed WAN interface cards (HWICs), two Advanced Integration Module (AIM) slots, four PVDM slots, Cisco IP Base software, and AC power
	

	Cisco 3845
	Two Gigabit Ethernet fixed LAN ports, one SFP slot, four NMEs, four HWICs, two AIM slots, 4 PVDM slots Cisco IP Base software, and AC power
	


4.3.2 PLANET IPX-2000
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PLANET IPX-2000 [21] is the next generation voice communication platform for the small to medium enterprise. Designed as an open, scalable, and highly reliable telephony solution, the IPX-2000 is able to accept 200 extension registrations, and effectively scales from under 100 users to as many as 200 in a standard rack-mountable unit. The PLANET IPX-2000 is also designed to operate on a variety of VoIP applications, it provides centralized call control, auto-attendant, voice conferencing, PSTN access, digital and IP-based communications. 

The IPX-2000 integrates up to 8 calls via the IPX- FXO (Foreign eXchange Office, FXO) module to become a feature-rich PBX system that supports seamless communications between existing PSTN calls, analog, IP phones and SIP-based endpoints. Moreover, the IPX-2000 also integrates telephony call processing, call control, voice mail, and a widely PBX application programming interface into a highly scalable architecture designed to support both traditional circuit-based and the Internet telephony service within a distributed enterprise communications network.

With the IPX-2000, standard SIP phones can be easily integrated in your office, plus the auto-config feature, you may integrate our IP phone VIP-153T/VIP-153PT, and the analog telephone adapter - VIP-156 to build up the VoIP network deployment in minutes. 

Allowing distributed IP technology to meet traditional voice services, with proactive management interface, the IPX-2000 in the daily business process, enterprises can make people more productive, more intelligent, and highly customer satisfaction.
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Features

SIP features

· Static/Dynamic registration

· Call-based MD5 authentication

· NAT traversal for clients

· Outbound proxy with or without WAN

· Inter-proxy call hand-off 

PBX Features 

· Supports call hold; call waiting, 3-way call conference with feature phones

· Built-in in-line call transfer

· Unconditional, unavailable, busy call forward

· Per-calling-number forward and rejection

· Group-based call pick-up

· Call-parking

· Multi-room meet-me conference

· FXO disconnection tone detection

· QoS support

· Music on hold

· Outbound 900/0204 blocking 

· Intra-PBX stackable trunking

Auto Attendant Configurable IVR prompts

· Key to reach operator

· Timeout interval and timeout action

· Music on ringing extensions

· Forward to voice mail on no-answer

Voice Mail 

· User PIN

· 900 minutes recording time

· Fast-forward/Rewind/Undelete

· MWI notification

· E-mail notification

· Personal reception on unavailability and busy

· Voicemail forwarding

· Voicemail to email

SPECIFICATION 

	Product
	Internet Telephony PBX system

	Model
	IPX-2000

	Hardware

	LAN
	1 (10Base-T/100Base-TX, Auto-Negotiation)

	WAL
	1 (10Base-T/100Base-TX, Auto-Negotiation)

	Telephony ports
	Modular, depending on installed FXO module, up to 8 CO/PSTN line connection)

	Standards and protocol

	Call control
	SIP 2.0 (RFC3261)

	Voice codec support
	G.711, G.726, GSM, G.723.1 (5.3, 6.3kbps), G.729A (8kbps)

	Voice processing
	Voice Active Detection, 
DTMF detection/generation, 
G.165/G.168 echo cancellation (ECN) (25 ms.), 
Comfort noise generation (CNG), 
Gain Control

	PBX features 
	Support call hold, call waiting
3-way call conference with feature phones
Built-in in-line call transfer
Unconditional, unavailable, busy call forward
Per-calling-number forward and rejection
Group-based call pick-up
Call-parking
Intra-PBX stackable trunking 
Multi-room meet-me conference
Auto-attendant Voice mail system
Call privilege grouping 
FXO interface for PSTN Inbound/outbound
FXO disconnection tone detection
FXO hunt group Caller ID detection
Echo cancellation
In-band/RFC2833/SIP-INFO DTMF translation
Music on hold
Direct line Outbound
900/ 0204 blocking

	Auto Attendant Features
	Configurable IVR prompts
Key to reach operator Timeout interval and timeout action
Music on ringing extensions
Forward to voice mail on no-answer

	Voicemail Features
	User PIN
Multilingual
Multi-folder archive
Fast-forward/Rewind/UndeleteMWI notification
E-mail notification and attachment (Unified messaging)
Personal reception on unavailability and busy
Voicemail forwarding
Voicemail to email
Reply call or new call in voicemail menu

	Internet Sharing

	Protocol
	TCP/IP, NAT, DHCP, HTTPs, DNS

	Advanced Function
	QoS

	Management
	HTTP

	Environment 

	Operating Temperature
	0~50 degree C, 10~90% humidity 

	Power Requirement
	100-240VAC, 50/60Hz

	EMC/EMI
	CE, FCC

	Network and Configuration

	Connection type
	Static IP, PPPoE, DHCP

	Management
	Web


5. VoIP Implementation Plan

Choose one branch of the CNZ Company to install VoIP system first. In this branch, the overview of the implementation steps shows below:

1. Pre-test: Network assessment.
2. Build VoIP Architecture 
3. Analysis and Order VoIP Product: Buy the VoIP product form the vendor.

4. Install & Configure: Installs the VoIP product to the company and configures it. 

5. Post-Test: 
a. Qos
b. Security
c. Scalability
6. Pilot deployments: install VoIP to other CNZ branches.

7. Maintains: Reassess your network regularly, too. New applications are added, people and departments move around and the network gets reconfigured, all of which can change traffic patterns. Monitoring your network's capacity and performance helps you avoid problems. In addition, VoIP monitoring tools can assist you in reassessing how well your network supports VoIP [22].
The details of each step show below:
5.1 Pre-test: Network assessment: The objective of the assessment phase is to determine if the current capabilities of the network suitable for supporting a complex voice and data convergence. Striving for successful network integration and it has impact on Quality of Service, Scalability
General steps:

1. Ascertain whether the network supports Layer 2 and Layer 3 QoS (Quality of Service) and VLANs (virtual LANs); 

2. Check the duplexity settings of the connections, and use the network-management systems to check switch and router settings. Because most VoIP vendors say duplexity mismatches--full duplex on one end of an Ethernet connection and half duplex on the other--are the biggest cause of VoIP performance problems.

3. Start with the backbone connections, because these have a huge impact on VoIP performance. 

· Manually set both ends of every backbone connection to full duplex. If both ends are set to autonegotiate, we can get clues about duplexity from the error counters. 

· If one end experiences collisions, for example, it probably has been set for half duplex. 

· If the opposite end has lots of CRC (cyclic redundancy check) errors and no collisions, it likely has been set for full duplex. A quick look at the configurations of most devices, especially switches and routers, will tell their duplexity settings.

4. Test PC-to-switch and phone-to-switch connections using autonegotiate if we have standardized on NICs and wiring-closet switches. 

· If autonegotiate gets the highest speed available with full duplex, use it. 

· If we have VoIP phones with built-in switches, choose ones that let you change duplexity settings.

· Check the connections from the phone's built-in switch to the PC and the edge switch.

5. Measure the capacity; 

6. At a minimum, look at a full month's data traffic to gauge cyclical changes in network activity by all the groups in the organization. Drill down into the data regarding peak hours, and collect smaller samples of data that show one-minute or even five- or 10-second peaks.

7. Determine if the network can support the added bandwidth VoIP demands. It's especially important to make sure the network can handle extra voice traffic during busy hours. 

8. PBX's call-detail records. Determine the number of simultaneous calls must be supported and how much bandwidth the VoIP application will add. Make sure there's room for existing applications and anticipated growth as well. 
Before deployVoIP on a network, use tools to determine:

· Voice quality

· How many voice calls a network can support

· How to improve voice quality

· Whether we need to upgrade the network to support VoIP

· What will happen to the performance of existing applications if you deploy VoIP

One tool to assess the network:




Vivinet Assessor: NetIQ's Vivinet™ Assessor helps you determine quickly and easily how well Voice over IP (VoIP) will work on a network prior to deployment. Before you invest in costly training and pilot deployments, Vivinet Assessor predicts the overall call quality you can expect from the network and generates customizable reports detailing the network's VoIP readiness [23].

2. Build architecture

The architecture of the VoIP system shows below.
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Avoid Failure:
The legacy phone network is well-known for its five-nines (99.999 percent) availability. A VoIP application, though, will be only as reliable as the data network supporting it.

Increase the data network's reliability with redundancy. At a minimum, we should have dual power supplies, dual CPU cards and mirrored drives at both the core and the edge of our network.

Test high-availability schemes before rollout. In some cases, a backup CPU card in a core router will need several minutes to reboot and load routing tables after the primary card fails. Some routers handle this process more quickly.

If cannot add redundancy, test how long the network could be down when a replacement or repair is needed. Let the management team have input into determining how much downtime is acceptable.

Where possible, use failover standards such as the IETF's VRRP (Virtual Router Redundancy Protocol) and the IEEE's 802.3ad link-aggregation protocol to connect redundant equipment to the edge. Interoperability won't be a problem with redundant connections linking two core routers, for example, because they're from the same vendor. But standards are important at the connection from the core to the edge, because you're bound to have equipment from different vendors throughout your network. A vendor-proprietary failover protocol could be best if the failover time is improved, but weigh the trade-offs of using vendor-proprietary schemes versus standards.

VoIP requires backup power for the LAN equipment, your IP phones and your VoIP servers. 

· If we have backup power in our data center, it's just a matter of upgrading the KVAs (kilo volt-amps).

· Backup power is necessary in the wiring closets for phones and switches. We can power your phones from the closet using the IEEE 802.3af Power over Ethernet standard, which uses Category 5 or better Ethernet wiring. Even a 15-minute backup will get you through a few brownouts or a short outage. Note that any outage will cause the switches and phones to reboot, possibly extending the outage for several minutes and damaging equipment. 

· It's a good idea to have battery-powered backup in the wiring closets. 

VoIP system should be protected, especially from Internet access--VoIP phones are computers and, therefore, can be hacked. 

· We can protect the phones by segregating them to their own VLAN using private addresses so that only the VLAN has access to the VoIP servers.

· Make sure we have authentication and VPNs in place for telecommuters who want to use the corporate phone system from home.

· Finally, to load IP configurations onto the VoIP phones, use DHCP. 

5.3. Analysis different VoIP products
· Ensure Qos:
· Ensure Security
Delay: 

· The ITU G.114 recommends a maximum one-way delay of 150 ms, or 300 ms round-trip. It's best, however, to keep the round-trip delay to no more than 250 ms because at that point conversation quality declines. A VoIP phone typically adds 60 ms of delay, but this figure varies by vendor and the size of the jitter buffer.

· Delay can be prevented from overloaded router queues or an oversubscribed network by designing your architecture with good QoS and enough bandwidth.

· Distance alone on a WAN circuit will increase delay. The speed of light adds at least 5 ms of delay for every 1,000 miles of fiber. So a coast-to-coast connection of 3,000 miles will have a round-trip delay of 30 ms, which shouldn't be a problem. But the delay will be noticeable over international distances, VPNs or an overloaded network.

· Delay also can magnify echo--a concern even on conventional TDM (Time-Division Multiplexing) networks. VoIP phones have built-in echo cancellation, but as delay is added between the original speech and the caller, the echo becomes more obvious. And echo-cancellation algorithms will have a harder time filtering out echo. Ask the VoIP vendor about its echo-cancellation features. Different vendors use different algorithms, and some work better than others.

Jitter is the variance in delay. Jitter buffers compensate somewhat by buffering packets and controlling how they are played out, but if the jitter buffer is too large, it can generate too much delay. Codecs also may compensate by repeating the last portions of speech.

Packet loss can plague VoIP, too. In general, it's best to keep packet loss in the 1 percent to 2 percent range on the WAN and even less on your LAN. If you rely on DTMF tones, you can't afford any packet loss--one dropped packet could cause a customer to get lost in an automated attendant tree. In that case, you're better off using TDM trunking on the portions of the network that support an automated attendant. Customers dialing into your phone system from the PSTN could easily be kept on TDM connections, since they are coming in over TDM anyway. 

Codecs: The Bandwidth + Delay Equation

Two different codecs are commonly used for VoIP. 

· If only run VoIP on the LAN, G.711 (85 Kbps) is best because LAN bandwidth is so inexpensive. 

· On the WAN, G.729 makes more sense because it uses less than half the bandwidth. The catch is that G.729 adds more delay. In the chart below, we've assumed a 20-ms packetization delay at each end and a receive jitter bugger of 20 ms.

· Some vendors implement VAD (Voice Activity Detection) and silence suppression, which transmits packets only when users are talking. This reduces bandwidth utilization even further. However, speech may get clipped as VAD or the suppression switches on and off.
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Note that setting up voice calls generates additional traffic, as do control packets for RTP (Real-time Transport Protocol) that track the statistics. Integrating the VoIP with software applications, too, adds traffic overhead, so test the applications on your network. Make sure there is enough bandwidth to support the maximum number of simultaneous calls that will occur during peak calling times, as well as the peak traffic utilization for your existing applications [24].

4.4 Install & Configure
The installation of the VoIP system is based on the architecture above. 

If we plug a desktop into VoIP phone, be sure the PC doesn't overwhelm the connection with data. This won't be a problem if the phone's built-in switch and the wiring-closet switch support 802.1p. If they don't, a data transfer may interrupt your voice conversation.
Bottom line: Your QoS policy should give all VoIP traffic first priority. 

Configuration

· Circuit Inventory

· Traffic Studies

· Ehrlangs / CCS

· Blocking

· Quality Tolerance

· Routing

· IP-IP, IP-PSTN, PSTN-PSTN

· Emergency Calls

· System Components/Requirements

· Phone Sets

· ACD

· Paging

· Announcements

· Voice Mail

· Calling Features

· CTI

· ACD

· Music on Hold

· Cabling

· Maintenance

· Reliability & Business Continuity

· Sparing Plan

· Multinational Considerations

· Legal/Regulatory

· Homologation
5.5 Post-Test: 
· Qos

· Sequrity

· Scalability
(i) Measure Qos:
· Overall voice quality (Estimated MOS)

· Average jitter

· Distribution of packet jitter

· One-way delay

· Throughput

· Consecutive lost data grams

· Percentage data loss
· Compare the performance of different codecs on voice quality
· Compare the effectiveness of different QoS schemes
· Tested the performance of a handful of popular vocoder types that support standards set by the International Telecommunications Union (ITU). The vocoders tested conform to the following ITU standards:
· G.711, encodes voice at a rate of 64 kbps without compression

· G.728, encodes voice at a rate of 16 kbps with compression but audio quality is less than G.711

· G.729a, encodes voice at a rate of 8 kbps with compression; offered voice quality is less than G.711 and G.728

· G.723, encodes voice at 6.3 kbps (and in some cases 5.3 kbps) but sacrifices audio quality

Ensure that voice packets get priority treatment and experience minimal packet loss and delay: 

· turn on Layer 2 (802.1p) and Layer 3 (DiffServ) QoS throughout network. The VoIP equipment should support QoS. Note that Layer 2 QoS settings are lost when the router rebuilds the frame. Most routers can translate the appropriate Layer 2 QoS information using Layer 3 QoS before they transmit a packet--make sure the router does this at wire speed.
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( Sidebar: MOS and PSQM 

When it comes to evaluating voice quality, there are two commonly applied metrics to do so. One is via the use of subjective Mean Opinion Scores (MOS), which are based on the subjective human assessment described by ITU-T Recommendation P.800. During such assessments, subjects listen to speech samples and rate the results using a five-point scale, where a value of 5 is excellent and 1 represents poor quality. The samples vary in content and also by speaker (e.g., adults, male and female, as well as children). Due to the subjectivity of this approach, the scores for a given sample are averaged for all listeners. Such averages, however, will vary from test to test even when the same listening population is used due to variations in human behavior and psyche.

The other voice-quality metric is Perceptual Speech Quality Measurement (PSQM). It is based upon the ITU P.861 recommendation and is a method for estimating the subjective quality of voice-band speech vocoders.

The output of the PSQM algorithm is called the PSQM value, and they range from 0 to 6.5, with a score of 0 meaning no degradation, or perfect sound quality. On the other end of the spectrum, a score of 6.5 indicates the highest degree of sound distortion.

Both MOS and PSQM scores are routinely used to benchmark the functional components of VoIP services on a converged IP network. )
Measuring the Impact of QoS
· Compare the effectiveness of different QoS schemes

· Tune QoS levels to ensure that your VoIP and data applications perform well.
Use an application layer network test tool, an analyzer, a network monitoring tool or any combination to evaluate the throughput allocated to your applications under a QoS scheme.

VPN Factors and Testing Implications

A second level of security involves the use of virtual private networks, or VPNs. Here, too, existing VPN facilities may have consequences for VoIP performance and call quality.

The concern here is the inherent encryption capabilities, in the form of the Defense Encryption Standard (DES) or Triple DES, may affect the quality of voice by the excess latency that could be incurred due to encryption processing. Our tests found that VoIP calls incur a minor 10 ms to 20 ms increase in latency as a result of encryption. But even that small amount should be factored into the end-to-end latency for each call.

Testing for Scalability
When we consider scalability testing, we have to consider the scalability of the network to handle VoIP calls, in addition to data traffic. In order to determine that level, proper network testing is required to determine the maximum call capacity sustainable by the network under normal and peak data loads. Adequate call handling testing should be conducted with QoS enabled, and disabled, with network devices such as firewalls and VPNs enabled and disabled, because organizations need to understand the various set points regarding call handling under various operating conditions and the extent to which voice quality is impacted.

Moreover, testing should include the evaluation of converged network services, such as integrated fax, voicemail/E-mail, and unified directories.

Consider the ripple effect that occurs if a switch fails or a VoIP gateway fails. Ideally, organizations will want other devices in the network to pick up the load, which translates into stress testing of individual components. The idea is to evaluate the scalability, in terms of performance, of individual devices so you understand their limitations in the event they must pick up extra load during an outage.

It is important to conduct this level of scalability testing because organizations need to know not only that the device can handle extra loading, but how much extra load these devices can take on before performances degrades to unacceptable levels.

Moreover, organizations should consider evaluating the degree of network intelligence in a converged network. In the event of an outage, can the network heal itself automatically by apportioning extra loading picked up from a failed device to other live units? Or must human operators intercede to ensure proper network operation and resuscitate failed units?

Obviously, some area of the network may not warrant extra redundancy, while others should be assessed for their scalability so designers are certain they can handle loads during peak periods or in the event of outages.

6. Conclusion

Voice over IP (VoIP) transfers voice though packet-switched IP networks. Low cost and great flexibility are the major advantages of VoIP.
During this search, we find that VoIP calls still have a long way to go before they can match the quality and reliability of conventional phone calls made over public-switched telephone network, Voice quality for VoIP calls on average was rated at 3.5 out of 5, compared with 3.9 for public-network calls.
Generally there are three options the user can choose to use VoIP. One is use the third party service, one is using the softphone and the third one is designing the VoIP architecture own. 
There are many issues such as QoS, security, scalability etc, the user needs to think before he/she implement the VoIP. Different router queues design, codes, firewalls and VPNs enabled or disabled, integrated fax/voicemail/e-mail etc these things all influence voice quality. If the designation is good, the user can get even better availability than PSTN, and the user can get many other benefits over PSTN.

VOIP is still a new technology and it grows fast these days. More and more enterprises will turn to Voice over IP in the feature. 
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