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The integrated services routing architecture of the Cisco 2800 product family builds on the Cisco 2600 Series Multiservice Access Routers and adds embedded security processing, significant performance and memory enhancements, and new high-density interfaces that deliver the performance, availability, and reliability required for scaling mission-critical business applications in the most demanding enterprise environments.

  

The Cisco 2800 Series comprises four new platforms: the Cisco 2801, the Cisco 2811, the Cisco 2821, and the Cisco 2851. The Cisco 2800 Series provides significant additional value compared to prior generations of Cisco routers at similar price points by offering up to a fivefold performance improvement, up to a tenfold increase in security and voice performance, new embedded service options, and dramatically increased slot performance and density while maintaining support for most of the more than 90 existing modules that are available today for the Cisco 1700, Cisco 2600, and Cisco 3700 Series.

The Cisco 2800 Series features the ability to deliver multiple high-quality simultaneous services at wire speed up to multiple T1/E1/xDSL connections. The routers offer embedded encryption acceleration and on the motherboard voice digital-signal-processor (DSP) slots; intrusion prevention system (IPS) and firewall functions; optional integrated call processing and voice mail support; high-density interfaces for a wide range of connectivity requirements; and sufficient performance and slot density for future network expansion requirements and advanced applications.

SECURE NETWORK CONNECTIVITY FOR DATA, VOICE, AND VIDEO

Security has become a fundamental building block of any network. The Cisco 2800 provides a robust array of common security features such as: 
· a Cisco IOS Software Firewall

· intrusion prevention

· IPsec VPN

· Secure Shell (SSH) Protocol Version 2.0

· and Simple Network Management Protocol (SNMPv3) in one secure solution set. 
Additionally, Cisco can provide unique intelligent security solutions such as 
· network admissions control (NAC) for antivirus defense; 
· Voice and Video Enabled VPN (V3PN) for quality-of-service (QoS) enforcement when combining voice, video, and VPN; 
· and Dynamic Multipoint VPN (DMVPN) and Easy VPN for enabling more scalable and manageable VPN networks. 
· intrusion-prevention network modules and advanced integration modules (AIM) for encryption

These making the Cisco 2800 Series the industry's most robust and adaptable security solution available for branch offices. 

CONVERGED IP COMMUNICATIONS

As shown in Figure 2, the Cisco 2800 Series can meet the IP Communications needs of small-to-medium sized business and enterprise branch offices while concurrently delivering an industry-leading level of security within a single routing platform. 
Cisco CallManager Express (CME) is an optional solution embedded in Cisco IOS Software that provides call processing for Cisco IP phones. This solution is for customers with data-connectivity requirements interested in deploying a converged IP telephony solution for up to 72 IP phones and-as of Cisco IOS 12.3(11) release-for up to 96 IP phones. 
INTEGRATED SERVICES

With the optional integration of a wide array of services modules, the Cisco 2800 Series offers the ability to easily integrate the functions of standalone network appliances and components into the Cisco 2800 Series chassis itself. Many of these modules, such as the Cisco Network Analysis Module, Cisco Voice Mail Module, Cisco Intrusion Detection Module, and Cisco Content Engine Module, have embedded processors and hard drives that allow them to run largely independently of the router while allowing management from a single management interface. 
This flexibility greatly expands the potential applications of the Cisco 2800 Series beyond traditional routing while still maintaining the benefits of integration. These benefits include ease of management, lower solution costs (CAPEX and OPEX), and increased speed of deployment. 

APPLICATIONS

Figure 2. Secure Network Connectivity with Converged IP Communications
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Architecture-Features and Benefits

The Cisco 2800 Series architecture has been designed specifically to meet the expanding requirements of enterprise branch offices and small-to-medium-sized businesses for today's and future applications. The Cisco 2800 Series provides the broadest range of connectivity options in the industry combined with leading-edge availability and reliability features. In addition, Cisco IOS Software provides support for a complete suite of transport protocols, Quality-of-Service (QoS) tools, and advanced security and voice applications. 

Table 1. Architecture-Features and Benefits

	Feature
	Benefit

	Modular architecture
	· A wide variety of LAN and WAN options are available. Network interfaces can be upgraded in the field to accommodate future technologies. 

· Several types of slots are available to add connectivity and services in the future on an "integrate-as-you-grow" basis. 

· The Cisco 2800 supports more than 90 modules, including most of the existing WICs, VICs, network modules, and AIMs (Note: the Cisco 2801 router does not support network modules). 

	Embedded security hardware acceleration
	· Each of the Cisco 2800 Series routers comes standard with embedded hardware cryptography accelerators, which when combined with an optional Cisco IOS Software upgrade help enable WAN link security and VPN services. 

	Increased default memory
	· The Cisco 2811, 2821, and 2851 Routers offer 64 MB of Flash and 256 MB of DRAM memory. 

· The Cisco 2801 router comes with 64 MB Flash and 128 MB DRAM memory. 

	Integrated dual Fast Ethernet or Gigabit Ethernet ports
	· The Cisco 2800 Series provide two 10/100 on the Cisco 2801 and Cisco 2811 and two 10/100/1000 on the Cisco 2821 and Cisco 2851 


 

	Feature
	Benefit

	Support for Cisco IOS Software Release 12.3T feature sets
	· The Cisco 2800 helps enable end-to-end solutions with full support for the latest Cisco IOS Software-based QoS, bandwidth management, and security features. 

· Common feature and command set structure across the Cisco 1700, 1800, 2600, 2800, 3700 and 3800 series routers simplifies feature set selection, deployment, management, and training. 

	Optional integrated power supply for distribution of Power over Ethernet (PoE)
	· An optional upgrade to the internal power supply provides in-line power (802.3af-compliant Power-over-Ethernet [PoE] and Cisco standard inline power) to optional integrated switch modules. 

	Optional integrated universal DC power supply
	· On the Cisco 2811, 2821, and 2851 routers an optional DC power supply is available that extends possible deployments environments such as central offices and industrial environments (Note: not available on the Cisco 2801). 

	Integrated redundant-power-supply (RPS) connector
	· On the Cisco 2811, 2821, and 2851 there is a built in external power-supply connector that eases the addition of external redundant power supply that can be shared with other Cisco products to decrease network downtime by protecting the network components from downtime due to power failures. 


 

Modularity-Features and Benefits

The Cisco 2800 Series provides significantly enhanced modular capabilities (refer to Table 2) while maintaining investment protection for customers. The modular architecture has been redesigned to support increasing bandwidth requirements, time-division multiplexing (TDM) interconnections, and fully integrated power distribution to modules supporting 802.3af PoE or Cisco in-line power, while still supporting most existing modules. With more than 90 modules shared with other Cisco routers such as the Cisco 1700, 1800, 2600, 3700, and 3800 series, interfaces for the Cisco 2800 Series can easily be interchanged with other Cisco routers to provide maximum investment protection in the case of network upgrades. In addition, taking advantage of common interface cards across a network greatly reduces the complexity of managing inventory requirements, implementing large network rollouts, and maintaining configurations across a variety of branch-office sizes. 

Table 2. Modularity-Features and Benefits

	Feature
	Benefit

	Enhanced network-module (NME) slots
	· The NME slots support existing network modules (Note: NM and NME support on Cisco 2811, 2821, and 2851 only) 

· NME Slots offer high data throughput capability (up to 1.6Gbps) and support for Power over Ethernet (POE). 

· NME slots are highly flexible with future support for extended NMEs (NME-X on Cisco 2821 and 2851 only) and enhanced double-wide NMEs (NME-XDs) (Note: Cisco 2851 only). 

	High-performance WIC (HWIC) slots with enhanced functionality
	· Four integrated HWIC slots on Cisco 2811, 2821, and 2851 and two integrated HWIC slots on Cisco 2801 allow for more flexible and dense configurations. 

· HWICs slots can also support WICs, VICs, and VWICs 

· HWIC slots offer high data throughput capability (up to 400 Mbps half duplex or 800 Mbps aggregate throughput) and Power over Ethernet (POE) support. 

· A flexible form factor supports up to two double-wide HWIC (HWIC-D) modules. 

	Dual AIM slots
	· Dual AIM slots support concurrent services such as hardware-accelerated security, ATM segmentation and reassembly (SAR), compression, and voice mail (Refer to Table 7 for more details on specific platform support). 

	Packet voice DSP module (PVDM) slots on motherboard
	· Slots for Cisco PVDM2 Modules (DSP Modules) are integrated on the motherboard, freeing slots on the router for other services. 

	Extension-voice-module (EVM) slot
	· The EVM supports additional voice services and density without consuming the network-module slot (Note: available only on Cisco 2821 and 2851). 


Secure Networking-Feature and Benefits
The Cisco 2800 Series features enhanced security functionality as shown in Table 3. Integrated on the motherboard of every Cisco 2800 Series router is hardware-based encryption acceleration that offloads the encryption processes to provide greater IPsec throughput with less overhead for the router CPU when compared with software-based solutions. With the integration of optional VPN modules (for enhanced VPN tunnel count), Cisco IOS Software-based firewall, network access control, or content-engine network modules, Cisco offers the industry's most robust and adaptable security solution for branch-office routers. 

Table 3. Secure Networking-Feature and Benefits

	Feature
	Benefit

	Cisco IOS Software Firewall
	· Sophisticated security and policy enforcement provides features such as stateful, application-based filtering (context-based access control), per-user authentication and authorization, real-time alerts, transparent firewall, and IPv6 firewall. 

	Onboard VPN encryption acceleration
	· The Cisco 2800 Series supports IPsec Digital Encryption Standard (DES), Triple DES (3DES), Advanced Encryption Standard (AES) 128, AES 192, and AES 256 cryptology without consuming an AIM slot. 

	Network Admissions Control (NAC)
	· A Cisco Self-Defending Network initiative, NAC seeks to dramatically improve the ability of networks to identify, prevent, and adapt to threats by allowing network access only to compliant and trusted endpoint devices. 

	Multiprotocol Label Switching (MPLS) VPN support
	· The Cisco 2800 Series supports specific provider edge functions plus a mechanism to extend customers' MPLS VPN networks out to the customer edge with virtual routing and forwarding (VRF) firewall and VRF IPsec. For details on the MPLS VPN support on the different versions of the Cisco 2800 Series, please check the feature navigator tool on www.cisco.com. 

	Onboard USB 1.1 port(s)
	· The USB port(s) will be used for future capabilities and will initially support secure token and flash memory 

	AIM-based security acceleration
	· Support for an optional dedicated security AIM can deliver 2 to 3 times the performance of embedded encryption capabilities with Layer 3 compression. 

	Intrusion Prevention System (IPS)
	· Flexible support is offered through Cisco IOS® Software or a high-performance intrusion-detection-system (IDS) network module. 

· The ability to load and enable selected IDS signatures in the same manner as Cisco IDS Sensor Appliances 

	Cisco Easy VPN remote and server support
	· The Cisco 2800 Series eases administration and management of point-to-point VPNs by actively pushing new security policies from a single headend to remote sites. 

	Dynamic Multipoint VPN (DMVPN)
	· DMVPN is a Cisco IOS Software solution for building IPsec + generic routing encapsulation (GRE) VPNs in an easy and scalable manner. 

	URL filtering
	· URL filtering is available onboard with an optional content-engine network module or external with a PC server running the URL filtering software. 

	Cisco Router and Security Device Manager (SDM)
	· This intuitive, easy-to-use, Web-based device-management tool is embedded within the Cisco IOS Software access routers; it can be accessed remotely for faster and easier deployment of Cisco routers for both WAN access and security features. 


 

IP Telephony Support-Features and Benefits

The Cisco 2800 Series allows network managers to provide scalable analog and digital telephony without investing in a one-time solution (refer to Table 4 for more detail), allowing enterprises greater control of their converged telephony needs. Using the voice and fax modules, the Cisco 2800 Series can be deployed for applications ranging from voice-over-IP (VoIP) and voice-over-Frame Relay (VoFR) transport to robust, centralized solutions using the Cisco Survivable Remote Site Telephony (SRST) solution or distributed call processing using Cisco Call Manager Express (CME). The architecture is highly scalable with the ability to support up to 12 T1/E1s trunks, 52 foreign-exchange-station (FXS) ports, or 36 foreign-exchange-office (FXO) ports concurrent with data routing and other services. 

Table 4. IP Telephony Support-Features and Benefits

	Feature
	Benefit

	IP phone support
	· Optional support for Cisco in-line power distribution to Ethernet switch network modules and HWICs can be used to power Cisco IP phones. 

	EVM module slots
	· Extension Voice Module Slots, available only on the Cisco 2821 and Cisco 2851, provide support for the Cisco High-Density Analog and Digital Extension Module for Voice and Fax, providing support for up to 24 total voice and fax sessions without consuming a Network Module Slot. 

	PVDM (DSP) slots on motherboard
	· DSP (PVDM2) modules deliver support for analog and digital voice, conferencing, transcoding, and secure Real-Time Transport Protocol (RTP) applications. 

	Integrated call processing
	· Cisco CME is an optional solution embedded in Cisco IOS Software that provides call processing for Cisco IP phones. Cisco CME delivers telephony features similar to those that are commonly used by business users to meet the requirements of the small to medium-sized offices. 

	Integrated voice mail
	· Support for up to a 100 mailboxes using the Cisco Unity® Express voice messaging system is possible with the integration of an optional voice-mail AIM or network module. 

	Broad range of voice interfaces
	· Interfaces for local telephone, private branch exchange (PBX), and gateway connections include FXS; FXO; direct inward dialing (DID); ear and mouth (E&M); Centralized Automated Message Accounting (CAMA); ISDN Basic Rate Interface (BRI); and T1, E1, and J1 with ISDN Primary Rate Interface (PRI); QSIG; and several additional channel-associated-signaling (CAS) signaling schemes. 

	Support of Survivable Remote Site Telephony (SRST) Feature
	· Branch offices can take advantage of centralized call control while cost-effectively providing local branch backup using SRST redundancy for IP telephony. 


 

Cost of Ownership and Ease of Use-Features and Benefits

The Cisco 2800 Series continues the heritage of offering versatility, integration, and power to branch offices. The Cisco 2800 Series offers many enhancements to help enable the support of multiple services in the branch office as shown in Table 5. 

Table 5. Cost of Ownership and Ease of Use-Feature and Benefits

	Feature
	Benefit

	Integrated channel service unit/data service unit (CSU/DSU), add/drop multiplexers, firewall, modem, compression, and encryption
	· Consolidates typical communications equipment found in branch-office wiring closets into a single, compact unit; this space-saving solution provides better manageability 

	Optional network analysis module
	· Provides application-level visibility into network traffic for troubleshooting, performance monitoring, capacity planning, and managing network-based services (Note: Cisco 2811, 2821, and 2851 only) 

	Cisco IOS Software Warm Reboot
	· Reduces system boot time, and decreases downtime caused by Cisco IOS Software reboots (Note: Cisco 2801 will support the Cisco IOS Software Warm Reboot at a later point in time) 

	Enhanced Setup feature
	· Optional setup wizard with context-sensitive questions guides the user through the router configuration process, allowing faster deployment 

	CiscoWorks support
	· Offers advanced management and configuration capabilities through a Web-based GUI 

	Cisco AutoInstall
	· Configures remote routers automatically across a WAN connection to save cost of sending technical staff to the remote site 


http://www.tribecaexpress.com/cisco_2800.htm
Cisco 1800 Series Routers
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Cisco 1800 Series Integrated Services Router is for data-access applications, providing small-to-medium sized businesses and small branch offices with the functionality and flexibility to deliver secure Internet and Intranet access. 
The integrated services routing architecture of the Cisco 1800 product family builds on the Cisco 1700 Series Multiservice Access Routers by offering more than a fivefold performance increase, dramatically increased performance with high-speed WAN-interface-card (HWIC) slots that support new HWICs such as the 4 port EtherSwitch HWIC. A wide range of connectivity options is provided with AIM, HWIC, and VWIC modularity, as well as investment protection through the support of more than 30 existing 1700 Series WAN interface cards (WIC/VIC/VWIC data mode only).

The Cisco 1841 Integrated Services Router is part of the Cisco 1800 Integrated Services Router Series which complements the Integrated Services Router Portfolio.

The Cisco 1841 Integrated Services Router provides the following support:

· Wire-speed performance for concurrent services at T1/E1 WAN rates 

· Enhanced investment protection through increased performance and modularity 

· Enhanced investment protection through increased modularity 

· Increased density through High-Speed WAN Interface Card Slots (two) 

· Support for over 90 existing and new modules 

· Support for majority of existing WICs, VWICs, and VICs (data mode only) 

· Two Integrated 10/100 Fast Ethernet ports 

· Security 

· On-board encryption 

· Support of up to 800 VPN tunnels with the AIM-EPII-PLUS Module 

· Antivirus defense support through Network Admission Control (NAC) 

· Intrusion Prevention as well as stateful Cisco IOS Firewall support and many more essential security features


 
Secure Network Connectivity for Data

Security has become a fundamental building block of any network. The Cisco IOS Software security feature sets for the Cisco 1841 router that enable the hardware-based encryption on the motherboard provide a robust array of features such as Cisco IOS Firewall, IPS support, IP Security (IPSec) VPNs (Digital Encryption Standard [DES], Triple DES [3DES], and Advanced Encryption Standard [AES]), Dynamic Multipoint VPN (DMVPN), network admissions control (NAC) for antivirus defense, Secure Shell (SSH) Protocol Version 2.0, and Simple Network Management Protocol (SNMP) in one solution set. In addition, the Cisco 1841 router offers bundled network security solutions with a VPN encryption-acceleration module, making it robust and adaptable security solution available for small-to-medium-sized businesses and small enterprise branch offices. 

Integrated Services

The Cisco 1841 router enables customers to deploy simultaneous services such as secured data communications with traditional IP routing at wire-speed performance. 

Architecture Features and Benefits

The Cisco 1841 modular architecture meets requirements of small-to-medium-sized businesses and small enterprise branch offices as well as service provider-managed applications for concurrent services at wire-speed performance. The Cisco 1841 router, together with other Cisco integrated services routers such as the Cisco 2800 Series, provide the broadest range of secure connectivity options in the industry combined with availability and reliability features. In addition, Cisco IOS Software provides support for a complete suite of transport protocols, quality of service (QoS), and security. Table 1 gives the architecture features and benefits of the Cisco 1841 router. 

Table 1. Architecture Features and Benefits of Cisco 1841 Router

	Feature
	Benefit

	High-performance processor
	· Supports concurrent deployment of high-performance, secure data services with headroom for future applications 

	Modular architecture
	· Offers wide variety of LAN and WAN options; network interfaces are field-upgradable to accommodate future technologies 

· Provides many types of slots to add connectivity and services in the future on an "integrate-as-you-grow" basis 

· Supports more than 30 modules and interface cards, including existing WAN (WIC) and multiflex (VWIC) interface cards ( for data support only on the Cisco 1841 router) and advanced integration modules (AIMs) 

	Integrated hardware-based encryption acceleration
	· Offers cryptography accelerator as standard integrated hardware that can be enabled with an optional Cisco IOS Software for 3DES and AES encryption support 

· Provides enhanced feature set of security performance through support of optional VPN acceleration card for VPN 3DES or AES encryption 

	Ample default memory
	· Provides 32 MB of Flash and 128 MB of synchronous dynamic RAM (SDRAM) memory to support deployment of concurrent services 

	Integrated dual high-speed Ethernet LAN ports
	· Helps enable connectivity speeds up to 100BASE-T Ethernet technology without the need for cards and modules 

· Allows segmentation of the LAN 

	Support for Cisco IOS 12.3T feature sets and beyond
	· Supports the Cisco 1841 router starting with Cisco IOS Software Release 12.3T 

· Helps enable end-to-end solutions with support for latest Cisco IOS Software-based QoS, bandwidth management, and security features 

	Integrated standard power supply
	· Provides for easier installation and management of the router platform 


 
Modularity Features and Benefits
The Cisco 1841 router provides enhanced modular capabilities while protecting customer investments. The modular architecture has been designed to provide the increased bandwidth and performance required to support concurrent, secure applications. Most existing WICs, multi-flex trunk interface cards (for data only), and Advanced Integration Modules (AIMs) are supported in the Cisco 1841. Table 2 lists the modularity features and benefits of the Cisco 1841 router. 

Table 2. Modularity Features and Benefits of Cisco 1841 Router

	Feature
	Benefit

	HWIC slots
	· The modular architecture on the Cisco 1841 router supports HWIC slots. The newly designed high-speed WAN interface slots significantly increase the data-throughput capability (up to 800-Mbps aggregate). A 4-port High-Speed WAN Interface Card (HWIC-4ESW) is supported on the Cisco 1841. 

· Both slots on the Cisco 1841 router are HWIC slots and provide compatibility with WICs and multiflex trunk (VWICs) interface cards (for data only). 

	AIM slots (internal)
	· The Cisco 1841 router supports hardware-accelerated encryption through an AIM (AIM-VPN/BPII-PLUS). 

· The Cisco 1841 router has one internal AIM slot. 


 

Secure Networking Features and Benefits

The Cisco 1800 Series features a built-in hardware-accelerated encryption on the motherboard that can be enabled with an optional Cisco IOS Software security image. The onboard hardware-based encryption acceleration offloads the encryption processes to provide greater IPSec 3DES and AES throughput. With the integration of optional VPN AIMs, NAC for antivirus defense, and Cisco IOS Software-based firewall and IPS support, Cisco offers the industry's leading robust and adaptable security solution for small to medium-sized businesses and small enterprise branch offices. Table 3 outlines router-integrated security features and benefits. 

Table 3. Features and Benefits of Secure Networking

	Feature
	Benefit

	Hardware-based encryption on motherboard
	· Support for hardware-based encryption on the Cisco 1841 can be enabled through an optional Cisco IOS Software security image. 

	AIM-based VPN acceleration
	· Support for an optional dedicated VPN AIM can deliver two to three times the performance of embedded encryption capabilities. 

	NAC
	· NAC allows network access only to compliant and trusted endpoint devices for antivirus defense. 

	IPS support
	· Flexible support is provided with Cisco IOS Software. 

· New intrusion-detection-system (IDS) signatures can be dynamically loaded independent of the Cisco IOS Software release. 

	Cisco Easy VPN remote and server support
	· This feature eases administration and management of point-to-point VPNs by actively pushing new security policies from a single headend to remote sites. 

	Cisco IOS Firewall, including URL filtering
	· URL filtering support is available with optional Cisco IOS Security Software. 

	Real-time clock support
	· Real-time clock support keeps an accurate value of date and time for applications that require an accurate time stamp-such as logging, debugging, and digital certificates. 

	Cisco Router and Security Device Manager (SDM)
	· An intuitive, easy-to-use, Web-based device management tool embedded within the Cisco IOS Software access routers can be accessed remotely for faster and easier deployment of Cisco routers for both WAN access and security features. 

· Cisco SDM helps resellers and customers to quickly and easily deploy, configure, and monitor a Cisco access router without requiring knowledge of the Cisco IOS Software command-line interface. 

	USB port (1.1)
	· The integrated USB port will be configurable in the future to work with an optional USB token for secure configuration distribution and off-platform storage of VPN credentials. 


 

Cost of Ownership and Ease of Use

The Cisco 1841 router continues the heritage of offering versatility, integration, and power to small-to-medium-sized businesses and small enterprise branch offices. It offers many enhancements to support the deployment of multiple integrated services in the branch office. Key features and benefits that lower the cost of ownership and improve ease of use are outlined in Table 4. 

Table 4. Cost of Ownership and Ease of Use-Features and Benefits

	Feature
	Benefit

	Integrated channel service unit (CSU)/data service unit (DSU)
	· This feature consolidates typical communications equipment found in branch-office wiring closets into a single, compact unit. This space-saving solution provides better manageability. 

	USB port (1.1)
	· The integrated USB peripheral port is provided to allow future software support for enhanced provisioning and simplified image distribution as well as other functions. These enhancements will aid in reducing support costs and downtime. 

	Enhanced Setup feature
	· An optional setup wizard with context-sensitive questions guides the user through the router configuration process, allowing faster deployment. 

	CiscoWorks, CiscoWorks VPN/Security Management Solution (VMS) and Cisco IP Solution Center (ISC) support
	· Advanced management and configuration capabilities are offered through a Web-based GUI. 

	Cisco AutoInstall
	· This feature configures remote routers automatically across a WAN connection to save the cost of sending technical staff to the remote site. 


http://www.tribecaexpress.com/cisco_1800.htm
Cisco 3800 Series Integrated Service Routers
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The integrated services routing architecture of the Cisco 3800 product family builds on the powerful Cisco 3700 Series Multiservice Access Routers and adds embedded security processing, significant performance and memory enhancements, and new high-density interfaces that deliver the performance, availability, and reliability required for scaling mission-critical business applications in the most demanding enterprise environments.

Cisco 3800 Integrated Services Routers support the bandwidth requirements for multiple Fast Ethernet interfaces per slot, time-division multiplexing (TDM) interconnections, and fully integrated power distribution to modules supporting 802.3af Power over Ethernet (PoE), while still supporting the existing portfolio of modular interfaces. This helps to ensure the delivery of continued investment protection to account for network expansion or changes in technology as new services and applications are deployed.

The integrated services routing architecture of the Cisco 3800 Series builds on the powerful Cisco 3700 Series routers designed to embed and integrate security and voice processing with advanced services for rapid deployment of new applications, including application layer functions, intelligent network services, and converged communications. The Cisco 3800 Series supports the bandwidth requirements for multiple Fast Ethernet interfaces per slot, time-division multiplexing (TDM) interconnections, and fully integrated power distribution to modules supporting 802.3af Power over Ethernet (PoE), while still supporting the existing portfolio of modular interfaces. This ensures continuing investment protection to accommodate network expansion or changes in technology as new services and applications are deployed. By integrating the functions of multiple separate devices into a single compact unit, the Cisco 3800 Series dramatically reduces the cost and complexity of managing remote networks. 

New models include the Cisco 3825 and the Cisco 3845, available with three optional configurations for AC power, AC power with integrated inline power support, and DC power. 

SECURE NETWORK CONNECTIVITY FOR DATA, VOICE, AND VIDEO

An important component of the Cisco Self-Defending Network, the Cisco 3800 Series features the industry's most comprehensive security services embedded and integrated within the router, providing customers with a single, resilient platform to rapidly deploy secure networks and applications. 

Cisco Integrated Services Router provide advanced security services and management capabilities such as built-in hardware encryption acceleration, IPSec, VPN (Advanced Encryption Standard [AES], Triple Digital Encryption Standard [3DES], DES and Multiprotocol Label Switching [MPLS]), stateful firewall protection, dynamic intrusion prevention (Intrusion Prevention System [IPS]), and URL filtering support. Cisco IOS security feature sets enable all of these rich security features, as well as applications such as Network Admission Control (NAC), Dynamic Multipoint VPN (DMVPN), and Voice and Video Enabled VPN (V3PN). 

For ease of management and configuration, the 3800 Series also features the intuitive, Web-based Cisco Router and Security Device Manager (SDM). For secure services management, every Cisco integrated services router supports Secure Shell Protocol Version 2 (SSHv2) and Simple Network Management Protocol Version 3 (SNMPv3) protocols to encrypt the management session. 

Figure 2. Secure Network connectivity with converged IP Communications
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CONVERGED IP COMMUNICATIONS

As shown in Figure 2, the Cisco 3800 Series meets the IP Communications needs of midsize to large enterprise branch offices, while delivering industry-leading security within a single routing platform. By embedding voice services inside the router, Cisco provides customers with maximum deployment flexibility, plus higher densities for stations, trunks, and conferencing. 

The Cisco 3800 Series routers offer the award-winning Cisco IP Telephony solution, Cisco CallManager Express (CME), as an optional feature set embedded within Cisco IOS® Software. This solution is ideal for customers who want to decrease costs and complexity by converging voice and data networks. By adding a Cisco Unity™ Express advanced integration module (AIM) or network module to this solution, small offices and branch offices can take advantage of a complete, all-in-one data, voice-processing, voice-mail, and auto-attendant system. For larger, centralized IP Communications deployments, customers can deploy Survivable Remote Site Telephony (SRST) in their Cisco 3800 Series routers with a central Cisco CallManager for highly scalable, highly available enterprise IP Communications. SRST is an important component of the Cisco end-to-end IP telephony offering, providing feature-rich call-processing redundancy, while taking advantage of the existing infrastructure at the branch office. 

Cisco 3800 Series routers also feature the widest range of voice-gateway interfaces, scaling to meet the needs of the smallest to largest branch requirements for voice termination densities using a combination of network modules, extension voice modules (EVMs), voice interface cards (VICs), voice/WAN interface cards (VWICs), and onboard packet voice DSP modules (PVDMs). Customers have unprecedented scalability for supporting up to 24 T1/E1 trunks and 88 foreign-exchange-station (FXS) ports for analog phones, fax machines, key systems, and conference stations. 

INTEGRATED SERVICES

Figure 2 also highlights the fact that with the unique integrated services architecture of the Cisco 3800 Series, customers can now securely deploy IP Communications with traditional IP routing and still leave the network-module slots available for additional advanced services. With the optional integration of a wide array of services modules, the Cisco 3800 offers the ability to easily integrate the functions of standalone network appliances and components into the Cisco 3800 Series chassis itself. Many of these network modules, such as the Cisco Network Analysis, Cisco Intrusion Detection System, and Cisco Content Engine network modules, have embedded processors and hard drives that allow them to run largely independently of the router, while allowing their management from a single management interface. This flexibility greatly expands the potential applications of the Cisco 3800 Series beyond traditional routing while still maintain the benefits of integration: ease of management, lower solution costs, and increased speed of deployment. 

PRIMARY FEATURES AND BENEFITS

The global economy is increasingly reliant on networked enterprise applications and the Internet as indispensable tools for tackling urgent business challenges. Successful companies require secure, high-performance networks that can quickly adapt to support volatile business conditions, while helping boost competitive advantage and increase network efficiencies. They must invest in network infrastructure that uses essential technologies and easily enables improved models of communication without disruption to core business functions. The Cisco 3800 Series helps companies operate securely in a networked economy and easily implement network services that will improve their business without impacting existing operations or degrading network performance. 

Table 1 gives the features and benefits of the Cisco 3800 Series. 

Table 1. Features and Benefits of Cisco 3800 Series

	Feature
	Benefit

	Architecture Optimized for Services Growth
	· This high-performance architecture is optimized for concurrent service deployment. 

· This architecture offers increased default and maximum memory for future services growth. 

· PVDM slots accommodate digital-signal-processor (DSP) modules for packet voice processing. 

· Enhanced chassis interfaces help enable unprecedented performance and service densities. 

· Advanced service interfaces integrate applications directly into the router, without the need for separate appliances: 

· Network analysis module (NAM)-Integrated traffic monitoring helps enable application level visibility into network traffic for remote troubleshooting and traffic analysis. 

· Cisco Intrusion Detection System (IDS) Module-The Cisco IDS Module provides the ability to inspect all traffic traversing router interfaces; to identify unauthorized or malicious activity such as hacker attacks, worms, or denial-of-service attacks; and to terminate illegitimate traffic to suppress or contain threats. 

· The Cisco Content Engine Network Module delivers application layer services including Web application acceleration, business video streaming, software distribution, and URL filtering. 

	Embedded Security Processing and Best-in-Class Security Feature Support
	· Integrated hardware for offload of encryption services processing supports IPSec DES, 3DES, and AES 128, AES 192, and AES 256 encryption modes without the need for separate modules. 

· Cisco IOS Software features offer support for identifying, preventing, and adapting to security threats and maintaining a self-defending network, including Cisco SDM 2.0, Network Admission Control, Dynamic Multipoint VPN, dynamic IPS, Cisco IOS Software Firewall, and URL filtering capabilities. 

	Ideal Platform for Integrated IP Telephony
	· Onboard DSPs-Integrated PVDMs support analog voice, digital voice, conferencing, transcoding, and secure Real-Time Transport Protocol (SRTP) media while enabling network-module or AIM slots for switching, concurrent applications, content, and voice mail. The DSPs help enable packet voice technologies, including VoIP protocols such as H.323, Media Gateway Control Protocol (MGCP), and Session Initiation Protocol (SIP); voice over Frame Relay; and voice over ATM (including ATM Adaption Layer 5 (AAL5) and AAL2 adaptation layers). 

· The platform offers scalability for centralized and distributed call processing: 

· SRST with centralized Cisco CallManager -Up to 720 phones 

· Cisco Unity Express (CUE) voice mail-Up to 100 mail boxes 

· Cisco CallManager Express IP phones-From 24 to 240 IP phones 

· Small to large branch connectivity-Up to 24 T1/E1 trunks 

· Analog phones, fax machines, key systems, and conference stations-Up to 88 FXS ports 

· Local or long-distance calling with the EVM module-Up to 48 foreign exchange office (FXO) or 32 Basic Rate Interface (BRI) ports 

· Cisco IOS Software delivers customized features and applications, such as Tool Command Language (TCL) and Voice Extensible Markup Language (VXML) support 

· Secure calls are possible with Cisco CallManager and Cisco IP phones using the Cisco 3800: 

· Offers standards-based, secure media and signaling authentication and encryption from IP phone to IP phone, IP phone to analog phone or public switched telephone network (PSTN) gateway using IPSec, transport layer security (TLS), and Secure Real Time Protocol (SRTP) 

· Maintains channel capacity for medium- and high-complexity codecs 

	Investment Protection
	· Field-upgradable, modular components are supported on the Cisco 3800 Series, allowing customers to easily change network interfaces without upgrading their entire branch-office network. The Cisco 3800 Series takes advantage of the existing portfolio of WICs, VICs, network modules and AIMs to reduce sparing, training, configuration, installation, and maintenance costs. 

	Availability
	· The Cisco 3800 Series minimizes downtime with availability features, including optional redundant power, Error Checking and Correction (ECC) memory for improved fault isolation and correction, USB Flash memory for ease of image recovery, advanced temperature monitoring and variable-speed cooling fans, Cisco IOS Software Warm Reboot for improved bootup times, network-module online insertion and removal, and field-replaceable components such as fan tray, motherboard, and power supplies (Cisco 3845 only). 


 

PRODUCT ARCHITECTURE

Table 2. Features of Cisco 3825 and Cisco 3845

	Cisco 3800 Series Features
	Cisco 3825
	Cisco 3845

	Network-module slots-These slots can accommodate a standard network-module, enhanced-network-module (NME), enhanced-extended-network-module (NME-X), and high-density extension module (EVM-HD). The NME-X, when available, will have a wider form factor than the NME. Two side-by-side NME slots can be combined to accommodate one double-wide network module (NMD) or when available, a double-wide enhanced extended network module (NME-XD).
	NM

NME

NME-X

NMD

NME-XD

EVM-HD
	NM

NME

NME-X

NMD

NME-XD

EVM-HD

	Maximum number of network modules, NMEs, and NME-Xs supported
	2
	4

	Maximum number of NMD/NME-XDs supported
	1
	2

	Maximum number of EVM-HDs supported
	1
	2

	Number of high-speed WIC (HWIC) slots-These HWIC slots also support VICs, VWICs, and WICs.
	4
	4

	Number of fixed LAN ports (fixed RJ-45 port for 10/100/1000 connectivity)
	2 Gigabit Ethernet (10/100/1000)
	2 Gigabit Ethernet (10/100/1000)

	Number of fixed Small Form-Factor Pluggable (SFP) ports (for SFP Gigabit Ethernet connectivity)
	1
	1

	Number of AIM slots (for optional AIMs for offloading compute-intensive features)
	2
	2

	Number of PVDM slots (for optional PVDM2s)
	4
	4

	Number of USB 1.1 ports (for future use with USB Flash memory, security tokens for secure Cisco IOS Software configuration distribution, and off-platform storage of VPN credentials)
	2
	2

	Embedded VPN (hardware-based VPN encryption acceleration)
	Yes
	Yes

	Number of console ports (up to 115.2 kbps)
	1
	1

	Number of auxiliary ports (up to 115.2 kbps)
	1
	1

	Memory-External Compact Flash and internal DDR (Double Data Rate) SDRAM with ECC
	Default-64 MB Compact Flash; 256 MB DDR SDRAM

Maximum-256 MB Compact Flash; 1 GB DDR SDRAM
	Default-64 MB Compact Flash; 256 MB DDR SDRAM

Maximum-256 MB Compact Flash; 1 GB DDR SDRAM


Cisco 1700 Series Routers
[image: image8.png]



Cisco 1700 Series modular access routers are ideal for enterprise small branch offices and small and medium-sized businesses that need secure access to business applications, network resources, and Internet services for all users. The Cisco 1700 Series delivers fast, reliable and secure Internet/network access through a wide-range of high-speed WAN access technologies for primary and backup WAN connections. 

The Cisco 1700 Series modular design provides the flexibility to meet the most demanding and evolving business requirements such as high-speed broadband and leased-line access, comprehensive security, and multiservice data/voice integration.

Cisco 1700 Series routers also deliver a comprehensive suite of integrated security capabilities with wire speed IPSec VPN, stateful firewall protection and intrusion detection. Cisco 1700 Series routers also provide a migration path to voice-over-IP (VoIP) and IP telephony services through a converged data and voice network in a single modular platform that offers a complete suite of call processing and QoS services.

	Router: 
	When you need these features: 

	Cisco 1710
	Advanced routing and security when connecting to the Internet using a broadband modem
Hardware-assisted 3DES VPN encryption at full T1 speeds

	Cisco 1721
	Secure data-only access solution that adapts to evolcing network requirements
Support for data applications including VPNs and broadband access services
A broad array of supported WAN services, including Frame Relay, leased line, ADSL, G.SHDSL, ISDN BRI, X.25, SMDS and more
IPSec 3DES VPN encryption at full T1 speed
IEEE 802.1Q VLAN Support

	Cisco 1751
	All of the above, plus:
Analog and digital voice support in a desk-top form factor
Ample default memory to support feature-rich Cisco IOS software images

	Cisco 1760
	All the above, plus:
19" rackmount form factor
4 slots with 2 WIC/VIC and 2 VIC slots
Multiservice analog and digital voice support
Highest performance multi-service router in the Cisco 1700 family
Higher density analog and digital voice support than Cisco 1751


http://www.tribecaexpress.com/cisco_1700_Series_Routers.htm
Cisco Prices


	Cisco 2000 Series
	Cisco® Wireless LAN Controller 
	$2,340.00

	Cisco 4100 Series
	Cisco® Wireless LAN Controller 
	$6,836 

	Cisco Aironet 1100, 1200,1300, and 1400 Series
	We are a Cisco Wireless Specialist Partner
	Click here for a Cisco Aironet price list!

	 
	Cisco 1700 Series Routers:
	 

	Cisco 1701
	Security Access Router
	$1095 

	Cisco 1711
	Security Access Router with Fast Ethernet WAN and analog modem back-up port
	$949.00  

	Cisco 1712
	Security Access Router with Fast Ethernet WAN and ISDN back-up port
	$949.00  

	Cisco 1721 
	Modular Access Router, two WAN slots, 16MB flash, 32MB dram
	$859.00 


	Cisco 1721
Complete T1 Package
	Complete Package:  Cisco 1721 Router, T1 WAN Interface Card (WIC-1DSU-T1) and 8x5 SmartNet (CON-SNT-PKG1)
	$1,650.00 


	Cisco 1721-VPN/K9  bundle
	This is the Cisco 1721 Ethernet Router with VPN module, 96MB DRAM, 32 Flash, IP Plus/FW/ 3DES
	$1,730.00 

	Cisco 1751
	Modular Access Router - Base Model
	$1,095.00  

	Cisco 1751-V
	Modular Access Router - Multiservice Model
	$1,845.00  

	Cisco 1760
	Modular Access Router - Rack Mount
	$1,150.00  

	Cisco 1760-V
	Modular Access Router - Rack Mount - Multiservice Model
	$1,860.00  

	 
	Cisco 1800 Series Routers:
	 

	Cisco 1841
	Modular router with 2 WAN slots, desktop form factor chassis, IP BASE Cisco IOS Software image, 2Fast Ethernet slots, 32-MB Flash, and 128-MB DRAM
	$1,045.00

	Cisco 1801 CISCO1801W-AG-E/K9 
	ADSL over POTS Wireless Router
	$1321.00

	Cisco 1802 CISCO1802W-AG-E/K9 
	ADSL over ISDN Wireless Router
	$1321.00

	Cisco 1803 CISCO1803W-AG-A/K9 
	G.SHDSL Wireless Router
	$1379.00

	Cisco 1811 CISCO1811W-AG-A/K9 
	Security Wireless Router
	$1130.00

	 
	Cisco 2800 Integrated Services Routers:
	 

	Cisco 2801
	Integrated services router with AC power, 2FE, 4 Interface Card Slots, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$1,490 

	Cisco 2811
	Integrated services router with AC power, 2FE, 1 NME, 4 HWICs, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$1,850 

	Cisco 2821
	Integrated services router with AC power, 2GE, 1 NME-X, 1 EVM, 4 HWICs, 2 PVDM slots, 2 AIMs, and Cisco IOS IP Base Software
	$2,915 

(free shipping)

	Cisco 2851
	Dual Gigabit Ethernet integrated services router with AC power, 2GE, 1 NME-XD, 1 EVM, 4 HWICs, 3 PVDM slots, 2AIMs, and Cisco IOS IP Base Software
	$4,825.00 

(free shipping)

	 
	 
	 

	Cisco 3200 Series Wireless and Mobile Routers
	The Cisco® 3200 Series routers are ruggedized Cisco IOS® Software routers with integrated 802.11b/g wireless functionality. With a flexible, compact form factor, they are ideally suited for integration in vehicles or outdoor environments.
	Call 888-219-0207

	 
	 
	 

	Cisco 3620
	Chassis with 2 modular slots
	$2,125.00

 (free shipping)

	Cisco 3725 
	Two Network Module (NM) slots
	$6,225

	Cisco 3745 
	Four Network Module (NM) slots 
	$8,595

	 
	Cisco 3800 Integrated Services Routers:
	 

	Cisco 3825
	Two Gigabit Ethernet fixed LAN ports, one Small Form-Factor Pluggable (SFP) slot, two enhanced network modules (NMEs), four high-speed WAN interface cards (HWICs), two Advanced Integration Module (AIM) slots, four PVDM slots, Cisco IP Base software, and AC power
	

	Cisco 3845
	Two Gigabit Ethernet fixed LAN ports, one SFP slot, four NMEs, four HWICs, two AIM slots, 4 PVDM slots Cisco IP Base software, and AC power
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