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Research Objective: 

Linux Background Research, important packages documentation, prototyping install of Mandriva 10.2 server and document the installation procedure
Summary of the research:

This research is mainly focusing on the following:

1. Task 1: Researching the major distributions of Linux

2. Task 2: Document Dhcp, Httpd, Linux, Mysql, Openssh, Php, Postfix, Samba, Webmin

3. Task 3: Do a prototype install of Mandriva 10.2 server and document the installation procedure
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Ubuntu Linux has stormed the Linux distribution scene like no other Linux project before. It has done so in a fashion resembling a highly sophisticated player: it seems to have first observed all other major distributions, learnt from their mistakes and combined the best features of all of them into one superior product. A six-month's release cycle, up-to-date package set, a clearly set product lifetime (at 18 months), fast download mirrors, great documentation, even free CDs and free shipment of CDs anywhere in the world to those interested in the distribution. That's Ubuntu.

The project is funded by Mark Shuttleworth. Those who have never heard the name, Mark is a South African entrepreneur who made a fortune when he sold his company, Thawte Consulting, to Verisign, for US$575 million in late 1999. He appears to be a generous person: after the sale, he reportedly paid bonuses of one million Rand each (about US$163,000 at the time) to every one of his employees. He also founded several educational and open source initiatives around South Africa, including Go Open Source. While it is not yet clear how Mark's Canonical Limited intends to make money from Ubuntu, the distribution is certainly off to a good start, at least in terms of getting the name into public consciousness and offering a solid alternative to more established Linux distributions.

On the technical side of things, Ubuntu is based on Debian Sid (unstable branch), but with more up-to-date packages, inclusive of the latest GNOME packages. The distribution is designed to be used on desktops and servers, with a supported upgrade path from Debian 3.0 (Woody). One of its more interesting features is the fact that the "root" account is disabled by default; the first registered user after installation is granted superuser privileges through the "sudo" command. This measure, while it might sound like an inconvenience at first, has to be applauded since it encourages good security practices.

Pros: Great community of developers and users; fixed release cycle and support period; upgrade path from stable Debian provided
Cons: Ubuntu's backers have not yet built a viable business model around the distribution
Software package management: APT (DEB)
Free download: Yes



Mandriva Linux (formerly Mandrakelinux), started by Gaël Duval, is a distribution that has experienced enormous rise in popularity since its first release in July 1998. The developers took the Red Hat distribution, changed the default desktop to KDE and added an easy-to-use installer, breaking the myth that Linux is hard to install. Mandrake's hardware detection features and disk partitioning utilities are considered by many to be the best in the industry and many users found themselves running Mandrake where other distributions failed to provide the required usability.

Mandriva Linux has since matured to become a popular distribution among those new to Linux and among home users looking for an alternative operating system. The Mandriva development is completely open and transparent with new packages appearing in the so-called "cooker" directory on a daily basis. When a new release is entering a beta stage, a cooker snapshot is accepted as the first beta. The beta testing process used to be short and intensive, but starting with version 9.0, it has become longer and more thorough. The beta mailing lists are extremely busy, but you are still likely to receive a very fast response to any bug or concern that you report.

The result of this type of development is a cutting edge release - a highly up-to-date Linux distribution. As a trade-off, the users are likely to notice more bugs and perhaps less stability than with other distributions. Many people find this trade-off acceptable on their desktops - they get the very latest software and the occasional application crash is something they can live with.

Pros: User-friendly, graphical configuration utilities, enormous community support, NTFS partition resizing.
Cons: Some releases are buggy, the releases are initially made available to MandrivaClub members only.
Software package management: urpmi (RPM)
Free download: FTP installation available immediately after release, ISO images only after a delay lasting several weeks



For many, the name Red Hat epitomises Linux, as it is probably the best-known Linux company in the world. Founded in 1995 by Bob Young and Marc Ewing, Red Hat, Inc. has only recently started showing signs of profitability, due to services and its Red Hat Enterprise Linux product line. However, Red Hat Linux 9 was the last version in the Red Hat Linux product line, which was replaced by Fedora Core in late 2003. While Fedora is officially sponsored by Red Hat, it is developed with community participation, has a short life-span and serves mainly as a testing base for Red Hat Enterprise Linux.

What is so special about Red Hat Linux and Fedora Core? It is a curious mix of conservative and leading-edge packages put together on top of many knowledge-intensive utilities developed in-house. The packages are not the most up-to-date; once a new beta version is announced, the package versions are frozen, except for security updates. The result is a well-tested and stable distribution, the beta program and bug reporting facility are open to the public and there are several mailing lists. Red Hat Linux has become a dominant Linux distribution on servers around the world.

One other reason for Red Hat's success is the variety of popular services the company offers. The software packages are easy to update via Red Hat Network, a free repository of software and valuable information. A vast range of support services and enterprise Linux products are available from the company and, while not always cheap, you are virtually assured of an excellent support by highly skilled support personnel. The company has even developed a certification program to further popularise its distribution - the RHCE (Red Hat Certified Engineer) training and examinations are now available in most parts of the world. All these factors have contributed to the fact that Red Hat is now a recognised brand name in the IT industry.

Pros: Widely used, excellent community support, lots of innovation.
Cons: Limited product life-span of the free edition, poor multimedia support, concerns over the Red Hat to Fedora transition
Software package management: up2date (RPM), YUM (RPM)
Free download: Yes



SUSE is another company with desktop focus, although a range of less visible enterprise class products are also available. The distribution has received positive reviews for its installer and YaST configuration tools, developed by SUSE's own developers. The documentation, which comes with the boxed product, has repeatedly been labelled as the most complete, thorough and usable by far. The distribution has achieved substantial market share in Europe and North America, but it is not marketed in Asia and other parts of the world. SUSE was acquired by Novell in late 2003.

SUSE's development takes place completely behind closed doors and no public betas are provided for testing. The company has a policy of not making the software available for free download until 1 - 2 months after the boxed versions are in stores. Even so, SUSE does not provide easily installable ISO images of SUSE LINUX, relying on sales of boxed sets to deliver the product to the majority of their users.

Pros: Professional attention to detail, easy-to-use YaST configuration tools.
Cons: Only available in parts of the world from software resellers or via FTP install (usually 1 - 3 months after release)
Software package management: YaST (RPM), third-party APT (RPM) repositories available
Free download: Historically, SUSE did not provide ISO images for download, but this has changed starting with version 9.1, the Personal edition of which appeared on SUSE's FTP server about 2 months after the official release. The Professional edition of SUSE LINUX is available for installation via FTP, usually about 1 - 3 months after the official release. The FTP installation is not difficult, but requires fast Internet connection.



Debian GNU/Linux, started by Ian Murdock in 1993, is a completely non-commercial project; perhaps the purest form of the ideals that started the free software movement. Hundreds of volunteer developers from all over the world contribute to the project, which is well managed and strict, assuring a quality distribution known as Debian.

At any time during the development process, there are three branches in the main directory tree - "stable", "testing" and "unstable" (also known as "sid"). When a new version of a package appears, it is placed in the unstable branch for early testing. If it passes, the package moves to the testing branch, which undergoes rigorous testing lasting many months. This branch is only declared stable after a very thorough testing. As a result of this, the distribution is possibly the most stable and reliable, albeit not the most up-to-date. While the stable branch is perfect for use on mission critical servers, many users prefer to run the more up-to-date testing or unstable branches on their personal computers.

One of the most pleasant aspect of Debian is its "apt-get" utility, a convenient front-end for the "dpkg" software installation and management tool. Although packages managers of other distributions have caught up with Debian in terms of convenience, dpkg and apt-get, together with the traditionally high standards of Debian packaging and quality control, remain the most advance package management utilities available today.

Pros: 100% free, excellent documentation and community resources, well-tested, painless software installation with apt-get.
Cons: Slow release cycle, the stable version tends to be out-dated.
Software package management: APT (DEB)
Free download: Yes



Slackware Linux, created by Patrick Volkerding in 1992, is the oldest surviving Linux distribution. It offers no bells and whistles, sticking with a text-based installer and no graphical configuration tools. Where other distributions tried hard to develop easy-to-use front ends for many common utilities, Slackware offers no hand-holding and everything is still done through configuration files. Because of this, Slackware is only recommended to those novice users who intend to spend some time on learning about Linux.

Nevertheless, Slackware has a magic appeal to many users. It is extremely stable and secure - very suitable for server deployment. Experienced Linux administrators find that the distribution is less buggy as it uses most packages in their pristine forms and without too many in-house enhancements which have a potential to introduce new bugs. Releases are infrequent (about once a year), although up-to-date packages are always available for download after the official release. Slackware is a fine distribution for those who are interested in deeper knowledge of Linux internals.

Perhaps the best characteristic of this distribution I have heard is this: if you need help with your Linux box, find a Slackware user. A Slackware user is more likely to fix the problem than a user familiar with any other distribution.

Pros: Highly stable and bug-free, strong adherence to UNIX principles.
Cons: All configuration is done by editing text files, limited hardware auto-detection.
Software package management: Slackware Package Management (TGZ)
Free download: Yes
Dhcp

The Dynamic Host Configuration Protocol (DHCP) was established to relieve the administrative burden of manual configuration of TCP/IP hosts on the network. DHCP provides an alternative to static IP addressing by enabling automatic configuration of the TCP/IP-related parameters when a DHCP client becomes active on the local network.

Note    DHCP provides a way of passing configuration information to hosts that is based on an earlier protocol standard, known as the Bootstrap Protocol (BOOTP). BOOTP was conceived as a way to allow diskless workstations to obtain TCP/IP configuration settings and perform a network "boot." DHCP uses some of the same concepts as BOOTP, such as a shared message format, which allows existing BOOTP clients to interoperate with DHCP servers. However, further additions to DHCP distinguish it from BOOTP.

DHCP provides a safe, reliable, and simple TCP/IP network configuration. It ensures that address conflicts do not occur and helps conserve the use of IP addresses by using centralized management of address allocation. DHCP conserves addresses that are not in use by having the DHCP server reclaim an address after the address lease period has elapsed. 

The administrator controls how IP addresses are dynamically assigned by the DHCP server. To establish DHCP service, you set several parameters that are used to manage dynamic assignment of IP addresses. First, a lease period for each address is set. A lease specifies how long a computer can use an assigned IP address before having to renew the lease with the DHCP server. Another parameter that must be set for DHCP service is a scope. A scope indicates the available range of addresses that can be used within DHCP assignment. The scope provides for an available pool of addresses for the DHCP server to use when assigning and configuring clients. The scope exists only once for an entire subnetwork, but it can be further defined by excluding reserved subranges of addresses from the pool of assignable addresses allowed by the scope.

Setting up a DHCP environment provides three major benefits:

It requires no additional address configuration for the workstation. Users do not need to know or maintain their computer’s TCP/IP address configuration. This can be useful for mobile computer users who use portable computers that are moved to different offices or subnets frequently. 

DHCP clients can be configured with additional TCP/IP parameters, such as the DNS server address or WINS server addresses that are essential for successful name-to-IP address resolution by a host. 

DHCP gives you better control of IP address assignment and management. For example, if the IP address for a router in a network changes and 250 client computers have to be updated with the new address, you do not have to manually reconfigure every workstation. 

DHCP is based on a client/server model. The DHCP server runs on a server, such as a computer running Windows NT Server. The DHCP client runs on a network client such as a workstation running Windows 95 or Windows NT Workstation. 

During system startup (the initializing state), a DHCP client computer sends a DHCP "discover" message that is broadcast on the local network and can be forwarded to all the DHCP servers on the internal network. Each DHCP server that receives the discover message responds with an "offer" message containing an IP address and valid configuration information for the DHCP client computer that sent the request.

The DHCP client then collects the configuration and enters a selecting state, where it chooses one of the address "offers" provided by the DHCP servers. The client selects one of the offered configurations and enters a requesting state. It then sends a "request" message to specify a request from that DHCP server. The selected DHCP server sends an "acknowledgment" message that contains the address requested, a valid lease for the address, and TCP/IP network configuration parameters for the client. The client enters a bound state after receiving the acknowledgment from the server and can now participate on the TCP/IP network.

Client computers with local disk storage save the received address for use during subsequent system startup. As the lease approaches its expiration date, the client attempts to renew its lease with the DHCP server. If the DHCP server that initially offered the lease is not available or the lease has expired, the client repeats the process and gets a new configuration from any of the available DHCP servers. 

The following three types of hosts can be active in a DHCP configuration process:

DHCP server   Contains IP addresses, lease duration, and associated TCP/IP configuration information. The DHCP server listens for client requests and processes them. 

DHCP client   Gets its IP address and related TCP/IP configuration parameters from the DHCP server during the initialization stage. The client also extends the lease on the IP address by renewing the lease before it expires. 

DHCP relay agent   A relay agent software (compliant with RFC 1542) assists in forwarding the DHCP packets between subnets in a routed internal network. Usually, this component runs on the routers. 
Httpd

a high performance Unix-based HTTP server (apache2) 

The Apache httpd server

Apache has been shown to be substantially faster, more stable, and more feature-full than many other web servers. 

Mostly-fast free server

Most commonly used

Apache features

DBM databases for authentication 

allows you to easily set up password-protected pages with enormous numbers of authorized users, without bogging down the server. 

Customized responses to errors and problems 

Allows you to set up files, or even CGI scripts, which are returned by the server in response to errors and problems, e.g. setup a script to intercept 500 Server Errors and perform on-the-fly diagnostics for both users and yourself. 

Multiple DirectoryIndex directives 

Allows you to say DirectoryIndex index.html index.cgi, which instructs the server to either send back index.html or run index.cgi when a directory URL is requested, whichever it finds in the directory. 

Unlimited flexible URL rewriting and aliasing 

Apache has no fixed limit on the numbers of Aliases and Redirects which may be declared in the config files. In addition, a powerful rewriting engine can be used to solve most URL manipulation problems. 

Content negotiation 

i.e. the ability to automatically serve clients of varying sophistication and HTML level compliance, with documents which offer the best representation of information that the client is capable of accepting. 

Virtual Hosts 

A much requested feature, sometimes known as multi-homed servers. This allows the server to distinguish between requests made to different IP addresses or names (mapped to the same machine). Apache also offers dynamically configurable mass-virtual hosting. 

Configurable Reliable Piped Logs 

You can configure Apache to generate logs in the format that you want. In addition, on most Unix architectures, Apache can send log files to a pipe, allowing for log rotation, hit filtering, real-time splitting of multiple vhosts into separate logs, and asynchronous DNS resolving on the fly. 

Linux

a Unix clone written from scratch by Linus Torvalds with assistance from a loosely-knit team of hackers 

It has all the features you would expect in a modern fully-fledged Unix, including true multitasking, virtual memory, shared libraries, demand loading, shared copy-on-write executables, proper memory management, and multistack networking including IPv4 and IPv6.

Mysql
A widely used and fast SQL database server 

OpenSSH

OpenSSH is a FREE version of the SSH suite of network connectivity tools that increasing numbers of people on the Internet are coming to rely on. Many users of telnet, rlogin, ftp, and other such programs might not realize that their password is transmitted across the Internet unencrypted, but it is. OpenSSH encrypts all traffic (including passwords) to effectively eliminate eavesdropping, connection hijacking, and other network-level attacks. 

The OpenSSH suite includes the ssh(1) program which replaces rlogin and telnet, and scp(1) which replaces rcp(1) and ftp(1). OpenSSH has also added sftp(1) and sftp-server(8) which implement an easier solution for file-transfer. This is based upon the secsh-filexfer IETF draft. 

OpenSSH consists of a number of programs. 

sshd(8) - Server program run on the server machine. This listens for connections from client machines, and whenever it receives a connection, it performs authentication and starts serving the client. Its behaviour is controlled by the config file sshd_config(5). 

ssh(1) - This is the client program used to log into another machine or to execute commands on the other machine. slogin is another name for this program. Its behaviour is controlled by the global config file ssh_config(5) and individual users' $HOME/.ssh/config files. 

scp(1) - Securely copies files from one machine to another. 

ssh-keygen(1) - Used to create Pubkey Authentication (RSA or DSA) keys (host keys and user authentication keys). 

ssh-agent(1) - Authentication agent. This can be used to hold RSA keys for authentication. 

ssh-add(1) - Used to register new keys with the agent. 

sftp-server(8) - SFTP server subsystem. 

sftp(1) - Secure file transfer program. 

ssh-keyscan(1) - gather ssh public keys. 

ssh-keysign(8) - ssh helper program for hostbased authentication. 

OpenSSH is a suite of tools to help secure your network connections. Here is a list of features: 

Strong authentication. Closes several security holes (e.g., IP, routing, and DNS spoofing). 

Improved privacy. All communications are automatically and transparently encrypted. 

Secure X11 sessions. The program automatically sets DISPLAY on the server machine, and forwards any X11 connections over the secure channel. 

Arbitrary TCP/IP ports can be redirected through the encrypted channel in both directions (e.g., for e-cash transactions). 

No retraining needed for normal users. 

Never trusts the network. Minimal trust on the remote side of the connection. Minimal trust on domain name servers. Pure RSA authentication never trusts anything but the private key. 

Client RSA-authenticates the server machine in the beginning of every connection to prevent trojan horses (by routing or DNS spoofing) and man-in-the-middle attacks, and the server RSA-authenticates the client machine before accepting .rhosts or /etc/hosts.equiv authentication (to prevent DNS, routing, or IP-spoofing). 

Host authentication key distribution can be centrally by the administration, automatically when the first connection is made to a machine. 

Any user can create any number of user authentication RSA keys for his/her own use. 

The server program has its own server RSA key which is automatically regenerated every hour. 

An authentication agent, running in the user's laptop or local workstation, can be used to hold the user's RSA authentication keys. 

The software can be installed and used (with restricted functionality) even without root privileges. 

The client is customizable in system-wide and per-user configuration files. 

Optional compression of all data with gzip (including forwarded X11 and TCP/IP port data), which may result in significant speedups on slow connections. 

Complete replacement for rlogin, rsh, and rcp. 

Currently, almost all communications in computer networks are done without encryption. As a consequence, anyone who has access to any machine connected to the network can listen in on any communication. This is being done by hackers, curious administrators, employers, criminals, industrial spies, and governments. Some networks leak off enough electromagnetic radiation that data may be captured even from a distance. 

When you log in, your password goes in the network in plain text. Thus, any listener can then use your account to do any evil he likes. Many incidents have been encountered worldwide where crackers have started programs on workstations without the owner's knowledge just to listen to the network and collect passwords. Programs for doing this are available on the Internet, or can be built by a competent programmer in a few hours. 

Businesses have trade secrets, patent applications in preparation, pricing information, subcontractor information, client data, personnel data, financial information, etc. Currently, anyone with access to the network (any machine on the network) can listen to anything that goes in the network, without any regard to normal access restrictions. 

Many companies are not aware that information can so easily be recovered from the network. They trust that their data is safe since nobody is supposed to know that there is sensitive information in the network, or because so much other data is transferred in the network. This is not a safe policy. 
Php
the personal home page scripting language

PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can be embedded into HTML.

Postfix
a MTA, mail transport agent provide following features:

Protocol support 

Junk mail control

Database support 

Mailbox support 

Address manipulation 

Samba

provides seamless file and print services to SMB/CIFS clients

Webmin

a web-based interface for Unix system administration 

Using any browser that supports tables and forms, you can setup user accounts, Apache, DNS, file sharing and so on

Webmin consists of a simple web server, and a number of CGI programs which directly update system files like /etc/inetd.conf and /etc/passwd 
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