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Samba Server
Research Objective: 
To identify any advantage and disadvantage for the current Samba Server.
Summary of the research:
With a big savings in payments of licenses for Windows servers, we could achieve a similar or better performance compared with Windows servers, even using less hardware resources than required by a Windows server (in terms of processor and RAM). A Linux server with SAMBA properly configured can substitute a Windows NT/2000 server, it commonly shares directories, gives an active directory service (ADS) but it can also work as PDC (Primary Domain Controller), doing the users authentication with Windows 2000/NT/98/95 clients, sharing resources (directories and printers) and customizing the user sessions. As a result, for many environments where this is the main function of a Windows server, the Linux server with SAMBA substitutes almost all functions of a server based on Microsoft operating system, with no changes in the clients computers.
References:
1. http://us2.samba.org/samba/
2. http://www.vnunet.com
3. http://techrepublic.com.com
4. https://www.freebsd.uwaterloo.ca/twiki/bin/view/Freebsd/SambaGarden
5. http://www.linuxfocus.org
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Vertical Scope of Research Activity
Definition of Samba: 
Samba is software that can be run on a platform other than Microsoft Windows, for example, UNIX, Linux, IBM System 390, OpenVMS, and other operating systems. Samba uses the TCP/IP protocol that is installed on the host server. When correctly configured, it allows that host to interact with a Microsoft Windows client or server as if it is a Windows file and print server.

http://us4.samba.org/samba/what_is_samba.html
Functionality & Scalability:
A Linux server with SAMBA properly configured can substitute a Windows NT/2000 server, it commonly shares directories, gives an active directory service (ADS) but it can also work as PDC (Primary Domain Controller), doing the users authentication with Windows 2000/NT/98/95 clients, sharing resources (directories and printers) and customizing the user sessions.
http://www.linuxfocus.org/English/May2002/article247.shtml
Availability:
Samba is an Open Source/Free Software suite that provides seamless file and print services to SMB/CIFS clients. Samba is freely available, unlike other SMB/CIFS implementations, and allows for interoperability between Linux/Unix servers and Windows-based clients.
http://us4.samba.org/samba/what_is_samba.html
Security:
Samba can provide following sercurity controls:

1. Limiting the number of concurrent connections
2. Using host based protection
3. Using interface protection
4. Using a firewall
5. Using a IPC$ share deny
http://www.samba.org/samba/docs/server_security.html
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Ease of use:

The best way to learn Samba is to look at the Samba documentation online and it’s really not that hard. If you can config the Samba Server correctly, it can substitutes almost all functions of a server based on Microsoft operating system, with no changes in the clients computers. As a result, it would not be very hard to use it.
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Maturity of Samba Server:
Samba was first released in 1992, it is a software package that gives network administrators flexibility and freedom in terms of setup, configuration, and choice of systems and equipment. Because of all that it offers, Samba has grown in popularity. The latest version of Samba is Samba 3.0.13. Because it’s an open source software and has been out for many years, many companys have considered using Samba Server and found it is a pretty robust and reliable server that can be used other than Windows Server.
Chronologic information of endorsement:

The following link points to a page that have full history of all releases of Samba.

http://us2.samba.org/samba/history/
Horizontal Scope of Research Activity:

Comparison with Windows Server:

Tests by IT Week Labs show the latest version of the open-source Samba file and print server software is 2.5 times faster than Windows Server 2003 in the same role. The performance difference between Windows Server 2003 and Samba 3 has increased dramatically compared with Samba 2 and Windows 2000 Server.
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Samba provides file and print services to Windows PCs. It enables a Linux or Unix server to work as a file server for client PCs running Windows software. The new version also introduces support for Microsoft's Active Directory for allocating and controlling user access rights.
Samba 3's scalability is as impressive as its performance. While Windows performance scales up well initially, it then drops off quickly as more clients access the server. In contrast, Samba 3 offered excellent throughput up to the limit of our test, conducted on a low-spec Intel server.

Consequently, firms could save money on licence fees, and on hardware, by using Samba instead of Windows servers.
http://www.vnunet.com/news/1144289
Deployment:
There are four (4) basic server deployment types:
1. Stand-Alone Samba Server: A stand-alone Samba server is an implementation that is not a member of a Windows NT4 Domain, a Windows 200X Active Directory Domain, or of a Samba Domain. By definition, this means that users and groups will be created and controlled locally and the identity of a network user must match a local UNIX/Linux user login. The IDMAP facility is therefore of little to no interest, winbind will not be necessary, and the IDMAP facility will not be relevant or of interest. 
2. Domain Member Server or Domain Member Client: Samba-3 can act as a Windows NT4 PDC or BDC thereby providing domain control protocols that are compatible with Windows NT4. Samba-3 file and print sharing protocols are compatible with all version of Microsoft Windows products. Windows NT4, as with Microsoft Active Directory, extensively makes use of Windows security identifiers (SIDs). 
3. Primary Domain Controller
4. Backup Domain Controller: Backup Domain Controllers (BDCs) have read-only access to security credentials that are stored in LDAP. Changes in user or group account information are passed by the BDC to the PDC. Only the PDC can write changes to the directory.
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