Analysis of Development of AS2 in EDIS
Horace Haoqing Guo
ICT Academy in summer of 2005
14 Feb 2005
Abstract
As E-Commerce develops rapidly, security and efficiency become more significant issues in Business-to-Business transactions. This report introduces and discussed a new transmission protocol called Applicability Statement 2 (AS2), which can be applied in electronic business data interchange over the internet. It is a protocol with many new and enhanced features such as non-repudiation and enhanced security. It is based on HTTP request-response mechanism over the internet, not Value Added Networks (VANs), within which other traditional E-Commerce transmissions operate.
To achieve security and efficiency in transactions, many giant corporations, such as retailer Wal-mart, have switched to use AS2 as their online transaction protocol. There is an urgent need for their trading partners to follow up the step to maintain the business relationship; and for those E-Commerce software and network suppliers to catch up the tide of new technology to maintain their competitiveness. As an E-Commerce software and network services provider, EDIS is also considering the development of her own AS2-compliant software. Brief information of EDIS is introduced in this paper. This report then examines the capabilities of the development of AS2 in EDIS, both strengths and weaknesses. After that, some essential requirements of development are presented. Finally, the report discusses the development approaches, which is divided into two streams; one is to build up their own program by the development team, the other is to source some third-party components to supplement their own codes.
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1. Abstract
As E-Commerce develops rapidly, security and efficiency become more significant issues in Business-to-Business transactions. This report introduces and discussed a new transmission protocol called Applicability Statement 2 (AS2), which can be applied in electronic business data interchange over the internet. It is a protocol with many new and enhanced features such as non-repudiation and enhanced security. It is based on HTTP request-response mechanism over the internet, not Value Added Networks (VANs), within which other traditional E-Commerce transmissions operate.

To achieve security and efficiency in transactions, many giant corporations, such as retailer Wal-Mart, have switched to use AS2 as their online transaction protocol. There is an urgent need for their trading partners to follow up the step to maintain the business relationship; and for those E-Commerce software and network suppliers to catch up the tide of new technology to maintain their competitiveness. As an E-Commerce software and network services provider, EDIS is also considering the development of her own AS2-compliant software. Brief information of EDIS is introduced in this paper. This report then examines the capabilities of the development of AS2 in EDIS, both strengths and weaknesses. After that, some essential requirements of development are presented. Finally, the report discusses the development approaches, which is divided into two streams; one is to build up their own program by the development team, the other is to source some third-party components to supplement their own codes.
2. Introduction of AS2
2.1 History of AS2

In 1996, the Electronic Data Interchange-Internet Interchange (EDIINT) Working Group under The Internet Engineering Task Force (IETF) over the Internet was formed and initially focused on technologies needed to transfer existing EDI documents between existing EDI Trading Partners without the use of Value Added Networks (VANs) for the domestic and international users. They have developed three protocols, which are AS1, AS2 and AS3. The main difference between these initiatives is the protocols they use [EDIINT]: 

· AS1 uses Simple Mail Transfer Protocol (SMTP)
· AS2 is based on Hypertext Transfer Protocol (HTTP)
· AS3 operates over File Transfer Protocol (FTP)
Currently, the status of AS2 is just an internet draft. However, it has already been submitted to IESG [IESG] for consideration as a Proposed Standard [EDIINT]. Draft AS2 documents are still being tested and evaluated. As problems arise or as clarifications are needed, these documents are updated, although no major changes have been made in the last year.
2.2 Brief technical aspects about AS2
The full name of AS2 is Applicability Statement 2. It is a messaging standard that is rapidly being adopted by many key players in the market, such as Wal-Mart.
AS2 uses Multipurpose Internet Mail Extensions (MIME) or secured MIME (MIME/S) if necessary and the HTTP or secured HTTP (HTTP/S) if necessary. It is a specification about how to create connection and transport data, not how to vali​date or process data. AS2 provides authentication for the transport payload through digital certificates and digital signatures, Data encryption ensures secure and reliable delivery of business data. There is another feature called Non-Repudiation that is considered valuable from business perspective. It means that a party that has taken part in a communication should not be able to falsely deny the truth or validity of the communication or its parts [Some Guidelines]. The use of Message Disposition Notification (MDN) or receipt conveys the status of message during delivery. Data compression could be applied to AS2 applications as well, but it’s not an actual part of the specification [Draft 2004].
2.3 Main sponsors and authorities

· AS2 is developed under the Electronic Data Interchange-Internet Integration (EDIINT) Charter by the Internet Engineering Task Force (IETF) [EDIINT].
· The interoperability and conformance tests of various AS2 products are sponsored by Uniform Code Council (UCC) [UCC] in cooperation with Drummond Group, Inc, which are performed every 6 to 9 months [Drummond]. This is a very important test to AS2. This test program allows vendors to test the interoperability of their AS1 and AS2 products with those of other vendors in a setting that reproduces a typical customer environment.
· Main suppliers of complete AS2-compliant applications are: Cleo, Global eXchange Services (GXS), Inovis, iSoft corporation, Sterling Commerce, etc [Drummond].
3. Main features of AS2
[Draft 2004] explained the important technical characteristics of AS2 and cited the following features as being of importance:
3.1 The use of MDN

MDN is short for Message Disposition Notification. It is a unique feature of AS2. It could be considered as a receipt from the recipient to the original sender, either signed [signed] or unsigned [unsigned]. It could be either synchronous or asynchronous in its nature of transmission [Draft, 2004]. Generally, MDN is produced at the receiving end and sent back to the original sender after the receiving party has finished the processing of sent document. When received by the sender, MDN can be used to:
· Acknowledge that the document sent was delivered and acknowledged by the receiving trading partner.
· Acknowledge that the integrity of the sent message was verified by the receiving trading partner.
· Acknowledge that the receiving trading partner has authenticated the sender of the document.
· Be used as a non-repudiation of receipt. 
Aside with MDN, Message Identification Codes (MIC) are also used in receipt to enhance the efficiency and verification. MIC, or “message digests," are hash values computed using the standard Secure Hash Algorithm 1 (SHA-1) [SHA-1] or optional Message Digest  5 (MD5) [MD5] algorithm based on the content of the sent message and the recipient’s private key. The MIC can be sent to the sender in the MDN, or receipt, so that the sender can verify that the received message was the same as the sent message.
3.2 Capability of digital certificates handling
In cryptography, a digital certificate (or public key certificate) is a certificate which uses a digital signature to bind together a public key with an identity — information such as the name of a person or an organization. The common way of using it is to attach it to a message before sending. The most common function of digital certificates is to verify the sender of the message is who he or she claims to be, and to provide means for the receiver to encode the reply. 
The apparent benefits of using digital certificates in business data transmission are: 
· provides easy authentication of sender’s identification

· enables asymmetrical cryptography for better security
Handling of digital certificates is fully implemented in AS2. It supports the following ways of managing digital certificates:

· Relying on a Certificate Authority (CA) to manage the certificates authentication.
Certificate Authority is an entity (typically a company) that issues digital certificates to other entities (organizations or individuals) to allow them to prove their identity to others. The Certificate Authority's chief function is to verify the identity of entities and issue digital certificates attesting to that identity. Furthermore, the CA can also renew, update or revoke the certificate if necessary.
Therefore, using a CA can simplify the management of digital certificates and build more trustable trading environment among trading partners with the cost of the annual service fees.

· Generating digital certificates and managing the certificates repository all by company itself.
This involves generating the digital certificates with the public key and distributing them among the trading partners. 

Using this approach may save the service fees from not contracting to CA, at the other hand; it may potentially affect the security and trust among the trading partners. Additionally, the usage of digital certificates might be limited as well.
3.3 Potential cost reduction

AS2 is operating over the widespread internet standard HTTP, not within VANs. This could enable potential long-term cost savings over data transmission when the volume of data flow meets the threshold. For small vendors, AS2 may not be a matter of savings, but rather a way to interact securely with a larger supply chain.  For larger enterprises, AS2 can have a significant ROI (Return On Investment).  Once AS2 is in place, the costs to the enterprise are on going support costs (server maintenance, support personnel, etc.) and internet traffic costs [EDI over the Internet FAQ]. For example, Piggly Wiggly Carolina Co. has cut their costs by 70% since going from a VAN to AS2 with 20 of its 600 trading partners, according to Kathy Davis, a lead systems analyst at the Charleston-based grocer [AS2 for retailers].

3.4 Use of HTTP/S and MIME/S
AS2 can work with secured HTTP and secured MIME to achieve even higher security standards [Draft 2004].

SHTTP is a variant of HTTP used for handling secure transactions. It is a unique protocol that is simply SSL underneath HTTP. Hence, it adds another security layer on top of ordinary HTTP transactions. SMIME is a specification for secure electronic mail. It is designed to add security to e-mail messages in MIME format. The security services offered are authentication (using digital signatures) and privacy (using encryption). Therefore, with both SHTTP and SMIME, the security of business data transmission in AS2 can be significantly enhanced [FOLDOC].

3.5 Other useful features
· AS2 works with some of the strongest encryption such as Triple DES and RC2128 [RC2128] and digital signature algorithms, which will offer privacy during transmission and the confidence that the documents will remain secure.
· AS2 supports various data types, although it is designed for E-Business transaction. Since the content is not the concern of it, the focus is on the transport.
3.6 Potential shortcomings
According to Data Interchange PLC [DIP], there are also some potential shortcomings of AS2:
· The need to have permanent access to the Internet can conflict with corporate firewall restrictions. Running of AS2 needs consistent internet connection and at least one open port for inbound connections. These may violate the security rules of corporate firewalls.

· The costs of AS2 software. The price of a software package with full functionalities can easily get over hundreds of thousand dollars. For instance, the price of WebSphere Business Integration Connect Advanced Edition is $NZD 113,627.50 [Software Price]. Hence, the purchasing cost of AS2-compliant software might be prohibitive to small companies.
· The need to learn new skill sets. The deployment of AS2 involves some new knowledge and skills to develop and maintain the regular operation of the software. This may be another stopping factor to small companies.
· Return on investment is very closely linked to the transaction volume. Only if the volume of data transmission reaches a certain level, the benefits of running AS2 will outweigh the running costs.
4. Operation mechanism of AS2
The general transmission loop of AS2 involves three parts: message originator sending the message, receiver processing the received message and generating receipts for the sender and receiver returning the receipt to original sender [Draft 2004].
4.1 Sending of message

The organization sending EDI/EC data signs and encrypts the data using S/MIME with the sender’s own private key and the public key in the digital certificate. In addition, the message will request a signed receipt to be returned to the sender of the message for the acknowledgements of various objectives. Although unsigned receipt is also supported, it is not recommended for reasons of security and efficiency.
To support Non-Repudiation, the original sender retains records of the message, message-ID, and digest (MIC) value.

4.2 Processing of message
The receiving organization decrypts the message with the receiver’s own private key and the public key transferred in the digital certificate with the sent message. After decryption, the receiver verifies the signature for authenticity of the sender. And then, calculation of the hash value with SHA1 [SHA1] (or optional MD-5 [MD5]) hash algorithm and receiver’s private key based on the received message content takes place to generate the MIC value.
4.3 Returning of receipt

The receiving organization then returns a signed receipt using the HTTP reply body (synchronous) or a separate HTTP POST session (asynchronous) to the sending organization in the form of a signed Message Disposition Notification (MDN). This signed receipt will contain the MIC value as calculated just now, allowing the original sender to have evidence that the received message was authenticated and decrypted properly by the receiver.

4.4 Summary
The above describes functionality which, if implemented, will satisfy all the security requirements and implement non-repudiation of receipt for the transmission. This specification of AS2, however, leaves full flexibility for users to decide the degree to which they want to deploy those security features with their trading partners [Draft 2004].

5. About EDIS
5.1 Introduction
EDIS International is an electronic commerce company, with its head office based in Auckland New Zealand. They has been providing mission critical B2B software and network services to local and international clients for 15 years. EDIS operates via strategic partnerships and some of the key distribution partners are: UNISYS, Geac and Global eXchange Services [EDIS].
Currently, there are three software packages offered to meet different clients’ requirements [EDIS]: 
· EDIS payments™; it is used for reconciled electronic bill presentment & payments (EBPP) for buyers and sellers.
· EDIS i-commerce™; it is a flexible development tool to map electronic messages into and out of the business systems as well as applications to configure up to 100% of trading partners.

· EDIS web™; it provides simplified i-commerce solutions for Small and Medium-sized Enterprises (SME’s). The meaning of i-commerce is integrated electronic commerce, which can seamlessly exchange information between browser sessions right back to legacy computer system and do the integration and transformation of data as required. 
5.2 Initiative of AS2 development
Since AS2 offers security, efficiency and many other benefits in business data transmission, many organizations are planning to shift to or have already adopted AS2 as their data transport protocol. The market of AS2-compliant software packages or add-on toolkits is growing rapidly lately. “Internet EDI transaction volume has been increasing steadily during the past six quarters at a 50%-60% growth rate, and we expect this to continue through 2005/06” [Carl L]. EDIS, as an international E-Commerce company, is also considering the development of her own AS2 products to expand the product range and maintain the competitiveness within the market.
5.3 Assessment of company development capabilities
The author has interviewed Barry Dowdeswell [CTO, EDIS] to gain better understanding the current capabilities of the EDIS development team.
This section examines:

· The strengths EDIS currently has

· The other is the potential shortcomings and risks which might affect the development afterward
5.3.1 Strengths

EDIS has already developed a software package called EDIS i-commerce. It is used to integrate e-commerce applications, message mapping, message exchanging. Since the scope of this report is within the communication part, this report will only discuss the communication section. Basically, i-commerce is based on SMTP protocol, which is the protocol used by most email systems for sending email messages between servers. Through the development of it, the development team of EDIS has gained solid understanding of some basic but important knowledge of transmission protocols such as SMTP/POP3 and MIME. This is quite important since AS2 uses MIME as one of its protocols. They are also very good at TCP/IP protocols, which is the one AS2 is based on.

5.3.2 Potential weaknesses
There are a few weaknesses EDIS has in AS2 development. AS2 uses HTTP as its main protocol instead of SMTP (which has been used in i-commerce). To push security further, it could use secure HTTP (or HTTP/S) if necessary to achieve transport safety. This could be one point needs attention. According to Barry, their knowledge and previous experience of peer-to-peer communication is quite limited to the team. However, this is the main feature of AS2. Although their product, EDIS i-commerce™ is a very powerful tool, it does not have supports of digital certificate and encryption. Therefore, the development of it does not benefit the experience of digital certificate. It is still very inadequate. Nevertheless, there already is a project underway in ICT academy on digital certificate to enhance the knowledge of it. Another potential limitation is the programming language the team is using. The current language is Visual Basic 6. As the .NET environment is getting popular, there might be a need to shift up to it.
6. Evaluation of requirements of AS2-compliant software development in EDIS
Before talking about building products, it is necessary to discuss the essential development requirements first.
This section presents the necessary knowledge required to develop AS2-compatible software. It is divide it into 2 segments:

· One is about the requirements of hardware for running the application

· The other is regarding the prerequisites of programming it.
6.1 System requirements

Basically, AS2 is just a new transmission protocol of peer-to-peer communication. It just puts another layer on top of ordinary HTTP transmissions. Therefore, it does not take too much system resources to run AS2-compliant software. Simply put, if your system can handle common HTTP transmissions easily, your system is quite capable to run AS2. However, there could possibly be only one requirement for the systems of communicating parties, which is that the receiving computer must be connected to the Internet at the time the document is sent. The reason is that there is no caching mechanism built into the AS2 specification. So, a server constantly listening for incoming documents and inbound HTTP connections is recommended.
6.2 Programming requirements

Coming back to “software” side, AS2 is nothing new. It is simply a new combination of existing technologies such as digital certificate and encryption algorithms. One of the key areas in AS2 is the proper and secure handling of digital certificates. There are two options in AS2; one is to use self-generated certificates, the other is to rely on one of the Certificate Authorities. Obviously, relying on one of the CA (Certificate Authority) results in better security and certificates management; on the other hand, you will have to pay an annual fee for the services. However, using self-generated certificates will save costs, but sacrifice the security potentially. The other one point in AS2 is the protocol used in transmission. There are also two paths; one is using ordinary HTTP if message is signed with digital certificates through encryption, the other is using SSL-secured HTTP without encryption. For the encryption section in AS2, there exist 4 choices: no encryption, Triple DES, RC240, and RC2128 [RC2128]. Algorithms using 128 bit keys like Triple DES and RC2128 [RC2128] are much stronger, more secure and therefore are better choices. Message hash algorithm is another important point. AS2 recommends using SHA1 [SHA1], but MD5 [MD5] is also needed to be supported. As it is running over HTTP, AS2 has introduced some additional and unique HTTP headers based on original ones. Therefore, they may take some time to understand.
6.3 The possible approaches of acquisition of AS2-compliant software
After analyzing the capabilities of EDIS development team in part 5 and analyzing the requirements of development in the above sections, considering software delivery alternatives is going to be the next movement. Nowadays, many factors can influence the software development, such as time constraints, limitation of funds and deadline of product delivery. In general, there are two common approaches based on the potential limitations and accessible resources; one is to source a third-party add-on to supplement EDIS current products to achieve AS2 compliance, the other is to build their own code from the beginning by the development team of EDIS.

7. The possible Delivery alternatives

This section discusses two alternative approaches of software delivery:
· The first one is to try to source suitable add-ons from the available vendors in the market to supplement EDIS’s own programs.

It is presented as an analysis of the available components in the market. It is done through analyzing the currently available third party companies on the market by browsing through their official company websites.

· The second one is to build their own program based on the available resources. Since this report is research-oriented, it just raises the needs for some essential knowledge and suggests some good resources to help the EDIS develop their own programs.
7.1 Analysis of components from third-party vendors
There already are a lot of software packages or toolkit add-ons from more than 20 vendors in the market. It is sensible and responsible to start from the list of candidate companies in the website of Drummond Group as mentioned in section 2.3. It is a vender-neutral testing agent doing AS2 interoperability tests among various products from different companies. Furthermore, the names and version numbers of the products are according to the latest test results published in the Drummond website. The information is presented in a form with numbered entries and in the alphabetical order of company names for clarity.

1.
	Boomi

	Product Name: Boomi AS2 Transport V3.1.1


	Capabilities: it is running as an communication adapter based on Boomi Integration Platform with normal AS2 features plus added security layer, unlimited file size and open security frame work


	Additional Information: No other information of price, licensing details and loyalty policies on site.

Website: http://www.boomi.com/products/transportframework.php


2.

	Bridgeware

	Product Name: AS/2 Bridge V2.2


	Additional Information: it implements AS2, it has been certified by the eBusinessReady Group, No other particular information on specs of products, prices, licensing and loyalty policies


	Website: http://www.bridgeware.com/contents.asp?strPage=commerce


3.

	bTrade Inc. (a wholly owned subsidiary of Click Commerce Inc.)

	Product Name: TDAccess V2.3


	Capabilities: it is a communication adapter, it provides normal AS2 features plus support for secure FTP, it is preconfigured, it is available for various platforms, it is scriptable and it can integrate with other translators.


	Additional Information: No other information found in the website for pricing, licensing and loyalty policies.

Website: 

http://www.clickcommerce.com/ckcm/Rooms/DisplayPages/layoutInitial_webrQS%20_Q29 udGFpbmVyPWNvbS53ZWJyaWRnZS5lbnRpdHkuRW50aXR5W09JRFtDQ0U0QjI1QzA2M EU3MzQyQjM0MjdGQ0JBN0FCMkM3Nl1d

	Product Name: TDNgine


	Capabilities: it is a comprehensive business message center application, it provides features of transport, routing and archiving of business document, it provides real-time support of AS1,AS2,AS3, FTP and VAN connection, it has support of high volume trading partners management.


	Additional Information: No other information found in the website for pricing, licensing and loyalty policies.

Website:http://www.clickcommerce.com/CKCM/Rooms/DisplayPages/LayoutInitial_webrQS%20_Q29udGF pbmVyPWNvbS53ZWJyaWRnZS5lbnRpdHkuRW50aXR5JTVCT0lEJTVCQ0NFNEIyNUMwNjBFNzM0MkI zNDI3RkNCQTdBQjJDNzYlNUQlNUQ.


4.

	Templar Software

	Product Name: T5 Desktop


	Capabilities: it is designed for a single computer; has internal database server; has certificate store service; capability of SMTP and POP3; no trading community management capability; provides basic communication and connection service


	Additional Information: No other information found in the website for pricing, licensing and loyalty policies.

Website: http://www.templarsoftware.com/products_t5desktop.asp

	

	Product Name: T5 Enterprise


	Capabilities: contains servers and clients; has trading partners management capability; capable of parallel tasking; provides the communication and transmission methods T5 Desktop does.


	Additional Information: No other information found in the website for pricing, licensing and loyalty policies.

Website: http://www.templarsoftware.com/products_t5enterprise.asp


5.

	Cleo Communications

	Product Name: LexiCom


	Capabilities: it is a communication tool, it provides secure communications for small to medium-sized suppliers; it supports not only AS2 but AS3, ebMS and other common protocols; it supports more encryption methods then standard AS2; because 100% built on JAVA, can run anywhere that supports JRE (Java Runtime Environment) V1.3; it has easy management of digital certificates and it can integrate with other translators.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.cleo.com/products/lexicom.asp

	

	Product Name: VersaLex Trader


	Capabilities: provides all the basic features LexiCom does plus other eBusiness functions such as trader management tool for small to medium-sized enterprise and support high volume of transfers.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.cleo.com/products/VLTrader.asp

	

	Product Name: VersaLex Exchange


	Capabilities: provides all the features VersaLex Trader does plus more advanced trading partner management and business process integration for medium to large-sized enterprise; J2EE compliance; with embedded database; centralized monitoring and management of files/documents; can integrate with backend applications, including mainframes, using open standards and audit and alert management.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.cleo.com/products/VLExchange.asp


6.

	Covast

	Product Name: Covast AS2 Adapter for the EDI Accelerator 2004; Covast AS2 Adapter for BizTalk 2004


	Capabilities: There are 2 entries from the company. However, they are basically the same. The difference between them is just that they are supposed to work with different interfaces, one is for the EDI Accelerator 2004 (another product from the company); the other one is for Microsoft BizTalk Server 2004. Their functions are quite basic and almost the same as well, which is providing signing, encrypting, compressing and sending messages in AS2 compliant way.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.covast.com/products/as2_adapters.asp
Website: http://www.covast.com/products/as2_adapters_biztalk.asp


7.

	Cyclone Commerce

	Product Name: Interchange Activator, Interchange Express, Interchange Standard and Interchange Advanced Server


	Capabilities: It is a family of packages which could understand AS2. The main differences are the number of trading partner connections, communities and users supported by different packages. For example, the entry level one Interchange Activator can only support up to 3 trading partner connections within a single community and it’s designed for single user only; but for the range topper Interchange Advanced Server, it can support unlimited trading partner connections, unlimited communities and unlimited users with role-based access rights. Undeniably, other functions like business functions they can offer may differ as well. Take Interchange Advanced Server for an example:
Capabilities: could be ran on almost every platform; supports business protocols such as ebXML, EDIINT and S/MIME; supports many data types like EDI, XML and other custom ones; other business and management functions.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.cyclonecommerce.com/products/interchange.php


8.

	Extol

	Product Name: EXTOL Secure


	Capabilities: it is a communication adapter, it can operate on OS/400 and windows platforms; provides basic features for EDI, XML and other data types’ transmission.


	Additional Information: No other information about pricing, licensing and loyalty policies

Website: http://www.extol.com/getarticle.cfm?id=70


9.

	Global eXchange Services, Inc.

	Product Name: Enterprise System


	Capabilities: it enables the connections to all the trading partners without additional purchases; EDI/XML data translation; B2B message routing and tracking; full supply chain process; event management and some back-office integration adapters.


	Additional Information: No other information about pricing, licensing and loyalty policies

	

	Product Name: GXS AS2 Comm Link


	Capabilities: It basically is just a piece of communication add-on. It is integrated with some proprietary translators. It handles transmission and translation of AS2 messages.


	Additional Information: No other information about pricing, licensing and loyalty policies

The information about these 2 software packages was found in a PDF file called ”Portfolio ofAS2Services”,whichislocatedat: http://www.gxs.com/services_connectTransact_conOpt_AS2.htm


10.

	IBM

	Product Name: WebSphere Business Integration Connect


	Capabilities: 
· The Express Edition is a light-weight B2B connectivity tool. It differs from the other 2 editions by providing a community integration participant solution. It has management of document exchange process, can deal with any file format.

Website: 
http://www-306.ibm.com/software/integration/wbiconnect/edition/express.html
· The Advanced Edition supports many more protocols than the express edition. It includes limited use license of WebSphere MQ and DB2®Enterprise Edition. Also, it provides some other business functions.

Website: http://www-306.ibm.com/software/integration/wbiconnect/edition/advanced.html
· The Enterprise Edition is built on the Advanced Edition. It is more cost effective for larger number of trading partners. It offers more business functions.

Website: http://www-306.ibm.com/software/integration/wbiconnect/edition/enterprise.html


	Additional Information: The prices of these 3 editions are in this page: https://www-112.ibm.com/software/howtobuy/buyingtools/paexpress/Express?P0=E1&part_ number=D533QLL,D52INLL,D52G1LL,D52G3LL,D51LLLL,D53WCLL&catalogLocale=en_ NZ&Locale=en_US&country=NZL&S_TACT=none&S_CMP=none
No information about licensing and loyalty policies


11.

	Inovis

	Product Name: BizManager


	BizManager is actually the name for the whole family of packages suitable for different-sized businesses.

Capabilities:

· Bizlink: enterprise-level server solution; with trading partners management function; be able to run on many platforms; its MultiLink feature provides load balancing via distributed installation on multiple servers.
· BizConnect: Java-based solution designed for small to medium-size organizations; can connect up to 25 trading partners; it has integrated mapping and translation capabilities; it can support many industry standards.
· BizManager400: Native Java-based solution for trading partner data exchange, built for the IBM iSeries (AS/400) platform; 
· SecureLink: it is just a piece of communication tool, it fulfills the strict security requirements of customers, such as financial and government departments, it has the function of fallback and load balancing, it has a number of integrated proxies and servers, it has capability of certificate management, it supports many industry standards.


	Additional Information: No information about pricing, licensing and loyalty policies

Website: http://www.inovis.com/solutions/software/bizmanager


12.

	iSoft Corporation

	Product Name: Commerce Suite Server


	Capabilities: a robust, highly scalable transport engine that leverages a high-availability architecture for ensuring reliable data delivery, accommodating increased trading partners and transaction volumes; supports AS1, AS2, AS3 and other protocols.

Website: http://www.isoft.com/commerce_suite.htm

	Product Name: Mailbox


	Capabilities: further extends iSoft Commerce Suite by providing a secure repository for the pre- and post-processing of data; delivers true store-and-forward functionality.

	Additional Information: Apart from those products, iSoft provides SDK for their products collaboration. General information can be found at this page: http://www.isoft.com/isoft_solution.htm
No information about pricing, licensing and loyalty policies found


13.

	iWay Software

	Product Name: iWay Intelligent Adapter for EDIINT


	Capabilities: Since it is just a communication adapter implemented in AS2, this piece of software provides some basic functions such as EDI document handling, provides non-repudiation and security and certificate management.


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.iwaysoftware.com/products/adapters/ediint.html


14.

	Lansa

	Product Name: LANSA Data Secure Direct


	Capabilities: meets all EDIINT AS2 specifications; can integrate with other existing EDI translators; with extensive auditing capabilities and extendable AS2 solutions: Provides X.12 and EDIFACT transformation if no EDI translator exists within your enterprise and direct integration with your ERP order fulfillment module


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.lansa.com/products/datasecuredirect.htm


15.

	/n software

	Product Name: IP*Works! EDI-INT (AS2 / AS3) Toolkit


	Capabilities: it supports two protocols: AS2 and AS3; provides basic protocol features; fully customizable; with detailed logging functionality; available in two editions: .NET edition and JAVA Server edition and either of them cover both protocols; components included are sender, receiver and certificates manager.


	Additional Information:

· For .NET edition 

Website: http://www.nsoftware.com/products/showprod.aspx?part=IEN6-A

The reference price is in this page: http://www.nsoftware.com/order/options.aspx?part=IEN6-A
And the licensing details are in this page: http://www.nsoftware.com/products/license/showlic.aspx?sku=IEN6-A
· For JAVA Server edition

Website: http://www.nsoftware.com/products/showprod.aspx?part=IEE6-V

The reference price is in this page: http://www.nsoftware.com/order/options.aspx?part=IEE6-V
The licensing details are in this page: http://www.nsoftware.com/products/license/showlic.aspx?sku=IEE6-V


16.

	saa consultants

	Product Name: REIMS B2B Frameworks Module V5RE


	Capabilities: supports unlimited number of trading partners; OFSCI ebXML message set and
mappings; EDI message set and mappings for ASDA; other translators.


	No information about pricing, licensing and loyalty policies found

Website: http://www.saaconsultants.com/products/as2_explained_reims_b2b_module.html


17.

	SeeBeyond

	Product Name: ICAN Suite V5.0


	Capabilities: It is just an integrated business software platform with the support of many transmission protocols. It has a suite of operations, such as indexing, data quality management and workflow management.


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.seebeyond.com/software/ican.asp


18.

	Sterling Commerce

	Product Name: Connect:Enterprise UNIX and Linux


	Capabilities: Supports both Internet and legacy protocols, including AS2, FTP, Secure FTP, SSH-2 SFTP, HTTP(S); Supports deployment within a demilitarized zone (DMZ) to accommodate advanced security policies; Allows for comprehensive data tracking, archiving and reporting


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.sterlingcommerce.com/solutions/connectenterprise/unix/index.html

	

	Product Name: Gentran Integration Suite


	It is a suite of business applications. There is only one module of the suite provides the AS2-capable communication. It is called B2B Services.

Capabilities: supports EDIINT (AS1/AS2), Web Services, and other existing industry standards such as RosettaNet, Data Synchronization and ebXML.


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.sterlingcommerce.com/solutions/GentranIntegrationSuite/b2bservices.html


19.

	TrailBlazer Systems Inc.

	Product Name: ZMOD Exchange EDI-INT


	Capabilities: supports both AS1 and AS2; Automates the e-mailing of any proprietary, non-EDI or XML files; Tracks transactions; comes with a suite of PC based E-Commerce tools.


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.trailblazersystems.com/product.asp?productid=16


20.

	Transentric

	Product Name: Agilink Connector


	Capabilities: it is a communication adapter of AS2, it provides basic features of AS2 such as Supports any format or protocol and Allows for any message volume


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.transentric.com/products/commerce/agilink_connector.asp


21.

	Vitria

	Product Name: BusinessWare


	Capabilities: it is just a platform for business functions integration. It includes a lot of business tools, such as business process management, business analysis & monitoring and business-to-business integration, in which AS2 is involved. AS2 is one of many supported protocols. The B2B integration module only provides moderate AS2 implementations.


	Additional Information:No information about pricing, licensing and loyalty policies found

Website: http://www.vitria.com/products/platform/b2b.html


22.

	WebMethods, Inc

	Product Name: Enterprise Services Platform


	Capabilities: It is another suite of software. It is a business management integration package. The components involved are: business integration, mainframe integration, webservices management and B2B integration, where AS2 comes in. Again, it only provides basic AS2 connectivity.


	Additional Information: No information about pricing, licensing and loyalty policies found

Website: http://www.webmethods.com/meta/default/folder/0000006281


7.1.1 Summary of findings

After analyzing the tables of vendors, there are some companies offering suitable supplementary kits for the EDIS’s needs. They are: 
· Boomi AS2 transport from Boomi
· Lexi Comm from Cleo Communication

· TDAccess from Click Commerce

· Covast AS2 Adapters from Covast

· EXTOL Secure from EXTOL

· GXS AS2 Comm Link from GXS

· SecureLink from Inovis

· iWay intelligent adapter for EDIINT from iWay

· LANSA Data Secure Direct from Lansa

· B2B Services in Gentran Integration suite from Sterling Commerce

· Agilink Connector from transentric

These are the AS2 communicators or add-ons specialized in AS2 connection and communication. They all provide at least standard features and functions of AS2 specifications. Some of them can even support more protocols, such as AS1, AS3, ebXML and etc. Furthermore, many of them have very extensive range of auxiliary communication tools, such as message tracking, message repository management and etc. Therefore, they may need some attention to find out more information.
7.2 Helpful knowledge for building their own program
For this section, the author has interviewed Barry Dowdeswell [CTO, EDIS] to gain the good understanding of the situation and the real needs of the development team of EDIS. Some very constructive points are raised according to their needs and situation:
· List and brief summarize the available resources including relevant documents of Request For Comments (RFCs)

· Analyze the development components the development team is currently utilizing

· Emphasize the importance of digital certificate research and development
7.2.1 The available development resources

The RFCs are playing a very important role in software development. An RFC is a document describing a specific standard that makes internet work [RFC.NET]. The name of relevant RFCs in AS2-compliant software development and their brief summaries are listed below [Draft 2004]:
· RFC 2616 Hypertext Transfer Protocol--HTTP/1.1

Summary: The Hypertext Transfer Protocol is an application-level protocol for distributed, collaborative, hypermedia information systems. HTTP has been in use by the World-Wide-Web global information initiative since 1990 [RFC.NET]. This document specifies how data is transferred using HTTP V1.1. Since AS2 is built on top of HTTP, it is very important to understand the foundation of it thoroughly.
· RFC 1847 Security Multi-parts for MIME: Multipart/Signed and Multipart/Encrypted

Summary: This document defines a framework within which security services may be applied to MIME body parts. MIME defines the format of the contents of Internet mail messages and provides for multi-part textual and non-textual message bodies. The new content types are subtypes of multipart: signed and encrypted [RFC.NET]. Since MIME is one of the fundamental protocols of AS2, it is necessary to master this specification.
· RFC 3462 The Multipart/Report Content Type for the Reporting of Mail System Administrative Messages
Summary: The Multipart/Report MIME content-type is a general "family" or "container" type for electronic mail reports of any kind. This document defines the use of the Multipart/Report content-type with respect to delivery status [RFC.NET]. This is the base that the MDN (RFC 3798) builds upon.
· RFC 3798 Message Disposition Notification (MDN)
Summary: This document defines a MIME content-type that may be used by a mail user agent (MUA) or electronic mail gateway to report the disposition of a message after it has been successfully delivered to a recipient. The purpose is to extend Internet Mail to support functionality often found in other proprietary messaging systems, such as X.400. Additional message headers and attributes are also defined to permit Message Disposition Notifications (MDNs) to be requested by the sender of a message [RFC.NET]. This is one of the key features provided by AS2.
· RFC 2045, 2046 and 2049 MIME (Part 1, 2 and 5)
Summary: These are the basic MIME standards, upon which all MIME related RFCs    build. Key contributions include definition of "content type", "sub-type" and "multipart", as well as encoding guidelines, which establishes 7-bit US-ASCII as the canonical character set to be used in Internet messaging [Draft 2004].

· RFC 3851 secure MIME (S/MIME) Version 3.1 Message Specifications
Summary: This document defines Secure/Multipurpose Internet Mail Extensions (S/MIME) version 3.1. S/MIME provides a consistent way to send and receive secure MIME data by utilizing digital signature, encryption and/or compression [RFC.NET]. This is an option of communication protocols of AS2 used to achieve higher security standard.

· RFC 3852 Cryptographic Message Syntax (CMS)

Summary: This document describes the Cryptographic Message Syntax (CMS). This syntax is used to digitally sign, digest, authenticate, or encrypt arbitrary message content [RFC.NET].

· RFC 1767 MIME Encapsulation of EDI Objects

Summary: This RFC defines the use of content type “application” for ANSI X12 (application/EDI-X12), EDIFACT (application/EDIFACT) and mutually defined EDI (application/EDI-Consent) [Draft 2004].

· RFC 3023 XML Media Types

Summary: This RFC defines the use of content type “application” for XML [Draft 2004]. It standardizes five new media types – text/xml, application/xml, text/xml-external-parsed-entity, application/xml-external-parsed-entity, and application/xml-dtd – for use in exchanging network entities that are related to the Extensible Markup Language (XML) [RFC.NET]. This document also standardizes a convention for naming media types outside of these five types when those media types represent XML MIME entities [RFC.NET].

· RFC 2660 The Secure Hypertext Transfer Protocol (HTTP/S)

Summary: This document describes the syntax for securing messages sent using the HTTP/S protocol, which provides independently applicable security services for transaction confidentiality, authenticity/integrity and non-repudiation of origin [RFC.NET].
· RFC 2559 Internet X.509 Public Key Infrastructure Operational Protocols – LDAPv2
Summary: The document describes the protocol which is designed to satisfy some of the operational requirements within the Internet X.509 Public Key Infrastructure (PKI). Specifically, it addresses requirements to provide access to PKI repositories for the purpose of retrieving PKI information and managing that same information [RFC.NET].

· RFC 3280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
Summary: This RFC profiles the X.509 v3 certificate and X.509 v2 CRL for use in the internet. The X.509 v3 certificate format is described in detail, with additional information regarding the format and semantics of internet name forms. The X.509 v2 CRL format is also described and a required extension set is defined as well [RFC.NET].

· RFC 2560 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol – OCSP
Summary: This document specifies a protocol useful in determining the current status of a digital certificate without requiring CRLs [RFC.NET].

· RFC 2510 Internet X.509 Public Key Infrastructure Certificate Management Protocols

Summary: This document describes the Internet X.509 Public Key Infrastructure (PKI) Certificate Management Protocols. Protocol messages are defined for all relevant aspects of certificate creation and management [RFC.NET].
· RFC 2528 Representation of Key Exchange Algorithm (KEA) Keys in Internet X.509 Public Key Infrastructure Certificates
Summary: This specification profiles the format and semantics of fields in X.509 v3 certificates containing KEA keys [RFC.NET].

Apart from those RFC documents listed above, there are some other valuable resources found during the research process. One of them is a website of open source development project of AS2 found in the internet. It is called Open AS2. 
It is located at: www.openas2.org. The Open AS2 project is a collaborative effort to develop an open source application that implements the EDIINT AS2 proposed standard [Open AS2]. The implementation of the project is entirely JAVA, which provides easy cross-platform compatibility and a number of libraries for essential services, such as networking. More than those, there are a lot of useful links provided, such as links of relevant RFCs and other helpful web pages. These will definitely benefit the future development.
However, the main value it provides is in the source site which is located at a different place. It has a public forum, a CVS repository for the project and lots of documents for different aspects and usage of AS2. The name of the software in this project is called openas2. The latest version is 0.9.3. It is ready to be downloaded and tested. There are 4 topics in the forum and each of them has already had hundreds of posts. There is actually a piece of donated software in the donation area, which might worth looking at. The CVS repository already has 66 commits and 451 adds [Open AS2]. 
After all, this is a very useful development website with plenty of information for future EDIS’s development of AS2-compliant software.
7.2.2 Development component of EDIS
Previous EDIS applications have used the Catalyst SocketTools™ Visual Basic components. Further documentations on Catalyst can be found on: www.catalyst.com.

Catalyst provides libraries of pre-built ActiveX controls that encapsulate the C++ code to interface with the TCP/IP stack from within VB.NET.

Catalyst provides a secure edition that allows TCP/IP sockets to create secure connections. All the AS2 protocol will be implemented on top of the low-level socket connections.

The diagram shown below illustrates the structure of the components: 
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The main skeleton of development is shown above. The top element is the product EDIS wants to develop. It is built on the catalyst development components, which are operating on windows operating system. The TCP/IP sockets are in charge of low-level transmission on remote connections.
7.2.3 The importance of digital certificate

Since utilization of digital certificates is one of the most important features of AS2, it is very necessary to be knowledgeable and experienced on the topics of digital certificate. However, the detailed discussion of digital certificates is beyond the scope of this report. If more information of digital certificate is needed, please refer to the reports produced by Han and/or Jun, whose projects are focusing on topics of digital certificate.
8. Further discussions
As the development moves to the implementation phase, there may be some problems of flexibility which needs to be determined, such as:
· Determination of programming platforms, .NET, JAVA or something else?
· The implementation of handling of digital certificate, do it all by itself or relying on the CAs?

Since AS2 is a relatively straightforward protocol, there are not many uncertainties needs to be discussed. The answers to the above questions entirely depend on the real development situations and customer requirements.

9. Conclusion
EDIS, as an international electronic commerce company, is looking to develop its own AS2-compliant software not only to maintain the competitiveness of the products but also to meet different needs of diverse business areas. In this report, a transmission protocol called AS2 is introduced and discussed. It is defined by IETF to the need of secure and efficient electronic business data exchange over the internet. The brief information including short history and main players involved of AS2 is introduced at section 2. Secondly, the discussion of the important technical features such as the utilization of digital certificates is presented in section 3. On the other hand, the potential limitations of AS2 have also been examined. To give a clear understanding, the main operation mechanism including sending, processing and returning receipts of AS2 has been described in part 4 as well.

In section 5 of this report, EDIS is briefly described and the capabilities of the development team in EDIS have been analyzed. The development requirements of AS2 are discussed in further detail in part 6. After analyses, two software delivery alternatives are presented in part 7. One is to source a third party communication adapter to supplement their own codes; the other is to build up their own AS2 communication toolkit from scratches. For the first option, more than twenty vendors and their products in the market are analyzed according to their capabilities. For the building approach, some relevant development resources are listed and discussed, including key RFCs and an open source development project. In addition, the development component called Catalyst Sockettools™ is commented and the importance of the digital certificate in AS2 and the further references of it are pointed out for further research.

In addition, this report has raised some further topics for discussion and determination in section 8. These points are originated from the flexibility of implementation of AS2. The answers of them completely depend on the real development circumstances and clients needs. They may contribute to the upcoming development of AS2-compliant software in EDIS.
10. Citations
[EDIINT]



page of EDIINT Working Group under IETF
Webpage: http://www.ietf.org/html.charters/ediint-charter.html
[Drummond]


an independent company who provides various kinds of testing in a vendor-neutral approach for different protocols from numerous companies, the homepage is: http://www.drummondgroup.com
[Draft 2004]


internet-draft of AS2, by D. Moberg and R. Drummond, published in 21 Dec 2004, expires in May 2005

Webpage: http://www.ietf.org/internet-drafts/draft-ietf-ediint-as2-20.txt
[Carl L]



Carl Lehmann, vice president of technology research services at META Group
[AS2 for retailers]

a whitepaper published by softcare, and it could be reached from this link: http://www.softcare.com/WhitePapers/WhitePaper_July2004_AS2-For-Retailers.htm
[EDI over the Internet FAQ]
another whitepaper published by softcare, it is located at: http://www.softcare.com/WhitePapers/WhitePaper_Feb2004_AS2.htm
[EDIS]



an international E-Commerce company with its head office in Auckland, its homepage is : http://www.edisinternational.com
[CTO, EDIS]


Barry Dowdeswell is the Chief Technical Officer (CTO) of EDIS, he can be reached by this email: barry.dowdeswell@edisinternational.com
[Some Guidelines]
it is called Some Guidelines for Non-repudiation Protocols; it is published by Panagiotis Louridas, whose address is 38 Domboli St Athens Greece and the email is: louridas@acm.org
[IESG]



it is called Internet Engineering Steering Group; it is responsible for technical management of IETF activities and the Internet standards process.

[UCC]



it is called The Uniform Code Council, Inc.; it is a not-for-profit standards organization; The UCC administers the Universal Product Code (U.P.C.) and provides a full range of integrated standards and business solutions for member companies doing business in major industries; the homepage is: http://www.uc-council.org
[SHA1]



Secure Hash Algorithm; it is a cryptographic message digest algorithm; it is developed by NIST, along with the NSA, for use with the Digital Signature Standard (DSS) is specified within the Secure Hash Standard (SHS) [National Institute of Standards and Technology (NIST).
[MD5]



it is a secure, one-way hash algorithm used in conjunction with digital signature

[RC2128]


an encryption algorithm; it uses 128-bit keys, thus, it is a stronger and more secure algorithm.
[DIP]



an EDI and Electronic Commerce company; it supplies many EDI and Communication software to many industry sectors; its homepage is: www.dip.co.uk
[FOLDOC]


a free online dictionary for computing; the homepage is: http://foldoc.doc.ic.ac.uk/foldoc/index.html
[signed]



a message with a digital signature
[unsigned]


a message without a digital signature
[Software Price]

the pricing information of WebSphere Business Integration Connect Advance Edition is located at: http://www-306.ibm.com/software/info/ecatalog/en_NZ/products/B106359C44485L53.html
[RFC.NET]


a website specifically designed to hold the information of different RFCs, STDs and BCPs, its homepage is: http://www.rfc.net
[Open AS2]


it is a open source development website for AS2, the homepage is : http://www.openas2.org
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