Report for progress of Horace

1. Where I am up to

· Have done some in-depth research on security issues based on digital certificate, including variations of certificates, digital signature and encryption

· Found various kinds of tools from .NET for creation and management of certificates, especially self-signed one (*.pfx)

· Extensive examination of native .NET security namespaces, including WSE ones

· Tested roughly a security component called “cryptlib”, found it not that easy to work with, especially the documentation

· Successfully extract the components of public key from a certificate for encryption/decryption and signing/verification

· Reading, importing and exporting of certificates into different stores

2. Questions and Problems

· Biggest one!! Still struggling to read the information of private key from certificate store for decryption/verification

· Does certificate verification go as high in the certificate path as stated in the certificate? Will it verify the validity with the “highest people”?

· Should I load data from certificate files or certificate store?

3. Conclusion

There are couple of security modules already from Microsoft, such as CAPICOM, which is an integrated security module majoring in certificate-based issues. However, they don’t meet our requirements, which are to use up-to-date technology and native .NET components. The other problem at this stage is it looks to me that there is no successive generation of CAPICOM in .NET environment. Therefore, what I have been doing is just assembling methods from different .NET namespaces to achieve certain functionality. We are at the transition phase!

Since the general trend of .NET is moving toward .NET 2.0 (with visual studio 2005) and .NET 2.0 is bound to give better support in PKI handling, I am wondering if I can transfer to visual studio 2005 as soon as possible.

