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Wireless LAN technology
1. Definition
IEEE 802.xx is a set of specifications for LANs from The Institute of Electrical and Electronic Engineers (IEEE). Most wired networks conform to 802.3, the specification for CSMA/CD based Ethernet networks or 802.5, the specification for token ring networks. 802.11 defines the standard for wireless LANs encompassing three incompatible (non-interoperable) technologies: Frequency Hopping Spread Spectrum (FHSS), Direct Sequence Spread Spectrum (DSSS), and Infrared. WECA&#8217;s focus is on 802.11b, an 11 Mbps high rate DSSS standard for wireless networks.

(http://www.austinwireless.net/cgi-bin/index.cgi/Glossary?action=LikePages )
2. Security of Data Transmission
The 802.11 standard, a group of specifications for WLANs created by the IEEE, supports two means of client authentication: open and shared-key authentication. 
First let’s look at what is “SSID” ------"SSID" is a common network name for the devices in a WLAN subsystem; it serves to logically segment that subsystem. An SSID prevents access by any client device that does not have the SSID. By default, however, an access point broadcasts its SSID in its beacon. Even if broadcasting of the SSID is turned off, an intruder or hacker can detect the SSID through what is known as "sniffing"—or undetected monitoring of the network. 

Open authentication involves little more than supplying the correct SSID. With shared-key authentication, the access point sends the client device a challenge-text packet that the client must then encrypt with the correct WEP key and return to the access point. Without the correct key, authentication will fail and the client will not be allowed to associate with the access point. Shared-key authentication is not considered secure, because an intruder who detects both the clear-text challenge and the same challenge encrypted with a WEP key can decipher the WEP key. 

With open authentication, even if a client can complete authentication and associate with an access point, the use of WEP prevents the client from sending data to and receiving data from the access point, unless the client has the correct WEP key. A WEP key is composed of either 40 or 128 bits and usually is statically defined by the network administrator on the access point and all clients that communicate with the access point. When static WEP keys are used, a network administrator must perform the time-consuming task of entering the same keys on every device in the WLAN. 

If a device that uses static WEP keys is lost or stolen, the possessor of the stolen device can access the WLAN. An administrator won't be able to detect that an unauthorized user has infiltrated the WLAN, unless and until the theft is reported. The administrator must then change the WEP key on every device that uses the same static WEP key used by the missing device. In a large enterprise WLAN with hundreds or even thousands of users, this can be a daunting task. Worse still, if a static WEP key is deciphered through a tool such as AirSnort, the administrator has no way of knowing that the key has been compromised by an intruder. (http://www.cisco.com/warp/public/cc/pd/witc/ao350ap/prodlit/a350w_ov.htm#wp1002382 )
3. Quality of Service
About Antennae:

Antennae used with IEEE 802.11b devices may be grouped into two categories: omnidirectional and point-to-point. Obviously, omnidirectional antennae are the easiest to use, because they do not require positioning. Omnidirectional antennae are used in most base stations, as well as in most access cards. However, because of their nature, omnidirectional antennae do not work well over longer distances, unless used with external amplifiers; and these are not always legal or appropriate to use. Directional, or point-to-point antennae, on the other hand, require careful positioning and are used outdoors. Although the typical range for an omnidirectional antenna system is 150 ft (45m), configurations with high-gain directional antennae can work on distances up to 25 miles (about 40 km). In localities where amplifiers are allowed, the maximum distance may be considerably increased and is limited only by the line of sight.

Among other factors affecting the operational range of IEEE 802.11b devices are the base-station placement (when used in the infrastructure mode) and radio interference. As mentioned earlier, IEEE 802.11b devices will auto-configure for the highest possible speed and fall back to lower speed when circumstances so require.
(http://www.cisco.com/warp/public/759/ipj_5-1/ipj_5-1_ieee_80211.html )
4. Roaming

The term "Roaming" means that a client can switch between access points seamlessly while physically moving or as a result of load balancing between access points. Some of the idea behind using a wireless network is that the client is not restricted to being stationary. 

As the client physically gets closer to another access point, the signal strength from the first will drop while the signal strength from the other will increase. At one point the signal strengths of the two will be equal but then the other will have the strongest signal and the client should roam to the next access point.
For the client to be able to roam seamlessly, it is necessary for the access points to:

· Be connected to the same IP subnet so the client won't have to change IP address 

· Have the same SSID to identify the wireless network 

· Have the same WEP keys so that the client knows how to encrypt the data 

The client does not have to physically move to roam. Roaming could also happen as the result of the access points negotiating load sharing or load balancing. Wireless network is a shared medium and more clients means less resource for each. The sensible thing would be for the access points to share the load. The decision to roam a client is the result of the access points evaluating factors like the number of associated clients on the different access points, the signal strength and quality of the client and the traffic load of the different access points. 
(http://www.uninett.no/wlan/roaming.html )
IEEE 802.11 provides for roaming and mobility of 802.11 client devices and allows clients to roam among multiple 802.11 base stations that may be operating on the same or different frequencies (channels). This is achieved through the use of beacon frames, which are used to synchronize 802.11 devices and, in the infrastructure mode, to associate with a base station.

There are two ways to scan for existing 802.11 networks: active and passive scanning. In active scanning mode, the 802.11 device sends out "probe" frames, soliciting "I am here" responses from existing 802.11 devices. In the passive mode, the devices just listen for beacon frames, which are periodically transmitted by the active devices. In addition, the IEEE 802.11 Task Group F is working on the IAPP, which is to provide better and interoperable mobility and roaming mechanisms.
(http://www.cisco.com/warp/public/759/ipj_5-1/ipj_5-1_ieee_80211.html )
About IAPP:

The IEEE 802.11f Inter-Access Point Protocol (IAPP) supports Access Point Vendor interoperability, enabling roaming of 802.11 Stations within IP subnets. IAPP defines messages and data to be exchanged between Access Points and between the IAPP and higher layer management entities to support roaming. The IAPP protocol uses TCP for inter-Access Point communication and UDP for RADIUS request/response exchanges. It also uses Layer 2 frames to update the forwarding tables of Layer 2 devices.

A roaming station entering the coverage area of the new Access Point (AP) will initiate handover to the AP. This triggers the AP to use IAPP to retrieve the appropriate station information from the Radius Server, to inform the old AP of the new association and perform a context transfer with the old AP. This context transfer ensures quick and seamless handover to the new AP.

(http://www.duolog.com/pdf/iapp2.pdf )
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