SSH and competing technologies for secure remote access
1. SSH

What is SSH 

Secure Shell (SSH), sometimes known as Secure Socket Shell, is a UNIX-based command interface and protocol for securely getting access to a remote computer. It is widely used by network administrators to control Web and other kinds of servers remotely. SSH is actually a suite of three utilities - slogin, ssh, and scp - that are secure versions of the earlier UNIX utilities, rlogin, rsh, and rcp. SSH commands are encrypted and secure in several ways. Both ends of the client/server connection are authenticated using a digital certificate, and passwords are protected by being encrypted. SSH uses RSA public key cryptography for both connection and authentication. Encryption algorithms include Blowfish, DES, and IDEA. IDEA is the default.

(www.tbaytel.com/intglossary.html)
Developed by SSH Communications Security Ltd., Secure Shell is a program to log into another computer over a network, execute commands on a remote machine, and move files from one machine to another. It provides strong authentication and secure encrypted communications between two hosts over an insecure network. X11 connections and arbitrary TCP/IP ports can be forwarded over the secure channel. It is a replacement for rlogin, rsh, rcp, rdist and telnet. SSH protects a network from attacks such as IP spoofing, IP source routing, and DNS spoofing. By using ssh's slogin (instead of rlogin), the user initiates an entire login session, including transmission of password, that is encrypted; therefore it is almost impossible for an outsider to collect passwords.

(www.eos.ncsu.edu/remoteaccess/raglossary.html)
How does SSH work?
ssh uses public key cryptography for encryption, a method that is best illustrated by the following example taken from RSA Labs' Cryptography FAQ: 

When Alice wishes to send a secret message to Bob, she looks up Bob's public key in a directory, uses it to encrypt the message and sends it off. Bob then uses his private key to decrypt the message and read it. No one listening in can decrypt the message. Anyone can send an encrypted message to Bob, but only Bob can read it (because only Bob knows Bob's private key) 

This differs from traditional cryptography where the sender and receiver of a message encode and decode the message with the same secret key. In traditional cryptography, anyone who gains access to the secret key can read, modify, and forge messages with that key. 

ssh works in the following way. The ssh client initiates a connection with a server running sshd, the ssh daemon program. The server sends its public host key to the client, which the client uses to encrypt a 256-bit session key. The client sends back the encrypted session key which the server decrypts, allowing both sides to turn on encryption using this key. All subsequent information exchanged by the client and server is encrypted using this session key. 

Once encryption has been established, the authentication phase begins. The default authentication method, which most people are probably familiar with, is password authentication. ssh prompts the user for his or her password and the client transmits the encrypted password to the server for authentication. If the password is correct, the server logs into the machine and gives the user a normal shell on the remote machine. 

http://orca.phys.uvic.ca/~ehayashi/linux/ssh/

Different versions of SSH
There are many versions of ssh till now.

SSH server & client for UNIX/Linux:
· SSH1 for UNIX is available as a free  or commercial product. It is the "original" SSH, but is not being further developed at the moment (except for fixes). The emphasis is now on the commercial SSH2. 

· SSH2  is a commercial product for UNIX, Windows or Mac. There is a free SSH2 version for non-commercial use, but licensing is pretty restrictive. 

· LSH: Efforts are underway to develop LSH, a free version of SSH2 

· FreSSH: Unlike various other SSH implementations already available for Unix, it does not trace its ancestry to the original SSH code written by Tatu Ylonen. FreSSH currently implements SSH protocol version 1.5, with extensions which offer enhanced security when both sides of a connection are running FreSSH. The current version is v0.81 (15.Feb.01), a pre-release. It only runs on UNIX systems with a /dev/random. 

· sftp: is an ftp client and server that runs over an SSH tunnel. Currently at v0.7, it runs on Linux and NetBSD. 

Windows SSH clients

Aside: the OpenSSH crew have started keeping track of various Windows implementations, 
·  TTSSH (TeraTerm SSH) - free 

· TTSSH is a SSH add on (DLL) to TeraTerm Pro (a free terminal emulation package) . 
 

· PUTTY: 
Simon Tatham has developed PuTTY and pscp, a free Win32 SSH/Telnet client. It is stable, fast, quite small, but comprehensive. 
 

· Winscp A great windows tool that will allow you to replace FTPD with SSHD, is Winscp by Martin Prikryl, it's GUI is good enough that non techie users can find their way around it.

· iXplorer by Lars Gunnarsson is another GUI front end for scp. Is uses putt's pscp as the backend.
· F-Secure SSH for Windows (16 and 32 bit) from Datafellows [3] is commercial. 

· SSH Communications have release a beta version of an SSH2 Windows Client that contains a tunnelled ftp GUI.

· VanDyke SSH for Win32 (U.S. users only). VanDyke offer a commercial 32bit client that is user friendly, but obviously is U.S. export restricted. It has a worrying option: it allows users to save passwords to allow "easier" login. 

     (http://www.boran.com/security/sp/ssh-part1.html#Why%20SSH? )
2. SSL
3. SSL VPN
4. IPSec

IPSec (Internet Protocol Security) is a developing standard for security at the network or packet processing layer of network communication. Earlier security approaches have inserted security at the application layer of the communications model. IPSec will be especially useful for implementing virtual private networks and for remote user access through dial-up connection to private networks. A big advantage of IPSec is that security arrangements can be handled without requiring changes to individual user computers. Cisco has been a leader in proposing IPSec as a standard (or combination of standards and technologies) and has included support for it in its network routers. 

(http://www.aces.att.com/glossary/ipsec.htm )
To create secure data transmissions, IPSec uses two separate protocols: Authentication Headers (AH) and Encapsulating Security Payloads (ESP). 

AH is primarily responsible for the authentication and integrity verification of packets. It provides source authentication and integrity for data communication but does not provide any form of encryption.

ESP is responsible for providing encryption services for the network data; however, it can also be used for authentication and integrity services.

Used together, AH and ESP provide integrity, authentication, and encryption protection for IP-based communications.

(January 27, 2004 By Mike Harwood)

(http://www.enterprisestorageforum.com/ipstorage/features/article.php/3304621)
SSH (Secure Shell) and SSL (Secure Sockets Layer) can both be used to secure communications across the Internet. This page tries to explain the differences between the two in easily understood terms. 

SSL was designed to secure web sessions; it can do more, but that's the original intent. 

SSH was designed to replace telnet and FTP; it can do more, but that's the original intent. 

SSL is a drop-in with a number of uses. It front-ends HTTP to give you HTTPS. It can also do this for POP3, SMTP, IMAP, and just about any other well-behaved TCP application. It's real easy for most programmers who are creating network applications from scratch to just grab an SSL implementation and bundle it with their app to provide encryption when communicating across the network via TCP. Check out: stunnel.org. 

SSH is a swiss-army-knife designed to do a lot of different things, most of which revolve around setting up a secure tunnel between hosts. Some implementations of SSH rely on SSL libraries - this is because SSH and SSL use many of the same encryption algorithms (i.e. TripleDES). 

SSH is not based on SSL in the sense that HTTPS is based on SSL. SSH does much more than SSL, and they don't talk to each other - the two are different protocols, but have some overlap in how they accomplish similiar goals. 

SSL by itself gives you nothing - just a handshake and encryption. You need an application to drive SSL to get real work done. 

SSH by itself does a whole lot of useful stuff that allows users to perform real work. Two aspects of SSH are the console login (telnet replacement) and secure file transfers (ftp replacement), but you also get an ability to tunnel (secure) additional applications, enabling a user to run HTTP, FTP, POP3, and just about anything else THROUGH an SSH tunnel. 

Without interesting traffic from an application, SSL does nothing. Without interesting traffic from an application, SSH brings up an encrypted tunnel between two hosts which allows you to get real work done through an interactive login shell, file transfers, etc. 

Last comment: HTTPS does not extend SSL, it uses SSL to do HTTP securely. SSH does much more than SSL, and you can tunnel HTTPS through it! Just because both SSL and SSH can do TripleDES doesn't mean one is based on the other.

http://www.rpatrick.com/tech/ssh-ssl/

