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Internet Email, impersonating, spamming and virus-injection

1. Internet Email

For the vast majority of people right now, the real e-mail system consists of two different servers running on a server machine. One is called the SMTP server, where SMTP stands for Simple Mail Transfer Protocol. The SMTP server handles outgoing mail. The other is either a POP3 server or an IMAP server, both of which handle incoming mail. POP stands for Post Office Protocol, and IMAP stands for Internet Mail Access Protocol. A typical e-mail server looks like this: 

	


The SMTP server listens on well-known port number 25, POP3 listens on port 110 and IMAP uses port 143 .
SMTP server

Whenever you send a piece of e-mail, your e-mail client interacts with the SMTP server to handle the sending. The SMTP server on your host may have conversations with other SMTP servers to actually deliver the e-mail. 
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Let's assume that I want to send a piece of e-mail. My e-mail ID is brain, and I have my account on howstuffworks.com. I want to send e-mail to jsmith@mindspring.com. I am using a stand-alone e-mail client like Outlook Express. 

When I set up my account at howstuffworks, I told Outlook Express the name of the mail server -- mail.howstuffworks.com. When I compose a message and press the Send button, here is what happens: 

1. Outlook Express connects to the SMTP server at mail.howstuffworks.com using port 25. 

2. Outlook Express has a conversation with the SMTP server, telling the SMTP server the address of the sender and the address of the recipient, as well as the body of the message. 

3. The SMTP server takes the "to" address (jsmith@mindspring.com) and breaks it into two parts: 

· The recipient name (jsmith) 

· The domain name (mindspring.com) 

If the "to" address had been another user at howstuffworks.com, the SMTP server would simply hand the message to the POP3 server for howstuffworks.com (using a little program called the delivery agent). Since the recipient is at another domain, SMTP needs to communicate with that domain. 

4. The SMTP server has a conversation with a Domain Name Server, or DNS (see How Web Servers Work for details). It says, "Can you give me the IP address of the SMTP server for mindspring.com?" The DNS replies with the one or more IP addresses for the SMTP server(s) that Mindspring operates. 

5. The SMTP server at howstuffworks.com connects with the SMTP server at Mindspring using port 25. It has the same simple text conversation that my e-mail client had with the SMTP server for HowStuffWorks, and gives the message to the Mindspring server. The Mindspring server recognizes that the domain name for jsmith is at Mindspring, so it hands the message to Mindspring's POP3 server, which puts the message in jsmith's mailbox. 

POP3 server

In the simplest implementations of POP3, the server really does maintain a collection of text files -- one for each e-mail account. When a message arrives, the POP3 server simply appends it to the bottom of the recipient's file! 

When you check your e-mail, your e-mail client connects to the POP3 server using port 110. The POP3 server requires an account name and a password. Once you have logged in, the POP3 server opens your text file and allows you to access it. Like the SMTP server, the POP3 server understands a very simple set of text commands
IMAP server

As you can see, the POP3 protocol is very simple. It allows you to have a collection of messages stored in a text file on the server. Your e-mail client (e.g. Outlook Express) can connect to your POP3 e-mail server and download the messages from the POP3 text file onto your PC. That is about all that you can do with POP3. 

Many users want to do far more than that with their e-mail, and they want their e-mail to remain on the server. The main reason for keeping your e-mail on the server is to allow users to connect from a variety of machines. With POP3, once you download your e-mail it is stuck on the machine to which you downloaded it. If you want to read your e-mail both on your desktop machine and your laptop (depending on whether you are working in the office or on the road), POP3 makes life difficult. 

IMAP (Internet Mail Access Protocol) is a more advanced protocol that solves these problems. With IMAP, your mail stays on the e-mail server. You can organize your mail into folders, and all the folders live on the server as well. When you search your e-mail, the search occurs on the server machine, rather than on your machine. This approach makes it extremely easy for you to access your e-mail from any machine, and regardless of which machine you use, you have access to all of your mail in all of your folders. 

(http://computer.howstuffworks.com/email4.htm)

SMTP, POP3 and IMAP are all application layer protocols.

Imagine an e-mail message is being sent between two systems. This message is created using an e-mail client, and when it’s sent, Application layer actions execute. The e-mail message passes down the layers until it arrives at the system network adapter or modem and is shot out onto a wire (or through a wireless network). The step in which a message reaches a physical connection, and the manner in which it is transmitted, maps to the OSI model’s Physical layer.

When the e-mail message is received, it enters at the opposite end of the OSI model. Instead of speeding directly to the other system’s Application layer, it must first pass through the Physical and other layers while on the way to the Application layer, where ultimately the e-mail message will be passed off to a software program such as Microsoft Outlook. 
Here’s another way to visualize it. The e-mail program generates data packets that pick up an additional layer of information each time an OSI layer is passed. When the data packet is created in the Application layer, data specific to that application is inserted in the data packet. When the data packet hits the Presentation layer, redirection information is added, and the data packet may even be restructured. The process continues for the data packet as it passes down through each layer of the OSI model.

But what happens when the data packet travels across a wire to another system? The second system’s Physical layer receives the packet. The second machine’s Data-link layer strips off and interprets the Data-link layer information the first system added, and so on, until the Application layer receives the packet with the application data.

(http://techrepublic.com.com/5100-6265-1031699.html )

2.Spamming

One of the problems with spam, and the reason why there is so much of it, is that it is so easy to create.
You only need to get some valid email addresses. With Microsoft Word you could easily format those addresses into lines of 100 addresses each, and then cut and paste those lines into the "To:" field of any normal e-mail program. Every time you push the "Send" button, which would be about once every 5 seconds, you would send it to 100 people.

There are a number of primary sources that people can get valid email addresses.

The first is newsgroups and chat rooms, especially on big sites like AOL. People (especially first-time users) often use their screen names, or leave their actual e-mail addresses, in newsgroups. Spammers use pieces of software to extract the screen names and e-mail addresses automatically. 

The second source for e-mail addresses is the Web itself. There are tens of millions of Web sites, and spammers can create search engines that spider the Web specifically looking for the telltale "@" sign that indicates an e-mail address. The programs that do the spidering are often called spambots. 

The third source is sites created specifically to attract e-mail addresses. For example, a spammer creates a site that says, "Win $1 million!!! Just type your e-mail address here!" In the past, lots of large sites also sold the e-mail addresses of their members. Or the sites created "opt-in" e-mail lists by asking, "Would you like to receive e-mail newsletters from our partners?" If you answered yes, your address was then sold to a spammer. 

Probably the most common source of e-mail addresses, however, is a "dictionary" search of the e-mail servers of large e-mail hosting companies like MSN, AOL or Hotmail. 

If you would like to send a lot of spam, then there are a number of companies set up to send "bulk e-mail." The largest of these companies are able to send billions of spam e-mail messages a day.
(http://computer.howstuffworks.com/spam.htm )

3.Virus-injection

There are many forms of viruses. One such form is the email virus. The email virus is a virus that is attached to an electronic mail (email). The user will open the email and the virus is disguised as an attachment. When the virus is downloaded and opened it begins to do its damage. Some forms of the virus will behave like the Melissa virus. This virus appeared in 1999 and caused many large companies to close down their email servers. The virus would basically replicate itself. When opened, it would create 50 new email messages and send them along with itself to the first 50 people in the user's address book. A similar virus, the ILOVEYOU virus, did almost the same thing. This virus sent emails to everyone in the user's address book. A more detailed description of these viruses can be found here.

Another form of viruses is the worm. The worm works in a way similar to the email virus in the sense of that it replicates itself. The worm, however, isn't sent through email. A worm typically does its damage in computer networks. It replicates itself and sends itself through the network. The University of Rhode Island residents experienced this form of virus first hand. At the beginning of the Fall 2003 semester, the Nachi and Welchi worms found their ways onto the URI network. These worms would "ping" random IP addresses at an incredible rate. Instead of pinging random bits of useless information the way a usual ping works, the worms would ping the bits that make up themselves. Once a computer at an IP address that was pinged received the ping, it would then act as a host for the worms. In this manner the worms managed to tie up the network and rendered it useless. A usually fast network was brought down by relatively small viruses. 

Another form of virus is the Trojan Horse (or Trojan.) The name fits rather well. Much like the ancient tale, a Trojan is a virus that is disguised as something else. The user might think it is a game or any other form of software but when opened the virus can do its damage. Some forms of Trojans are actually the programs they claim to be. The user runs the program thinking that nothing is going wrong but in the background the virus is running.
(http://www.uri.edu/personal2/kdocouto/ ) 

Generally, you cannot get a virus from simply reading e-mail. Certain types of today's viruses, like Klez, are different. They are very dangerous because you do not even have to open an e-mail attachment to release the virus. Just opening the e-mail itself can release the dangerous bug.
(http://www.aarp.org/computers-howto/Articles/a2002-07-18-virus.html)
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