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Email Servers and clients with OSI layer

1. Relate Emil servers and clients with OSI Layer

	Layers
	Functions
	Protocols and standards

 involved
	Microsoft

Exchange server and outlook client
	Bynari Insight 

Server and postfix client


	Kolab server and client 

	Application

layer
	Used for applications specifically written to run over the network 
Allows access to network services that support applications; 
Directly represents the services that directly support user applications 
Handles network access, flow control and error recovery 
Example apps are file transfer,e-mail, NetBIOS-based  applications            

	DNS; FTP; 

TFTP; LMTP

HTTP 

BOOTP; 

SNMP;

RLOGIN;

SMTP; 

MIME; 

NFS; 

FINGER; 

TELNET; 

NCP; APPC;

AFP; SMB
	Support SMTP ,IMAP/POP3

Outlook user can connect to an Exchange server through the Internet using RPC over HTTP

Outlook user can send a message with an S/MIME receipt  request, the request confirmation that the message was received unaltered and also request information about who opened the message and when it was opened.
	Support SMTP, IMAP/POP3

Also support LMTP

	Support SMTP IMAP/POP3
Authentication using ACLs on IMAP

	Presentation

layer
	Translates from application to network format and vice-versa 

All different formats from all sources are made into a common uniform format that the rest of the OSI model can understand 
Responsible for protocol conversion, character conversion, data encryption / decryption, expanding graphics commands, data compression 
Sets standards for different systems to provide seamless communication from multiple protocol stacks 
Not always implemented in a network protocol 

	JPEG, GIF, MPEG, and ASCII
	Encrypt the message use public/private key
	
	

	Session

layer
	Establishes, maintains and ends sessions across the network 
Responsible for name recognition (identification) so only the designated parties can participate in the session 
Provides synchronization services by planning check points in the data stream => if session fails, only data after the most recent checkpoint need be transmitted 
Manages who can transmit data at a certain time and for how long 
Examples are interactive login and file transfer connections, the session would connect and re-connect if there was an interruption; recognize names in sessions and register names in history 
	NetBIOS 

Names Pipes

Mail Slots

RPC 


	In a local area network (LAN) environment

Microsoft Outlook communicates with the Exchange server using remote procedure call (RPC)   with Transmission Control Protocol/Internet Protocol (TCP/IP).
	
	

	Transport

layer
	Additional connection below the session layer 
Manages the flow control of data between parties across the network 
Divides streams of data into chunks or packets; the transport layer of the receiving computer reassembles the message from packets 
A train is a good analogy => the data is divided into identical units 
Provides error-checking to guarantee error-free data delivery, with on losses or duplications 
Provides acknowledgment of successful transmissions; requests retransmission if some packets don’t arrive error-free 
Provides flow control and error-handling 
	TCP, 

ARP, 

RARP; 

SPX

NWLink

NetBIOS / 

NetBEUI

ATP 
	When Outlook user connect to Exchange server through the Internet and not use a virtual private network (VPN)   or a connection to organization's network, they can use SSL setting for security
	Bynari Insight Server uses OpenLDAP to authenticate users. 

Insight server also support the use of SSL
	Use OpenLDAP to authenticate users. SASL (the Simple Authentication and Security Layer) is used by all the components and uses OpenLDAP as the store for Authentication information.

	Network

layer
	Translates logical network address and names to their physical address (e.g. computername ==> MAC address) 
Responsible for 
Addressing， determining routes for sending managing， network problems such as packet switching, data congestion and routing 
If router can’t send data frame as large as the source computer sends, the network layer compensates by breaking the data into smaller units. At the receiving end, the network layer reassembles the data 
Think of this layer stamping the addresses on each train car 
	IP; ARP; RARP, ICMP; RIP; OSFP;  IGMP; IPX, NWLink, NetBEUI ,OSI DDP , DECnet 


	
	
	

	Datalink

layer
	Turns packets into raw bits 100101 and at the receiving end turns bits into packets. 
Handles data frames between the Network and Physical layers 
The receiving end packages raw data from the Physical layer into data frames for delivery to the Network layer 
Responsible for error-free transfer of frames to other computer via the Physical Layer 
This layer defines the methods used to transmit and receive data on the network. It consists of the wiring, the devices use to connect the NIC to the wiring, the signaling involved to transmit / receive data and the ability to detect signaling errors on the network media 

	Logical Link Control 

· error correction and flow control 

· manages link control and defines SAPs 

802.1 OSI Model 

802.2 Logical Link Control 

Media Access Control 

communicates with the adapter card 

controls the type of media being used: 

802.3 CSMA/CD (Ethernet)

802.4 Token Bus (ARCnet)

802.5 Token Ring

802.12 Demand Priority
	
	
	

	Physical

layer
	Transmits raw bit stream over physical cable 
Defines cables, cards, and physical aspects 
Defines NIC attachments to hardware, how cable is attached to NIC 
Defines techniques to transfer bit stream to cable 
	IEEE 802 , IEEE 802.2, ISO 2110 ISDN 


	
	
	


2. Explanation of Terminology

S/MIME receipt: An e-mail security feature used to request confirmation that a message was received unaltered and information about who opened the message and when it was opened. This verification information is returned as a message to your Inbox.
LMTP: The Local Mail Transfer Protocol or LMTP is a derivate of SMTP, the Simple Mail Transfer Protocol.
It is designed as an alternative to normal SMTP for situations where the receiving side does not have a mail queue, such as a Mail Delivery Agent MDA that understands SMTP conversations. LMTP is an application level protocol, which runs on top of TCP/IP.

Remote procedure call (RPC): In programming, a request by one program to a second program on a remote system. The second program generally performs a task and returns the results of that task to the first program.

LDAP: LDAP stands for Lightweight Directory Access Protocol. As the name suggests, it is a lightweight protocol for accessing directory services, specifically X.500-based directory services. LDAP runs over TCP/IP or other connection oriented transfer services

Secure Sockets Layer (SSL): A proposed open standard that was developed by Netscape Communications for establishing a secure communications channel to prevent the interception of critical information, such as credit card numbers.
SASL: is the Simple Authentication and Security Layer, a method for adding authentication support to connection-based protocols. To use SASL, a protocol includes a command for identifying and authenticating a user to a server and for optionally negotiating protection of subsequent protocol interactions. If its use is negotiated, a security layer is inserted between the protocol and the connection.

Access Control List (ACL): Most network security systems operate by allowing selective use of services. An Access Control List is the usual means by which access to, and denial of, services is controlled. It is simply a list of the services available, each with a list of the hosts permitted to use the service. 

3. Block Diagram


[image: image1]
4. References:

http://www.microsoft.com   

http://www.bynari.net 

http://kolab.org/
http://www.fact-index.com/l/lm/lmtp.html 

http://www.openldap.org/doc/admin22/intro.html 

http://asg.web.cmu.edu/sasl/ 

http://www.outlookexchange.com/Articles/MichaelDong/network.asp
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