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1. Firewall

A Firewall is a single control point between the Internet and a Local Area Network (LAN). It provides controllable filtering of network traffic to restrict the flow of information. One of its major functionality is to hide the address of the devices in the LAN.

The firewall can’t block spam, so if we want to control the email through, we need an email server to do this job.
The firewall can’t block virus either, even a user use laptop outside the LAN may bring virus through the firewall.

Compucon FMG-II firewall
It is Linux based, uses external internet connectivity, can be used in ADSL, Fibre, Dialup modem. Currently not support satellite, but can support if there is demand in the market. 
2. Security

Five parts of the security:

· Inspection

· Protection

· Detection

· Reaction

· Reflection 

10 steps towards better security

Step1:

· Create more secure passwords

· Information assessment, threat analysis, vulnerability assessment 

Step2:

· Implement virus protection in all desktops server and notebook.

Step3:

· Policies, password, acceptable use, incident response, system admin, configuration management, online warnings

· Install patches, hotFixes

· User Education and Training

Step4:  

· User group, assign permissions to all files/directories, remove old accounts

· Network design = DMZ and Firewall

Step5:  

· Configure routers, firewalls and proxy rule sets, secure physical access
Step6:

· Backup and restore .Test!!
· Controlled environment 

Step7:

· Provide clean electrical power

· Web server/mail server security

Step8:

· Host and Network Audit and logging

Step9:

· Personnel firewall

· Disaster recovery

Step10:

· Subscribe to security bulletins 

· Intrusion detection/self hacking 

3. System platform
The weakest point in a PC determines the whole performance. The chipset connects each part of the PC, so chipset will definitely influence the performance of the PC.

Components of system platform

· North Bridge

· South Bridge

· BIOS

· PCI bus

Two major company, Intel and AMD

Intel i800 series chipset

Use Hub structure

· GMCH – Graphics memory control hub (north bridge)
· ICH – Inside control hub (south bridge)
· FWH – Firmware hub (BIOS)
It will need more evolution every time Intel develops a new kind of chipset.

For example, from 810 to 815 ,it takes 2 evolution, from 815 to 845 ,it takes 3 , from 845 to 865 , it takes 6 and so on.
Intel 845 architecture

In order to achieve even high  speed, spread GMCH & ICH out  on two different chips. Put the BIOS at the bottom level, because the BIOS is only need when the computer start boot, we won’t use it after PC start.

865/875 Architecture

Basically same architecture, Intel does a little change on 875 to make it more marketable. Use new technology like dual – channel .
915 Architecture

This architecture has not been launched yet, will support DDR2 memory , and PCI express ,don’t use AGP interface at all.

AMD x86 Architecture
It has the stronger inter-link between north bridge and south bridge than Intel , about twice of the Intel.

K8 – next AMD Platform

Use hyper transport technology , the memory can talk to CPU directly, without talking to Northbridge .This technology is one year ahead Intel.

4. Processor 
Evolution of CPU

Intel: 286-386-486-Pentium-MMX-PII-PIII-P4
AMD: K6-K7-Athlon-Athlon XP-Athlon 64- Athlon 64FX

CPU performance

Effectiveness = Number of operations per cycle * Clock frequency / Number of operations per instruction

AMD change the way of naming CPU 1600+ = 1.4GHz

P4 Development
Willamette – Northwood – Northwood”A” – Prescott 
P4 Prescott

It will has 800MHz front site bus, increase the L2 cache to 1MB,which is twice as before , so it can handle more instruction than before. Intel change the chip from 478pins to 775 pins , the thermal of CPU also increased from 90W to 100W. As the temperature is the main factor to determine CPU, it will need stronger fans or other way to take the heat out of case.
AMD CPU

Athlon 64 FX positioned above “Prescott”, Athlon 64 positioned against “Prescott”,

Athlon XP positioning against Pentium4 and Celeron.

Desktop CPU vs Mobile CPU

Desktop CPU will generate more heat than the mobile CPU, but the price will be cheaper.

64 bit Extension Processors

AMD: Athlon 64, Athlon 64 FX ,and Opteron  .These CPU are compatible with both 32 bit  and 64 bit software, currently it only support Linux operating system, Windows 2003 will support Athlon64 on the third quarter of 2004.
Intel: Itanium2 can support only 64 bit software. Windows 2003 extension for Itanium2 has already exists. The Itanium2 will be much more expensive than the Athlon64. 
5. Wireless Technology 
Wi-Fi on Boeing- Lufthansa Airways
Wireless roaming can be achieved now on air Plane. Passengers pay $30 for access, then they can connect to the internet during the flight. The air company can earn $1.5 million for plane each year. 
Wi-Fi Covers Tower Blocks

 A typical ten-floor office building require no less than 20 indoor access points and thousands of feet of wires to link them together. Recently, Ottawa-based BelAir Networks has develop new technology names BelAir200, this technology is only need 4 access points and don’t need cable wires. These access points are sits outdoors, mounted on poles or attached to the side or roof of a nearby building. There are 4 radio systems are needed for one point, 3 of them are for mesh network, the other one is for user interface .
Wireless USB

Wireless USB is now demonstrated by Intel, it is called Wireless USB 2.0 Technology .It is based on multi-band OFDM technology, can have 480Mbits/s transfer speed over 4m and 110Mbits/s over 10m.It will be a rival of Wi-Fi, Bluetooth & RF technologies.
WiMax – new revolution
WiMax will become the next revolution in wireless technology. It is based on IEEE 802.16d standard, can deliver maximum speeds of 70Mbits/s up to 30 miles away from a base station. Another advance of the technology is it doesn’t require line of sight.
6. Linux
Linux Desktop Outlook
Novell has announced its Connector for Microsoft Exchange server will be integrated into Evolution 2.0 and made available as open source. It connects to Microsoft Exchange Server 2000/2003 to easily manage their e-mail, calendars, group schedules, address books, public folders and tasks from Linux desktops. It is a major step towards inter-operability.

Lindows Seagate Hard Disk

The Seagate 40GB Barracuda 7200 is preloaded with Lindows OS. It works with practically any Intel-compatible computer. We don’t need to install any driver, Lindows can auto-recognise all hardware.
Other Knowledge 

1. DMZ
In computer networks, a DMZ (demilitarized zone) is a computer host or small network inserted as a "neutral zone" between a company's private network and the outside public network. It prevents outside users from getting direct access to a server that has company data. (The term comes from the geographic buffer zone that was set up between North Korea and South Korea following the UN "police action" in the early 1950s.) A DMZ is an optional and more secure approach to a firewall and effectively acts as a proxy server as well. 

In a typical DMZ configuration for a small company, a separate computer (or host in network terms) receives requests from users within the private network for access to Web sites or other companies accessible on the public network. The DMZ host then initiates sessions for these requests on the public network. However, the DMZ host is not able to initiate a session back into the private network. It can only forward packets that have already been requested. 

Users of the public network outside the company can access only the DMZ host. The DMZ may typically also have the company's Web pages so these could be served to the outside world. However, the DMZ provides access to no other company data. In the event that an outside user penetrated the DMZ host's security, the Web pages might be corrupted but no other company information would be exposed. Cisco, the leading maker of routers, is one company that sells products designed for setting up a DMZ. (http://searchwebservices.techtarget.com/sDefinition/0,,sid26_gci213891,00.html )
2. Information system administration 
System administration is a highly skilled job that should be carried out by qualified professionals - System Administrator. System administrators have a multifaceted role that requires broad knowledge and understanding of specialised skill areas including:
· Business Process Engineering

The system administer should be a participant, at management level, in development and planning meetings.

· Network and Data Security

Here are some threats to the data:

Virus, spy ware and mail ware

Hackers 

Industrial espionage

Deletion of files  

· Software Development

Some common customisation of software:

Custom application development

Macros in office applications

Users Network log on scripts
Database Queries & reports

Forms Design

· Systems Engineering

Some common system engineering tasks are:

Network server capacity planning

Network traffic management

Installation 

Trouble shooting 

· Trouble Shooting

Some common troubleshooting tasks are:

User Unable to logon

Network printer or Fax Problem

Email or Internet access problem

Unstable Desktop or Application

Hardware failure

· Documentation

The documentation should be kept include: 
Inventory of Equipment

Inventory of software licenses

Contracts with service providers

Maintenance log use

System configuration Details

· Remote Administration 

Most large business employs full time system administrators. If small or medium business can’t employ them, remote administration is a better choice.

3. Voice over IP
IP Phones

Skype- offers peer-to-peer online telephony: user download software to make free internet calls to other users. It already have 3.5 million registrants. The quality of it will be better than the normal web phone software because calls are made direct between individuals rather than passing through a server.
Voice XML

Short for Voice Extensible Markup Language. It allows users to interact with the Internet through voice- recognition technology. Using VXML, the user interacts with voice browser by listening to audio output that is either pre-recorded or computer-synthesized and submitting audio input through the user’s natural speaking voice or through a keypad, such as a telephone.
Voice Billing System

Telecom’s Australian subsidiary spends $2.5 million on a system with natural speech recognition that lets customers directly access the telco’s billing system to perform transactions.
4. Serial ATA II
Serial ATA is an evolution of the Parallel ATA physical storage interface. Serial ATA is a serial link -- a single cable with a minimum of four wires creates a point-to-point connection between devices. Transfer rates for Serial ATA begin at 150MBps. One of the main design advantages of Serial ATA is that the thinner serial cables facilitate more efficient airflow inside a form factor and also allow for smaller chassis designs. In contrast, IDE cables used in parallel ATA systems are bulkier than Serial ATA cables and can only extend to 40cm long, while Serial ATA cables can extend up to one meter.
Serial ATA II is an enhancement of the Serial ATA specification, which will be used to connect internal storage devices in a multitude of applications including cost-sensitive servers and networked storage. Serial ATA II will enhance the existing Serial ATA spec for the server and networked storage market segments. These features are expected to build on the momentum of Serial ATA 1.0 in those segments. 
(http://news.earthweb.com/storage/print.php/1487241 )
The new specification won't have any measurable impact on the performance of today's disk drives, which are limited by the speed in which they can pull data off of a disk platter, not the interface from the drive to the host PC. However, the new specification will provide some important overhead as the disk-to-interface transfer rates improve over time. In addition, the new cabling specification will also allow for external SATA enclosures, something that the current Serial ATA-I specification does not permit.

The Serial ATA-II Working Group said Tuesday evening that the signaling speed for Serial ATA-II has been set, as well as a cabling specification which will allow companies to define external Serial ATA storage enclosures.
The specification is made of up several parts, only of which deals with the improvement in the physical layer (PHY) speed to 3.0-Gbits/s. However, a subset of the specification dealing with cabling provides for three new interfaces: 

· An internal multi-lane cable and connector assembly for streamlining connections between multiple internal host ports and internal devices or short backplane; 

· An external consumer cable and connector solution that accommodates use of Serial ATA with external storage devices; 

· And an external multi-lane data center cable and connector to connect multiple Serial ATA channels between several chassis in a datacenter. 
(http://www.extremetech.com/article2/0,1558,1571701,00.asp?kc=ETRSS02129TX1K0000532 ) (April 21, 2004)
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