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Debian Linux

Part1

Shorewall
"Shorewall" is a high-level tool for configuring Netfilter. Describe the firewall/gateway requirements using entries in a set of configuration files. Shorewall reads those configuration files and with the help of the iptables utility, Shorewall configures Netfilter to match the requirements. Shorewall can be used on a dedicated firewall system, a multi-function gateway/router/server or on a standalone GNU/Linux system. Shorewall does not use Netfilter's ipchains compatibility mode and can thus take advantage of Netfilter's connection state tracking capabilities.
Functions and Features:
· Uses Netfilter's connection tracking facilities for stateful packet filtering.

· Can be used in a wide range of router/firewall/gateway applications.

· Completely customizable using configuration files.

· No limit on the number of network interfaces.

· Allows you to partition the network into zones and gives you complete control over the connections permitted between each pair of zones.

· Multiple interfaces per zone and multiple zones per interface permitted.

· Supports nested and overlapping zones.

· Quick Start Guide to help get your first firewall up and running quickly

· A GUI is available via Webmin 1.060 and later 

· Extensive documentation in available in both XML and HTML formats.

· Flexible address management/routing support 
· Masquerading/SNAT.

· Port Forwarding (DNAT).

· One-to-one NAT.

· Proxy ARP.

· NETMAP (requires a 2.6 kernel or a patched 2.4 kernel).

· Blacklisting of individual IP addresses and subnetworks is supported.

· Operational Support
· Commands to start, stop and clear the firewall

· Supports status monitoring with an audible alarm when an “interesting” packet is detected.

· Wide variety of informational commands.

· VPN Support
· IPSEC, GRE, IPIP and OpenVPN Tunnels.

· PPTP clients and Servers.

· Support for Traffic Control/Shaping integration.

· Wide support for different GNU/Linux Distributions.

· RPM and Debian packages available.

· Includes automated install, upgrade, fallback, and uninstall facilities for users who can't use or choose not to use the RPM or Debian packages.

· Included as a standard part of LEAF/Bering (router/firewall on a floppy, CD or compact flash).

· Media Access Control (MAC) Address Verification.

· Traffic Accounting.
· Bridge/Firewall support (requires a 2.6 kernel or a patched 2.4 kernel).

New Features for the Shorewall version 2.0.1:

1. Support for Bridging Firewalls has been added. http://shorewall.net/bridge.html
2. Support for NETMAP has been added. 
  http://shorewall.net/netmap.htm
3. The /sbin/shorewall program now accepts a "-x" option to cause iptables to print out the actual packet and byte counts rather than abbreviated counts such as "13MB".

Commands affected by this are:

            shorewall -x show [ <chain>[ <chain> ...] ]
            shorewall -x show tos|mangle
            shorewall -x show nat
            shorewall -x status
            shorewall -x monitor [ <interval> ]

4. Shorewall now traps two common zone definition errors:

· Including the firewall zone in a /etc/shorewall/hosts record. 

· Defining an interface for a zone in both /etc/shorewall/interfaces and /etc/shorewall/hosts.

5. In the second case, the following will appear during "shorewall [re]start" or "shorewall check":

   Determining Hosts in Zones...
      ...
      Error: Invalid zone definition for zone <name of zone>
   Terminated

6. To support bridging, the following options have been added to entries in /etc/shorewall/hosts:

           norfc1918
           nobogons
           blacklist
           tcpflags
           nosmurfs
           newnotsyn

With the exception of 'newnotsyn', these options are only useful when the entry refers to a bridge port.

   Example:

   #ZONE   HOST(S)      OPTIONS
   net     br0:eth0     norfc1918,nobogons,blacklist,tcpflags,nosmurfs

Snort

Snort is a lightweight network intrusion detection system, capable of performing real-time traffic analysis and packet logging on IP networks. It can perform protocol analysis, content searching/matching and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more.
How Snort works

Snort uses a flexible rules language to describe traffic that it should collect or pass, as well as a detection engine that utilizes a modular plugin architecture. Snort has a real-time alerting capability as well, incorporating alerting mechanisms for syslog, a user specified file, a UNIX socket, or WinPopup messages to Windows clients using Samba's smbclient.
Be Used As

· Straight packet sniffer like tcpdump

· A packet logger (useful for network traffic debugging, etc)

· A full blown network intrusion detection system
New features in Snort 2.1.1:

· Documentation updates and fixes by JP Vossen, Felipe Franciosi, and Drew Smith 

· Tru64 support - thanks Hari Gopal and Darryl Cook. 

· libintsnort.a is no longer included in compile routine (this is the Solaris "ar" problem some users have had) 

· Snort templates have been updated 

· Fixed issue with CSV not displaying its output correctly - thanks Bill Guyton, and Alan Milligan for your fixes 

· Fixed Flow-Portscan alert-mode bug where only one alert would get generated. Thanks Kevin Amorin for pointing out the problem and testing the fix. 

· Minor Makefile fix for "unexpected end of line" at the verstuff.pl line when not using GNU "make" on Solaris - Thanks for the report, Chad Kreimendahl. 

· Removed escaping of '%' and '_' characters in MySQL (thanks Kristofer Karas). 

http://www.snort.org/


	What Platforms does snort run on?


	


Snort should work any place libpcap does, and is known to have been compiled successfully on the following platforms: 

	i386
	Sparc
	M68k/PPC
	Alpha
	Other
	 

	X
	X
	X
	X
	X
	Linux
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	X
	X
	 
	 
	OpenBSD

	X
	 
	 
	X
	 
	FreeBSD

	X
	 
	X
	 
	 
	NetBSD

	X
	X
	 
	 
	 
	Solaris

	 
	X
	 
	 
	 
	SunOS 4.1.X

	 
	 
	 
	 
	X
	HP-UX

	 
	 
	 
	 
	X
	AIX

	 
	 
	 
	 
	X
	IRIX

	 
	 
	 
	X
	 
	Tru64

	 
	 
	X
	 
	 
	MacOS X Server

	X
	 
	 
	 
	 
	Win32 - (Win9x/NT/2000)


http://www.snort.org/about.html
Comparisons
1. Symantic

2. CheckPoint

3. Cisco

4. Fortigate

5. SonicWall
View this web page http://www.spirit.com/cgi-new/report.pl?dbase=fw&function=view to see the features and comparisons of the products above.
Firewall products available in NZ

ADSL Stateful Inspection Firewall                                           
www.alliedtelesyn.co.nz
The Allied Telesyn AT-AR240E is the perfect solution for the small office or branch office that wants to use high speed, 'always on' ADSL services to access the Internet or other corporate locations.  Combining an ADSL modem, IP Router and powerful Stateful Inspection Firewall into one affordable unit, the AT-AR240E provides the ideal solution for bandwidth-hungry end-users and ADSL service providers.  Offering one 10 Mbps Ethernet port and one USB port (can be used simultaneously), the AT-AR240E is easily installed over an existing analogue telephone line, supporting standard analogue voice together with state -of-the-art ADSL services.  Applications include data intensive office use, fast web download, Video-on-demand, video-streaming and Tele-medicine.  Full PPTP and IPsec passthrough make VPN operation truly transparent.

Allied Telesyn AT-AR450S Security Appliance                            www.alliedtelesyn.co.nz
This is an enterprise-class security appliance offering versatility, integration, performance and security for schools, medium business and enterprise networks.  With on board hardware encryption the AT-AR450S offers DES-3DES and AES (Advanced Encryption Standard) hardware encryption using up to 256 bit key code.  In addition, the AR450S offers integrated hardware VPN acceleration, delivering up to 65 Mbps of 3DES VPN + NAT and Firewall throughput and 40 Mbps of AES-256 VPN + NAT and Firewall throughput.  The Allied Telesyn Security Appliance has been developed to high standards by the Research Centre in Christchurch.  
imMarshal for MSN
Instant Messenger Filtering 

Site: www.netiq.com or www.marshalsoftware.com
imMarshal for MSN is a constant security solution designed to enforce responsible employee use of Instant Massaging (IM).  imMarshal for MSN manages, monitors, controls and reports on IM traffic.  You can control access to IM, manage file transfers, generate activity reports, archive chat sessions and provide virus protection while simultaneously performing real-time content analysis.

imMarshal for MSN uses advanced TextCensor text scanning technology, with pre-supplied scripts to analyse and catagorise instant messages on-the-fly.  Audio/Video sessions, which can waste time and utilise a lot of bandwidth, can be easily blocked with imMarshal, which has a specific rule type for this.

NetIQ MailMarshal SMTP                                                                                www.netiq.com or www.marshallsoftware.com                                                 
Email content security

Platform: Wintel.  RRP: NZ $2490  (up to 75 mailboxes).  Free 30-day trial available.  MailMarshal SMTP is a fast, easy-to-use email scanning solution that enforces your organisation's Acceptable Use Policy while protecting against viruses, SPAM and loss of confidential data.  NetIQ Mailmarshal SMTP works with all SMTP mail systems, including SendMail, Novell Groupwise, Lotus Domino, Linux mail servers and Microsoft Exchange to scutinise all components of an e-mail message, including text, attachments and embedded content.  Transparent for end users, NetIQ Mailmarshal SMTP provides organisations with the tools they need to effectively enforce policy with little or no disruption of business activities.

MailMarshal can be used to replace the existing mail server and act as a POP3 server for up to 500 users.  Larger organisations can co-locate the product on their SMTP server, or install it on a dedicated machine.

NetIQ Marshal Content Security Solutions                                                    www.netiq.com or www.marshalsoftware.com
NetIQ Content Security Solutions offers a complete suite of content security solutions, including Web filtering, e-mail scanning and Instant Messenger Filtering.  Our products offer superb value for money and are scalable to meet the needs of any organisation.

NetIQ WebMarshal                                                                                          
www.netiq.com or www.marshalsoftware.com                                                 
Internet Access Control

WebMarshal is an employee Internet management solution designed to promote responsible Web use while providing protection from viruses, confidentiality breaches, and the downloading of non-business material.

Set-up is easy, with wizards to guide you through.  The WebMarshal console, a snap-in to the Microsoft Management Console, makes defining users and rules very simple.  User names and groups can be imported automatically from either Novell NDS or Windows NT/2000.

WebMarshal's Realtime Content Analysis will automatically build blacklists and whitelists.  The N2H2 Filtering List, an optional module, delivers enhanced web filtering capability with automatic daily updates and set & forget administration.

NSP FX Firewall
www.nsp.co.nz/fx
NSP FX Firewalls rigourously protect and defend your network.  Through the integrated design and technical innovation, FX Firewalls offer a number of additional optional services.

Sofaware Safe@ Managed Internet Security Service 
http://www.sofaware.co.nz
Extranet Technologies Ltd offers a Managed Security Service for Internet-connected organisations in New Zealand.  Regardless of what ISP you are connected to, this service provides...

· Email anti-virus checking (Trend Micro) 

· Website filtering to block access to undesirable website (Surf Control) 

· A checkpoint-based firewall and VPN technology 

· Reporting on all suspicious and blocked activities 

· Automatic updates to all aspects of the system to catch new viruses, block websites and keep hackers out

The service is based upon you installing a low-cost (starts at ($633 +GST) firewall appliance behind your permanent Internet connection (e.g. ADSL router).  This firewall appliance  (which is also a 4-port switch) then automatically communicates with a management system at our premises to ensure these systems are protected and kept up-to-date.  Targeted at users with 5 to 100 PCs and a permanent Internet connection, the above services can be obtained for as little as $375 per annum with Extranet totally managing the service on your behalf.   
Watchguard Firebox System                                                             www.watchguard.com 
The Watchguard Firebox System is a powerful security solution that gives schools, small and medium sized businesses, central offices, and VPN hubs integrated firewall protection and VPN support.  Firebox III models (4500, 2500, 1000, 700 and 500) are designed for small to midsize businesses and central offices with traveling employees, telecommuters, or branch offices.  Firebox SOHO 6tc and SOHO 6tc Wireless are intended as VPN end points to be used with a Firebox III, and Firebox SOHO 6 and SOHO 6 Wireless are standalone firewalls for small businesses.  Because Firebox III models are certified to the ICSA firewall and IPSec VPN standards, and Firebox SOHO models to the ICSA firewall standard, you can easily integrate Firebox Systems into your existing security solution.  Every Firebox System includes a Firebox appliance, comprehensive management and monitoring software, and an initial subscription to LiveSecurity Service.  Options include spam screen and web blocker.  

Part2
Mail Processing
Postfix
Postfix is Mail Transfer Agent (MTA).

How Does Postfix Work?

The main purpose for postfix is to reduce sendmail's complexity. Postfix is a full-featured MTA, and therefore its core functions are the same as any others’. But postfix was written with unusual attention to: 

· Security. Postfix was designed with security as a fundamental requirement rather than as an afterthought. Postfix is definitely engineered to minimize security risks. 

· Simplicity and compatibility. Postfix has been written in such a way that setting it up ``from scratch'' can take as little as 5 minutes. When you want to replace sendmail or other MTAs, it's even better: postfix by default can use the old configuration files! 

· Robustness and stability. Postfix was written with the expectation that certain components of the mail network (the Local Area Network, the Internet uplink, the local interfaces, etc.) will occasionally fail. By anticipating things that can go wrong at either end of any given transaction, postfix is capable of keeping the server up and running in many (if not most) circumstances. If, for instance, a message cannot be delivered, it is scheduled to be delivered later, without immediately initiating a continuous retry. 

A key contributor to the stability and the speed of postfix is the intelligent way in which it queues mail. Postfix uses four different queues, each one of which is handled differently (see Figure 1): 

· Maildrop queue. Mail that is delivered locally on the system is accepted in the Maildrop queue. Here, the mail is checked for proper formatting (and fixed if necessary) before being handed to the Incoming queue. 

· Incoming queue. The Incoming queue receives mail from other hosts, clients or the Maildrop queue. As long as e-mail is still arriving and as long as postfix hasn't really handled the e-mail, this queue is the place where the e-mails are kept. 

· Active queue. The Active queue is the queue that is used to actually deliver messages and therefore has the greatest potential risk of something going wrong. This queue has a limited size, and messages will be accepted only if there is space for them. That means e-mail in the Incoming and Deferred queues have to wait until the Active queue can accept them. 

· Deferred queue. E-mail that cannot be delivered is placed in the Deferred queue. This prevents the system from continuously trying to deliver e-mail and keeps the Active queue as short as possible in order to give newer messages priority. This also enhances stability. If the MTA cannot reach a domain, all the e-mail for that domain is placed in the Deferred queue, so that those messages will not needlessly monopolize system resources. Retry is scheduled with an increasing waiting time. When the waiting time expires, the e-mail is again placed in the Active queue for delivery; the system keeps track of retry history. 

IMAP Proxy

IMAP Proxy proxies IMAP transactions between an IMAP client and an IMAP server. The general idea is that the client should never know that it's not talking to the real IMAP server. The only thing that makes this a slightly unique Imap Proxy server is that it caches server connections.

How it works:

Upon the first successful login to the real IMAP server (through the proxy), imapproxy fills in a little record that contains the username, an md5 digital signature of the password and the server socket descriptor that's being used. After you log out and then log back in again, imapproxy just has to find a record that matches your username and password. These records are stored in a hash table (with the username being the hash key) in memory, so the lookups are pretty fast.

IMAP Servers:

· Courier MTA

· Cyrus

· Dovecot

· UW IMAP

IMAP Clients:

· Hastymail - Main page 

· IMP

· SquirrelMail 
Comparisons:
1. Mail Them Pro – Kadmy Inc. 
Professional mailer for bulk email marketing with built-in SMTP EMail Server, subscription system and HTML support

2. Process Them – Kadmy Inc.
Email processor that allows you automatically process all emails you have in your POP3 mailbox or in Outlook Express or Microsoft Outlook e-mail client.
3. RSVP – Chimera Software

Features:
· Monitor any number of e-mail accounts for incoming messages 

· Filters messages based on sender, subject, recipient or contents 

· Automatically delete unwanted messages 

· Forward selected messages to another e-mail account 

· Send customized automatic replies (including file attachments) 

· Extract data from messages 

· Save message data to a file in user-definable format 

· Save e-mail attachments to user-definable directories and filenames 

4. Message Parse – Cypress Technologies
Message Parse can easily process web forms you receive over the net, and to extract common data used in multiple programs. Message Parse can be used with multiple POP3 internet mailboxes or with any MAPI compliant mail clients such as Outlook Express and Microsoft Outlook. Also Message Parse supports Netscape Messenger and Eudora.
5. Form Processor XE - Absolute
Features:

· Easily collect and process information from your web forms : Absolute Form Processor has been designed to process any form submitted to it. You won't have to write any validation routines, mail forwarders or autoresponses.

· Powerful processing capabilities: Define how your forms should be processed. Set which fields are required through several easy rules, where to e-mail and forward the form results, as well as saving the form data to a database.

· Multiple user support : Get your whole staff to work with the system. The people from customer support will get the information collected from your customer support forms and the people from marketing will get the information from their latest survey.

· Form to E-mail and autoresponses: Easily set autoresponses to your forms so that your customers receive an immediate e-mail confirmation once their form has been submitted.

· No need to code validation routines or formmailers : Absolute Form Processor will take care of your form processing routines. You won't have to code any validation routines or form mailer systems.

Mail Processing Products in NZ
SurgeMail

SurgeMail is the fastest, most robust and secure, full-featured email server on the market today supporting all the protocols and standards.

SurgeMail is an advanced secure easy to manage and install high performance email server. It supports any number of users or domains, virus scanning, spam filtering, integrated webmail access, integrated WAP support, and fast browser based administration tools. And all relevant RFC protocols POP3, SMTP, IMAP4, LDAP, HTTP, TLS/SSL.

SurgeWall

SurgeWall works with your existing mail server so it can be installed in minutes, but instantly gives you the uniquely advanced, Spam Blocking, Virus Scanning and even user configurable filtering and friends modes normally only found in our SurgeMail product.

Webmail

WebMail - The worlds leading WebMail solution delivering Integrated Web and WAP access. NetWin's Web Mail provides users with the ability to access their email via a browser using a "Hotmail-like" interface, or via their Wireless WAP enabled device. 

WebMail is available as a stand-alone product that runs on any platform and can connect to any existing POP/SMTP/IMAP server. (If you want this product combined with the best mail server possible then select SurgeMail above which includes a fully featured version of WebMail)

DNews

The DNews News Server is an advanced news server system. In minutes you can provide users with fast access to Internet (USENET) news groups. Installing your own local news server software also gives you complete control to create your own private or public discussion forums for enhanced communications across the organization and Internet.
It's unique sucking feed mechanism allows you to run news groups without using all your bandwidth for groups no one reads. 
DNews News Server is installed in thousands of organizations worldwide, ranging from large Internet Service Providers and Fortune 500 companies with millions of users, to medium-sized and small ISPs and organizations. Many of the specialist news providers use DNews as their server of choice as the best performing and most cost effective solution on any hardware platform.
SurgeFTP

SurgeFTP Server - An FTP server which gives you top performance, reliability, reporting tools and most importantly ease of management. And full SSL/TLS security means your users passwords and data are no longer flying all over the internet for everyone to see!

DBabble

DBabble is a Chat and Discussion Server, which allows users to send instant messages, have private conversations, and create and participate in private or public chat rooms and discussions. Users communicate with the server using either a web browser, or a client for Windows 95/98/ME/NT/2000/XP. 

The server can optionally be set up so that users can also interact with other users on remote servers, and participate in remote chat rooms and discussions. Discussions can optionally be linked to external usenet (NNTP) groups. You can either download the fully functional but time limited server, or try it out yourself on our public server at http://free.dbabble.com.

SurgeLDAP

SurgeLDAP lets you setup an ldap database in minutes, it has an intuitive web administration tool so you can quickly create your database and then import data into it as well if required.

http://netwinsite.com/index.html
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