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Abstract
The report is the summary of the CNZ project in the first semester of the BTech 450 paper. The project is with the Computers New Zealand (CNZ) and which is as a R&D project in the CNZ. First of all, I will begin with an overview of the project and then introduce the company details, CNZ. Next I will describe each topic of my researches. Finally, I will make a summary to the research reports and sum up the project done so far, and describe the future plans of the project, making it clearly for viewer to understand my project contents.
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Project Overview
1. Aim

The objective of the project is to assist final year B Tech students to
relate academic studies to real life development and deployment of
technologies through working as CNZ R&D virtual staff members in
establishing an infrastructure of engineering and information technology
knowledge base.  The infrastructure refers to a framework and its
content that will identify: (a) state of the art of technology
applications in New Zealand and (b) the procedures for handling system
integration and implementation projects.  The project will be conducted
in such a manner that both the students and CNZ will benefit from the
involvement.

2. Work Contents

The project’s work content is focus on research in the first semester. My jobs focus on the 64-bit software, 64-bit hardware, Debian Linux, Firewall, Mailing Process.

The scope of the research is as follows:

· 32-bit Computer Platforms including the latest processors for servers and workstations from Intel and AMD; supporting chipsets; DDR2 memory technology; PCI Express; SATA and SAS; and BTX form factor.

· 64-bit Computing including the current industry status; new processors and chipsets from Intel and AMD; as well as operating software and applications for Windows, UNIX and Linux.

· Operating systems including Linux and Windows 64; middleware such as network management and storage management programs; background software such as anti-virus, file compression, content filtering and major applications such as Office suites; and finally, Linux kernel 2.6 developments.

· Connectivity technologies for short and long distance data and voice transmission as well as Physical and Data-Link layer protocols. This includes both wired technologies like copper cabling, optical fibre, PLC as well as wireless technologies like the various Digital Subscriber Line technologies (xDSL), Radio Frequency (RF) and Cellular network technologies.

· Internet Protocol (IP) technologies including Internet Small Computer Interface (iSCSI) for a storage area network; Voice over IP (VoIP) for business voice communication (including ENUM and Skype P2P technologies); Internet developments including Internet 2 standards and deployments; IPv6; bandwidth availability, quality of service, security and industry developments of Internet Service Providers (ISPs)/Host Signal Processing (HSP)/Application Service Providers (ASPs).

· Web Service technologies including J2EE, XML, UDDI, etc and applications, such as Microsoft Office and Telecom Advance Service Offering.

· Application and Digital Content technologies such as Digital Video Recording for surveillance security, access control, Windows Media Services 9, and so on. 

3. Project Supervisor
 TN Chan
TN Chan is the General Manager of CNZ. He personally supervises the project as the Industrial Partner of the University of Auckland. He was educated in Hong Kong, has a degree in Mechanical Engineering, is a Chartered Electrical Engineer as registered in London and is a Member of the Institution of Professional Engineers New Zealand. TN was the Senior Consultant and Design Manager in SCADA at ElectriCorp NZ in 1986. He then worked at DesignPower in Wellington and was the design manager of the Ohaaki Geothermal Power Station and Waireki Area Control supervisory project in 1990.

TN founded Modern Technology in Auckland in 1992, achieved ISO-9002 certification in 1995 and has received several press awards for high system performance and innovative system designs. He counts performing kapa haka at an international conference in Singapore as a NZ representative, among his achievements and has published 5 technical papers on the domestic and international power industry. TN is also the R&D Director of Compucon Australia. 

Company Background

1. Compucon New Zealand
Compucon NZ is part of an International Computer manufacturing group of companies founded in 1989 in Sydney. 

The NZ operation is registered as Modern Technology NZ Ltd and has established a reputation for technical excellence based on sound engineering and other knowledge based practices. All manufacturing processes are certified by Telarc ISO 9002 quality standards at our Albany assembly plant in Auckland NZ.

2. Computers New Zealand
Computers NZ Ltd is an IT service company started in 2001 that originally offered a Linux based firewall and mail server in partnership with an Internet Service Provider (ISP). It is currently developing a distribution of Linux optimised to run on a Pentium 4 platform. CNZ was founded to give a professional framework to the Compucon Group in NZ. It combines the hardware capabilities of Modern Technology with the software available from AZUL Limited to provide customers with a complete IT solution. 

2. AZUL Limited
Azul is the code name for a Business Process Automation System. It is primarily and accounting package, with multiple capabilities, making it the complete process automation software for small businesses. AZUL Limited provides the software as well as support for AZUL. Pinstripe for Windows, a lightweight, trimmed-down version of AZUL, is scheduled for release in July 2004, through the company, which will apply for Quality Assurance Certification in 2005.

Research Topics

1). 64-bit Operating System

1.1 Windows 64 Research

       Vertical Scope of Research Activity

Objective and prediction:

The continuous change itself has become a static factor in our lives, and the digital age is only beginning to start. Along these lines is the transition from today’s 32 bit standard of computing to the next iteration, that is the 64 bit processors and operating systems. That we believe is realistic is based on the faster turnover and hunger for an exponential increase of digitalization that is no longer bound by the fetters of DOS and the need of bring an expert in order to master it. Everything taken together, including the predictable acceleration of evolutionary processes, we believe that the 32 – to – 64 bit transition will go much faster and with fewer bumps. It is only the question of who throw the first rock to start the avalanche.

www.lostcircuits.com/cpu/amd_a64fx51/2.shtml   (Review by MS 9/23/2003)

Definition:

The 64 bit architecture simply means that the general purpose registers (GPRs) on the processor are capable of holding 64bits as opposed to the 32 bits of the X86ISA. To make it simple, for data, that means 64 bit data, for instruction, it means instruction operate on 64-bit data. In summary, the only thing designated by the moniker”64” is the width of the data path, consequently, the largest data size that can fit into one of the registers. Windows 64 operating systems are based on this technology.

www.lostcircuits.com/cpu/amd_a64fx51/2.shtml   (Review by MS 9/23/2003)

Functionality, Scalability and Availability:

Microsoft summarized the key benefits and features of this 64-bit platform as follows: 

· Additional Performance and Scalability 

· Large memory support gives faster performance and ability to handle more complex tasks 

· Optimized for Itanium platform 

· Increased floating point performance 

· Multiprocessing capabilities 

· Single Desktop for Technical and Business Applications 

· 32-bit application compatibility and integration 

· Common management tools 

· Breadth of applications, Windows partners 

· Best Platform for the Next Generation of Applications 

· Windows programming model – single code base 

· Robust development tools (Visual Studio.NET support) 

· Microsoft .NET 

Microsoft sees 64-bit Windows being used in scientific computing, large database, data warehousing, business intelligence, and large Web serving and caching environments.
http://www.winnetmag.com/Article/ArticleID/25994/25994.html
Security:

AMD (AMD: NYSE) announced that AMD64 processors combined with the upcoming Windows® XP Service Pack 2 (SP2) (Windows64) will help computers to better withstand attacks from certain classes of viruses and worms. The combination of the AMD64 processor and Windows XP SP2 technologies will help provide customers enhanced security allowing home and business users to experience safer e-mail and Internet browsing, and increased network and memory protection. AMD’s enhanced virus protection security technology in combination with Microsoft’s Data Execution Prevention in the upcoming Windows XP SP2 is designed to help render some viruses, specifically buffer overrun exploits, inoperable and prevent them from replicating and spreading to other systems.

So, the Windows64 operation system have enhanced security and good performance for all users.


http://www.planetamd64.com/index.php?module=poll&poll_op=result&poll_id=1 (site admin) -- February 25, 2004
Ease of use:

Windows XP 64-bit Edition will ship in English, Japanese, French and German versions during the beta and a multiple language version, with support for 23 languages, will be available when the product is finalized. Only install 64-bit driver.

It appears fair to say that way more than 99% of all legacy code (32-bit, 16-bit) will run in 64-bit Windows XP. So, most of currently used software can be used without update.
http://www.winsupersite.com/showcase/win64.asp
www.lostcircuits.com/cpu/amd_a64fx51/2.shtml   (Review by MS 9/23/2003)

Standards:
The Windows 64 operating systems were tested by ISA and JDP.

Microsoft has released several 64 bit versions of Windows. Some of these versions have been for the IA64 platform only, others were similar to the one we are looking at today, starting with the 64bit version of Windows.net to accommodate the x86-64 ISA.

Maturity of standard technology:

Microsoft has one team building all Windows products, not separate teams for the 32-bit and 64-bit products, so a showstopper bug on one platform is a showstopper for the other. Rodriguez noted that over 3000 companies are participating in the 64-bit beta, providing OS testing and product feedback. Many of these companies were culled from the successful Windows 2000 Joint Development Program (JDP). 

Realizing that applications compatibility was going to be a key goal for its customers, Microsoft made the 64-bit versions of Windows compatible with existing 32-bit applications through a new Windows On Windows 64-bit (WOW64) compatibility layer. "So we're compatible with 32-bit apps out of the box, and it runs most Win32 apps, though 16-bit installers won't work for the most part. This compatibility layer is not recommended for server apps, but it works well for desktop apps and administrator utilities." Microsoft has teams working on native 64-bit applications and servers, including SQL Server, Visual Studio, Services for UNIX and the like. And of course, numerous ISVs are working on 64-bit applications as well. 
Overtime information of endorsement:

On May 22, 2001- technical preview of Microsoft's 64-bit Windows products at the company's campus in Mountain View, California.

Microsoft has announced its 64-bit products, Intel has announced the impending release of the Itanium, and a variety of PC makers have announced the 64-bit hardware products they will have on hand in the summer time.

On October 25, 2001 - final version of Windows XP 64-bit Edition shipped. 
www.lostcircuits.com/cpu/amd_a64fx51/2.shtml   (Review by MS 9/23/2003)

http://www.winnetmag.com/Article/ArticleID/25994/25994.html
Horizontal Scope of Research Activity

Windows 64 compares to Linux 64 and Windows 32:
Compared with 32-bit operating system, Windows 64 have more efficiency when dealing with large size data. Most may support 8TB the hypothesized memory body. Penetrates 64 operating systems, the application procedure may write down in advance more materials in the hypothesized memory, let the IA-64 processor be possible the quick access.

Linux 64 can also accommodate 32-bit applications, but the different way which is the following.
The 64-bit AMD64 Linux and other UNIX operating systems use “system call

Emulation”. A system call on Linux involves transferring control to the kernel

(Operating system) with the system call’s unique ID in a register. The kernel then

branches to the proper routine based on the ID. There are 64-bit and 32-bit versions

of the important system calls, each has a unique ID. The 32-bit system call IDs are

Compatible with those of 32-bit x86 Linux kernels.
http://it.sohu.com/2004/01/06/21/article218012168.shtml
http://www.amd.com/us- en/assets/content_type/DownloadableAssets/AMD64_Porting_FAQ.pdf
Deployment:
Windows XP 64-bit Edition will ship in English, Japanese, French and German versions, and support for 23 languages. Windows 64-bit versions have been used in business in worldwide industry, including New Zealand. 

Windows XP 64-Bit Edition Version 2003 is available from computer manufacturers with the purchase of a new Intel Itanium Processor Family workstation. It is also available to Microsoft Developer Network (MSDN) Universal, Enterprise, Professional, and Operating Systems subscribers via MSDN Subscriber Downloads. Windows XP 64-Bit Edition Version 2003 is only available in an English language version.
1.2 Linux 64 Research

Vertical Scope of Research Activity

Objective:

64-bit represents a move to a completely new hardware technology, one that eliminates many of the performance bottlenecks of current 32-bit technology. The move from the current 32-bit chips to 64-bit will deliver a major leap in performance.

http://www.vnunet.com/Features/1153522 Chris Green  [15-03-2004]
Definition:
The 64-bit AMD64 Linux operating systems use “system call

emulation”. A system call on Linux involves transferring control to the kernel

(operating system) with the system call’s unique ID in a register. The kernel then branches to the proper routine based on the ID. So the Linux 64 operating systems use 64-bit system call.

http://www.amd.com/us-en/assets/content_type/DownloadableAssets/AMD64_Porting_FAQ.pdf
Functionality, Scalability and Availability:

· Large memory  addressing support gives faster performance and ability to handle more complex tasks 

· Optimized for maximum performance and supports the x86-64 command set
· Optimized MS Office capability
· Increased floating point performance 

· Multiprocessing capabilities 
· Have larger caches and a more efficient memory access, which further increases the system speed.
· 32-bit application compatibility and integration
· enables the migration to the world of 64-bit software on the home PC
· Almost all files created in Windows can be opened and edited with Linux applications
· New versions and professional tools
http://www.suse.de/en/private/products/suse_linux/i386/new_features.html

http://www.suse.de/en/private/products/suse_linux/i386/64bit.html
Security:
Firstly, there are hardly any viruses for Linux. Secondly, though security gaps may occur as in Windows, these are always fixed very speedily, and the respective patches are made available on the Internet within a few hours or days.
Linux has shorter response time for bug fixes, it takes average 11.23 days from bug to patch. And standard Linux debuggers are available for AMD64 Linux, including gdb, kdb, et.al.

"SUSE System Doctor" - YaST repair module for system recovery following the accidental deletion of important system files 
http://www.suse.de/en/private/products/suse_linux/i386/faqs/index.html#security
http://lwn.net/2000/0120/security.php3
Ease of use:
Almost all files created in Windows can be opened and edited with Linux applications. Linux offers several office packages, including the powerful OpenOffice.org which enables you to open MS Office files and even save them in MS Office format.
Even Linux newcomers can easily install SUSE LINUX 9.0 on their systems in a short time. Its installation routine is now almost fully automated. And Linux is open source software.
http://www.suse.de/en/private/products/suse_linux/i386/faqs/index.html#security
Standards:
SUSE Linux 9.0 for AMD64 (Linux 64 operating system) has successfully completed the process for LSB Certification

Date registered: 29 September 2003
Valid until: 29 September 2005 

http://www.suse.de/en/private/products/suse_linux/i386/lsb_cert.html
http://www.opengroup.org/lsb/cert/cert_prodlist.tpl
Overtime information of endorsement:
SuSE Linux 9.0 was released on Oct. 24, 2003 (The first 64-bit operating system in the world)

SuSE Linux AG on Tuesday introduced the latest version of its open-source operating system, designed to take advantage of 64-bit PCs while still supporting 32-bit environments. September 30, 2003
http://www.internetweek.com/story/showArticle.jhtml?articleID=15200899&fb=20031028_software
Concurrent Computer Corporation expects to ship dual-Opteron systems running real-time Linux in February or early March of 2004.

http://www.linuxdevices.com/news/NS7830385788.html
SuSE Linux, now part of Novell Inc., on Thursday will announce that its SuSE Linux 9.1 personal and professional editions will be available in early May. March 18, 2004

http://www.vnz.co.nz/media/linux.shtml
Horizontal Scope of Research Activity

Linux 64 compares to Windows 64 and Linux 32:
Compared to 32-bit Linux operating system the 64-bit Linux enables a physical memory of up to 1 TB and a virtual memory address space of 512 TB. Thus, 64-bit systems enable computing technologies that could not be realized on conventional PCs due to the excessive computing time. Moreover, 64-bit computers have larger caches and a more efficient memory access, which further increases the system speed.

Compared to Windows 64-bit operating system, Linux 64 has better security system. 

Since Linux 64 is Open Source Software, users could do modification on the operating system, this makes more people to do development on Linux operating system.

http://www.suse.de/en/private/products/suse_linux/i386/64bit.html
Deployment:
Windows in 2001 held 94% of the market for desktop operating system licenses, while Linux had 1.6% of the market, he says. In 2002, Windows was up to 95.5% of the market, while Linux had grown to 2.8%, indicating very rapid growth but still a small share of the market.

http://www.internetweek.com/story/showArticle.jhtml?articleID=15200899&fb=20031028_software
2). 64-bit Hardware

AMD 64 Processors

AMD was founded in 1969 and based in Sunnyvale, California, AMD provides microprocessors, Flash memory devices, and silicon-based solutions for our customers in the communications and computer industries worldwide. In this report we focus on AMD 64-bit processors.

Vertical Scope of Research Activity

Objective:
AMD’s enhancements to the x86 architecture allow users of laptops, desktops, workstations, and servers operating within a 32-bit architecture to migrate seamlessly to the superior performance of 64-bit technology.

Definition:
AMD64 is a new computing platform that extends the ubiquitous x86 architecture to
accommodate 64-bit processing, formerly known as x86-64. This approach defines
a new class of computing by combining full x86 compatibility, a high-performance 64-bit architecture, and the economics of an industry-standard processor.

Functionality, Scalability and Availability:
• Sixteen 64-bit general-purpose integer registers that quadruple the general purpose register space available to applications and device drivers as compared to x86 systems.

• Sixteen 128-bit XMM registers for enhanced multimedia performance to double the register space of any current SSE/SSE2 implementation.

• A full 64-bit virtual address space with 52 bits of physical memory addressing that can support systems with up to 4 petabytes of physical memory—more than one million times the amount of RAM supported by 32-bit x86 systems.

• 64-bit operating systems to provide full, transparent, and simultaneous 32-bit and 64-bit platform application multitasking.

• AMD64 processors support HyperTransport™ technology and are designed for flexibility and scalability. HyperTransport technology   provides “glueless” multiprocessing, simplifying the design of multiprocessor workstations and servers.

Ease of use:
Provide full application performance with native execution of 32- and 64-bit code. Customers can employ AMD64 processors in an entirely 32-bit environment, in a mixed environment such as a 64-bit operating system and a mix of 32- and 64-bit applications, or in homogeneous 64-bit environments.

Standard:

Industry-standard x86 instruction set architecture(x86 ISA)

Now may be AMD64 ISA (extends x86 ISA)

Overtime information of endorsement:

In April 2003, the AMD Opteron™ processor for servers and workstations became the first milestone in establishing this new class of computing. AMD introduced the world’s first and only Windows®-compatible 64-bit desktop and mobile processor, the AMD Athlon™ 64 processor, in September 2003. The range of AMD64 processors for servers, workstations, desktops, and mobile PCs allows pervasive adoption of the AMD64 platform.
Horizontal Scope of Research Activity
Comparisons:
AMD64 is designed to directly follow the evolutionary path of the industry-standard x86 ISA, allowing the technology industry to build a unified 64-bit computing infrastructure fully compatible with the ubiquitous x86 architecture. AMD64 benefits customers by providing investment protection while removing barriers to the next level of computing. With AMD64, customers can preserve their investment in existing x86 solutions while gaining the ability to adopt 64-bit solutions.
	Server System Comparison
	AMD Opteron™
	Intel Xeon1
	Intel Xeon MP2
	Intel Itanium 23

	[image: image3.png]




	Modular, glueless scalability
	Yes
	Requires Northbridge
	Requires Northbridge
	Requires Northbridge

	SMP Capabilities
	Up to 8-way
	Up to 2-way
	Up to 4-way
	Up to 4-way

	High Performance 32-bit and 64-bit computing 
	Yes
	No
	No
	No

	HyperTransport™ technology
	Yes
	No
	No
	No

	Integrated DDR memory controller
	Yes
	No
	No
	No

	

	Front Side Bus frequency
	1.4 - 2.2 GHz†
	533 MHz
	400 MHz
	400 MHz

	Front Side Bus bandwidth
	11.2 - 17.6 GB/s†
	4.3 GB/s
	3.2 GB/s
	6.4 GB/s

	Maximum Inter-processor bandwidth
	6.4 GB/s
	4.3 GB/s
	3.2 GB/s
	6.4 GB/s

	Memory support
	PC1600 / PC2100 / PC2700 / PC3200
	DDR266
	DDR200
	DDR200

	Memory Bandwidth 2P System
	12.8 GB/s††
	4.3 GB/s
	6.4 GB/s
	6.4 GB/s

	Memory Bandwidth 4P System
	25.6 GB/s†††
	N/A
	6.4 GB/s
	6.4 GB/s

	

	L1 cache size (max)
	128 KB
	8KB +12k µop
	8KB +12k µop
	32 KB

	L2 cache size (max)
	1 MB
	512 KB
	512 KB
	256 KB

	L3 cache size (max)
	N/A
	2 MB
	4 MB
	1.5MB / 3MB / 4MB / 6MB

	Maximum I/O bandwidth 2P System
	12.8 GB/s††
	3.2 GB/s
	4.8 GB/s
	6.4 GB/s

	Maximum I/O bandwidth 4P System
	25.6 GB/s†††
	N/A
	4.8 GB/s
	6.4 GB/s

	SIMD Instruction Set Support
	SSE, SSE2
	SSE, SSE2
	SSE, SSE2
	N/A


AMD Opteron™ Processor Server Competitive Comparison
Deployment:
AMD designed its AMD64 technology to run all x86-based operating systems, including 32-bit versions of Microsoft® Windows®, Linux, and Solaris. Several Linux developers support AMD64 with native 64-bit operating systems, and Microsoft delivered beta releases of 64-bit versions of Windows for both servers and desktops in mid-2003. Microsoft has announced its plans to deliver AMD64 operating systems for desktop/mobile PCs and servers in the second half of 2004. AMD expects the AMD Opteron processor will support all major operating systems, including Red Hat, UnitedLinux, MandrakeSoft and Wasabi Systems (NetBSD).
AMD 64 processors introduction:
Most robust applications demand a powerful processor, so AMD offers a comprehensive range of high-performance microprocessors, designed to meet customers’ toughest computing challenge. The 64-bit processor products of AMD can be distinguished by platform.

Desktop computers: AMD Athlon 64 FX, AMD Athlon 64

Features and benefits:

         AMD Athlon 64 FX:

·  AMD64 technology for simultaneous high performance 32- and 64-bit computing 

· Enhanced Virus Protection and the upcoming Windows XP SP2 are designed to prevent the spread of certain viruses, like MSBlaster and Slammer; 
· Significantly reducing the cost and down-time associated with similar viruses and improving the protection of computers and personal information against certain PC viruses. 

· 128-bit integrated DDR memory controller – up to 6.4GB/sec memory bandwidth for breakthrough performance and extraordinary cinematic computing experiences 

· HyperTransport™ technology enabling increased bandwidth and reduced I/O bottlenecks for increased system performance and better multitasking 

· The largest on-die cache memory system (1152KB total effective cache) for desktop PCs, greatly improving instruction throughput and performance for large memory workloads

      AMD Athlon 64:

· Industry-leading performance for today’s software 

· Built-in support for future 64-bit applications with AMD64 technology 

· HyperTransport™ technology and an integrated DDR memory controller for maximum performance and system efficiency 

· Featuring large on-die cache memory (1152KB or 640KB total effective cache) for enhanced performance on large memory workloads 

AMD Athlon 64 FX Processor has the following differences or improvement      compared to AMD Athlon 64 Processor.
· ? The first 64-bit PC processor, in a class by itself, designed specifically for cinematic computing 

· ? Only AMD64 technology runs today’s 32-bit and tomorrow’s 64-bit software 

· Enhanced Virus Protection for the upcoming Windows® XP SP2 (is fully concerned on security) Like all AMD64 processors, the AMD Athlon 64 FX-53 processor has the added security benefit of enhanced virus protection technology. This, in combination with Microsoft’s Data Execution Prevention in the upcoming Windows XP Service Pack 2, will prevent certain types of viruses from replicating and spreading to other systems, providing a more secure computing environment.
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You can see the Athlon FX uses a 940-pin package, where as the Athlon 64 uses the 754-pin package that everyone was expecting to see since this time last year (maybe two!). The Athlon FX memory controller is 128-bit (dual-channel) while the Athlon 64 is a single channel 64-bit memory controller. The only remaining difference is the need for Registered memory on the Athlon FX processor, which makes finding memory slightly more complicated. 
Mobile Computers: AMD Athlon 64 for NotebooksMobile AMD Athlon 64,  



Features and benefits:

     Mobile AMD Athlon 64: Available in models 3200+, 3000+ and 2800+.
· The first 64-bit PC processor, in a class by itself, designed specifically for notebook computing 

· Only AMD64 technology runs today’s 32-bit and tomorrow’s 64-bit software 

· HyperTransport™ technology enabling increased bandwidth and reduced I/O bottlenecks for increased system performance and better multitasking 

· Enjoy extended battery life with AMD PowerNow!™ technology 

· Fully compatible with all available wireless solutions including 802.11a, b and g

     AMD Athlon 64 for Notebooks: available in Model 3400+, 3200+ and 3000+
· Most advanced PC processor for notebook computing 

· Industry-leading performance for today’s software 

· Built-in support for future 64-bit applications with AMD64 technology 

· AMD PowerNow!™ technology enables advanced power management and longer system battery life 
Servers and Workstations: AMD Opteron  

The AMD Opteron™ processor, enabling simultaneous 32- and 64-bit computing, represents the landmark introduction of the AMD64 architecture. The AMD Opteron processor is designed to run existing 32-bit applications with outstanding performance and offers customers a simplified migration path to 64-bit computing. This evolutionary processor provides a dramatic leap forward in compatibility, performance, investment protection, and reduced total cost of ownership (TCO). The AMD Opteron processor is offered in three series: the 100 series (1-way), the 200 series (1 to 2-way), and the 800 series (up to 8-way).


The AMD Opteron processor integrates key system elements:
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The main difference between Opteron processor and other AMD  server and workstation processors is that Opteron has 3 HyperTransport links, each link provides 6.4 GB/s bandwidth. So an Opteron processor can provide 19.2GB/s peak bandwidth for I/O.

Features and benefits:

	Feature
	Benefit

	Simultaneous 32- and 64-bit computing capabilities
	Allows users to run 32-bit and/or 64-bit applications and operating systems as they desire—without sacrificing performance

	Support of up to three (3) coherent HyperTransport links, providing up to 19.2GB/s peak bandwidth per processor
	Provides substantial I/O bandwidth for your current and future application needs

	256 Terabytes of memory address space
	Creates a significant performance benefit for applications in which large (or many) datasets are held in memory 

	Scales from 1-way to 8-way across entire data or compute centers utilizing the same hardware and software infrastructure 
	Allows for maximum flexibility in IT infrastructure, helping contribute to bottom line success

	Integrated memory controller reduces latencies during memory access in a SMP server system 
	Yields fast computational processing for increased performance and productivity

	Low-power processors in HE (55 Watt) and EE (30 Watt) - Providing uncompromised performance
	Increased compute density; lower TCO for datacenters with limited power budgets



Putting the AMD Opteron™ processor to work 

The AMD Opteron processor is available in 1 to 8-way servers and 1 to 4-way workstation solutions. Usage segments for the processor include: 
· Worldwide Enterprises, Small-Medium Businesses, and Government/Education Institutions 

· Companies who require faster database transactions, or support for more users on e-commerce type applications 

· Customers needing quick graphics response such as CAD and DCC 

· Industries with computational intensive tasks for financial modeling and scientific applications 
http://www.amd.com/us-en
http://www.sun.com/amd/amd64_computing_platform.pdf (May 19 2003)

View the file HyperTransport.doc to get information on HyperTransport technology.

3). 64-bit Application

64-bit Application Software

64-Bit Application Software is based on a 64-bit platform using 64-bit processors, like AMD 64 processors or Intel Itanium family processors…, the application can use larger memory and runs on faster speed. The following applications are good to use in 64-bit application design.

* Complex engineering and scientific models and simulations.

* Digital content such as 3-D animation and graphics.

* E-government and other Web-based processes.

* Financial transactions that require high calculation speeds and analytical      capabilities.

* Data warehouses and high-volume databases.

* Genomics research and other bio-simulations.

* Computer-aided design.
Eventually the benefit will go far beyond speed, says Rich Heye, vice president of AMD's microprocessor business unit. The key to 64-bit computing is that it will open up possibilities for creative programmers in ways never before seen. 
http://www.fcw.com/fcw/articles/2002/1111/tec-bit-11-11-02.asp

http://www.pcworld.com/news/article/0,aid,111508,00.asp

Cases of Use

Windows XP 64 Bit Edition for 64-Bit Extended Systems
Windows XP 64-Bit Edition is designed to address the most demanding needs of technical workstation users who require large amounts of memory and floating point performance in areas such as mechanical design and analysis, digital content creation and scientific and high-performance computing applications. Windows XP 64-Bit Edition for 64-Bit Extended Systems is only compatible with 64-bit AMD Opteron– or Athlon 64-based computers. It cannot be successfully installed on 64-bit Intel Itanium–based systems.

http://www.microsoft.com/windowsxp/64bit/downloads/upgrade.asp

Windows Server 2003
The Windows Server 2003 family supports two different 64-bit architectures. The first is based on Explicitly Parallel Instruction Computing (EPIC), and supports the Intel Itanium processor family. The second is based on 64-bit extensions to the x86 instruction set, and supports both AMD64 and Intel Xeon with Intel Extended Memory 64 Technology (EM64T).

http://www.microsoft.com/windowsserver2003/64bit/default.mspx
SQL Server 2000 Enterprise Edition (64-bit)

Microsoft has developed a 64-bit version of its powerful SQL Server 2000 database, optimized for the 64-bit Intel Itanium 2 processor. It offers dramatic improvements in memory availability and parallel processing performance compared with SQL Server software running in a 32-bit environment.

http://www.microsoft.com/windowsserver2003/64bit/default.mspx
64-bit PRIMERGY Server

Tokyo (JCNN) - The PRIMERGY RXI600, released April 6 from Fujitsu (TSE: 6702), is a high-performance Intel Architecture (IA) server that is capable of mounting up to four Intel's high-end 1.5GHz Itanium 2 processors. 
Ideally suited for use as enterprise, database and science research servers, the 64-bit system outperforms the existing 32-bit 4-way IA servers nearly twofold. The new server supports both 64-bit Version Microsoft Windows Server 2003 Enterprise Edition Japanese Edition and Red Hat Enterprise Linux AS (v.3 for Itanium) operating systems. 
Prices start at 5,400,000 yen ($50,943). Shipment is slated for April 14.
http://www.japancorp.net/Article.Asp?Art_ID=7045
Epic Games 

Epic has already updated Unreal 2003 for use on a 64-bit system. The program will be ready to go as soon as a compatible 64-bit OS arrives. The company typically spends about two years creating each of its new games, is already working on its first fully 64-bit game, which is scheduled to hit store shelves in 2005.
http://www.pcworld.com/news/article/0,aid,111508,00.asp

Ubisoft

Leading video game publisher Ubisoft will release a 32-bit version of the much-anticipated 3D “Far Cry” action game later this month, and plans to introduce a 64-bit beta version shortly thereafter. “Far Cry” has been optimized to take advantage of AMD64 technology.

http://gamenews.pcvsconsole.com/view.php?news=2392 (2004-03-18)
Video
A 64-bit processor will improve both the encoding and decoding of video. When you view a video file on a 64-bit desktop, you'll see a noticeable difference in speed, resulting in more frames per second and a more film-like playback.

http://www.pcworld.com/news/article/0,aid,111508,00.asp
More examples:

Xsan - April 18, 2004, Apple introduced Xsan, a high-performance, enterprise-class Storage Area Network (SAN) file system. Xsan is a 64-bit cluster file system for Mac OS® X that enables organizations to consolidate storage resources and provide multiple computers with concurrent file-level read/write access to shared volumes over Fibre Channel.
ODBC Drivers - OpenLink Software, Inc., technology leader in the development and deployment of secure, high-performance database connectivity middleware announces the availability of the 64-bit edition of Release 5.1 of its high-performance Single-Tier and Multi-Tier ODBC Drivers for Windows, Linux, Solaris, HP-UX, AIX, IRIX, Tru64 UNIX, and others.   The new product release brings these previously-released 64 Bit ODBC Drivers to functional parity with OpenLink's recently announced release 5.1 Drivers Suite.
MySQL - January 05, 2004, MySQL announced a port of its MySQL open source database to the HP-UX operating system on the 64-bit Intel Itanium 2 chip, with a Windows XP version soon to follow. 

Hewlett-Packard - announced the availability of its HP-UX operating system for Itanium 2, along with versions of Windows Server Management, Linux Server Management, and its OpenView systems management products. Versions of its OpenVMS and Non Stop Kernel operating systems are in the works, the company said.

Linux - Red Hat Software, SuSE Linux, TurboLinux, Caldera and MSC Software have all released versions of their open source operating systems for Itanium 2.

IBM - built a version of its DB2 database for Itanium last year (2003), running on Linux and Windows systems. It is now offering the same product for Itanium 2. 

Oracle - produced a developer version of its 9i database for the chip last year, although it has yet to offer a commercial product. It expects to have a production release of Oracle9i database available for Itanium 2 by the end of November, for Windows, Linux and HP-UX.

BEA Systems - plans to have a version of its application server ready for Itanium 2 by the end of the year for HP-UX, Linux and Windows. It is also tuning its recently acquired JRocket Java Virtual machine for Itanium 2.

SAP - announced its first customer using SAP R/3 on Itanium at this year's CeBit trade show in March and plans to have some of its ERP products available for Itanium 2 later this year. It hopes to offer an Itanium 2 version of its supply chain management software by the end of the third quarter (2002).

Baan - has tuned some of its enterprise applications for Itanium, but believes not all of them will benefit from the new chip design.

http://www.computerweekly.com/Article114008.htm
4). Debian Linux

Debian Linux

1. Latest stable version

1.1 Name
The latest stable release of Debian GNU/Linux is version 3.0r2 “Woody”. The last update to this release was made on November 21st, 2003.

1.2 New Features

This is the first version of Debian that features cryptographic software integrated into the main distribution. OpenSSH and GNU Privacy Guard are included in the default installation, and strong encryption is now present in web browsers and web servers, databases, and so forth. Further integration of cryptographic software is planned for future releases.

This version of Debian supports the 2.2 and 2.4 releases of the Linux kernel. Along with better support for a greater variety of new hardware (such as USB) and significant improvements in usability and stability, the 2.4 kernel provides support for the ext3 and reiserfs journaling filesystems.

The task system has been revamped and made more flexible. The debconf tool makes configuration of the system easier and more user friendly.

This is the first release of Debian that is compatible with version 2.2 of the Filesystem Hierarchy Standard (FHS). Debian GNU/Linux now also supports software developed for the Linux Standard Base (LSB), though it is not yet LSB certified.
http://www.debian.org/
2. Latest testing version

The latest testing version is codenamed “sarge”. It is based on a copy of “woody”.

Security updates for "testing" distribution are not managed by the security team. Hence, "testing" does not get security updates in a timely manner.
3. APT package management vs. RPM redhat package manager

3.1 APT - Advanced Packaging Tool

Packages generally contain all of the files necessary to implement a set of related commands or features. There are two types of Debian packages, binary packages and source packages.
Debian's packaging tools can be used to: 

· Manipulate and manage packages or parts of packages, 

· Aid the user in the break-up of packages that must be transmitted through a limited-size medium such as floppy disks, 

· Aid developers in the construction of package archives, and 

· Aid users in the installation of packages which reside on a remote FTP site. 

3.2 How APT works
Dependencies are automatically handled, so if one tries to install a package that requires others to be installed; it will download all needed packages and install them.


APT works by generating a list of all installed packages in your system and compare this list to lists from sources. It determines which packages on your system are outdated and needs an upgrade, and what upgrades are available for your packages. Also, you can install new packages from the repositories. In both cases, the upgrade and new install, APT checks for all dependencies and determine what extra packages must be installed to meet all dependencies of the original packages to upgrade and install.
3.3 RPM – Redhat Package Manager
The RPM Package Manager is a powerful command line driven package management system capable of installing, uninstalling, verifying, querying, and updating computer software packages.

It was introduced to take the pain of compiling the tar.gz'ed source code of the application away from the end user who wants to install the software and get it running with minimum effort and with ease. 


http://www.rpm.org/
3.4 How RPM works

RPMs are easy to install (and remove), download the package associated with your Linux distribution and run the rpm -ivh command on it and you'll get your application installed without having to go through the compiling process. It is easy task to perform; however, dependency problems came to be one of the major weaknesses of the RPM system.
http://iraqilinux.org/modules.php?name=News&file=article&sid=6
4. Security patch

To receive the latest Debian security advisories, subscribe to the debian-security-announce mailing list. Use APT to get the latest security updates. This requires a line such as 

deb http://security.debian.org/ woody/updates main contrib non-free 

in the /etc/apt/sources.list file. 
So it is automatic to suggest users to download the latest security patch.
Most security problems brought to Debian’s attention are corrected within 48 hours.
http://www.debian.org/security/
5. Hardware compatibility

Ssupports a total of 11 processor architectures, it now runs on computers ranging from palmtops to supercomputers, and nearly everything in between, including the latest generation of 64 bit machines.

The following computer architectures are supported in the Debian GNU/Linux version 3.0r2 “Woody”.
· Alpha 

· ARM 

· HP PA-RISC 

· Intel x86 

· Intel IA-64 

· Motorola 680x0 

· MIPS 

· MIPS (DEC) 

· PowerPC 

· IBM S/390 

· SPARC 
http://www.debian.org/
6. Compatibility to other Linux distributions

Debian developers communicate with other Linux distribution creators in an effort to maintain binary compatibility across Linux distributions. Most commercial Linux products run as well under Debian as they do on the system upon which they were built.
http://www.debian.org/News/2002/20020719
5). Firewall and Mailing Process

Part1 - Firewall

Shorewall

"Shorewall" is a high-level tool for configuring Netfilter. Describe the firewall/gateway requirements using entries in a set of configuration files. Shorewall reads those configuration files and with the help of the iptables utility, Shorewall configures Netfilter to match the requirements. Shorewall can be used on a dedicated firewall system, a multi-function gateway/router/server or on a standalone GNU/Linux system. Shorewall does not use Netfilter's ipchains compatibility mode and can thus take advantage of Netfilter's connection state tracking capabilities.

Functions and Features:

· Uses Netfilter's connection tracking facilities for stateful packet filtering.

· Can be used in a wide range of router/firewall/gateway applications.

· Completely customizable using configuration files.

· No limit on the number of network interfaces.

· Allows you to partition the network into zones and gives you complete control over the connections permitted between each pair of zones.

· Multiple interfaces per zone and multiple zones per interface permitted.

· Supports nested and overlapping zones.

· Quick Start Guide to help get your first firewall up and running quickly

· A GUI is available via Webmin 1.060 and later 

· Extensive documentation in available in both XML and HTML formats.

· Flexible address management/routing support 

· Masquerading/SNAT.

· Port Forwarding (DNAT).

· One-to-one NAT.

· Proxy ARP.

· NETMAP (requires a 2.6 kernel or a patched 2.4 kernel).

· Blacklisting of individual IP addresses and subnetworks is supported.

· Operational Support
· Commands to start, stop and clear the firewall

· Supports status monitoring with an audible alarm when an “interesting” packet is detected.

· Wide variety of informational commands.

· VPN Support
· IPSEC, GRE, IPIP and OpenVPN Tunnels.

· PPTP clients and Servers.

· Support for Traffic Control/Shaping integration.

· Wide support for different GNU/Linux Distributions.

· RPM and Debian packages available.

· Includes automated install, upgrade, fallback, and uninstall facilities for users who can't use or choose not to use the RPM or Debian packages.

· Included as a standard part of LEAF/Bering (router/firewall on a floppy, CD or compact flash).

· Media Access Control (MAC) Address Verification.

· Traffic Accounting.
· Bridge/Firewall support (requires a 2.6 kernel or a patched 2.4 kernel).

New Features for the Shorewall version 2.0.1:

1. Support for Bridging Firewalls has been added. http://shorewall.net/bridge.html
2. Support for NETMAP has been added. 
  http://shorewall.net/netmap.htm
3. The /sbin/shorewall program now accepts a "-x" option to cause iptables to print out the actual packet and byte counts rather than abbreviated counts such as "13MB".

Commands affected by this are:

            shorewall -x show [ <chain>[ <chain> ...] ]
            shorewall -x show tos|mangle
            shorewall -x show nat
            shorewall -x status
            shorewall -x monitor [ <interval> ]

4. Shorewall now traps two common zone definition errors:

· Including the firewall zone in a /etc/shorewall/hosts record. 

· Defining an interface for a zone in both /etc/shorewall/interfaces and /etc/shorewall/hosts.

5. In the second case, the following will appear during "shorewall [re]start" or "shorewall check":

   Determining Hosts in Zones...
      ...
      Error: Invalid zone definition for zone <name of zone>
   Terminated

6. To support bridging, the following options have been added to entries in /etc/shorewall/hosts:

           norfc1918
           nobogons
           blacklist
           tcpflags
           nosmurfs
           newnotsyn

With the exception of 'newnotsyn', these options are only useful when the entry refers to a bridge port.

   Example:

   #ZONE   HOST(S)      OPTIONS
   net     br0:eth0     norfc1918,nobogons,blacklist,tcpflags,nosmurfs

Snort

Snort is a lightweight network intrusion detection system, capable of performing real-time traffic analysis and packet logging on IP networks. It can perform protocol analysis, content searching/matching and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more.
How Snort works


Snort uses a flexible rules language to describe traffic that it should collect or pass, as well as a detection engine that utilizes a modular plugin architecture. Snort has a real-time alerting capability as well, incorporating alerting mechanisms for syslog, a user specified file, a UNIX socket, or WinPopup messages to Windows clients using Samba's smbclient.
Be Used As

· Straight packet sniffer like tcpdump

· A packet logger (useful for network traffic debugging, etc)

· A full blown network intrusion detection system
New features in Snort 2.1.1:

· Documentation updates and fixes by JP Vossen, Felipe Franciosi, and Drew Smith 

· Tru64 support - thanks Hari Gopal and Darryl Cook. 

· libintsnort.a is no longer included in compile routine (this is the Solaris "ar" problem some users have had) 

· Snort templates have been updated 

· Fixed issue with CSV not displaying its output correctly - thanks Bill Guyton, and Alan Milligan for your fixes 

· Fixed Flow-Portscan alert-mode bug where only one alert would get generated. Thanks Kevin Amorin for pointing out the problem and testing the fix. 

· Minor Makefile fix for "unexpected end of line" at the verstuff.pl line when not using GNU "make" on Solaris - Thanks for the report, Chad Kreimendahl. 

· Removed escaping of '%' and '_' characters in MySQL (thanks Kristofer Karas). 

http://www.snort.org/


	What Platforms does snort run on?


	


Snort should work any place libpcap does, and is known to have been compiled successfully on the following platforms: 

	i386
	Sparc
	M68k/PPC
	Alpha
	Other
	 

	X
	X
	X
	X
	X
	Linux

	X
	X
	X
	 
	 
	OpenBSD

	X
	 
	 
	X
	 
	FreeBSD

	X
	 
	X
	 
	 
	NetBSD

	X
	X
	 
	 
	 
	Solaris

	 
	X
	 
	 
	 
	SunOS 4.1.X

	 
	 
	 
	 
	X
	HP-UX

	 
	 
	 
	 
	X
	AIX

	 
	 
	 
	 
	X
	IRIX

	 
	 
	 
	X
	 
	Tru64

	 
	 
	X
	 
	 
	MacOS X Server

	X
	 
	 
	 
	 
	Win32 - (Win9x/NT/2000)


http://www.snort.org/about.html
Comparisons

1. Symantic

2. CheckPoint

3. Cisco

4. Fortigate

5. SonicWall
View this web page http://www.spirit.com/cgi-new/report.pl?dbase=fw&function=view to see the features and comparisons of the products above.

Firewall products available in NZ

ADSL Stateful Inspection Firewall                                           
www.alliedtelesyn.co.nz
The Allied Telesyn AT-AR240E is the perfect solution for the small office or branch office that wants to use high speed, 'always on' ADSL services to access the Internet or other corporate locations.  Combining an ADSL modem, IP Router and powerful Stateful Inspection Firewall into one affordable unit, the AT-AR240E provides the ideal solution for bandwidth-hungry end-users and ADSL service providers.  Offering one 10 Mbps Ethernet port and one USB port (can be used simultaneously), the AT-AR240E is easily installed over an existing analogue telephone line, supporting standard analogue voice together with state -of-the-art ADSL services.  Applications include data intensive office use, fast web download, Video-on-demand, video-streaming and Tele-medicine.  Full PPTP and IPsec passthrough make VPN operation truly transparent.

Allied Telesyn AT-AR450S Security Appliance                            www.alliedtelesyn.co.nz
This is an enterprise-class security appliance offering versatility, integration, performance and security for schools, medium business and enterprise networks.  With on board hardware encryption the AT-AR450S offers DES-3DES and AES (Advanced Encryption Standard) hardware encryption using up to 256 bit key code.  In addition, the AR450S offers integrated hardware VPN acceleration, delivering up to 65 Mbps of 3DES VPN + NAT and Firewall throughput and 40 Mbps of AES-256 VPN + NAT and Firewall throughput.  The Allied Telesyn Security Appliance has been developed to high standards by the Research Centre in Christchurch.  
imMarshal for MSN
Instant Messenger Filtering 

Site: www.netiq.com or www.marshalsoftware.com
imMarshal for MSN is a constant security solution designed to enforce responsible employee use of Instant Massaging (IM).  imMarshal for MSN manages, monitors, controls and reports on IM traffic.  You can control access to IM, manage file transfers, generate activity reports, archive chat sessions and provide virus protection while simultaneously performing real-time content analysis.

imMarshal for MSN uses advanced TextCensor text scanning technology, with pre-supplied scripts to analyse and catagorise instant messages on-the-fly.  Audio/Video sessions, which can waste time and utilise a lot of bandwidth, can be easily blocked with imMarshal, which has a specific rule type for this.

NetIQ MailMarshal SMTP                                                                                www.netiq.com or www.marshallsoftware.com                                                 
Email content security

Platform: Wintel.  RRP: NZ $2490  (up to 75 mailboxes).  Free 30-day trial available.  MailMarshal SMTP is a fast, easy-to-use email scanning solution that enforces your organisation's Acceptable Use Policy while protecting against viruses, SPAM and loss of confidential data.  NetIQ Mailmarshal SMTP works with all SMTP mail systems, including SendMail, Novell Groupwise, Lotus Domino, Linux mail servers and Microsoft Exchange to scutinise all components of an e-mail message, including text, attachments and embedded content.  Transparent for end users, NetIQ Mailmarshal SMTP provides organisations with the tools they need to effectively enforce policy with little or no disruption of business activities.

MailMarshal can be used to replace the existing mail server and act as a POP3 server for up to 500 users.  Larger organisations can co-locate the product on their SMTP server, or install it on a dedicated machine.

NetIQ Marshal Content Security Solutions                                                    www.netiq.com or www.marshalsoftware.com
NetIQ Content Security Solutions offers a complete suite of content security solutions, including Web filtering, e-mail scanning and Instant Messenger Filtering.  Our products offer superb value for money and are scalable to meet the needs of any organisation.

NetIQ WebMarshal                                                                                          
www.netiq.com or www.marshalsoftware.com                                                 
Internet Access Control

WebMarshal is an employee Internet management solution designed to promote responsible Web use while providing protection from viruses, confidentiality breaches, and the downloading of non-business material.

Set-up is easy, with wizards to guide you through.  The WebMarshal console, a snap-in to the Microsoft Management Console, makes defining users and rules very simple.  User names and groups can be imported automatically from either Novell NDS or Windows NT/2000.

WebMarshal's Realtime Content Analysis will automatically build blacklists and whitelists.  The N2H2 Filtering List, an optional module, delivers enhanced web filtering capability with automatic daily updates and set & forget administration.

NSP FX Firewall
www.nsp.co.nz/fx
NSP FX Firewalls rigourously protect and defend your network.  Through the integrated design and technical innovation, FX Firewalls offer a number of additional optional services.

Sofaware Safe@ Managed Internet Security Service 
http://www.sofaware.co.nz
Extranet Technologies Ltd offers a Managed Security Service for Internet-connected organisations in New Zealand.  Regardless of what ISP you are connected to, this service provides...

· Email anti-virus checking (Trend Micro) 

· Website filtering to block access to undesirable website (Surf Control) 

· A checkpoint-based firewall and VPN technology 

· Reporting on all suspicious and blocked activities 

· Automatic updates to all aspects of the system to catch new viruses, block websites and keep hackers out

The service is based upon you installing a low-cost (starts at ($633 +GST) firewall appliance behind your permanent Internet connection (e.g. ADSL router).  This firewall appliance  (which is also a 4-port switch) then automatically communicates with a management system at our premises to ensure these systems are protected and kept up-to-date.  Targeted at users with 5 to 100 PCs and a permanent Internet connection, the above services can be obtained for as little as $375 per annum with Extranet totally managing the service on your behalf.   
Watchguard Firebox System                                                             www.watchguard.com 
The Watchguard Firebox System is a powerful security solution that gives schools, small and medium sized businesses, central offices, and VPN hubs integrated firewall protection and VPN support.  Firebox III models (4500, 2500, 1000, 700 and 500) are designed for small to midsize businesses and central offices with traveling employees, telecommuters, or branch offices.  Firebox SOHO 6tc and SOHO 6tc Wireless are intended as VPN end points to be used with a Firebox III, and Firebox SOHO 6 and SOHO 6 Wireless are standalone firewalls for small businesses.  Because Firebox III models are certified to the ICSA firewall and IPSec VPN standards, and Firebox SOHO models to the ICSA firewall standard, you can easily integrate Firebox Systems into your existing security solution.  Every Firebox System includes a Firebox appliance, comprehensive management and monitoring software, and an initial subscription to LiveSecurity Service.  Options include spam screen and web blocker.  

Part2 – Mail Process
Mail Processing

Postfix

Postfix is Mail Transfer Agent (MTA).

How Does Postfix Work?

The main purpose for postfix is to reduce sendmail's complexity. Postfix is a full-featured MTA, and therefore its core functions are the same as any others’. But postfix was written with unusual attention to: 

· Security. Postfix was designed with security as a fundamental requirement rather than as an afterthought. Postfix is definitely engineered to minimize security risks. 

· Simplicity and compatibility. Postfix has been written in such a way that setting it up ``from scratch'' can take as little as 5 minutes. When you want to replace sendmail or other MTAs, it's even better: postfix by default can use the old configuration files! 

· Robustness and stability. Postfix was written with the expectation that certain components of the mail network (the Local Area Network, the Internet uplink, the local interfaces, etc.) will occasionally fail. By anticipating things that can go wrong at either end of any given transaction, postfix is capable of keeping the server up and running in many (if not most) circumstances. If, for instance, a message cannot be delivered, it is scheduled to be delivered later, without immediately initiating a continuous retry. 

A key contributor to the stability and the speed of postfix is the intelligent way in which it queues mail. Postfix uses four different queues, each one of which is handled differently (see Figure 1): 

· Maildrop queue. Mail that is delivered locally on the system is accepted in the Maildrop queue. Here, the mail is checked for proper formatting (and fixed if necessary) before being handed to the Incoming queue. 

· Incoming queue. The Incoming queue receives mail from other hosts, clients or the Maildrop queue. As long as e-mail is still arriving and as long as postfix hasn't really handled the e-mail, this queue is the place where the e-mails are kept. 

· Active queue. The Active queue is the queue that is used to actually deliver messages and therefore has the greatest potential risk of something going wrong. This queue has a limited size, and messages will be accepted only if there is space for them. That means e-mail in the Incoming and Deferred queues have to wait until the Active queue can accept them. 

· Deferred queue. E-mail that cannot be delivered is placed in the Deferred queue. This prevents the system from continuously trying to deliver e-mail and keeps the Active queue as short as possible in order to give newer messages priority. This also enhances stability. If the MTA cannot reach a domain, all the e-mail for that domain is placed in the Deferred queue, so that those messages will not needlessly monopolize system resources. Retry is scheduled with an increasing waiting time. When the waiting time expires, the e-mail is again placed in the Active queue for delivery; the system keeps track of retry history. 

IMAP Proxy

IMAP Proxy proxies IMAP transactions between an IMAP client and an IMAP server. The general idea is that the client should never know that it's not talking to the real IMAP server. The only thing that makes this a slightly unique Imap Proxy server is that it caches server connections.

How it works:

Upon the first successful login to the real IMAP server (through the proxy), imapproxy fills in a little record that contains the username, an md5 digital signature of the password and the server socket descriptor that's being used. After you log out and then log back in again, imapproxy just has to find a record that matches your username and password. These records are stored in a hash table (with the username being the hash key) in memory, so the lookups are pretty fast.

IMAP Servers:

· Courier MTA

· Cyrus

· Dovecot

· UW IMAP

IMAP Clients:

· Hastymail - Main page 

· IMP

· SquirrelMail 
Comparisons:

1. Mail Them Pro – Kadmy Inc. 
Professional mailer for bulk email marketing with built-in SMTP EMail Server, subscription system and HTML support

2. Process Them – Kadmy Inc.
Email processor that allows you automatically process all emails you have in your POP3 mailbox or in Outlook Express or Microsoft Outlook e-mail client.
3. RSVP – Chimera Software

Features:
· Monitor any number of e-mail accounts for incoming messages 

· Filters messages based on sender, subject, recipient or contents 

· Automatically delete unwanted messages 

· Forward selected messages to another e-mail account 

· Send customized automatic replies (including file attachments) 

· Extract data from messages 

· Save message data to a file in user-definable format 

· Save e-mail attachments to user-definable directories and filenames 

4. Message Parse – Cypress Technologies
Message Parse can easily process web forms you receive over the net, and to extract common data used in multiple programs. Message Parse can be used with multiple POP3 internet mailboxes or with any MAPI compliant mail clients such as Outlook Express and Microsoft Outlook. Also Message Parse supports Netscape Messenger and Eudora.

5. Form Processor XE - Absolute

Features:

· Easily collect and process information from your web forms : Absolute Form Processor has been designed to process any form submitted to it. You won't have to write any validation routines, mail forwarders or autoresponses.

· Powerful processing capabilities: Define how your forms should be processed. Set which fields are required through several easy rules, where to e-mail and forward the form results, as well as saving the form data to a database.

· Multiple user support : Get your whole staff to work with the system. The people from customer support will get the information collected from your customer support forms and the people from marketing will get the information from their latest survey.

· Form to E-mail and autoresponses: Easily set autoresponses to your forms so that your customers receive an immediate e-mail confirmation once their form has been submitted.

· No need to code validation routines or formmailers : Absolute Form Processor will take care of your form processing routines. You won't have to code any validation routines or form mailer systems.

Mail Processing Products in NZ

SurgeMail

SurgeMail is the fastest, most robust and secure, full-featured email server on the market today supporting all the protocols and standards.

SurgeMail is an advanced secure easy to manage and install high performance email server. It supports any number of users or domains, virus scanning, spam filtering, integrated webmail access, integrated WAP support, and fast browser based administration tools. And all relevant RFC protocols POP3, SMTP, IMAP4, LDAP, HTTP, TLS/SSL.

SurgeWall

SurgeWall works with your existing mail server so it can be installed in minutes, but instantly gives you the uniquely advanced, Spam Blocking, Virus Scanning and even user configurable filtering and friends modes normally only found in our SurgeMail product.

Webmail

WebMail - The worlds leading WebMail solution delivering Integrated Web and WAP access. NetWin's Web Mail provides users with the ability to access their email via a browser using a "Hotmail-like" interface, or via their Wireless WAP enabled device. 

WebMail is available as a stand-alone product that runs on any platform and can connect to any existing POP/SMTP/IMAP server. (If you want this product combined with the best mail server possible then select SurgeMail above which includes a fully featured version of WebMail)

DNews

The DNews News Server is an advanced news server system. In minutes you can provide users with fast access to Internet (USENET) news groups. Installing your own local news server software also gives you complete control to create your own private or public discussion forums for enhanced communications across the organization and Internet.
It's unique sucking feed mechanism allows you to run news groups without using all your bandwidth for groups no one reads. 
DNews News Server is installed in thousands of organizations worldwide, ranging from large Internet Service Providers and Fortune 500 companies with millions of users, to medium-sized and small ISPs and organizations. Many of the specialist news providers use DNews as their server of choice as the best performing and most cost effective solution on any hardware platform.
SurgeFTP

SurgeFTP Server - An FTP server which gives you top performance, reliability, reporting tools and most importantly ease of management. And full SSL/TLS security means your users passwords and data are no longer flying all over the internet for everyone to see!

DBabble

DBabble is a Chat and Discussion Server, which allows users to send instant messages, have private conversations, and create and participate in private or public chat rooms and discussions. Users communicate with the server using either a web browser, or a client for Windows 95/98/ME/NT/2000/XP. 

The server can optionally be set up so that users can also interact with other users on remote servers, and participate in remote chat rooms and discussions. Discussions can optionally be linked to external usenet (NNTP) groups. You can either download the fully functional but time limited server, or try it out yourself on our public server at http://free.dbabble.com.

SurgeLDAP

SurgeLDAP lets you setup an ldap database in minutes, it has an intuitive web administration tool so you can quickly create your database and then import data into it as well if required.

http://netwinsite.com/index.html
6). CNZ Technology Briefing

Knowledge Learnt From Tech Briefing

Contents relate to academic study
1. Network Security Applications (PLANET)

· Firewall – Stateful packet inspection, URL filtering and Denial of service   attack prevention product your network from unauthorized network access.

· VPN - The standard – based IPSec VPN on PLANET security products ensure the data privacy, integrity and strong authentication to remote networks and remote users over the internet.

· Bandwidth Management – This function offers network administrators an easy yet powerful means to allocate limited network bandwidth based on business priorities.

· User Authentication – Web – based authentication allows users to be authenticated to the network by web browser. Administrator can use internal database or external RADIUS (Risk Assessment tools for Diagnosis of Urban areas against Seismic) server to authenticate.

· Inbound and outbound load balancing – MH – 2000 and MH – 4000 have two ports that reduce the risk of potential shutdown if one of the internet connections should fail. In additional, they allow user to perform load – balancing by distributing the traffic through multiple connections. DNS server is built – in on MH – 4000 to balance the inbound connection based on user configurable weight.

2. Security

There are five parts: Inspection, protection, detection, reaction and reflection. Security has the issue that it is can not be 100% avoid; however, there are 10 steps toward better security.

· Create more secure password

· Implement virus protection on all desktops server and notebook

· Policies,  password, acceptable use, incident response, system administration, configuration management, online warnings.

· Install patches, HotFixes, user education and training

· User group, assign permissions to all files/directories, remove old accounts.

· Configure routers, firewalls and proxy rulesets, secure physical access.

· Backup and restore test, controlled environment.

· Provide clean electrical power, web server/ mail server security.

· Host and Network audit and logging.

· Personal firewall, disaster recovery.

· Intrusion detection, self hacking. 

3.  Firewall

Controls access to and from one system to another. Firewall does not block spam and virus. Integrated modem/router and firewall: ADSL modem with hub which provide DHCP, limited control of firewall rules.

NAT – Network Address Transmission

· Domain blocking 

· URL filtering

· Limited security of access for configuration control

FMG – 2 - CNZ Firewall project

· External internet

· ADSL

· Fibre

· Dialup modem

· Satellite – will be supported when it is demanded

Other services:

· DHCP

· NAT

· MailServer

· WebMail

· Anti Virus

· VPN pass through

4. IS Administration - Administrator

IS administrator has the responsibility to do development and maintenance in business. And IS administration is the highly skilled job which needs qualified professionals.

· Business Process Engineering

The system administrator should attend business development and planning meetings because he/she needs to explain the needs of IS and report any IS problem.

· Network and Data Security

Information system provides storage for confidential data including intellectual property, business plans, payroll and customer records. All those information should be kept in safe environment. System administrator has to protect these from the external hacker, virus and spy, and also internal disasters such as files deletion.

· Software Development

System administrator often carries out or maintains the customisations such as application development, database queries, and new design to better suit the business needs.

· System Engineering

System administrators usually work closely with systems engineers to develop and implement the infrastructure the business needs such as network capacity planning or system structure design.

· Trouble Shooting

System administrators troubleshoot problems reported by users and automatic network monitoring tools. They normally solve network printing of faxing problem, users failed to login, and hardware failure problems.

· Documentation

System administrators have to keep up to date system documentation which greatly assists planning and problem resolution. They need to keep inventory of software licenses and system configuration files up to data.

· Remote Administration

This can be a full time job for large businesses. The remote administrators perform on high internet connection and have perfect solutions for medium and small businesses.
5. Linux

Lindows Seagate HDD

· Seagate 40GB Barracuda 7200.7 pre-load with Lindows OS 

· Works with practically any Intel compatible computer

· No installation process – Lindows auto-recognise all hardware

· Available in October 2003

Linux Desktop Outlook

· Novell’s Evolution Connector becomes open source

· It connects to MS Exchange Server 2000/2003

· A major step towards inter-operability

Other contents 

6. Serial ATA

For desktop, mobile:

The Serial ATA interface represents one of the greatest changes in storage technology. Millions of Serial ATA ports and disk drives have shipped into the market, replacing the aging Parallel ATA interface in the desktop. Advancements to the interface encompass greater speed, longer more efficient cabling and advanced features for integration into servers and networked storage environments.

For servers and network storage:

· Scalability—Serial ATA is a point-to-point connection and allows multiple ports to be aggregated into a single controller that is typically located either on the motherboard or as an add-in, RAID card. Serial ATA will be deployed in high-capacity server and networked-storage environments. 

· Price—Desktop price

· Cabling—Serial ATA specifies a thin, point-to-point connection which allows for easy cable routing within a system. 

· Performance—Serial ATA technology will deliver 1.5 Gbps (150 MB/sec) of performance to each drive within a disk drive array. 

7. PCI – X

It is extension of PCI bus which has the additional backward – compatible function with the existing PCI cards. It improves upon the speed of PCI from 133 MBps to as much as 1 GBps. PCI-X was designed jointly by IBM, HP and Compaq to increase performance of high bandwidth devices, such as Gigabit Ethernet and Fibre Channel, and processors that are part of a cluster. To optimal system performance, the necessary bandwidth and bus performance needed to avoid the I/O bottleneck. And PCI – X is compatible with the previous PCI system.
8. DMZ

DMZ is a computer host or small network between a company’s private network and the outside public network. It prevents outside users from getting direct access to a server that has company data. It efficiently acts as a proxy server. It can only forward packets that have already been requested for users inside the company private network. Users of the public network outside the company can access only the DMZ host. The DMZ may typically also have the company's Web pages so these could be served to the outside world. Since the DMZ has no access to company data, when an outside user penetrated the DMZ host’s security, no company information can be exposed. That is how the DMZ works as an approach of firewall.

9. Wireless LAN

Wi-Fi:

Wi-Fi networks use radio technologies (IEEE 802.11b or 802.11a) to provide secure, reliable, fast wireless connectivity. A Wi-Fi network can be used to connect computers to each other, to the Internet, and to wired networks. Wi-Fi networks operate in the unlicensed 2.4 and 5 GHz radio bands, with an 11 Mbps (802.11b) or 54 Mbps (802.11a) data rate or with products that contain both bands (dual band), so they can provide real-world performance similar to the basic 10BaseT wired Ethernet networks used in offices.
Wireless USB 2.0

· It is the competitor to Wi-Fi which uses Bluetooth &RF technologies.

· 480Mbit/s over 4m; 110Mbit/s over 10m.

· Based on multi-band OFDM technology

· Demonstrated by Intel

· Expected to be available in 2005

Wi-Max British Telco

· The next revolution wireless technology

· IEEE 802.16d broadband fixed wireless standard

· Max speeds of 70Mbps up to 30 miles

· Not requiring line of sight

· BT testing in 4 rural communities
10. Voice Over IP – Voice and internet combine into one line and is enough appeal

· Telstraclear IP

· Same stability as analogy voice 

· 8000 users at MSW

· Full call management and attendant

· IE based phone management

· Broad Works (US) technology

Portable IP Phone

· Portable intercom device

· RJ45/11 interface

· xDSL

· Fixed/sharing IP

· Peer to peer – do not need web server

· Ortery Peer Call

Voice XML

· Allows user to interact with the internet through voice – recognition technology

· And pre-recorded or synthesised voice

· Applications include help desk, directory assistance, telematics and unified messaging

· Voice XML 2.0 received final recommendation status from the World Wide Web consortium

· Consortium of 373 including AT&T, HP, IBM, Lucent, and Motorola

Conclusion

1. Reports Summary

In the first semester, my BTech 450 project focuses on researching. The topics are in the range of 64-bit software, 64-bit hardware, Debian Linux, firewall and mailing process. For each topic, I spent about 12 hours a week on websites to collect the related information, and documented them to become the version 0.1. New topics and the refining of the previous topics were carried on together. At the end, each topic was refined to be a final version which is more reliable.
The reports are published on the computer science website; users may download them to view each topic. Some of the projects are not the final version; they may be updated or refined later on.
2. Future Plans

In the next semester, Mr TN Chan may offer a Linux project, AZUL project or additional research topics. For the Linux project, we research the Debian Linux; analyse the features of the latest stable and test versions. The company is going to develop its own Linux operating system based on Debian. The new Linux distribution is going with the compucon computers to sell. So we may analyse all the packages and develop new packages for the requirements of compucon computers. In another option, we may join the AZUL project, which is software programming of database connected with accounting system. Since all the codes have already been written, we have to rearrange the modules and test each module for errors, such as input validation, module function, correct outputs, ect.

We may choose one of them to do in the second semester; we are joining a team, applying knowledge learnt or researched in the real life work. We will benefit from the practical project in industry, apply knowledge learnt and get experience of industry teamwork. So all the work I am going to do in the second semester is good exercise before going into industry.
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