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SSL & SSH

i. Secure Sockets Layer (SSL) 

Initially, it provided the security needed for commercial transactions over the Internet and Netscape was the first browser using SSL to provide a secure channel for the transmission of data for commercial transactions over the Internet. Its encryption / decryption process does not modify the data transmitted, which arrives in the same condition it was sent in. This “transparency” of SSL enables it to be used by many applications. SSL was accepted by the IETF as Transport Layer Security (TLS), it’s successor. Since SSL was built to provide security for Internet based applications that are primarily TCP/IP based, it does not have any in-built reliability mechanism but uses TCP for this purpose.

SSL/TLS’s chief application is Hypertext Transfer Protocol (HTTP) communications, which work on TCP connections. The TCP connection is established, then an SSL/TLS connection is made relying on the existing TCP connection and the HTTP connection (request and response) is made on the SSL/TLS connection. It is important to note that the SSL/TLS connection does not change the HTTP communication. Also, to prevent confusion at the standard HTTP servers, HTTP and HTTP over SSL/TLS use different TCP port numbers.

SSL/TLS is used to authenticate and encrypt a connection using a combination of different symmetric and asymmetric technologies. The authentication is done using public key cryptography while the actual communication uses a symmetrical encryption algorithm, which has a performance advantage over its asymmetric counterparts. It has the capability to perform both client and server side authentication although in most cases, it is usually only performed on the server side. SSL/TLS is most commonly implemented on HTTP and TCP connections, like email, news, telnet and file transfer (FTP).

ii. Secure Shell (SSH)
SSH was designed to provide secure communication and replace Unix programs like telnet, FTP, remote login (rlogin), remote shell (rsh), remote copy (rcp), and so on and in addition to replacing these programs, it can also be used to secure programs that aren’t otherwise secure, over a network. It is very much like SSL/TLS with regards to the fact that the initial connection is authenticated using a public key followed by a symmetric key for data transfer for the duration of the session. Also, like SSL/TLS, SSH can also be easily configured to support client and server side authentication. SSH comes with the standard installation of many operating systems because of its flexibility and ease of use, and is a highly used security protocol.

NOTE: SSH and SSL/TLS are susceptible to man-in-the-middle (MITM) attacks where an attacker could acquire the keys by intercepting the handshake and gain access to the network resources. Implementing a public key infrastructure (PKI) prevents MITM attacks. 

�  Maxim, M. (2002). Wireless Security p.69. McGraw-Hill/ Osborne.
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