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2 INTRODUCTION

The project described in this report looks at developing a WEB-Based Internet Banking system prototype using a 3-Tier architecture.

This Report is outlined as follows:

Chapter 3 – 5: Background Information on Online Banking, Internet Banking and security.

Chapter 7: Introduction to Internet Banking System Development.

Chapter 8: System Specification and Design.

Chapter 9: Database Model and Schema.

Chapter 10: User Interface Design

Chapter 11: Implementation.

Chapter 12: Usability Testing.

Chapter 13: Conclusions

Chapter 14,15,16,17,18: Appendix

3 ONLINE BANKING

3.1 History  

Online banking was originally developed in the 1980s and since then it has progressively used new delivery channels in search of profitability. The first systems were telephone based, however the user interface was severely limited. The customers had to navigate through a series of complex menus and enter alphabetic data on a numeric keypad. When the market for screen phones moved towards Beta Max, banks shifted their focus to personal computer. Banks cautiously partnered with personal financial manager software vendors (Intuit, Microsoft, and MECA) and built expensive data centers to allow customers direct dial-up access. This model proved useful for attracting the early adopters, however the economic model and penetration levels turned out to be disappointing. After experimenting with closed online services such as CompuServe and Prodigy, only recently banks turned their development efforts towards the Internet. Today, after over a decade of development and hundreds of millions in investment, there are approximately 4.4 million online banking households, a 5% penetration rate of total banking households. And, only a small fraction of these households are using the Internet for their online banking. [Fridman, 2000]                  

3.2 General Description

Online banking currently offers the ability for both consumers and businesses to conduct basic bank transactions (i.e., balance transfers, account inquiries, etc.) through direct dial-up connections to financial institutions. However, due to the prevalence of open networks and standard technologies, the functionality of online banking systems is evolving rapidly. The Internet and the World Wide Web allows banking to be location independent i.e. accessible from anywhere in the world. The goal of a bank’s Web site is to provide many, if not all, of the services offered at a branch. These include transactions as well as information, advice, administration, and even cross selling. However, the interactive nature of the Web not only allows banks to enhance these core services, but also enables banks to communicate more effectively and expand customer relationships. 

3.3 Difference Between Internet Banking And PC Banking

 Online Banking is a general term describing both Internet Banking and PC Banking, however though they both provide free 24-hour access to the customer’s account information via a personal computer. There are two primary differences. The first is the way in which a customer retrieves their account information. Internet Banking connects to the user’s accounts through the Internet using a secure connection from the Banks Web Server. When using PC Banking the customer manipulates his/her accounts through a direct-dial-up connection. Consequently rather than going to through the Banks Web Server over the Internet, the modem will dial a number which ideally should be a toll free number directly into the PC Banking system (Does not use the Internet).

The Second difference is the User Interface. Internet Banking is a browser-based or web-based application and PC Banking is a Windows-based application, which is distributed to the customer on a CD-ROM. Hence navigation through each program differs according to styles and functionality provided by a browser interface and a Windows interface. 

3.4 Banking Channel Comparisons

	
	Bank Branch
	ATM
	Phone
	Online

	Strengths
	
	
	
	

	
	· Personal contact

· Sense of trust/security

· Ability to exchange paper forms/witness signatures
	· Fast transactions

· Visual Confirmation

· Nearly accessible


	· Easily accessible, 24 hour access

· Great for brief transactions

· Some interactivity and automation
	· Strong interactivity/ user interface

· View lots of details

· Easy to automate processes

· View information at own pace

· Unlimited ability to offer new services

· Less costly to upgrade

· 24-hour access

· Access from multiple locations.

	Weaknesses
	
	
	
	

	
	· Access limited by open hours and geography

· Often involves waiting in lines.

· Expensive Infrastructure
	· Some geographic restrictions

· User surcharges

· Limited User Interface

· Limited to Basic Services

· Security concerns

· Expensive to upgrade
	· Limited Data entry capabilities

· Difficult to review any detailed information

· Difficult to navigate
	· Delay in getting online w/modem

· Requires PC

· Security

· Immature Customer support


TABLE 1: Banking Channel Comparison

Table 1 describes the strengths and weaknesses of the different types of banking. 
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Figure 1: Contextual View Of Customer Access Points

Figure 1 above shows that, the customer may choose from a variety of different ways to access the financial services of the bank, but the supporting infrastructure should be common whenever possible.

The next chapter presents Internet Banking in more detail

4  INTERNET BANKING (IB)

This Chapter describes some typical Internet Banking application features to familiarize the reader with terminology and the IB domain.

4.1 Internet Banking Features

The services offered by each Bank to equip Internet Banking may vary. The next, subsections list the features that most banks provide with their Internet Banking Services.

4.1.1 Secured Logon

· Customer Authentication – The customer authenticates his/her banking session by entering identification and a password, both of which are encrypted as they pass over the Internet via some Security Layer. The bank gives the customer the initial password, however the customer has to replace it after the first log on. Customers can change their password as often as they like. An optional control code can be provided to the corporate customer when there are more than one staff member to log on to the system.

· Password Retry – Each customer has several chances (configurable) to provide a valid password. In case an invalid password is tried against a customer’s id for more than N times, the customer session is cancelled, and the customer has to retry again may be after a certain period of time.

· Timed Logout – If the customer forgets to log out, the Internet Banking system automatically terminates the customer’s banking session within a given period of time. The timeout period depends on the particular Bank.

· Concurrent Customers – Represents how many concurrent customers a particular Internet Banking System may support. It depends upon the Bank and on server. 

4.1.2 Account Access

· Snapshot of balances – Account balances are displayed on a single page after the customer logs in successfully.

· Account Summary Details – Customers have the option of viewing details of their accounts, such as opening date, interest earned etc.

· Real Time vs. Cached Data – The account summary can be updated in real time from the host or the account summary that the customer views can be a cached copy, (which might be updated on a daily basis).

· Account Types – There are various types of accounts such as Mortgage account, Current account etc; the most common are Savings and Cheque accounts. A customer can have more than one account and there are no restrictions upon the number of accounts

4.1.3 Transaction History

· Selection of Accounts and View Period – For a specific account a customer can view a transaction history for a specified date range. When the customer enters a date range to retrieve the history a query is generated and send to a cache server. However if the customer is interested in the transactions occurred for the current day the query may be forwarded to the host rather than the cache server.  

· Maximal View Period – The history may remain in the cache server for a certain period of time. For example, transactions that have occurred over the last few months may be stored in the cache server. In summary, there is a maximal view period and after this period the cache server is updated.

· Transaction Types – Transactions can be generally of three types: Cheque, Eftpos and Deposit transactions.

· Sorting – Transactions for a particular account are sorted by date.

· Transaction Number – Most Internet Banking Systems do not display a transaction number (TN) associated with each transaction, however a TN may be used internally to identify each transaction. In most cases it is part of the identification (compound key identifier).

· Memo – if the bank provides the transaction number, the customer can input a memo to the transaction in order to give more details about it.

4.1.4 Fund Transfers

· Transaction Process – The host (Server) carries out the transaction process when funds are transferred from one account to another.

· Pre-registered Accounts – Uses two accounts. The first one represents the source account and the second one represents the destination account. Both accounts must be pre-registered and supported by the host.

· Direct Transfer – Transfer the funds immediately from the source account to the destination account.

· Schedule Transfer – Schedule to transfer the fund on a specific date in the future. 

· Review and Cancel Scheduled Transfer – The customer can review the scheduled fund transfers, and may choose to cancel any of them.

· Amount Limitation – The Bank can set a limit on the transfer amount.

4.1.5 Bill Payments

· Transaction Process – The host (Server) carries out the transaction process when funds are transferred from the customer to the biller.

· Pre-registered Accounts – Uses two accounts. The first one represents the source account and the second one represents the destination account. Both accounts must be pre-registered and supported by the host.

· Direct Payment – Pay the bill immediately, user has the choice from which account to use for bill payments.

· Schedule Payment – Pay the bill on a specific date in the future. 

· Review and Cancel Scheduled Transfer – The customer can review the scheduled payments, and may choose to cancel any of them.

· Amount Limitation – The Bank can set a limit on the payment amount.

4.1.6 Import and Export of Banking data 

· File Download – Most banks offer customers a management interface that allows easy download of financial information, such as transaction history, into files which can be then imported into financial software (Microsoft Money, Intuit’s Quicken, Microsoft Excel). The Bank will define the file formats, which can be in plain text form, excel format or application specific.
· File Upload – All corporate customers can upload their payment files to the bank to be processed as batch jobs. The applications on which such files can be used include payroll processing; check collections, batch wire-transfer, batch check printing and so forth.
4.1.7 Personalization

· The customer can personalize his/her preferences and notifications on those banking functions, which are configurable.

· Corporate personalization – As corporate customers can have different needs, banks allow these customers to configure the functionality they want the system to have when they log on.

4.1.8 Notification 

· Alerts & Interests - Customers can configure what notifications they would like to receive over the Internet. Alerts can include transaction amount, balance level, and so forth. Interests can include interest rate, exchange rate and so forth.
· System Failure – The bank’s operators receive notifications when a bank’s components are down.
· Notification Media - Customers are notified when they log on to the Internet Banking System. Real-time notification can be via email, pager or cell-phone.
4.1.9 Public Information 

· Public Information – Companies Interest rates, currency rates, mutual fund’s NAV and market indices. Note that the data must be available on the host in order to provide the information.
· Product Promotion – Shows information about a particular product to the customer when he/she logs on.
· Demo – Demonstrates how to use Internet Banking.
· FAQ - Frequently Asked Questions.
4.1.10 Miscellaneous

· Claim of Loss – Allows the user to claim for the loss of ATM card, chequebook, certificate etc.

· Change Password – Allows customers to change their passwords.

· Bilingual – Most Internet Banking systems may provide the option to view the Web pages in either English or some other language.

4.1.11 Financial Tools

· Financial Tools – Bank Customers can use online financial tools to better manage their finances. These tools can be incorporated into a customer’s profile to suggest personal financial management ideas.

A TYPICAL INTERNET BANKING ARCHITECTURE

4.2 Internet Banking Components

As with any system there are a number of elements that make up that system. Internet Banking is not an exception. In this section the elements of an Internet Banking System are described, which are as follows: Front-End, Online Banking Server, Core Bank Processing, Electronic Bill Payment, Electronic Bill Payment & Presentment and Payment Network.
4.2.1 Front-End

A front-end device that allows a customer to access the Bank Services remotely. For Internet Banking it can be a Web browser e.g. Netscape Navigator, Microsoft Explorer and etc. For an ATM machine the screen display is the front-end. Other examples of front-end are screen phones, interactive TV, proprietary software (dial-up) etc. In general front-ends that exist in online banking are Personal Finance Managers (PFMs), proprietary dial-up software, and Web browsers. Web browsers are clearly where the largest opportunity exists because of their potential for mass adoption, richness of information and interactivity and lower servicing costs. Internet Banking has a potential advantage considering its front –end because the front-end is built based on browser technology. Such front-ends provide richer user interface, development flexibility, and stops banks from distributing and supporting software, as happens with PC banking. The diagram below (Figure 2) shows the role that front-ends play in Online Banking, as access devices.
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Figure 2: Role of the front-end 
Legends for Figure 2:

--- PFM: Personal finance Manager.

----IVR: Interactive Voice Response.

4.2.2 Online Banking Server

Online banking server software is what binds the interactive, online world with a bank’s legacy core processing environment. Without this element online banking simply does not exist. This online-banking server is made up of screens that present the information to the customer, a temporary database of account information, application logic to support all the functions, and a middleware messenger to handle the flow of information between the front-end and the core processing engines. In general, the multitude of front-ends and access channels further raise the need for standards to ease the transport of data between point of entry and legacy mainframe applications. The critical component for managing this data handoff is middleware, which provides the necessary translation between front-end and back-end system environments (Databases used to store information). When a user provides data to, or requests data from, the bank’s databases, it is typically done through a message. The message is initiated by the user, recognized by the Web server, and passed to the middleware component, which will translate the message into the appropriate format to be recognized by the bank’s core processing systems. This translation involves developing the appropriate links to the bank’s core processing system, which will vary by bank and by back-end system. In some cases, the middleware will update a temporary account database instead of working directly with the core system, which will then be updated on a batch basis. This scenario can be somewhat problematic, however, if some of the bank’s other channels (i.e., ATMs) process in real time with the core systems and the Web does not. For instance, someone might transfer money into his/her checking account over the Web and then try to get this cash from the ATM, only to learn that those funds are not yet available. Another element that is becoming very important to the success of online banking is the Marketing Decision Support Layer. The purpose of this layer is to determine the success of the bank’s online channel, which for the Internet Banking is the Web.

4.2.3 Core Bank Processing

Every interaction between a retail bank and the customer bank (e.g., new account,

balance transfer, cash withdrawal etc.) involves a series of  “transactions” in which

messages are sent between systems, funds are moved, and databases updated.

At the center of this activity are core processing applications that usually run on large

mainframe computers, of which most are made by IBM.  These applications have

been developed over the past few decades in older “legacy” programming languages

such as COBOL, which are much less flexible than current languages, and consequently

very expensive to maintain. From an online banking perspective the important aspect

about core processing systems is that they have been developed and enhanced

individually over the years to handle the different functions of a bank (i.e., mortgage,

credit cards, deposit accounts etc.)  In general they are systems or services that manage

a bank’s core functions (i.e., checking mortgage, credit cards etc.) and customer

information that store, process and analyze account transactions and information.

4.2.4 Electronic Bill Payment (EBP)

These are basically third parties that process bill payments for businesses or consumers on behalf of financial institutions. An example of this would be Travelers Express or traveler’s cheques. 

How EBP Works

The process begins when a consumer or business subscribes to a financial institution’s bill payment service and identifies their entire regular billing vendors and account numbers. The subscriber will then, on a manual or automatic basis, designate the amount and the date of the desired payment. On a set number of days prior to that payment date, the financial institution will initiate the next step by debiting the subscriber’s account for the indicated amount and send an electronic file or message to the bill payment processor. The processor receives this file, along with those from a number of other financial institutions, and then makes payment in one of the following ways:

• Electronic, via payment network like Automated Clearing House (ACH: an electronic system for making “preauthorized payments”), if the processor has set the vendor up appropriately.

• Single paper check drawn from the payment processor’s account.

• Single paper check drawn from the subscriber’s account

• A “check and list,” which consists of one paper check and a list of names and account numbers for various subscribers.

If the biller can send the payment electronically, it will do so usually through the ACH system, but sometimes it can use

a credit card or Electronic Funds Transfer (EFT) system, which is preferable, because they are real-time environments. In the case of electronic payment, the biller will also need to reconcile the payment with a remittance file that includes all of the specifics of the individual payments including payer, account, and amount paid.
4.2.5 Electronic Bill Presentment & Payment (EBPP)

These again are also third parties that consolidate and electronically present bills then process related payments. EBPP solves the problem of lack of automation on the front-end process (paper bills) that was present in the bill payment process which is impossible to link with the back-end system. EBPP solves this issue by allowing electronic delivery of bills through a standard online banking channel e.g. the Web in the case of Internet Banking. The payer than views the electronic bill and then sends the payment with a single mouse click. The procedure is somewhat similar to the bill payment scenario except that the information identifying the bill is electronically attached to the payment.

4.2.6 Payment Network

These are the Networks that facilitate payments between businesses and consumers and between businesses; examples are Automated Clearing House (ACH), VISA, MASTER CARD, Private Networks etc.

4.3 Typical Online Banking Component Interaction Diagram

               Figure 3 shows how all of the components of online banking interact with each other. 


Figure 3: Online Banking Components 
Legends For Figure 3:

---- PFM: Personal Finance Manager.

---- DDA: Direct Deposit Account.

---- ACH: Automated Clearing House.

---- EPay: Electronic Payment. 

5 SECURITY IN A TYPICAL INTERNET BANKING SYSTEM

5.1 Security: General Description

Internet commerce promises a lower cost delivery channel, better service, more features, and more financial products. Although financial institutions agree on the advantages of Internet financial services, consumers are still worried about the security issue. For example, when a customer shop online s(he) wants to be sure that his/her credit card details will be not intercepted by any other person or party i.e. One has to be certain that he/she is really communicating with the Store or Financial institution. A list of security issues that can arise from electronic transactions is as follows: 

5.1.1 Risks Arising From Internet Based Transactions

· Spoofing - The low cost of Web site creation and ease of copying existing pages makes it easier to create illegitimate sites that appear to be published by established organizations. In fact, hackers have illegally obtained credit card numbers by setting up professional-looking storefronts that mimic legitimate businesses.

· Unauthorized disclosure - When transaction information is transmitted “unsafely” hackers can intercept the transmissions to obtain a customer’s sensitive information.
· Unauthorized action - A competitor or disgruntled customer can alter a website such that it does not service customers or it malfunctions.

· Data Alteration - The content of a transaction can be intercepted and altered either maliciously or accidentally. Usernames, passwords and other transaction details sent without security are vulnerable to such alterations.

5.2 Security Issues In an Internet Banking System

Section 4.1 was mainly an introduction to security in security issues and risks that are associated with Internet transactions were presented. The previous Section looked at issues of security from the point of view customer’s information. as it is sent from the customers PC to the Web Server. This Section will look at security in detail. The issues highlighted here are common to any system that is connected to the Internet, and not only Internet Banking Systems. The security issues can be viewed in three types.

· Type 1:  This type is concerned with the security between the Customer Information and a web server.

· Type 2:  This level is concerned with the security of the environment in which the Internet Banking Server and the Back end System reside.

· Type 3: Is concerned with preventing unauthorized users from attempting to log into the online banking section of a Bank’s Web site.

5.3 Type 1 Security:  Customer PC To Web Server

Type1 is mainly concerned with the security between the information that is passed from the customer’s browser to the bank’s Web server. The scenario is showed in Figure 4.


       



  Internet
Figure 4:Security Issue Between Browser and Web Server

When the connection between the browser and the Web server is unsecured the risks are as follows:

· Network Packet Sniffing – A network protocol specifies how a packet is labeled and identified, which allows a computer to determine whether the packet is intended for it. Because the specification for network protocols such as TCP/IP is widely published, a third party can easily intercept the Network packets and develop a packet sniffer. A packet sniffer is a software application that uses a network adaptor card in promiscuous mode (a mode in which the network card sends all packets received on the physical network wire to an application for processing) to capture all network packets that are sent across a local area network. This means that if Internet Banking customers were to communicate over an unsecure connection, they would have their usernames and passwords accessible to a third party.

· The remaining risks are actually the same ones discussed in Section 4.1.1.

            Solution To Type 1 Security

Data security between the customer browser and the Web server is handled by a security protocol called Secure Sockets Layer (SSL). SSL provides data encryption, server authentication, and message integrity for an Internet connection. In addition, SSL provides a security "handshake" that is used to initiate the connection. This handshake results in the client and server agreeing on the level of security they will use and fulfills any authentication requirements for the connection. Netscape developed this protocol. SSL works by using a private key to encrypt data that is transferred over the SSL connection. Both Netscape Navigator and Internet Explorer support SSL and many E-commerce sites use SSL to collect confidential information, such as credit card numbers. In the case of Internet Banking the confidential information are the username and the password. By convention Web pages that require an SSL connection start with https: and not http:. SSL is analogous to a secure telephone call between two networks on any network, including the Internet. Figure 5 shows the icons that appear in the browser to indicate to the user whether he/she is engaged in a SSL session.

[image: image2.png]“TYPE OF WEB BRO
Netscape Navigator 1.1z ot later

R

Netscape Communicator 40

Microsot Tntenet Explorer (all versions)

Tcon Not Used




 Figure 5: Browser Indication of SSL connection
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Figure 6: SSL – Internet Security protocol for point-to-point connections.

Figure 6 shows clients and servers are able to authenticate each other and establish a secure link, or “pipe”, across the Internet or Intranet to protect the information transmitted.  

5.4 Type2 Security: Security Of The Environment

The type2 Security is mainly related to the Integrity of the network, in particular the Internet Banking server and the back-end server of the Internet Banking System. Without proper security in place possible risks are as follows:

· Network Packet Sniffer – Once the attacker has the correct user account information, it has the run of the network. The worst possible case would be if the attacker gets access to one of the system-level user account which can be used to create user accounts that can become a “backdoor” to get into the bank’s network. Furthermore, Packet sniffers provide information about the network topology, which may be useful to the attacker. Information about which computers run which services, how many computers are in the network, and which computers have access to others can be deduced from the Network packets that are distributed across the Bank’s network.

· IP SPOOFING – While IP spoofing can yield access to user account information, the attacker can use this information different ways. For example, the attacker can use the information and send emails using the email service that is available at the Internet Banking Web site. The email message may harm or embarrass the user whose account has been used, since for the Bank the email message was sent by that person.

· Denial of Service Attacks – These types of attacks are different from IP Spoofing and network packet sniffing, since its purpose is not to gain access to the network or the information on the network. In this case the attacker’s focus is to make the service unavailable for normal use. This is usually achieved by exhausting some resource limitation on the network. An example may be a Web server, which may support a certain amount of connections per second. By keeping these connections open therefore denying the service, this could potentially harm the reputation of the Internet Banking service and keep the customers away.

            Solution To Type 2 Security

The risks mentioned above were possible when there was no proper security in place. This means that a secure server needs to offer more than authentication verification. The solution lies in the use of Firewall technology. Firewalls can be implemented both in hardware and software or a combination of both. Firewalls are commonly used to prevent unauthorized users from accessing private networks. Figure 7 describes how a firewall provides security. 
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Figure 7: Use Of Firewall


The architecture shown in Figure 7 is a 3-tier architecture, in this architecture a Firewall, which     completely isolates Tier 1(Web Browser) from Tier 2 and Tier 3. Here the requests for Internet Banking Information are passed on from the Web Server to the Internet Banking Server (assuming type 1 security in place.). The World Wide Web (WWW) interface receives SSL input and sends requests through a firewall over a dedicated private network to the Internet banking server. Hence the WWW interface is the only process capable of communicating through the firewall to the Internet banking server. Therefore, only authenticated requests communicate with the Internet banking server.  Just as the WWW interface is the only process that communicates with the Internet Banking Server, the Internet Banking Server is the only process that can send requests to the Back-End System. 

5.5 Type 3 Security: Preventing Unauthorized Log In Attempts

With this type, both type 1 and 2 are in place. It is important to monitor and prevent unauthorized attempts. A typical solution would be to have a security Analyzer that would constantly monitor login attempts and recognize failures indicating a possible unauthorized attempt to log into an account. When such trends are observed, steps can be taken automatically to prevent that account from being used.

5.6 Typical Security Measures In An Online Financial Transaction

This subsection presents the security measures taken when an online transaction takes place so that the reader can compare it to the one offered by Internet Banking.  Figure 8 shows the security measures taken in the processing of an online transaction. The measures used are very similar to those taken by the Bank’s Internet Banking System. In fact, any Electronic Commerce site would at least have such architecture for security. 
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Figure 8: Online Transaction Security Measures

Figure 8 shows both type 1and type 2 security measures are taken when an online transaction takes place. The user sends and receives SSL input through a firewall. Hence the WWW interface is the only process capable of communicating with the firewall. Therefore, only authenticated requests communicate with the Transaction Processing System. 

6 INTRODUCTION TO INTERNET BANKING SYSTEM DEVELOPMENT.

6.1 Introduction

The previous chapters presented an overview of online banking, Internet Banking and security. This chapter describes the project development scope and briefly outlines the development phases involved. 

6.1.1 Brief Project Description

This project involves the development of a back-end and front-end for the WEB-BASED Internet-Banking System. The basic goal of the project is able to produce a Web-Based System (Using a 3-Tier Architecture) that uses efficient server-side Web technologies, is platform independent and flexible.

6.1.2 Motivation

The motivation for this project is two-fold: First, to create a Web based solution and second, to use a 3-Tier architecture. With the introduction of the Internet and the World Wide Web, information can be accessed and business can be carried out from virtually anywhere. A typical e-commerce system is 3-Tier because It is a flexible system where one tier can be modified or replaced without affecting the others. With a 3-tier architecture, it is easier to carry out load balancing because the functions of each application are separated from the database functions. Load balancing is the key to Internet banking [jeyraj, 2000]. 

6.1.3 Project Development Stages

The Internet Banking prototype development is divided into five stages, which are:

· System Specification and Design – This stage looks at creating Data Flow Diagrams (DFD) for the system, critical to understanding the logic of the system. A DFD depicts the flow of data through a system and the work or processing performed by that system. In addition, it also looks at the choice of technology available, and finally presents a diagram containing the system’s architecture.

· Designing the Database Model and Schema – This stage designs the Database model and schema for the Internet Banking system. 

· User Interface – This stage, which involves the User Interface analysis and design.

· Implementation – This stage involves the object-oriented analysis, and the coding of the prototype,

· Usability Testing: This stage involves testing the prototype using questionnaire and task sheets.

7 SYSTEM SPECIFICATION AND DESIGN

The Specification is done using DFD’s, Choice Of Technology and System architecture. 

7.1 Data Flow Diagrams (DFD)

7.1.1 Definition

A data flow diagram (DFD) models the sources and destinations of data (external entities), the data inputs and outputs (data flows), the actions that transform inputs into outputs (processes), and data maintained by the system. This diagram is not associated to any specific technology i.e. independent of Implementation.

7.1.2 Symbols

When drawing such diagram there are different ways of doing it. Two sets of symbols are used i.e. YOURDON [1979] and GANE AND SARSON [1979]. GANE and SARSON’s set of symbols has been chosen due to familiarity and personal preference. The different symbols are described below: 

	SYMBOL
	MEANING

	e.g.


	 External Entity: Person or Organization outside the system, which interacts.

	e.g.                  



	 Process: Activity that transforms Data.

	e.g.                                                   

                D1 Customer
	Data Store: Shows data storage can be a file, database or table.

	e.g.            customer Details    

                  Customer Detail

                         Reply
	Data Flow: Can be shown uni or bi directional arrows.


TABLE 2: DFD Symbols

7.1.3 Context Diagram

The context diagram represents the highest level of a DFD. It shows the external entities with which the system interacts.
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Figure 9: Context Diagram Of Internet Banking System.

7.1.4 
Level 0 diagram 


The Level 0 diagram describes the details of the Internet Banking System developed it basically shows the main processes the Internet Banking System is comprised of how each user interaction is handled. For example, user registration is handled by the process “Manage Customer Registration” (see Figure 10) where this subsystem interacts with the external entity “UN-REGISTERED CUSTIOMER”. Interaction steps are as follows:

1 The user details are verified by the system.

2 The user receives registration details.

Another example is the authentication process that the user goes through when logging in at the bank’s website. The authentication process is called “Validate Customer Authentication” (see Figure 10) where the process interacts with the external entity “REGISTERED CUSTOMER”. From Figure 10 the interaction steps are as follows:

1 The registered user types Customer No, Password at the bank’s web site.

2 The customer details are validated.

3 The customer receives an Access notification. 

Similarly interaction steps for other subsystems can be deduced form the level 0 diagram.
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Figure 10: Level 0 Diagram Of Internet Banking System

7.2 Choice Of Technology

7.2.1 Server-Side Technologies

A few years back, the only real solution for bringing dynamic data to the Web was done through the use of Common Gateway Interface (CGI). CGI programs provided a relatively simple way to create a Web application that accepts user input, queries a database, and returns some results back to the browser. Both Microsoft and Netscape developed proprietary APIs that could be used to develop in process code to service Web requests. The latest server-side web technologies being offered are Active Server Pages (ASP) and Java Servlets and JSP.

7.2.1.1 Common Gateway Interface (CGI)

 Advantages

· It is the most common server-side Web technologies; just about every Web server in existence today provides support for CGI programs.

· A CGI program can be written in just about any language.

Disadvantages

· The biggest disadvantage to CGI program is that it doesn’t scale. Each time a request is received by a Web server, an entire new process is created. Each process consists of its own set of environment variables, a separate instance of whichever runtime environment is required, a copy of the program, and an allocation of memory for the program to use.                 

· With respect to the above disadvantage, it’s not hard to imagine what might happen to a server when a large number of requests are received simultaneously. The resources of the server would be taxed heavily, potentially causing the server to crash.

7.2.1.2 Proprietary Web Server API’s (ISAPI, NSAPI) 

Microsoft and Netscape each have developed their own APIs to allow developers to write server applications as shared libraries. These libraries are designed to be loaded into the same process as the Web server and are able to service multiple requests without creating a new process. The shared libraries can be loaded at the start or when needed. The Web server will unload them from memory once the shared libraries have been idle for a set amount of time. 

Advantages

· It is more efficient than CGI programs.

Disadvantages

· APIs are specific to a particular platform, any programs written using them can only be used on that platform. 

· Since multiple users access these libraries simultaneously, they need to be thread safe. This means they need to be careful of how they access global and static variables.

7.2.1.3 Active Server Pages (ASP)

This is the latest Web technology from Microsoft combines HTML, scripting, and server-side components in one file called an Active Server Page (ASP). When a server receives a request for an ASP file, it will first look for the compiled page and then execute it. If the page has not yet been compiled, the server will go ahead and compile and run it. The result of the ASP file is a finished Web page returned to the browser. 

Advantages

· Everything is executed on the server. This helps to ensure that the pages are browser-independent, limited by what the server can do.

· An Active Server Page can be written using HTML, JScript, and VBScript.

Disadvantages

· Active Server Pages can only be used with Microsoft Web Server (IIS, PWS) on a Microsoft operating system (Win9x, WinNT).

· The other problem is that the mix of script and HTML, basically two sets of information threaded together can become a maintenance nightmare.

7.2.1.4 Java Servlets and JSPs

 A Java servlet is a server-side program that services HTTP requests and returns results as HTTP responses. In that respect, it is very similar to CGI, but the comparison stops there. A good analogy for a servlet is as non-visual applet that runs on the Web server. It has a lifecycle similar to that of an applet and runs inside a Java Virtual Machine (JVM).


Advantages

· When a user issues a request for a specific servlet, that server will simply use a different thread and then process the individual request. This has a positive impact on performance, since multiple requests do not generate multiple processes, as does a CGI program.

·   Another benefit of using servlets is that since it runs inside a JVM, it can easily be ported to other platforms supporting Java.

Java Server Pages (JSP) is similar to Microsoft’s Active Server Pages (ASP). A Java Server Page contains HTML, Java code, and JavaBean Components. JSP provides a way to embed components in a page, and have them do their work to generate the page that is eventually sent to the client. When a user requests a JSP file, the Web server will first generate a corresponding servlet and returns the resulting content to the Web browser.

Both Java Servlets and JSPs are based on a High-level language called Java. Java’s main attractions are that it is platform independent, secure, 100% object-oriented, extensible, and a relatively simple language to code (as compared to C++).

Advantages Of Java Language

· Platform Independence: Java Servlets follow the same platform-independent model that the Java language does.

· Reusability: Reusability can be achieved either by creating component parts to an application, or using object-orientation to encapsulate share functionality is another. Java uses both.

· Modularity: When developing complete server-side applications, programs can get large and complex in a hurry. Breaking down the application in to small chunks to do specific tasks is a good idea. Java servlets, JSPs and JavaBeans provide a way to modularize the application.

The combination of Java Servlets and JSPs is chosen for the implementation for the same reasons that Java servlets are platform-independent, efficient, and 100% object-oriented.  Others could have been used but none of them satisfied both platform independence and efficient performance unlike Java servlets and JSPs.


7.3 System Architecture
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Figure 11: System Architecture for Internet Banking System.

Figure 11 shows the suggested architecture for the system proposed in this project. The middle tier or the middleware for the system will be implemented in JAVA (See Section 7.2).

8 DATABASE MODEL AND SCHEMA

8.1 Database Modeling

To record visually the entities and relationships between them, an entity relationship diagram, or ERD is drawn. An entity is a thing or object of significance to the business, whether real or imagined, about which the business must collect and maintain data, or about which information needs to be known or held. After an entity is identified, it is described through attributes. An attribute is any detail that serves to identify, qualify, classify, quantify, or otherwise express the state of an entity occurrence or a relationship. Attributes are specific pieces of information, which need to be known or held. A primary key is an attribute, which uniquely identifies an occurrence of an entity.

	SYMBOL
	MEANING

	e.g.
	This Symbol describes an entity, Which consist of attributes such as Branch_ID, Branch_Name, Branch_Address and Branch_Phone. Where Branch_ID is the Primary Key. The same meaning applies to rounded rectangle symbol.



	e.g.
	Represents a 1 to 0, 1 or Many relationship, the circle represents optionality.

	e.g.


	Describes subtype/super type relationship. 

	e.g.
	Identifying Relationship

	e.g.
	 Non-Identifying relationship


TABLE 3: ERD Symbols

Phrases are used to describe the relationship, for e.g. with respect to Figure 12, “A customer has 0,1 or more bills, and a bill is associated with one customer. Where has and is associated are phrases that describe the relationship between customer and bill. 

8.2 Database Schema

A database schema describes the tables and constraints stored in a database. The schema is usually generated using SQL (See Appendix E).

9 USER INTERFACE DESIGN

9.1 Interface flow Diagrams

Interface flow diagrams show the relationships among the user-interface components, screens and reports that make up an application (See Table 4). In Figure 14A we see an example of an interface flow diagram for Internet Banking System (IB) prototype. Figure 14A is not the complete interface flow diagram for the IB prototype; the set figures14A, 14B, 14C and 14D make up the complete interface flow diagram for the IB prototype. The boxes represent user interface objects (screens, reports or forms) and the arrows represent represent the possible flow between screens.

	Symbol
	Meaning

	

	Indicates a Screen from the application

	
	Indicates a copy of the Screen from the application, the purpose is to simplify drawing interface flow diagram. i.e. avoid lines crossing.

	
	Indicates a flow, which is bi-directional, i.e. If you move from source screen to the destination screen, you can always go back to the source screen from the destination screen.

	
	Indicates a flow in one direction, i.e. unidirectional 


TABLE 4: Interface flow diagram symbols

[image: image9.jpg]| we.Beiq mo|4 soepa|

]
WS
I

| o:

%uw%
Tors
| GONEUIRUOD S
Tinios
To— = .
v Bl ls (.u0d Jog)
L 3 R z weibelq
E | TS o
P Y e !
o Se B avepa
//fn7 wns | R ' o
({ToneunguoS S
e

TS
SIS

wans
ay:

wats
RS [~
£ L





Figure 14A: Interface Flow Diagram 1
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Figure 14B: Interface Flow Diagram 2
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Figure 14C: Interface Flow Diagram 3
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Figure 14D: Interface Flow Diagram 4

An interface flow diagram allows you to easily gain a high-level overview of the interface for a particular application, allowing users to quickly gain an understanding of how the system is expected to work. In addition, Interface flow diagrams can also help validate the user interface design.

9.2 User Interface Guidelines

The following are the design tips taken into consideration while designing the user interface for the prototype (Internet Banking system):

Consistency: The most important thing one can do is to make sure that the user interface operates consistently, example using the same interface metaphor. Users need to know how to work with the application build for them. When an application operates consistently, it means you only have to explain the rules once. This is a lot easier than explaining in detail exactly how to use each and every feature in an application step by step. 

Navigation: The navigation between screens is important, as it can influence the user’s satisfaction in relation to the software. The navigation should help the user in building an adequate conceptual model of how the application works. (See Figure 15, snapshot from the Internet Banking application). Because different users work in different ways, your system will need to be flexible enough to support their various approaches. [Ambler, 1998b].  
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Figure 15: Example Of Navigation (Internet Banking Application Main Page)
Wording of messages and labels: The text displayed on the screen is a primary source of information to the user. If the text is worded poorly then your users will perceive your interface poorly. For example, using full words and sentences, as opposed to abbreviations and codes makes your text easier to understand. [Preece, 1994]

Use of colors: Color is very powerful way of representing different regions on a display or screen. Hence segmentation of a screen for detection and search tasks is very useful. In particular areas that need to be seen as a group i.e. belonging together, should have the same color. Too many colors in a display will increase search times, so they should always be used conservatively. In comparison with achromatic (black and white) coding, color has been shown to be more useful in search tasks for inexperience than for experienced users. [Preece, 1994]

Contrasting: If color is to be used in an application, one has to ensure that the screens are still readable. The best way to do this is to follow the contrast rule: Use dark text on light backgrounds and light text on dark backgrounds. For example, it is very easy to read blue text on a white background but very difficult to read blue text on a red background. The problem is that there is not enough contrast between blue and red to make it easy to read, whereas there is a lot of contrast between blue and white. [Preece, 1994]

Alignment of fields: When a screen has more than one editing field you want to organize the fields in a way that is both visually appealing and efficient. As shown in Figure 16B, one way to do this is to left-justify edit fields, or in other words make the left -hand side of each edit field line up in a straight line, one over the other. The corresponding labels should be right justified and placed immediately beside the field. This is a clean and efficient way to organize the fields on a screen. [Preece, 1994]. Figure 16A is an example of poor alignment. Figure 16B helps in reading and filling in the fields.
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Figure 16A: Poor Alignment
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Figure 16B: Good Alignment

Figure 17 is a snapshot of a login screen from the Internet banking application that makes use of the alignment criterion.

[image: image16.png]I THE FARM BANK

Customer Registration Number: R e e et

Password; *

Logon | Clear | Cancel

Note: Passwords are case sensative, e.g If you initially entered your password in lowercase,
make sure you dont have caps lock key on when you log on.




Figure 17: Login Screen

9.3 User Interface after Logging in

The user interface after logging in uses a “folder” like metaphor, where information is organized and categorized. For example, under the category “Account Information”, the user is able to view account summary, transactions and transfer funds. Clicking on the menu of “image buttons” on the right carries out these operations. The menu changes according to the chosen category (Account Information, Billing Information, Customer Service and Logout). In the case of Logout there are no image buttons on the right. Furthermore,  “image rollover” is performed on the image buttons i.e. the image changes color when the mouse is moved over or moved away from the image button. The purpose of “image rollover” is to be informative to the user, by indicating which operation will be selected when the user clicks the mouse button. (See Figure 18)
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Figure 18:User interface after login

9.4 Error Handling

It is very common for a user to forget their passwords, or leave fields blank while carrying out some operation. For example, with login, it is quite possible for a user to leave the password blank or enter an incorrect password. Figure 19, illustrates how the Internet banking application handles such a situation. It prints the errors are printed in “red color” beneath the field for which incorrect or blank information is entered. This provides feedback to the user and improves the user’s interaction with the application.
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Figure 19:Error handling

9.5 Help system

The Internet Banking prototype also includes a help system implemented using the Cognitive Flexibility Theory (CFT) model. 

CFT is a conceptual model, which is based upon cognitive learning theory. The aim of CFT is to facilitate the advanced acquisition of knowledge, which serves as the foundation for understanding complex and ill-structured knowledge domains. The central claim of CFT is that revisiting the same material, at different times, in rearranged contexts for different purposes and from different conceptual perspectives is essential to attain the goals of advanced knowledge acquisition. Content must be covered more than once for full understanding to a point that associations among elements will become apparent. If some of these associations are not grasped on a first exploration, they may be noticed on a second or third attempt. The main metaphor employed by the CFT is that of a criss-crossed landscape. This metaphor suggests a non-linear and multidimensional traversal of complex subject matter, returning to the same place in the conceptual landscape on different occasions, coming from different directions. [Mendes, 2000]
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                                            Figure 20: Front page of the help system

Systems implementing CFT, generally consist of cases and themes. Cases provided in the Internet Banking help system describe real life problem situations concerning the usage of Internet Banking. For example, “Unable to get access to my account” is an example of a case study concerning usage of Internet Banking. (See Figure 20)
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Figure 21: Case Study layout

Figure 21 illustrates the layout of the case study, i.e. when the user selects or clicks on the case study from the front page of the help system (See figure 20), the user is presented with a layout similar to the one given in figure 21. The case study layout (See figure 21) consists of a brief description of the case study selected, navigation bar on the top and the associated themes on the right hand side. Themes are the perspectives or thematic dimension of analysis that are applied to the case study under consideration. Login, Register and Customer Service are the themes used with the case studies of the help system. 
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Figure 22: Theme applied to case study layout

After selecting one of the themes on the right hand side, the user is presented with a layout similar to the one presented in figure 22.The purpose of this page is to apply of the selected theme to the case study under consideration. Applying of the theme to a case study consists of a “General” section and a “Specific” section. The “General” section is a link to an external page, which highlights a general explanation (solution) for the case study. On the other hand, the “Specific” section provides more specific solutions, e.g. Communication error.  

The CFT approach taken for the implementation of the “Help System” for the Internet Banking prototype is quite unique, since most of the Internet Banking sites observed use some form of multimedia e.g. Macromedia Flash. This approach was not considered for the help system because:

· Using a multimedia application for the help system requires a plug-in to operate on the web browser. Furthermore, older browsers may not support the necessary plug-ins to run multimedia.

· Using multimedia on the help system can perform slower compared to a CFT approach, which uses plain HTML. A multimedia system would perform slower because all the media and related files need to be downloaded on the client browser, which leads to larger downloads and reduces its efficiency. 

10 IMPLEMENTATION

This section describes the approach taken for implementing the Internet Banking (IB) prototype, important concepts and the mechanics of the IB prototype. 

10.1 Object-Oriented Analysis (OOA)

This section describes the OOA carried out during the implementation phase of the Internet Banking prototype.

10.1.1 Use Case Diagram

Use case diagrams provide a high-level description of actors and the main ways each actor interacts with the system. Figure 23 and 24 represent the use case diagram of the Internet Banking system.
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Figure 23: Use Case Diagram
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Figure 24: Use Case Diagram

The stick figures in the use case diagram are the actors and the oval shapes represent the use cases i.e. operations taken by the actors on the system. Actors are typically people who use a system, or other software and /or hardware systems. Figure24 shows that there are some operations that require the customer to perform the “login” operation before doing anything else. For example, view the transactions operation; the customer has to log in first, indicated by the “<<uses>>” label in the use case diagram.

10.1.2 Class Diagrams
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Figure 25: Class Diagram Of Internet Banking Prototype

A class diagram describes the types of objects in the system and the various kinds of static relationships that exist between them. The two main types of relationships that exist in class diagrams are as follows:

Associations: Associations represent relationships between instances of classes. It is represented by a straight line without arrows. 
Subtypes: These are shown as lines with arrows pointing to the parent class. This describes the generalization/specialization relationship between the classes.
Class diagrams also show the attributes and operations of a class and the constraints that apply to the way objects are connected. Figure 25 represents the class diagram for the Internet banking system prototype using a specification perspective. There are three perspectives one can take when drawing class diagrams:

· Conceptual: The class diagram represents the concepts in the domain under study. These concepts will relate to the classes that will implement them, but there is often no direct mapping.

· Specification: The class diagram looks at software perspective, however the class diagram represents only the interfaces of the software, not the implementation.

· Implementation:  The class diagram represents the classes, which actually exist.

10.2 Object-Oriented Design (OOD)

This section describes how the OOA (Object-oriented analysis) specification described in section 10.1 was implemented.

10.2.1 Software Architecture
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Figure 26: Deployment diagram for Internet Banking prototype.

Software architecture, also known as deployment diagram, is made up of machines, machine connections and process names. The diagram shows, on the client side i.e. customer PCs run the web-based Internet Banking interface which via HTTP connection communicates with the application server. The application server executes the necessary servlets and JSPs the client is requesting. The application server also communicates with the back-end i.e. RDBMS (Relational Database Management System) to manage the necessary information concerning the client. 

10.2.2 OOD Diagram

This section provides a detailed design of the Internet Banking prototype. The OOA objects shown in Figure 25 are refined in to OOD classes.  The OOD for the Internet Banking prototype given below has been divided into two parts for readability purposes. Figure 27 and 28 (See Appendix B for attributes and methods) make up the OOD diagram for the Internet Banking prototype.
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Figure 27: OOD diagram for Internet Banking Prototype (First half)
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Figure 28: OOD Diagram for Internet Banking Prototype (Second Half)

Figures 27 and 28 show the structure of the Internet Banking prototype. The prototype uses Java Servlets, data manager class objects, data class objects, service objects and the WWW interface (consists of HTML forms, JSP files and JavaBeans). Service objects are objects (classes), which characterize generic API/library facilities; examples are Data Management, User Interface, Middleware, Memory Management etc. On figures 27 and 28 DataManager, Middleware and UserInterface represent service objects.

10.3 Form Handling

Form handling is an essential component of the Internet Banking prototype. This section describes details of how forms are handled. HTML forms usually involve a lot more than just parsing the request parameters and outputting a response back to the client. Typically, form processing involves multiple components operating in the background, with each component responsible for a discrete task, such as state management, data validation, database access, and so on. The Internet Banking prototype consists of five main components: Html page, JSP pages, Java Servlet, Java Bean, and manager classes. The tasks carried out by these components are as follows:

· HTML: This is only used for presentation purposes, however a JSP page can replace an HTML page, since a JSP page can contain HTML code.

· JSP: (See Section 8.2.1.4 for definition of JSP). There are two kinds of JSP pages that are used with forms, the first kind is the type of JSP file that does presentation and produces dynamic content. The other kind of JSP page is known as controller JSP pages, which delegate bulk of the processing to component JavaBeans. These controller pages also contain some conditional logic to respond to user’s actions.  However, these controller pages do not contain presentation logic to display UI (User interface) elements. This task is externalized into separate JSPs (the first kind of JSP), which will be invoked as needed by the controller.

· JavaBean: A reusable component, which encapsulates processing logic for performing consistency checking. e.g. check if the user has filed in all the fields appropriately etc. A JavaBean is a Java class that fits the following criteria:

Public Class

Public Constructor with no arguments.

Public set and get methods that simulate properties.

· Java Servlet: See section 8.2.1.4 for a definition. The function of the Java Servlet is to manage user data and validate user data entered on the forms. This type of form validation is complex compared to consistency checking carried out by JavaBeans. For example, the “Customer Registration Number” field, a JavaBean will check if the Customer Registration Number field is left blank or not. However the kind of form validation a Java Servlet performs could be to validate the customer registration number entered, which requires the Java Servlet to check the customer registration number entered exists or not which requires database access. There are two types of Java Servlets that are used by the Internet Banking prototype, they are ones which access the database i.e. database access servlet and those which do not require to access the database for example the Logout Servlet does not require to access database (See Figure 27). From Figure 27 and 28 it is easy to distinguish between servlets, which are database access servlets and those, which are not. Those, which are connected to manager classes, are database access servlets and likewise those that are not connected to manager classes are non-database access servlets. The manager classes provide data management functions for the servlets.

· Manager Classes: These classes provide data management functions to the servlets.

10.4 Session Tracking

A session can be defined as a series of related interactions between a single client and the web server, which take place over a period of time. The session could be a series of bill payments the user is making or changing password for example. Since HTTP is a stateless protocol, the web server does not automatically know which session a given request belongs to. Session data can be tracked using traditional methods like URL rewriting, hidden form fields or cookies. Internet Banking prototype uses the Java Servlet session API to track session data. The javax.servlet.http.HttpSession API handles many of the details of session tracking. It allows a session object to be created for each user session, and then allows for values to be stored and retrieved for each session.

10.5 Java Database Connectivity (JDBC)

The JDBC API is part of the Java 2 platform Standard Edition. JDBC provides a way for Java programs to communicate with a variety of databases without having to write any platform specific code to do so. JDBC abstracts the vendor-specific details and generalizes the most common database access functions. These functions can be used on any database providing JDBC connectivity through a vendor-specific JDBC driver. If you decide to switch databases, you can keep the same code and just switch the JDBC driver. A JDBC driver is what the Java Virtual Machine uses to translate the generalized JDBC calls into the vendor-specific database calls that the database will understand. These drivers are Java classes and are loaded at runtime. This allows for maximum flexibility when deploying applications that may access databases from multiple vendors. The JDBC 2.0 API includes two packages:

· The java.sql package, which is the JDBC core API. This includes the original JDBC API, which provides the standard functionality as discussed above.

· The javax.sql package, which is the JDBC 2.0 standard extension API. This package is entirely new and is available as a separate download or as part of the Java 2 Platform SDK, enterprise edition.

The features or classes of javax.sql package are explained as follows:

· javax.sql.DataSource: a DataSource object represents a database and creates connections for that database. Information needed to create the connections such as the database name, server name, port, user, password, etc. are represented as properties of the DataSource object. The properties are accessed through the methods following the design pattern specified for JavaBeans.

· javax.sql.ConnectionPoolDataSource: a ConnectionPoolDataSource object has a role very similar to the plain DataSource object. The only difference is that it creates PooledConnection objects instead of regular connection objects created by a DataSource object.

· javax.sql.PooledConnection: a PooledConnection object is associated with a regular Connection object. It provides access to the Connection through a simple wrapper that relays most of the methods to the Connection but overrides the close method so that instead of closing the connection it’s   return to the pool of connections.

The Internet Banking prototype consists of Data Manager classes, which provide data management functions to the Java Servlets, using the JDBC 2.0 API (as discussed above). The Internet Prototype uses Microsoft Access 2000 has the relational database, however the Internet Banking prototype is capable of operating with any relational database, as long as there exists a JDBC driver for the particular database. Microsoft Access was used, as the back-end database because of it was easy to use, availability and prior knowledge of the workings of Microsoft Access.

10.6 Connection Pooling

Traditional database applications create a single connection to the database that is used for the duration of the application. Because of the stateless nature of the Web, however, a Web-based database application must open and close a new connection on each page. This opening and closing of database connections is an expensive operation, the end user pays the performance price for this connection. The solution to this problem is solved using Connection Pooling, which is process of establishing a collection (or pool) of connections ahead of time that are ready and waiting for some one to use. By establishing these connections in a separate thread, the Java servlet will not have to pay any (or at least only pay minimal) performance penalties [JRun 3.0 Reference Documentation 2000].   The Java servlets used in the Internet Banking prototype "borrow" a connection from the pool, use it, and then return it when complete.  

 Developers have either created their own connection pools or taken advantage of the many connection pools freely available for download. JRun 3.0 takes this additional development burden away by bundling a powerful connection pool in the product, which can be easily administered through the JRun Management Console. This seamless integration makes the use and management of a connection pool amazingly simple. [JRun 3.0 Reference Documentation, 2000]

10.7 JRun 3.0 

The Internet Banking prototype runs on JRun 3.0. JRun 3.0 is a Java application server form Allaire Corporation supporting the latest Java Servlet/JSP and EJB (Enterprise Java Beans) specifications from Sun Microsystems, providing an integrated development environment for building and deploying server-side java. JRun 3.0 is capable of extending an existing web server to support web applications that deliver dynamic content generated by Java Servlets, JSP pages hosted by the JRun 3.0 Server. Characteristics of JRun are listed as follows:

· Ease Of Use: JRun’s clean design is based on industry specifications, puts the full power of Java 2 Platform Enterprise Edition (J2EE) in a single easy-to-install-and-use server. [JRun 3.0 Developers Guide, product information, 2000]
·  High Performance: Built for speed, JRun delivers the high performance and scalability to Internet business demand. [JRun 3.0 Developers Guide, product information, 2000]

· Flexibility: With its modular structure architecture, JRun lets one to install and use only the components needed, and allows one to easily customize key functionality for one’s unique project requirements. [JRun 3.0 Developers Guide, product information, 2000]
· Power: JRun’s complete implementation of J2EE, including full transaction and message server capabilities, delivers the powerful capabilities of the complete series of J2EE specifications in a single integrated server. [JRun 3.0 Developers Guide, product information, 2000]
JRun includes the JRun Management Console (JMC), a browser based web application used to configure the JRun environment and the connection between JRun and the web server(s). By default the JMC runs on the admin JRun server. The Internet banking prototype sets up the DataSource using the JRun Management Console (See Appendix  A for set-up). 

The DataSource objects are registered with a directory service (provided by JRun) accessed through the Java Naming and Directory Interface (JNDI) API [JRun 3.0 Developers Guide, 2000].

11 Usability Testing: Internet Banking Prototype 

11.1 Definition

Usability is the combination of fitness for purpose, ease of use, and ease of learning that makes a product effective. Usability testing focuses on determining if the product is easy to learn, satisfying to use and contains the functionality that the user desire. [Faulkner, 2000]

11.2 Testing Plan and Structure

The testing plan for the Internet Banking prototype consists of the user task sheet and a questionnaire (See Appendix C for the user task sheet and questionnaire) that are presented to the surveyed users. The users first perform the tasks listed on the user task sheet on the Internet Banking prototype, the user than provides his/her evaluation by filling the questionnaire. The questionnaire consisted of two types of questions: closed and open questions. Closed questions are those questions where the user is asked to select an answer from a choice of alternative replies. Open questions are those questions where the user is free to provide their own answer. Figures 29 and 30 illustrate examples of closed and open questions.
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 Figure 29: Example of Closed Question
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Figure 30: Example of Open Question 

11.3 Results

This section discuses and analyze the results obtain from the survey carried out on the Internet Banking prototype. We used graphs, which illustrate the results of the user feedback. There were six users surveyed, more users could not be found due to time constraints.
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Graph 1: Do you have Internet at home?
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Graph 2: Was it obvious how the system worked from first glance?

Graph 1 illustrates the number of user familiar with the Internet, Graph 2 reflects the results in Graph 1, users which were not familiar with the Internet, were not familiar how the prototype would operate from first glance. 

Graphs 3 to 10 illustrate the ratings for the Internet Banking prototype tasks carried out by the users. The results are very promising, since the graphs indicate that the surveyed users were comfortable in carrying out the tasks listed in the task sheet.
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Graph 3: Ratings for Registration task
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Graph 4: Ratings for logging in task
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Graph 5: Ratings for Viewing Transaction task


[image: image35.wmf]Ratings for Fund Transfer Task

0

1

2

3

4

5

6

1

2

3

4

5

Ratings(1=very easy, 5=very difficult)

No Of Users


          Graph 6: Ratings for Fund Transfer task
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              Graph 7: Ratings for Bill Payment task
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Graph 8: Ratings for Changing Password task
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Graph 9: Ratings for Creating Bill Payment task
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       Graph 10: Ratings for using help system task

From the graphs results above, the users had no difficulty carrying out the tasks, however users who have never used the Internet also find the prototype to be quite easy to use.

There were some requests from the users surveyed, regarding changes to the system, which are mentioned as follows:

· Introduction of sound: Request for playing a soft music when the user logs in, and stop the music when the user logs out.

· Multimedia for the help system: Request for using multimedia for the help system instead of CFT.

The above requests regarding changes to the Internet Banking prototype were rejected, the first request was rejected because playing sound on a web page can be annoying and doesn’t serve any purpose for someone who is deaf. [Hypermedia and Multimedia lecture notes, 2000]. The second request was also rejected for reasons described in section 9.5.

12 CONCLUSIONS

This report provides details of the background information about online banking, developing an Internet banking prototype using server-side Java (Java Servlets, Java Server Pages). The development of the prototype consisted of specification phase, user-interface design phase, implementation phase and usability testing phase.

13 APPENDIX A: Setting Up Data Source With JRun 

This appendix illustrates step by step of how to run the Internet Banking prototype. The tools available at the time of developing the prototype were JRun (Application Server) and Microsoft Access (Database). However the prototype could be run with any application server, which has support for JSP (Java Server Pages) and Java Servlets. Likewise the prototype is able to operate with any relational database. The steps below assume you have JRun and Microsoft Access installed.

1 Setting up the Data Source
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Appendix A-Figure 1: Select Control Panel

First select “Control Panel” as shown in Appendix-Figure 1.
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Appendix A-Figure 2: Control Panel

Select the “Data Sources (ODBC)” icon, and the window similar to Appendix-Figure 3 should pop-up.
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Appendix A-Figure 3: ODBC Data Source Administrator

Appendix-Figure 3 shows, the ODBC drivers for different types of databases, select MS Access 97 Database and click configure, a window similar to Appendix-Figure 4 should pop-up.  
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                          Appendix A-Figure 4: ODBC Microsoft Access Setup

Enter “MS Access 97 Database” for the Data Source Name, and select the database Banking.mdb   and click OK button. This data source needs to be set-up with the JRun’s admin server. Run the admin server as shown in Appendix-Figure 5:
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Appendix A-Figure 5: Select JRun Admin Server

A window should start popping up (See Appendix-Figure 6), which then disappears.
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Appendix A-Figure 6: JRun Admin Server

Open your browser and point to the URL: http://localhost: 8000/ and login using the username and password selected during JRun installation. After entering the username and password, Select JDBC data Sources and edit the data source. (See Appendix-Figure 7,8).
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Appendix A-Figure 7: JRun Management Console
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Appendix A-Figure 8: JDBC Data Source Set-up

Click “Test button” to check if the data source is installed successfully.

14 Appendix B: Attributes and Methods of OOD classes

This section of the appendix provides the attributes and methods of the classes, which make up the OOD (Object-oriented design) shown in figures 27 and 28. The appendix categorizes the classes into Data classes, manager classes and Java Servlets.

14.1 Data Classes

14.1.1 AccountData Class

Attributes of AccountData class:

· AccNumber

· AccName

· Balance

Methods of AccountData class:

· GetAccNumber ()

· SetAccNumber (String accnumber)

· GetAccName ()

· SetAccName (String accName)

·  GetBalance ()

· SetBalance (String balance)

14.1.2 BankCustomerData Class

Attributes of BankCustomerData class

· Cust_ID

· Cust_First_Name

· Cust_Last_Name

· Cust_Address

· Cust_Password

· Cust_Email

· Notification

Methods of BankCustomerData class

· GetCustomerID ()

· SetCustomerID (String id)

· GetCustomerFirstName ():

· SetCustomerFirstName (String firstname):

· GetCustomerLastName (): 

· SetCustomerLastName (String lastname):

· SetCustomerAddress (String address):

· GetCustomerAddress ():

· SetCustomerPassword (String password):

· GetCustomerPassword ():

· SetCustomerEmail (String email):

· GetCustomerEmail ():

· SetNotification (String notification):

· GetNotification():

14.1.3 BillData Class

Attributes of the BillData Class

· BillCode: 

· Date:

· Amount:

Methods of the BillData Class:

· GetBillCode ():

· SetBillCode (String billCode):

· GetBillDate ():

· SetBillDate (String date):

· GetAmount ():

· SetAmount (double amount): 

14.1.4 BillGenerate Class:

Attributes of the BillGenerate Class:

· BillCode:

· Date:

· FromAcc:

· AccNum:

· CustID:

· Amount:

Methods of the BillGenerate Class:

· GetCustID ():

· SetCustID (String custID):

· GetBillCode ():

· SetBillCode (String billCode):

· GetBillDate ():

· SetBillDate (String date):

· GetAmount ():

· SetAmount (String amount):

· GetAccNumber ():

· SetAccNum (String accNum):

· GetFromAcc ():

· SetFromAcc (String fromAcc):

14.1.5 TransactionData Class

Attributes of the TransactionData Class:

· TransDate:

· TransAmt:

· TransOther:

Methods of the TransactionData Class:

· GetTransDate ():

· SetTransDate (String transDate):

· GetTransAmt ():

· SetTransAmt (String transAmt):

· GetTransOther ():

· SetTransOther (String transOther):

14.2 Manager Classes

14.2.1 AccountListManager Class

Attributes of the AccountListManager Class:

· Connection: The connection to the database

Methods of the AccountListManager Class:

· SelectAccounts (String custID):

14.2.2 CustomerManager Class

Attributes of the CustomerManager Class:
· Connection: The connection to the database.

Methods of the CustomerManager Class:

· SelectCustomer (String custID):

· UpdateCustomer (BankCustomerData data):

· Lock (String username, BankCustomerData data):

· Unlock (String username, BankCustomerData data):

· UserExist (String custID):

14.2.3 LoginManager Class

Attributes of the LoginManager Class:
· Connection: The connection to the database

Methods of the LoginManager Class:

· ValidateUser (String custID, String password):

· GetName (String custID):

14.2.4 PasswordManager Class:

Attributes of the PasswordManager Class:
· Connection: The connection to the database.

Methods of the PasswordManager Class:

· ChangePassword (String custID, String passwd):

· ValidatePasswd (String custID):

14.2.5 BillerManager Class

Attributes of the BillerManager Class:
· Connection: The connection to the database.

Methods of the BillerManager Class:

· GetBills (String custID):

· Paybill (String custID, String code, String date):

· UpdateAcc (String amount, String toAccount):

· RecordPayment (double amt, String toAccount, String trans_type, String dr_cr, String other_party):

· GetAccountInfo (String account):

· GetBalance (String account):

· AllocateID (): 

14.2.6 TransferManager Class

Attributes of the TransferManager Class:

· Connection: The connection to the database.

Methods of the TransferManager Class:

· TransferTo (String amount, String toAccount):

· InsertTransaction (double amt, String toAccount, String trans_type, String dr_cr, String other_party):

· GetAccountInfo (String account):

· AllocateID ():

14.2.7 TransactionManager Class

Attributes of the TransactionManager Class:

· Connection: The connection to the database.

Methods of the TransactionManager Class:

· GetTransactions (String account, String toDate, String fromDate, String order):

· GetLastBalance (String account):

14.2.8 ViewBillsManager

Attributes of the ViewBillsManager Class:

· Connection: The connection to the database

Methods of the ViewBillsManager Class:

· GetBills (String custID):

14.2.9 CreateBillManager Class

Attributes of the CreateBillManager Class:

· Connection: The connection to the database

Methods of the CreateBillManager Class:

· CreateBill (BillGenerate data):

· RecordPayment (double amt, String toAccount,String trans_type,String dr_cr,String other_party):

· GetAccountInfo (String account): 

· AllocateID ():

· GetBalance (String account):

14.3 Java Servlets

14.3.1 Login Servlet Class

Attributes of the Login Servlet Class:

· Connection: The connection to the database

· Loginmanager

· AccountListManager

Methods of the Login Servlet Class:

· Init () :Initialize the servlet.

· DoPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.2 Biller Servlet Class

Attributes of the Biller Servlet Class:

· Connection: The connection to the database

· BillerManager

Methods of the Biller Servlet Class:

· Init () :Initialize the servlet.

· Service (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.3 Transaction Servlet Class

Attributes of the Transaction Servlet Class:

· Connection: The connection to the database

· TransactionManager

Methods of the Transaction Servlet Class:

· Init () :Initialize the servlet.

· doPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.4 PasswordChange Servlet Class:

Attributes of the PasswordChange Servlet Class:

· Connection: The connection to the database

· PasswordManager

Methods of the PasswordChange Servlet Class:

· Init () :Initialize the servlet.

· doPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.5 SendEmail Servlet Class:

Attributes of the SendEmail Servlet Class:

· SmtpHost

· To

Methods of the SendEmail Servlet Class:

· Init () :Initialize the servlet.

· DoPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.6 Registration Servlet Class

Attributes of the Registration Servlet Class:

· CustomerManager

· CustomerData

· Connection

Methods of the Registration Servlet Class:

· Init () :Initialize the servlet.

· DoPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.7 Logout Servlet Class

Methods of the Logout Servlet Class:

· Service ()

14.3.8 Transfer Servlet Class

Attributes of the Transfer Servlet Class:

· TransferManager

· AccountListmanager

· Connection

Methods of the Transfer Servlet Class:

· Init () :Initialize the servlet.

· DoPost (HttpServletRequest request, HttpServletResponse response): post the results.

14.3.9 ViewCreatedBills Servlet Class

Attributes of the ViewCreatedBills Servlet Class:

· ViewBillsManager

· Connection

Methods of the ViewCreatedBills Servlet Class:

· Service ()

· Init ()

14.3.10 CreateBill Servlet Class

Attributes of the CreatedBill Servlet Class:

· CreateBillsManager

· Connection

· BillGeneratedata

Methods of the CreatedBill Servlet Class:

· Service ()

· Init ()

15 Appendix C: User Task Sheet and Questionnaire

16 Appendix D: Snapshots of the Internet Banking Prototype

[image: image48.png]1 THE FARM BANK

ACCOUNT BILLING CUSTOMER
INFORMATION INFORMATION SERVICE Locout

PAY? DESCRIPTION  AMOUNT DUE DATE g
O TelecomNZ NZ§ 100.0 2000-08-09 g
C PowediZ NZ§ 100.0 2000-09-09

Pay From Which Account 7 06-01465-0123-01 Savings § 25000 =, g
Pay| ClearAll | SelectAll

Note: Bil above are Bank generated

Created By Noman Afrid]
B b B S aon Rl Eiahes ma




Appendix D-Figure 1: Bill Presentment and Payment Screen
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Appendix D-Figure 2: Creating a Bill Screen
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Appendix D-Figure 3: Screen, after clicking on Logout Icon
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Appendix D-Figure 4: Screen showing an unsuccessful registration
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Appendix D-Figure 5: Screen showing a successful registration
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Appendix D-Figure 6: Transaction Management Screen
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Appendix D-Figure 7: Fund Transfer Management Screen
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Appendix D-Figure 8: Customer Service Screen
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Appendix D-Figure 9: Screen shows the bill payments created by the user
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Appendix D-Figure 10: Change Password Screen
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Appendix D-Figure 11: Screen shows error changing the Password

17 Appendix E: Source Code Of Internet Banking Prototype

This appendix includes the database schema, Java Servlets, JavaBeans, Manager and Data Classes, JSP files. 
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