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Abstract

In this paper we study von Neumann un-biasing normalisation for ideal and real
quantum random number generators, operating on finite strings or infinite bit se-
quences. In the ideal cases one can obtain the desired un-biasing. This relies critically
on the independence of the source, a notion we rigorously define for our model. In real
cases, affected by imperfections in measurement and hardware, one cannot achieve a
true un-biasing, but, if the bias “drifts sufficiently slowly”, the result can be arbitrarily
close to un-biasing. For infinite sequences, normalisation can both increase or decrease
the (algorithmic) randomness of the generated sequences.

A successful application of von Neumann normalisation—in fact, any un-biasing
transformation—does exactly what it promises, un-biasing, one (among infinitely
many) symptoms of randomness; it will not produce “true” randomness.

1 Introduction

The outcome of some individual quantum-mechanical events cannot in principle be pre-
dicted, so they are thought of as ideal sources of random numbers. An incomplete list of
quantum phenomena used for random number generation include nuclear decay radiation
sources [29], the quantum mechanical noise in electronic circuits known as shot noise [30],
photons travelling through a semi-transparent mirror [23, 27, 31, 34, 36] or photon arrival
times [39, 32, 4]. Our methods are primarily developed to address these latter photon-
based quantum random number generators (QRNGs), one of the most direct and popular
ways to generate QRNs, but many of our mathematical results will be applicable to other
QRNGs.

Due to imperfections in measurement and hardware, QRNGs are biased and operate

*An extended abstract has appeared in A. A. Abbott, C. S. Calude. Von Neumann normalisation and
symptoms of randomness: An application to sequences of quantum random bits, in C. S. Calude, J. Kari,
1. Petre, G. Rozenberg (eds.). Proc. 10th International Conference Unconventional Computation, Lecture
Notes Comput. Sci. 6714, Springer, Heidelberg, 2011, 40-51.
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non-independently in their generation of bits, two symptoms of non-randomness [10].}
The first and simplest technique for reducing bias was invented by von Neumann [38]. It
considers pairs of bits, and takes one of three actions: a) pairs of equal bits are discarded;
b) the pair 01 becomes 0; c) the pair 10 becomes 1. Contrary to wide spread claims, the
technique works for some sources of bits, but not for all. The source of constantly biased
bits is effectively transformed into one in which the probabilities of 0 and 1 are equal: 50%
for each. As we shall show, a stronger property is true: the un-biasing works not only
for bits but for all reasonably long bit-strings. However, if the bias is not constant the
procedure does not work. Furthermore, the von Neumann procedure cannot assure “true
randomness” in its output. We briefly emphasise that bias is a property of the source of
bits which only gives the expected frequency of 0’s and 1’s in the strings produced.

To understand the behaviour of QRNGs we need to study the un-biasing transforma-
tions on both (finite) strings and (infinite) sequences of bits produced by the source. In this
paper we will focus on von Neumann normalisation? because it is very simple, easy to im-
plement, and (along with the more efficient iterated version due to Peres [26] for which the
results will also apply) is widely used by current proposals for QRNGs [23, 24, 18, 31]. Sim-
ilar or stronger normalisation procedures have been studied under additional assumptions
in, for example, Blum [7] (the source is a finite Markov chain) or Santha and Vazirani [28]
(the source is semi-random) or Vadhan [37]; such additional hypotheses are satisfied by
some physical sources, like a zener diode, but not necessarily by quantum sources. The
widespread use of von Neumann normalisation, however, warrants a proper understand-
ing of its operational quality when used on non-ideal sources regardless of the existence of
other methods.

The main results of this paper are the following. In the “ideal case”, the von Neumann
normalised output of an independent constantly biased QRNG is the probability space of
the uniform distribution (un-biasing). This result is true for both for finite strings and
for the infinite sequences produced by QRNGs (the QRNG runs indefinitely in the latter
case).

It is important to note that independence in the mathematical sense of multiplicity of
probabilities is a model intended to correspond to the physical notion of independence of
outcomes [20]. In order to study the theoretical behaviour of QRNGs, which are based on
the assumption of physical independence of measurements, we must translate this appro-
priately into our formal model. We carefully define independence of QRNGs to achieve
this aim.

As explained above, QRNGs do not operate in ideal conditions. We develop a model
for a real-world QRNG in which the bias, rather than holding steady, drifts slowly (within
some bounds). In this framework we evaluate the speed of drift required to be maintained
by the source distribution to guarantee that the output distribution is as close as one
wishes to the uniform distribution.

We have also examined the effect von Neumann normalisation has on various properties
of infinite sequences. In particular, Borel normality and (algorithmic) randomness are
invariant under normalisation, but for e-random sequences with 0 < € < 1, normalisation
can both decrease or increase the randomness of the source.

Finally, we present our results in a mathematical framework which avoids hasty claims
which later are disproved.

'As discussed in [1], “true randomness” does not mathematically exist. Various forms of algorithmic
randomness [15] are each defined by an infinity of conditions, some “statistical” (like bias), some “non-
statistical” (like lack of computable correlations).

?Many improvements of the scheme have been proposed [16, 26].



2 Notation

We present the main notation used throughout the paper.

By 2% we denote the power set of X. By |X| we denote the cardinality of the set of
X.

Let B = {0,1} and denote by B* the set of all bit-strings () is the empty string). If
x € B* and i € B then |z| is the length of z and #;(x) represents the number of i’s in
x. By B™ we denote the finite set {z € B* | n = |z|}. The concatenation product of two
subsets X,Y of B* is defined by XY = {zy |z € X,y € Y}. If X = {x} then we write
xY instead of {z}Y. By B“ we denote the set of all infinite binary sequences. For x € BY
and natural n we denote by x(n) the prefix of x of length n. We write w C v or w C x in
case w is a prefix of the string v or the sequence x.

A prefix-free (Turing) machine is a Turing machine whose domain is a prefix-free set
of strings [10]. The prefix complexity of a string, Hyy (¢), induced by a prefix-free machine
W is Hy (o) = min{|p| : W(p) = o}. Fix a computable € with 0 < ¢ < 1. An e—universal
prefix-free machine U is a machine such that for every machine W there is a constant ¢
(depending on U and W) such that € - Hy (o) < Hw (o) + ¢, for all 0 € B*. If ¢ =1 then
U is simply called a universal prefix-free machine. A sequence x € B¥ is called e-random
if there exists a constant ¢ such that Hy(x(n)) > e -n — ¢, for all n > 1. Sequences that
are 1-random are simply called random.

A sequence x is called Borel m—normal (m > 1) if for every 1 < ¢ < 2™ one has:
limy, 500 Ni™(x(n))/[ 5] = 27™; here N;"(y) counts the number of non-overlapping occur-
rences of the ith (in lexicographical order) binary string of length m in the string y. The
sequence x is called Borel normal if it is Borel m—normal, for every natural m > 1.

A probability space is a measure space such that the measure of the whole space is
equal to one [6]. More precisely, a (Kolmogorov) probability space is a triple consisting
of a sample space (), a o—algebra F on €2, and a probability measure P, i.e. a countably
additive function defined on F with values in [0, 1] such that P(2) = 1.

3 The finite case

3.1 Source probability space and independence

In this section we define the QRNG source probability space and the independence prop-
erty.

Consider a string of n independent bits produced by a (biased) QRNG. Let pg,p1 be
the probability that a bit is 0 or 1, respectively, with pg + p1 = 1, pg,p1 < 1.

The probability space of bit-strings produced by the QRNG is (B", 25", P,) where
P, : 28" —[0,1] is defined by

Pn(X) — Z o o(m)p?ﬁl(m)’ (1)
reX

for all X C B™.
It is easy to verify that the Kolmogorov axioms are satisfied for the space (B", 25", P,),
so we have:

Fact 1. The space (B", 25", P,) with P, defined in (1) is a probability space.



The space (B, 25", P,) is just the n-fold product of the single bit probability space
(B,2B,P1). For this reason this space is often called an “independent identically-
distributed bit source”. The resulting space is “independent” because each bit is in-
dependent of previous ones. But what is “an independent probability space”?

Physically the independence of a QRNG is usually expressed as the impossibility of
extracting any information from the flow of bits x1, ..., xx_1 to improve chances of predict-
ing the value of x;, other than what one would have from knowing the probability space.
The fact that photon-based QRNGs obey this physical independence between photons
(and thus generated bits) rather well [2, 31] is the primary motivation for our modelling
of these devices. These sources (where the condition of independence still holds) are often
termed “independent-bit sources” [37]. In a real device we cannot, of course, expect each
bit to be identically distributed, so we study this more general case more thoroughly in
Section 3.5.

Formally, two events A, B C B™ are independent (in a probability space) if the
probability of their intersection coincides with the product of their probabilities [9] (a
complexity-theoretic approach was developed in [14]). This motivates the definition of
independence of a general source probability space given in Definition 3. But first we need
the following simple property:

Fact 2. For every bit-string x and non-negative integers n,k such that 0 < k + |z| < n
we have:

P, (kaBn—k—lx\) _ po#o(x)palfh(w) _ P|1‘\({x}) (2)

Definition 3. The probability space (B", 28" Prob,,) is independent if for all 1 < k <n
and all x1...2 € B* the events z123 . .. a:k_lB”_k“ and Bk_lka”_k are independent,
i.e.

Prob, (xla;g .. .xk_lkanfk) = Prob,, (:Ulazg .. .xk_anka) - Prob,, (kalkanfk) .

Fact 4. The probability space (B™, 28", P,) with P, defined in (1) is independent.

Proof. Using (2) we have:

Pn <[1}1$2 . .I'kflkan*k) = p#o(xl"'xk)psfl(xl"'xk)

_ p#o(m-~-1‘k—1)pi¢1(Jfl-nxk—l)p#o(m)pfh (xk)

— P, (mm N .xk,an—’fH) P, (Bk_lka"_k) .

As we will see later, there are other relevant independent probability spaces.

3.2 Von Neumann normalisation function

Here we present formally the von Neumann normalisation procedure.

We define the mapping F : B2 — BU{\} as

A if 1 = T2,

xy  if 21 # 29,

F(xize) = {



and f: B — B? as

f(a) = az,
where £ = 1 — . Note that for all z € B we have F(f(z)) = = and, for all z;,z2 € B
with z1 # zg, f(F(z122)) = 7129

For m < |n/2] we define the normalisation function VN, ., : B" — (ngm Bk> U{A}
as
VNpm(z1...2pn) = F(xi22)F(2324) -+ - F (m(QL%J_I)mQL%D )

Fact 5. For all 1 < m < |n/2] and y € B™ there exists an x € B™ such that y =
V Ny m(z).

Proof. Take = = f(y1)f(y2) - f(ym)0" 2™ -

In fact we can define the right inverse normalisation VN, - L 2B™ 5 2B" as

VN, (V)= {Ulf(yl)uzf(yz) U f(Ym) U1V [ Y = Y1 ym €Y,

m~+1
wi € (00,11} 0 € BU A Jol +2m + 3 fui| = ”}
i=1

for which VN, ,, (VNn_}n(y)) = {y} holds for every y € B™.

3.3 Target probability space and normalisation

We now construct the target probability space of the normalised bit-strings over B™ for
m < |n/2], i.e. the probability space of the output bit-strings produced by the application
of the von Neumann function on the output bit-strings generated by the QRNG.

The von Neumann normalisation function V' N, ,, transforms the source probability
space (B™, 25" P,) into the target probability space (B™,28", P,_,,,). The target space
of normalised bit-strings of length 1 < m < |n/2] associated to the source probability
space (B", 28" P,) is the space (B™,28" P, ), where Py, : 28" — [0,1] is defined
for all Y C B™ by the formula:

Py (VNom(Y))
P, (VN (B™))

Pn—)m(Y) -

Proposition 6. The target space (B™ 25" P, ...) of normalised bit-strings of length
1 < m < |n/2]| associated to the source probability space (B™,2B" P,) is a probability
space.

Proof. We need to check only additivity: For X, Y C B™ XNY =0 = P,_,,,(XUY)
Ppsm(X )+ P (Y). This equality is valid since VN, } (XUY) = VN, (X)UVN, . (Y
and P, (VN, L, (Y)UVN, (X)) = P, (VN ,(Y)) + P, (VN (X)), as VN, ] (X)
VN, L(Y) =0 because X and Y are disjoint.

n,m

~—

>



3.4 Normalisation of the output of a source with constant bias

We now show that von Neumann procedure transforms the source probability space with
constant bias into the probability space with the uniform distribution over B™, i.e. the
target probability space (B™,28" P, ..) has P, = U, the uniform distribution.
Independence and the constant bias of P, play a crucial role.

Theorem 7 (von Neumann). Assume that 1 < m < |n/2|. In the target probability
space (Bm,2Bm,Pn_>m) associated to the source probability space (B”,2Bn,Pn) we have
Pon(Y) =Un(Y) =1|Y]-27™, for every Y C B™.

Proof. Since P,,_,,, is additive it suffices to show that for any y € B™, P,_,,,({y}) = 27™.
Let Z = P, (VN L(B™)).

We have (the sums are over all u; € {00,11}*, v € BU{\} such that |v|+ 37"+ ;] =
n—2m):

Posm({y}) = Z #o(u1 f(y1). umf(ym)umﬂv)pfél(U1f(y1)...umf(ym)um+1v)
ul,v
B pgﬁo(f(yl)~~-f(ym))pfﬁ1(f(yl)~~~f( oty 10) F (e1. 1)
- VA Zp !
Uj U

— pglpgn Z p(;]éﬁo(ul...uerlv)p:fh(ul.‘.um+1v) ’

which is independent of y. Since P, (B™) = 1 and for all z1,29 € B™ we have
Pom({z1}) = Poom({z2}) it follows that P, ({y}) = 27 = U, ({y}); by additiv-
ity, for every Y C 2™ we have P, (Y) =U,(Y) = |Y]-27™. O

It is natural to check whether the independence and constant bias of the source prob-
ability space are essential for the validity of the von Neumann normalisation procedure.

Example 8. The source probability space (B2,25” Proby) where Proby(00) =
0, Probs(01) = Proby(10) = Proby(11) = 1/3 is independent and Proby_,; = Uj.

Example 9. The source probability space (B2, 232, Probs) where Probe(00) =
Probg(11) = 0, Probs(01) = 1/3, Proby(10) = 2/3 is independent but Proby_,1 # Uy.

Comment. One could present the above examples in the more general framework of
Theorem 7.

Theorem 10. Let m > 1 and n = 2m. Consider the source probability space
(B",2B" Prob,) = HQI(BQ,QBQ,PQi), where Pi(01) = Pi(10), for all 1 < i < m. Then,
in the target probability space (B™,2P™ Prob, ), where Prob, = ", P, we have
Prob, ., = U,

Proof. It is easy to check that for every y = Ym € B™ we have

PrObn—Hn({yl e ym}) Hz 1 P2 (yzyz)/PrOb (VN ( m))’ S0 PrObn—Wn({yl ym})
does not depend on y (because Pi(aa) = Pi(aa), for every a € B). Hence, Prob,_m, = Up,.

O]



The source probability space (B", 25" Prob,,) in Theorem 10 is not constantly biased
and may be independent or not, but von Neumann normalisation still produces the uniform
distribution under these conditions.

Example 11. The source probability space (B4,2B4,Prob4) as in Theorem 10 where
P;(00) = P#(01) = 1/3,P5(10) = 1/4,P5(11) = 1/12 and P;(00) = 1/12, PZ(01) =
1/4, P2(10) = PZ(11) = 1/3 is not independent and Proby s = U.

The outcome of successive context preparations and measurements, such as is the case
for the type of QRNG usually envisioned, are postulated to be independent of previous and
future outcomes [19]. This means there must be no causal link between one measurement
and the next within the system (preparation and measurement devices included) so that
the system has no memory of previous or future events. For QRNGs this translates into
the condition that the probability that each successive bit is either 0 or 1 is independent
of the previous bit measured. We will only consider such independent probability spaces,
as this is a necessary property of a good RNG, so most QRNGs are designed to conform
to this requirement.

The above assumption needs to be made clear as in high bit-rate experimental con-
figurations to generate QRNs with, e.g., photons, its validity may not always be clear. If
the wave-functions of successive photons “overlap” the assumption no longer holds and
(anti)bunching phenomena may play a role. This is an issue that needs to be more seri-
ously considered in QRNG design and will only become more relevant as the bit-rate of
QRNGs is pushed higher and higher. While we leave study of the nature of these temporal
correlations (and any non-independence they may cause) to future research [2], we pose
the following open question which may help to quantify any possible effect they may have.

Open Question. Fix an integer k£ > 0 and small positive real k. Consider the proba-
bility space (B", 25", PyTL) where P, is a modification of the probability P, satisfying the
conditions that for all i < n and x; € B we have P, (B 1x;B"%) = P,J{(Bi_l:z:Z-B"_i),

PI(B"1z;B") — PI(B* ', B"" | B"=F a2y 1 BV <k,
and for all | > k

PI(B"le;B" " | B ey oy BV
= PI(B" ;B | B Ry o x BPTL).

In other words, the probability of each bit depends on no more than the previous k bits,
and the difference in probabilities for a bit between that given by P} conditioned on the
previous k bits and P, is no more than k. If the output of such a source is normalised
with the von Neumann procedure, how close is the resulting probability space of strings of
length m to the uniform distribution (see Definition 18 for a definition of the closeness of
probability spaces)?

3.5 Normalisation of the output of a source with non-constant bias

Now we consider the probability distribution obtained if von Neumann normalisation is
applied to a string generated from an independent source with a non-constant bias—an
“independent-bit source”. We consider only a bias which varies smoothly; this excludes
the effects of sudden noise which could make the bias jump significantly from one bit to
the next. Such a source corresponds to a QRNG in which the bias varies slowly (drifts)



from bit to bit over time, but never too far from its average point. We choose this to
model photon-based QRNGs since the primary cause of variation in the bias will be of
this nature. For example, the detector efficiencies may vary as a result of slow changes in
temperature or power supply. While abrupt changes—which this model does not account
for—are plausible, their relatively rare occurrence (in comparison with the bit generation
rate in the order of MHz) will mean they have little effect on the resultant distribution.
Let pg,p1 < 1 and pg+ p1 = 1 be constant. Let x = x1x2...x, € B™ be the generated
string. Then define the probability of an individual bit x; being either zero or one as

1
po—¢; ifx;=0,

(3)

z;
q; = .
‘ p1+e ifax; =1

The variation in the bias is bounded, so we require that for all ¢,
leil < B, with 8 < min(po, p1).

Let v; = €441 — ;. Furthermore, we assume that the “speed” of variation be bounded, i.e.
there exists a positive § such that

il <6, (4)

for all 4. Evidently we have § < 8 (presumably in any real situation 6 < [3); however,
we introduce two separate constants since they correspond to two physically different
(but related) concepts. Note that we will discuss in more detail the importance of these
two parameters for the approximation of the uniform distribution and their relevance to
calibration of the QRNG later once the analysis is completed. Indeed, the rate of change,
v, is more important; the need for 8 stems from the need to realise that, even though
the probabilities ca tuate, they can only fluctuate in one direction for so long (since
qi € [07 1])? hence ‘ i Vil = ’{5” - 51’ < 28.

For a string ¥ = y1yk - . . y» € B* and positive integer i we introduce, for convenience,

the following notation:

ai(y) = a4 a5y a1

The following fact will allow us to evaluate the effect of normalisation on such a string.

Fact 12. The dilerence in probability between01 and 10 depends only omy;, i.e. ¢;(01) —

Proof.
¢:(01) — ¢;(10) = (po — &) (p1 + €i41) — (p1 + &) (Po — €i1)

= (po + p1)(gir1 — €i)

Let us first formally define the probability space generated by this QRNG.

Proposition 13. The probability space of bit-strings produced by the QRNG is
(B™, 28" R,) where R, : 28" — [0, 1] is debned for all.X C B" as follows:

Ro(X) = q(x). ()
" X



Proof. We verify only that R,(B") = 1, which is easily shown sinceo,0 + ¢t =1, and
Rn(B") = (o} + op) daef) + o).

O
Fact 14. Foralli! 1andx,y"{ 0,1}' we have:g(xy) = G (X)G+ x| (Y)-
Fact 15. Forall k,n! 1, x"{ 0,1}' with 0# k+ |x| # n we have:
! mn
Ry, B™kx™ KXl = Ch k+1 (X). (6)
Proof. Using Fact 14 we get:
I R # #
R, B"™ kxBn KIxl = o (yxz)
y#gn! kZ#B;‘#! k!l x|
= ql(y)q|y|+1 (X)q|y|+ |x|+1 (Z)
y#Bn! k Z#Bn!#:;!l x| #
= Ohr k+1(X) A (Y)Gy+ xj+1 (2)
y#Bn! kZ#Bnléu x| &
# 0 # ‘
= O k+1(X) a(y) % Ay + |xj+1 (2)
y#B"! k z#BN! K x|
= th k+1 (X).
O
Fact 16. The probability space(B", 22" R,) with R, debPned in(5) is independent.
Proof. Using (6) we have:
! n
Rn X1X2...Xk 1XkB™ X = qu(XaX2. .. X 1Xk)
= XXz X 1) %(Xk) | "
= Ry X1X2...Xg 1B K1 &R, B Ix BN K
O

As with the constantly biased source, we consider the probability spac&kng m. We
Prst investigate the simplest casen = 2m. In this situation, for any y * B™ we have
VN4 ({y}) = {f (yo)f (y2) da&(ym)} and VN5 (B™) = {f (z0)f (z2) 488(zm) | z =
Z1...Zm " BM}.

Fact 17. The probability space of normalised bit-strings of lengthm = n/2 is
(BM, 22" Rng m) whereRpg m : 28" $ [0,1] is debPned for allY % B™ as follows:

Ra(VNa (V) _# (" gua(f(y)
Rn(V Npm (B™M)) +1(01) + qpi» 1(10)

Rng m(Y) = (7)

gy iz1 B



3.6 Approximating the uniform distribution

Unlike the case for a constantly biased source, we no longer hawg(01) = ¢ (10); from
Fact 12 we haveq(01) = ¢g(10) + ;. As a result the normalised equation is no longer
the uniform distribution, but only an approximation thereof. We now explore how closely
Rni m approximates Uy, .

We brst need to debPne what we mean by approximatindJy, .

Debnition 18. The total variation distance between two probability measuresP and Q
over the space !is "( P,Q) =maxa- [P(A)! Q(A)|. We say that P and Q are "-close

it PQ" .
It is well known (see for example [37]) that
|
Lemma 19. For bnite ! we have"( P,Q) = % i IPAXE) T QX

The variation "( Rn1 m,Um) depends on eachl; and g (thus on pp, p1 and each#),
but we wish to calculate the worst case in terms of the bounds$, %and po, p1, i.e. using
Lemma 19,

1
max’( Rt m,Un) = smax  [Ru m({y}) ! 2°7).

y#Bm

Let us brst note that we can write

%is 1(f (vi)) _ is 1(f (vi))
Pis1(01) + Cis1(10)  2qgisa(f (vi)) ! (! 1¥laiss $
1. (! 1)1 aiga

2 1" e ( D izss

and hence we have
9B # $

_ . %m (" 1)1 oi51
Rnt m({y}) =2 . 1t s1(0D) + ois 1(10)

We have rewritten the denominator in its original form to emphasise that only the signs
(! 1)Y' depend ony. Thus, we want to Pnd the values oftpjg1 and ! 5jg 1 which maximise

. # _ $
R R L F:T T %

(8)

y#B -1 s 1(01) + pig1(10)
subject to the constraints that |!+| " $and |[#]|" %for 1" &" n.
Lemma 20. The function

g(ct,...,C) = (1+(!1)c)! 1§

y#Bn =1

is strictly increasing for 0 " ¢ < 1, i = 1,...,n (note that for 1 " i " n,
o(ct,...,G,...,¢c)=90(c,...,! G,...,C)).

10



Proof. We take 0! ¢ < 1for1! i! n. Fory = yi...yn " B" debPnep(y,j) =
C e L+ (#1)c). Without loss of generality pick a j ! n and let! > 0 be an
(arbitrarily small) positive real with ¢ + ! ! 1. Note that

g(c, ..., Cn) = |1+ (#1)qg)p(y,j) # 1.
y'B"
We partition B" as follows:

Yo={y|@#c#!)p(y,j)#1$ O},
Yo={y|(@#c#!)p(y,j)# 1< 0and (1# q)p(y,j) # 1$ O},
Ys={y|(1#q)p(y,j)# 1< 0and (1+¢)p(y,j)#1$ O},
Ya={y|(1+¢)p(y,i)# 1< 0and (L+q+!)py,j)# 1$ 0O},
Ys={y|(1+ ¢+ p(y,j)# 1< 0}.

Note that for y" B", p(y,j) $ 0, and fory; " Y;,i=1,...,5, we have
) P(Ys:J) <P(Ya ) <p(ysi) <p(y2,i) <p(ysi),
and " >, Y, = B". We have:
ng n

L+ (#1)g +(#21) )p(y.j)# 1
i=1 y"Y;

[(1+(#1)1g)p(y,j) # L+(#1)p(y,i)]
y" Y1
w4 oom

+ FDV A+ (#1)g)p(y,]) # 1+ (#1)" Ip(y.j)]
i=2 y" Vi

+ #IA+(#1)q)ply.])# 1+ (#1) p(y.])]
y" Ys
ng n wg4 o om

|1+ (#1)g)p(y.]) # 1] +2! p(y. 1)
=1y Y . i=2 y" Y

#2  [(1# g)p(y.j)# 1]+2 [T+ ¢)p(y.j)# 1]
Y'Yz " y" Y4
=g(c1,...,G,...,Ch) + 2! Py, i)
" y" Y3 "
#2  [(A#q#!)ply,j)# 1]+2 [+ ¢+ Dp(y,j)# 1]
y" Y2 y" Ya
>g(C1,...,G,...,Cn),

where the bnal line follows from the debnition ofY, and Y4. Since this holds for allj ! n,
g is strictly increasing over [0 1)". O

o(cy,...,G + 1,...,Cp)

Hence in order to maximise (8) we need to maximise the functions

= "j = J iv 9
) %G (01) + G (10)® Apo# !j)(po+ !+ "))+ (po+ )(po# 1j # ")) ©)
forj =2i# 1, 1! i! m, subject to the constraints ["j| ! # ['j| ! $ and [!j+1]| =
I+ "l .

ui (ty, "

11



Lemma 21. For everyj ! 1 we have

!
U #D = U ## S  ifp! po,
U(##,9) = uy##+$#%) If pp>py,

= $ .
2[popy # #(# # $) # | po # pu|(# # $/2)]

ui (h,5) " (10)

(11)

Proof. We omit the index j as it is not needed in this context. Let

"

1"y = .
VO o (e T+ )+ (Pt D(po# 1 # )

Since q(01) + g(10) > O, in order to maximise u we look for maxima and minima of v;
clearly maxima have" > 0 and minima have" < 0. We use Lagrange multipliers with
inequality constraints to bnd the critical points. We have the following six constraints:
he(L")=1##" 0,ha(L," )= #!1##" O, hg(l," )= 1+"##" 0,hg()," )= #1#"##"

0, hs(,")="#%" 0,hg(,")=#"#$" 0. We must solve the following equations:

"6
$oov(h,")+ %$ .- hi(,")=0, (12)
i=1
%h;(1," )=0 fori=1,...,6, (13)
| hi(,")" O fori=1,...,6, (14)
-%! 0 for minima,i=1,...,6, (15)
%" 0 for maxima,i=1,...,6.

We say a constraint is inactive if % = 0 and active otherwise; the condition of compli-
mentarity (13) captures the notion that a critical point satisfying the constraints either
occurs ath;(!," ) =0 or is also a critical point in the unconstrained problem.

Noting that 0 <po# #" po+ # < 1 and solving, we bPnd the candidate points are:

#
Bo(2(po# pr) £ 5, %9)
(!,")=§(#,#$),(## $9 for po# p1" 2## 9,
(##,9), #H#+ S#9) forpr# po" 2## S

Note that u(!," )= u(! + ", #"). Testing values shows the second case maximises!," )
when p; > po and the third cases maximisesu(!," ) for pp > p1. For pp = p1 both cases
give the same value. Substituting in!," and consolidating the cases we arrive at (11). [

Next we let
&=max u; (1j."}),
whereu; (!j,"j) comes from (9).
Then we have
Wt ) * :
1 (M7 & -
max!( Rot m Um)= 5 SHHEY S # 2,
y'Bm =1, ,
pm) T g gtk g gtme
== R S “H— # 2fm:
2k:0 k 2 2 2 2

12



Note that in this worst case, the normalised source acts as an independent and identically-
distributed source with pp =1/2+ !/ 2 and the total variation is bounded by that of two
binomial sources: one withpg = 1/2, the other with pg = 1/2+ !/ 2 (the number k of
successful outcomes is identiPed with the number of ones ¥).

There are two interesting questions: a) what is the quality of the distribution produced
by a QRNG, i.e. how close areR,1  and U, in terms of ! ? and b) given areal" ! (0,1),
how accurate does the QRNG need to be in terms of to guarantee that R,1 , and Uy
are" close?

We can take a rough approach to solve the above problems as follows. First note that

n#n $ % n

1 ! " 1 ! n
I woT " < yi mn
'( Rnt m,Um) zyuBm"i:l 2+(#l) > # 2Fme
1! 1
RN CGRAPLEEY
y Bm
1 m
= é((1+ )M #1).

So given! , Ry m and Uy, are at most%((1+ )M # 1)-close. ConverselyRn m and Up,
are" close if
Lr@+2m)Ym g1 (16)

We will express further results in the latter form, focusing on question b), although both
are important questions depending on the operational circumstances and results can easily
be transformed from one form to the other.

So, by making! very small, Rn1 n» can be made as close as we wish to the uniform
distribution. This is intuitive since ! $ 0 only as#$ 0 and we approach the constantly
biased source situation.

There are, unfortunately, some issues with this bound. First, asm $ % the bound
on the variation becomes inbnite too. This is unreasonable as by debnition we should
have !( Rni m,Um) " 1. It only makes sense to talk about” " 1, although in any useful
situation we will require " to be small (close to 0) so it is only of real importance that the
bound is good in this situation. However, (16) requires! to be signibcantly smaller than
we really require for the two probabilities to be " close. Even for small* the bound is no-
way near tight enough (see Figure 2). Further, it would be instructive to examine more
correctly the behaviour for large m and investigate fully the nature of the relationship
between! , m and ".

To rectify this and bPnd a more reasonable bound, we carry out a Pner analysis making
use of the previous observation that this is the same problem as Pnding the variation
between two binomial distributions. Let us denote a binomial probability distribution
function for n trials and probability of successp as Syp : {0,...,n} $ [0, 1] where for

eachA &{0,...,n}, L% %
Sp(A)= P PR,
k" A
For0" p,p®" 1, we then have
pin 3%, :
(Snp Snp) =5 "P@#P™R# (Y@ p)T,
k=0

13



and
r!Tilc’;,liX!( Rnt m»Um) =1 Sm 1201+ #)» Sm,v2)-

Fact 22. For 0! p,p! 1we have!( Snp,Snp!) =! Sn#p, Sna#p)-

The total variation between two binomial distributions can be given in terms of regu-
larised incomplete beta functions [3].

Debnition 23. The incomplete beta functionis debned as
|

%
Bg(a,b)=  u®l@" u)®ldu.
0

For ! =1 we write B 1(a, b) = B( a, b) for the complete beta function, or just beta function.
The regularised incomplete beta functionis debned as

Bs(a, b
B(a,b

Theorem 24. Let 0! p! 1,g=1" pand0! x! g The total variation between two

binomial distributions with probability of successp and p+ x is
|

l¢(a,b) =

e x
'( SnpsSnp+x) =N Sngu(t " 1)du
=n .y u¥ @ u)™3du

p
Lpex(Ln " L+1) " 1p(n" 1 +1),

where
%

“nlog (1" x/q) 14 n(p+ x)$.

log(1+ x/p)" log(1" x/q)

#p$! ! :=1(n,p,x) =

Proof. The brst line is from Adell and Jodra [3]. The rest follows from the well known
properties of the beta functions: By(a,b) =B ¢(b, & and

#
n 1

k ~ (n+DB(n" k+1,k+1)

Theorem 25. The total variation is bounded by

'( RI’]! m1Um)! I( Sm,1/218m,1/2(1+#))
= lypaem(im " T+1) " Iyp(tm" 1+1),
F(m“ I'm, /2" "/ 2)" F(m" ',m,l/2)

where
%

Mg ")y me+ ) 2s,

#m/2$! 1 =1(m, 12" 2)= log(+")" log" ")

and

&
F(k;n,p) = Shp(X)
x=0

is the cumulative distribution function for the binomial distribution.
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Figure 1: Plot of ! against” using the bound in Theorem 25 for four values ofm: 100
(dotted), 1,000 (dashed), 10,000 (dot-dashed) and 1,000,000 (solid).

Proof. This follows directly from Theorem 24 and Fact 22. The last line follows from well
known properties of the binomial distribution. O

This bound is exact (under the extrema given by Lemma 21), and we easily verify
that !( Rni m,Um) ! 1 sincely(a,b) ! 1 forall a,bandp! 1, and forp " p we
have Iy (a,b) " Ip(a,b) (with equality only for p = p’). Unfortunately this bound on the
variation has no simple closed form, so we can not easily relaté, m and ! like we did
in (16). The shape and nature of this relationship can be seen for various values o
in Figure 1. In practice, with m Pxed and given! it is easy to compute (with numerical
methods) " such that !( Ry m,Um) ! !. For relatively small ! however, we can bnd a
simple and fairly good bound which is easy to work with for rough approximations.

Theorem 26. Assume thatm = n/ 2. Consider the probability spaceB™, 22"  Rni m)

and (B™,28™ 'Up). For every real ! such that0! < 1, if
!

2#(1# 2)

"
m+1

Proof. We will take a Prst order (linear) approximation of !( Sy, 1/2, Sm,1/2¢1+1)) around
" =0. From Theorem 24 and the Fundamentgl Theo;#em of Calculus we have
d m# 1

()= dT!( Sm, 172, Sm,172a+1)) = M $# 1 2PM@+ )y F s ™,

Since$" $ m/ 2%we have

(")),
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so our brst order upper bound is given by
I n
‘m" 1

2rm.
meq

'( Sm, 172, Sm,20+1)) ! 1"(0)= 'm

# 0%
Since the central binomial coe#cient (i.e. .., ) is the largest, fork ! m" 1 we have
l n ! n

! " !
m 1! (%\ J&: 1
2

[ m(
11 n ’
K h mbu g

which can easily be shown by taking the two cases aoh odd and m even. Since' # $m/ 2%
we have that
! " " " ! "
n 1 m
"0y ! 22™m ' 2 ( =2'"™gm/2% ' (

( =2!'Mm_2

INER
N3 3

"1

SERE]

Using the bounds given in Corollary 2.3, [33], and writingm = a$m/ 2%wherea! 2, we
have

ro(r

a%( < ) 1 a2
Vi m
P gl @ g v
y 1 m™* 2
g BETE g
m+
|y Mg 1
2# 3 (T (T3 2 (5 D)
1 oM+
1) . &
% $gn 1
o6 M 1 L7682 (1 1)}
1 2m
! # $ i
T a
m
oy
———
# D@ 2)
Hence, we have . *
et
"0) ! LA LA
#(1" 2) 2#(1" 2)

O]

This bound is much better than the bound given in (16), and for small! is extremely
good. It has the desired properties that as! (0, the bound on the variation tends to O
also. Obviously this bound is not less than one for all , but for small $ the bound is very
good, as can be seen in Figure 2.

Another interesting question refers to the possibility of manipulating the parameter!
for bne calibration of the QRNG. For Ry m to become closer toU, we need to make!
smaller, but this can be done by adjusting both%and &. As previously discussed, both
are reasonable physical parameters, and which one is the most suitable (or easiest) to

16
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Figure 2: Plot of upper bounds on the variation betweenR, m and Up,.

decrease experimentally will to a large extent depend on the QRNG set-up itself. However,

adjusting ! has a larger elect on" than adjusting # does, andRn; n will only approach
Un, arbitrarily close as! ! 0, as even with# = ! (recall ! " #) we do not have” =0

unless! =0.

These results can be extended to alin " n/ 2, although the analysis is rather ellabo-
rated. The key dilerence is that in the dePnition of Rn m in (7) the set VN, 1 (Y) no
longer has the same size a¥, so an additional summation is needed in the right hand
side of (7). However, the total variation will still be maximised under the same conditions
as in Lemmata 20 and 21, and the same relation as in Theorem 25 holds.

It is worth noting that the conditions which maximised the variation in (10) correspond
to every $ being the same up to a small variation! . Physically this would indicate that
Po, p1 have been incorrectly stated, but that the device is actually rather accurate except
for a small drift in probabilities of no more than !. Since the parameters$ are supposed to

physically account for the amount the probability is allowed to drift, which will normally
be much more than the drift between individual bits (the %), if the device is calibrated so
that pg and p; are centred so that the$ are distributed around them, then the variation
will not be nearly as bad as in this worst case. However, the bound on the variation remains
valid as it is not necessarily meaningful (or useful) to look into the physical situation under
which the worst case bound is achieved.

We brielly wish to point out that other methods for dealing with independent-bit
sources have been proposed. For example, grouping bits into blocks of si&and taking
the parity of these bits for the OnormalisedO bit, produces a string of length/& [37]. With
this method each bit becomes unbiased exponentially fast ik However, the bound in
Theorem 26 is asymptotically tighter than the corresponding bound that can be obtained
by the parity method if the block size &is bxed; if & scales polynomially with n then

17



this method produces a better bound, but at a substantial cost to the number of bits
produced [37, Proposition 6.5]. The reason the von Neumann normalisation outperforms
the parity method is due to the fact that the bias is required to vary slowly.

4 The inPnite case

The extension of the above results to inbnite sequences of bits produced by QRNGs is
fairly straightforward, but forces us to address a few unexpected problems. First, we

must extend the debnition of the normalisation function V N, ,, to sequences. We debne
VN:B'! B'"B'as

VN(X = X1...Xpn...)= F(X1x2)F (X3Xa) ééﬁ(xz#%$. 1x2#%$) aaa

Lo #
For convenience we also dePné Ny, : B* ! win B {1} as

V Np(X) = F(x1X2)F (X3X4a) ééﬁ(xz#%$. 1x2¥§%$) = VNpn(X1...Xn).

Secondly, we introduce the probability space of inPnite sequences as in [10]. L&t =
{a1,...,aq}, Q %2 be an alphabet with Q elements. We letP = {xAg | x & Ag}"{}
and C be the class of all bnite mutually disjoint unions of sets inP; the classP can be
readily shown to generate a' -algebraM . Using Theorem 1.7 from [10], the probabilities
on M are characterised by the functionsh :A!Q I [0, 1] satisfying:

1. h(1)=1
2. h(x) = h(xa,) + 444 h(xa,), for all x & Ag.

If Q=2s0A;, =B, and for x & B" we take h(x) = P,({x}) with P, as debned in
Fact 1, then the above conditions are satisped. This induces our probability measurgp
on M , which satisPegup (XB ') = P,(X) for X ( B". Hence the suitable extension of the
Pnite case probability space to inbnite generated sequences is the spaéh &M HUp). In
the special case wherpp = p; we get the Lebesgue probabilityup, (XB ' )= KB X 21 %

In general, ifQ %2, p; %0 fori=1,...,Q are reals in [0,1] such that iQ:1 pi =1, we

#a . .
can take hg(x) = p; a1 (x) ..pQ o (# 4 (x) is the number of occurrences of; in x) to

obtain the probability space (AQ, M, Up, ) in which pp, (xA ) = ho(x), for all X & A
The brst result notes that there exist sequences & B' such that VN(x) & B'. In fact
every string can be produced via von Neumann normalisation from a suitable sequence.

Theorem 27. For every string y & B' there exists an uncountable seR ) B' of pp
measure zero such that for alxk & R, VN(x) = y

Proof. Lety = y;...yn & B' and D = {00, 11}, the two-bit blocks which are deleted
by von Neumann normalisation andy®= f (y1)...f (yn). Then every sequencex & y’p'

satisPesV N(x) = V Non(X)V N(X2n+1 X2n+2 ...) = y since V Nan(X) = VNonon(YF = y
and for all z & D' we haveV N(z) = !. Obviously, the setR = y*©' is uncountable and
has up measure zero as the set of Borel normal sequences has measure one [10]. [

Corollary 28. The setQ = {x &B' |VN(x) &B'} haspp measure zero.
Proof. We simply note that the union of countably many measure zero sets also has

measure zero. [
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It is interesting to note that the OcollapseO in the generated sequence produced by
von Neumann normalisation in Theorem 27 is not due to computability properties of the
sequence. In particular, there are random sequences that collapse to any string, so to
strings which are not Borel normal.

In the following we need a measure-theoretic characterisation of random sequences, so
we present a few facts from constructive topology and probability.

Consider the compact topological spaceA!Q, ') in which the basic open sets are the
setswAq, with w ! Ay, Accordingly, an open setG " Ay is of the form G = VA,
whereV " Ag.

From now on we assume that the realg;, 1 # i # Q which debne the probability pp,
are all computable. A constructively open setG " A!Q is an open setG = VA!Q for which
V" A!Q is computably enumerable (c.e.). A constructive sequence of constructively open
sets, c.s.c.0. sets for short, is a sequenc€g)m 1 of constructively open setsGp, = VmA!Q
such that there exists a c.e. seiX " A!Q $ N with Vi = {x! A!Q | (x,m) ! X}, for all
natural m % 1. A constriyctively null set S " A!Q is a set for which there exists a c.s.c.o.
sets Gm)m* 1 With S . ) Gm, Mpo(Gm) # 2°™. A sequencex ! Ay, is random in
the probability space (A!Q, M, Hp,) if X is not contained in any constructively null set
in (A!Q,M ,Hpy). For the case of the Lebesgue probabilityyp, the measure-theoretic
characterisation of random sequences holds truex is random if and only if x is not
contained in any constructively null set of (A’Q, M, up, ) [25, 10].

We continue with another instance in which von Neumann normalisation decreases
randomness.

Proposition 29.  There exist (continuously many) inbnite 1/2-random sequencex ! B'
such thatV N(x) =000...00....

Proof. Consider a random sequenc& = X3X2...Xn ... and construct the sequence<$=
0Xx10X5...0Xp .... Clearly, x®is 1/2-random, but VN(x¥ = 000...00... because there
exist inbnitely many 10s irx. O

We follow this with instances for which the converse is true: von Neumann normalisa-
tion conserves or increases randomness.

Proposition 30.  There exist (continuously many) inbnite 1/2-random sequencex ! B'
such thatV N(x) is random.

Proof. Consider a random sequenc& = XiXz...Xn... and construct the sequencex® =
X1B1X2%5 . . . Xn ¥, . ... Clearly, x®is 1/2-random and V N(x9 = x. O

Comment. Both Proposition 29 and 30 are true for the more general case df-random
sequences, where 8 " < 1 is computable.

We briely note that in the debnition of Borel normality it does not matter if we count
the number of non-overlapping occurrences of each string of lengtim, N (y) as debned in
Section 2, or the number of overlapping occurrences\;™ (y) [22]. One of the main results
of this section, presented in Theorem 31, is the following: Borel normality is invariant
under von Neumann normalisation.

Theorem 31. Let x ! B' be Borel normal in (B',M ,up, ). Then V N(x) is also Borel
normal in (B',M ,up, ).
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Proof. Note that VN(x) ! B' becausex contains inbnitely many occurrences of 01 on
even/odd positions. Let D = {00, 11}, x' (n) = V Npn (x(n)), n" = |x'(n)|. We have

w # $
i NP TN )T
n'#$ n’ n'#s N’ n
butasn"# ,n "# . We thus have
i N g NGO )+ NEG ()
n'# N n'#$ n
- IIm N()Zl(x(n))+ N].ZO(X(n))
n#$ 0/ 2%
:2%1

by the normality of x. The number of occurrences of each = iy...im ! B™ in x'(n)
is the number of occurrences of = f (i1)yif (i2) ... Ymowaf (im) in x(n), summed over all
Yi,...,Ymows ! D'. Viewing i" as a string over{00,01, 10,11} we have:

N™ (x! (1)) % NI ny)
!lm i — I|r2 Yi,eYm® 1
n'#$ n n@ & n& .
= aaa 27Tl

y1&D# y,&D#  ym- 1&D#

@ & .
2|Yl| 2|y2| aaa 2|Ym l|2 02]i°|
ly1|=0 ly2|=0 [ym~ 1]=0

& & &
= 2 %2m 2%ly1l 2%ly2l 344 2%lym 1]

ly1|=0 ly2|=0 [ym~ 1]=0
=2 %2m 2m%1

=2 %(m+1) )

Hence, both limits exist and we have

N ! # N.m ! $
N PLTCSY ) W B NTLC )
n'#$ n n'#$ n n

m (y#
limpgg M)

lim n'#$ %
2%(m+l)

2%1
=2 %m

Since this holds for allm,i we have that V N(x) is Borel normal. O

%

Let Ag = {a,...,aq}, Q & 3. Let oinl pi = 1 where pp & Ofori =1,...,Q
and (A!Q, M, Up,) be the probability space debPned by the probabilitiesp;. Let Aqon =
{a1,...,aQu1} and (A’Q%l, M, Heg, 1) be the probability space debned by the probabilities
‘ (

1+ PQ _ P

Youi ~ T 7o
2 1o

IOiT= Pi
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with1! il Q" 1. LetT:Ay# Ay, be the monoid morphism debned byT (&) = a;
for1! i1 Q" 1, T(ag) ="!; T(x) = T(x1)T(xz)aa®(xn) for x $ Ag. As T is prebx-
increasing we naturally extend T to sequences to obtain the functionT : A!Q # A'Q 1
given by T(x) =lim nss  T(x(n)) for x $ Ag,.

Lemma 3'2. The transformation 1" is (Hpq, Hpg, 1)Dpreserving, i.e. for allw $ A'Q 1 we
havepp, T '(WAG. ;) = Upg, , WAG: -
Proof. Take w= wy...Wn $ A'Q 1- We have:
# . C$ # | $
oo T H(WAG: 1) = Heg [X $ Ag [W! T(X))
= Hpg ainwlang...ag”sz 12$ Ag
|

&

'$ . . . . "
= ho a'éwla'éwz...a'é“wm
i1,im=0
'$ . 7 ozoz
= hq- 1(w) dpg ™ *m
i1,00,im=0
= hg" 1(w) él"
= hae (W
Q 1(#) -
= Uy, WAG: -

O

Proposition 33. If x $ A!Q is random in (A!Q,M Hpo) and T is the transformation

debned in Lemma 32, thenT (x) is random in (A!Q.. M ‘Hpg, 1).

Proof. We generalise a result in [12] stating that, for the Lebesgue probability,
measure-preserving transformations preserve randomness. Assume thatis random in
(AG:M ,Hp,) but T(x) is not random in in (Ag. 1, M Mpg, ). i.e. there is a construc-
tive null set R = (Gn)mew containing T(x). Assume that G, = XmA!Q.. 1, Where
Xm % Ag., is c.e. and has the measurglpy (XmAg: 1) smaller than 2'™. DePne

Sm=T l(XmA’Q.. 1) %A’Q and note that Sy, is open because it is equal to g VWA’Q
with Viy = {v$ A [w! T(v)} and, using Lemma 32, has the measure smaller than 2':

) . +

Meq (Sm) = Hpg VwAq
' W&Xm $

! Hp, VwAo

W'&Xm
#.% | $%
= Mpo T © WAQG:

W&X m # | $
= up(%" N XmAQ" 1
r2rm

We have proved that x is not random in (A!Q, M, Hp, ), @ contradiction. O
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Let us dePneVN'1:28" 1 2B' forx = x;...xym " B™ as

VN 1(x)= {y |y = usf (Xa)uz...Umf (Xm)Um+1 Vv and
ui "{ 00,11} for1# i# m,v" B${!}}
¥

= \ NI‘!\+12 m,m (X)’
n=0
and for X %B" as !
VN! l(X): VN' l(X).
x$X

Forall x" B  andy " VN'(x)B' we then havex ! V N(y).

For the cases thatV N(x) " B', the probability space (B' ,M , up,, ) induced by von
Neumann normalisation is endowed with the measurgip,, , . The measurepp,,, is debPned
on the setsxB' with x " B" by

pe (VN' (()B')
pe (VN I(BF)B")

Wp,, (XB') =

By noting that VN'1(BXl) & VN'1(B") it is clear to see that pp,, satisPes the Kol-
mogorov axioms for a probability measure. While the setv N! 1(B X!} contains sequences
for which normalisation produces a Pnite string, from Corollary 28 we know that the set of
such sequences have measure zero, so the debnitiorpgf , is a good model of the target
probability space. We thus arrive at the key result that (measure-theoretical) randomness
is invariant under von Neumann normalisation.

Theorem 34. Letx " B' be randomin(B',M ,pp). Then VN(x)" B' is also random
in (B! .M, p, ).

Proof. We write the random sequencex asx = X1X2...Xp a4 & (X1X2)...(Xon1 1X2n) &44a"
{00,01,10,11}' . Renaminga = 00,A =01,B =10,b= 11 and consistently deleting Prst
all occurrences ofa we get a random sequencea g p on the alphabet {A, B, b}, then
deleting all occurrences ob we get a random sequencg&a g on the alphabet{A,B}. The
result follows from the fact that V N(x) = X1 and Proposition 33 stating that xa g IS
random. O

Corollary 35. If x " B' is random in (B',M ,up) then VN(x) is Borel normal in
(B',M ,Up,, )-

Proof. From Theorem 34 it follows that V N(x) is Borel normal provided x is random
[10]. O

Theorem 36. The probability space(B' ,M , up,,, ) induced by von Neumann normalisa-
tion is the uniform distribution (B',M ,up, ), where pp_ is the Lebesgue measure.

Proof. By Lemma 32 von Neumann normalisation is measure preserving, so for " B"
we have

Meyy (XB') = Hp(VN! 1(x)B')

#0(d1..dpx;) #1(d1...dpy|)
=p!)XIleXI poo 1 ||p11 1))

di$D!
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The key point, as in the Pnite case, is that this only depends orjx| not x itself. By using
the fact that for any n, =, gn Upy, (XB') =1, we have

Mpyy (xB') =21
for all x ! B¥, and hencepp,, = Wp, , the Lebesgue measure. O

This can easily be extended from the case whe¥ N(x) is inPnite, to the case in which
it is Pnite. To do so, note thatify ! B' and VN(x)= y! B", then the probability space
induced by von Neumann normalisation is 8", 28", P#). We then have

e (VN 1(x)D')

# = )
Pl e vNTIEMDY)

and since the denominator is constant for allx ! B", we can proceed as for above, and
P¥# = U, as desired.

Theorem 37. The set{x ! B' | VN(x) ! B or VN(x) ! B' is computable} has
measure zero with respect to the probability spacgB' ,M , up).

Proof. By Theorem 34 we deduce that
{x! B'" |[VN(x)! B' is computable}"{ x! B' | x is not random in (B' ,M , up)},

which has measure zero [25]. To complete the proof, note that we know from Corollary 28
that the set {x ! B' | VN(x)! B¥} also has measure zero.
O

5 Role of probability spaces for QRNGs

The treatment of QRNGs as entirely probabilistic devices is grounded purely on the prob-
abilistic treatment of measurement in quantum mechanics which originated with BornOs
decision to Ogive up determinism in the world of atomsO [8], a viewpoint which has be-
come a core part of our understanding of quantum mechanics. This is formalised by the
Born rule, but the probabilistic nature of individual measurement is nonetheless postu-
lated and tells us nothing about how the probability arises. Along with the assumption
of independence this allows us to predict the probability ofsuccessiveevents, as we have
done.

No-go theorems such as the Kochen-Specker Theorem [21] tell us something stronger:
if we assume non-contextuality (i.e. that the result of an observation is independent of the
compatible observables are co-measured alongside it [5, 17]) then there can, in general,
be no pre-existing debnite values prescribable to certain sets of measurement outcomes
in dimension three or greater Hilbert space. In other words, the randomness is not due
to ignorance of the system being measured; indeed, since there are in general no debnite
values associated with the measured observable it is surprising there is an outcome at
all [35]. While this does not answer the question as to where the randomness arises from,
it does tell us something stronger than the Born Rule does. In [13] it is shown that every
inPnite sequence produced by a QRNG is (strongly) incomputable. In particular, this
implies that it is impossible for a QRNG to output a computable sequence. The set of
computable numbers has measure zero with respect the probability space of the QRNG,
but the impaossibility of producing such sequence is much stronger than, although not in
contradiction with, the probabilistic results.
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In the Pnite case every string is, of course, obtainable, and we would expect the distri-
bution to be that predicted by the probability space derived from the Born Rule. However,
the inPnite case has something to say here too. We can view any bnite string produced
by a QRNG as the initial segment of an inbnite sequence the QRNG would produce if
left to run indePnitely. For any inbnite sequence produced by the QRNG, it is impossible
to compute the value of any bit before it is measured [1]; in the Pnite case this means
there is no way to provably compute the value of the next bit before it is measured. In
light of value indebniteness this is not unexpected, but nonetheless gives mathematical
grounding to the postulated unpredictability of each individual measurement, as well as
the independence of successive measurementsNindeed we can rule out any computable
causal link within the system which may give rise to the measurement outcome.

The results we have presented in this paper, however, describe thoroughly the distri-
bution of strings/sequences produced by QRNGs. With the distributions known we can
create more intelligent tests of the quality of output of a QRNG [11]. Current statistical
tests for analysing RNGs are designed with pseudo-RNGs in mind, and are not necessar-
ily the best way to test the quality of QRNGs. The elects of normalisation on strings
generated by QRNGs can help us design QRNGs which are more robust to experimen-
tal imperfection and exhibit the desired behaviour. It will further aid in developing new
normalisation techniques designed to produce the expected (ideal) theoretical distribution
even in the absence of experimental imperfections.

6 Conclusions

The analysis developed in this paper involves the probability spaces of the source and
output of a QRNG and the elect von Neumann normalisation has on these spaces.

In the Oideal caseO, the von Neumann normalised output of an independent constantly
biased QRNG is the probability space of the uniform distribution (un-biasing). This result
is true for both for Pnite strings and for the inPnite sequences produced by QRNGs (the
QRNG runs indebnitely in the second case).

For a real-world QRNG in which the bias, rather than holding steady, drifts slowly,
we evaluated the speed of drift required to be maintained by the source distribution to
guarantee that the output distribution is arbitrarily close to the uniform distribution. It is
an open questionto study the quality of von Neumann normalisation in the more realistic
case when, instead of the bits being independent, the probability for each bit depends
on a bnite number of preceding bits (for example, because of the high bit-rate of the
experiment). Note that BlumQOs algorithm [7] assumes a Markov-type correlation, which
cannot be assumed for a QRNG certibed by value indebniteness [2].

We have also examined the elect von Neumann normalisation has on various properties
of inbnite sequences. In particular, Borel normality and (algorithmic) randomness are
invariant under normalisation, but for !-random sequences with & ! < 1, normalisation
can both decrease or increase the randomness of the source. It is @pen questionwhether
von Neumann normalisation preserves randomness and Borel normality for bnite strings.

Finally, we reiterate that a successful application of von Neumann normalisationN
in, fact, any un-biasing transformationNdoes exactly what it promises, un-biasing, one
(among inbnitely many) symptoms of randomness; it will not produce OtrueO randomness.
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