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Why Measure?

Reason for measurement in science/engineering is usually
attributed to Lord Kelvin (William Thomson)

If you cannot measure it, you cannot improve it
— Lord Kelvin, possibly apocryphal
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What he actually said:

In physical science a first essential step in the direction of
learning any subject is to find principles of numerical reckoning
and practicable methods for measuring some quality connected
with it. | often say that when you can measure what you are
speaking about and express it in numbers you know something
about it; but when you cannot measure it, when you cannot
express it in numbers, your knowledge is of a meagre and
unsatisfactory kind: it may be the beginning of knowledge, but
you have scarcely, in your thoughts, advanced to the stage of
science, whatever the matter may be

— Lord Kelvin, “Electrical Units of Measurement”, 1883

* Victorians liked being long-winded

Why Measure? (ctd)

From which we conclude that

* Someone who expresses himself like that is unlikely to have
said “if you cannot measure it, you cannot improve it”
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Usually quoted in terms of management science,
“if you can’t measure it you can neither manage it nor
improve it”

CUSTOMER DATA INTEGRATION smeswsmmese 2

You can’t manage what you can’t measure
— Endless books on management

Improvement through Measurement

In Lord Kelvin’s day improvement-through-measurement
was relatively easy

* The first versions of anything were somewhat rudimentary
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People just copied each other, with a bit of tweaking

Improvement through Measurement (ctd)

Failures were obvious
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There were lots of knobs and levers to play with

* (It’s like a Firewall-1)

Improvement through Measurement (ctd)

This lead to many improvements
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Some of which wouldn’t look out of place today

Improvement through Measurement (ctd)

Failures were still pretty obvious even with modern designs
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The exact time of failure can usually be determined by the
trained eye
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Measurement in Computer Security

A fully-functional firewall
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A catastrophically failed firewall

Measurement in Computer Security (ctd)

A $20,000 Ethernet cable
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Can you tell which is which?

Measurement in Computer Security (ctd)

Trains are much easier to detect failures with...
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... than computer security gear

Measurement for Revenue Assurance

Some technology companies have already run into this
problem in the past

1980s: Telcos roll out cellular services
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| 288 149900 ‘495-‘:' Make Last-Minute Calls

st Revpaters
e

PRICE AND TECHNOLOGY BREAKTHROUGH!
LIGHTWEIGHT HANDHELD CELLULAR PHONE

Carry It Along With You to Make or Take Calls Wherever You Go!
Keep in Touch When You're Out of Your Dffice, Home or Car

—

Market uptake was rapid

* Not surprising, at these bargain-basement prices

Measurement for Revenue Assurance (ctd)

1990s: Telcos have this sneaking suspicion that they may
be missing out on some amount of revenue due to
inaccurate billing
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Billing on fixed lines is relatively easy

* Anything going through this port at the exchange gets billed

* Recorded on tape at the switch and periodically dumped to the
central office

Measurement for Revenue Assurance (ctd)

Mobile billing is really hard
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I mean really hard
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There’s no easy way to measure billing accuracy though

* Surely we're not losing money from this?!?!
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Engineers rigged up systems to place thousands of calls
every day

* They knew the time and
duration of each call

* Could compare their
records with the resulting
billing records

Measurement for Revenue Assurance (ctd)

Turns out that the telcos were clueless about the state of
their billing

* “We’re sure people are making lots of calls, but *(#&Y*’d if
we can figure out how many, or who to”




Measurement for Revenue Assurance (ctd)

Telcos had no idea just how bad things really were

If you cannot measure it, you cannot improve it
— Lord Kelvin (perhaps)

You can’t manage what you can’t measure
— Management books

If you can’t measure it, you don’t even know whether it's working
or not
— Me, paraphrasing someone possibly paraphrasing
Lord Kelvin

Measurement for Revenue Assurance (ctd)

This helped create the field of revenue assurance
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* Formalised the process of verifying that the billing system was
working as expected
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Why revenue assurance?

From service provision to cash collection, there are limitless
opportunities for revenue to seep through the cracks
— TM Forum

“If we don’t do this then we lose money”

 Like many other things, it started out as a good idea until
management got hold of it

* See “TQM”

Measurement for Revenue Assurance (ctd)

Motivation for revenue assurance

“Fear will keep them in line — fear of this-battlestation
losing money”




Measurement for Security
How do you get rid of these (on a large scale)?

T
CLASSIFIED: Bk tass sl Range
TOP SECRET B Mo, 304

Measurement for Security (ctd)

You do this to them
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This was considered good enough for many years...

Measurement for Security (ctd)

The Iranians didn’t know that
you couldn’t recover
documents from this form

» Used Iranian carpet weavers (according to one version) and/or
women (another version) to reassemble the documents
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The Iranians laid the shreds
out on a floor and devised a
sophisticated procedure for
numbering, indexing and
reassembling the individual
shreds

— BBC

* Published as a 60-volume
bestseller(?),
“Documents From the
U.S. Espionage Den”

ruments From The
Espionage Den (43)

U.S. Interventions
¥ In the Islamic Countries

PALESTINE (2)

Students Following
e Line of the Imam

T,

Measurement for Security (ctd)

Short-term outcome

» Assorted revisions of document-destruction requirements

Security standards for document destruction have always
been prescriptive rather than descriptive

Die PartikelgrofBe darf 320 Quadrat-Millimeter nicht
lberschreiten, wobei allerdings 10% der Partikel eine
Flache zwischen 320 und 800 Quadrat-Millimeter aufweisen
dirfen. Bei Streifenschnitt darf die Streifenbreite maximal
2 Millimeter betragen.

Possibly based around the following thinking

» Commercial shredders come in these performance classes
» Assign a document sensitivity level to each class
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Ongoing problem: Very little published data available on
what can and can’t be recovered

* Lack of measurement again
Attempts to evaluate the security of shredded documents
barely seem to exist until about five years ago

The problem of automatic shredded document recovery has been

sparsely researched to date
— “An Investigation into Automated Shredded

Document Reconstruction using Heuristic
Search Algorithms”, 2006

Measurement for Security (ctd)

Then, in 2011...
* DARPA sponsors the Shredder Challenge
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Computer-aided reassembly of shredded documents

* Ranged from 200 to 6,000 fragments
* $50,000 first prize
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Teams generally used a technique pretty similar to what the
Iranians had done thirty years earlier

+ Assign a unique ID to each fragment

» Analyse characteristics like size, colour, edge pattern, font
used, graphics

* Perform approximate matching based on this

— Early work in this area was based on automated jigsaw-
puzzle solvers

+ Use humans for the final assembly

Measurement for Security (ctd)

Winning team exploited the fact that the documents were
photocopied and contained a pattern of yellow dots used
to track the source of printed/copied documents

* Other teams managed to do well even without this inadvertent
help from DARPA
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While the results were troubling for people who rely on
shredders for document security...
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Measurement for Security (ctd)

..just this one measurement has now given us a means of
evaluating their effectiveness
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* Anything up to about DIN level 5 (0.8x12mm, “Classified/Top
Secret”) probably isn’t that secure
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In a few rare cases we’ve run into the same thing with
security

808 A\ Netscape - Version 2.02)
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1990s: Netscape rolls out SSL for the web
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Handshake 1s secured using certificates

Cestificate [x]

General | Detais | Certification Path |

f Certificate Information

‘This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

*Refer to the certification authority's statement for detads.

Issued to: idautomation.com

Issued by: VeriSign Class 3 Extended Valdation SSL SGC CA

Valid from 3/10/2008 to 3/11/2010

Learn more about Cerbicated

|
» With a certificate “it can be guaranteed that you are actually
connecting to” a given site (Google Chrome)
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Certificates make you secure!

* By emphatic assertion of the browser developers

Measurement in Computer Security, Part 2 (ct

Now there had been a few concerns over the years about
just how valid this assertion was...

2 American Express Personal Finance, Credit Cards, Business Services, and Travel Services -
Ele Edt YView Favorites JTools Help

Agdress [ https:/home americanexpress comi

q;;g;; AMERICAN EXPRESS
: 4

L sERVICES
IE1\  Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site’s

secuiity cettificale.

@ The sscurity cerificate is from 3 tusted certifying suthoriy.

First-time us
User ID
| [ORA CARD
Password RSHIP REWARDS
r @ The secuity certificate date is valid
NG
Selectan £ [\ The name on the security certificate is invalid or does not 2
match the name of the site:

Forgot ID o

LGN | §

Do you want to proceed?

IMPORTANT =

" View Centificate
NS
N

S Fr Trom TE DEALS
Ameriprise Finmtiﬂm 4 TRAVELERS CHEQUE CAI
Tell us your favorite s._

Cardmember story <=
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(@) Untrusted Connection - Mozi
File Edit View History Bookmarks Toecls Help

ps: i iief & -

This Connection is Untrusted
You have asked Firefox to connect securely to bankofireland.ie, but we can't confirm that your

connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually cannect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue. |

|

Technical Details

bankefireland.ie uses an invalid security certificate.
The certificate is only valid for www.bankofireland.ie. l
(Error code: ssl_error_bad_cert_domain)

I Understand the Risks

Done

Measurement in Computer Security, Part 2 (ct

S e
/& Certificate Error: Navigation Blocked - Windows Intemet E=TION X

@O 2] https:/ /o twitter.com/ - | 9 | X [| &7 Live Search
—
(@ Certificate Error: Navigation Blocked - ~ [ @ v Page~v Safetyv Tools~ @~

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

& Continue to this website (not recommended).

I ’@ Click here to close this webpage.

| @ More information

» If you arrived at this page by dicking a link. check the website address in the address bar to be sure
that it is the address you were expecting.

+ When going to a website with an address such as https://example.com, try adding the 'www' to the
address, https://www.example.com.

« If you choose to ignore this error and continue, do not enter private information into the website.

For more information, see "Certificate Errors” in Internet Explorer Help.

« i »

& Intemet | Protected Mode: On v ®10% -




Measurement in Computer Security, Part 2 (ct

v |42 | x WA Live Search

(25 [

o

-

{@ Centificate Error: Navigation Blocked [ v [ dm v Pagev Safetyv Toolsv @@~

There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
'@ Continue to this website (not recommended).

® More information

4 . )

& Internet | Protected Mode: On fa v ®100%

-
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trusted Connection - Mo:

la Firefox

Fle Edt View Hstory Bookmarks Tools Help

[ httpss . bofa.com > -

This Connection is Untrusted

You have asked Firefox to connect securely to www.bofa.com, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Getme out of here!
Technical Details
I Understand the Risks

Images: 0/0 Loaded: 2KB Speed: 1.00 KBJs Time: 2,003 Done S ,
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) Page Load Error - Mozilla Firefox

Ele Edt View Hgtory Bookmarks Tools Help

TR

| 1 |Mtps:h‘visa.com.l’

Secure Connection Failed

visa.com uses an invalid security certificate.

The certificate is not trusted because it is self signed.

(Error code: sec_error_ca_cert_invalid)

could be sormeone trying to impersonate the server.

error may be temporary, and you can try again later.

r n n exception.

The certificate is only valid for MIAZ 1793WWWO002.managed.cln,

= This could be a problem with the server's configuration, or it

= If you have connected to this server successfully in the past, the

Done

By

Measurement in Computer S

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

ecurity, Part 2 (ct

visa.com, j 4| x|[f P
Fle Edt View Favorites Tools Help
i Favorites (@ Certificate Error: Navigation Blocked | | 3 v B - 0 g% v Page~ Safety~ Tools~ (@)~

send to the server.

@ click here to close this webpage.
& Continue to this website (not recommended).

® More information

There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you

We recommend that you close this webpage and do not continue to this website.

-

=

& Internet fa~ R0% - 4

» ISO 9000, demonstrating repeatability of process
* (Finally fixed by redirecting browsers to a non-SSL version of

the site)
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‘You have attempted to establish a connection with
“www.mynewcard,com”. However, the security certificate

ted belongs to ica.com”. Itis
possible, though unlikely, that someone may be trying to intercept
your communication with this web site.

If you suspect the certificate shown does not belong to
“www.mynewcard.com”, please cancel the connection and notify
the site administrator.

View Certificate oK | | Cancel ]

Security Error: Domain Name Mismatch

You have attempted to establish a connection with

“www, universalcard.com”, However, the security certificate
presented belongs to “www.citibank.com”. It is possible, though
uniikely, that someone may be trying ko intercept your
communication with this web site.

If you suspect the certificate shown does not belong to
“www.universalcard.com", please cancel the connection and notify
the site administrator,

View Certificate OK

Measurement in Computer Security, Part 2 (ct

Certificate rtificate n
General | Detais | Certiication Path | General | petais | Certifiation Path |
Certificate Information Certificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
“Protects e-mal messages sProtects e-mail messages
«Proves your identity to a remote computer ~Proves your identity to a remote computer
*Ensures the identity of a remote computer +Ensures the identity of a remote computer

+Ensures software came from software publisher
+Protects software from alteration after publication
«Allissuance policies

*Refer to the certification authority's statement for details.

Issued to: Digisign Server ID - (Enrich) Issued to: Digisign Server ID (Enrich)
Issued by: Entrust.net Certification Authority (2043) Issued by: GTE CyberTrust Global Root
valid from 17/07/2010 to 17/07/2015 valid from 18/07/2007 to 18/07/2012

Issuer Statement Issuer Statement
_ x| _ x|
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Certificate 2| x|

General Detais | Certification Path |

Show: | <All> 24

Field Value

|
Eserlal number od J

ESsgnamre algorithm  shalRSA

Issuer Chambers of Commerce Root, http:/fww...
[Elvaid from Tuesday, 23 February 2010 8:46:37 p.m.
Evahdm Sunday, 20 February 2022 8:46:37 p.m.
Elsubject AC CAMERFIRMA AAPP, AB2743287, AC... =]
| copytoFie... |

Certificate nu

General Detals | Certfication Path |

Show: | <All> >

Field Value -

[Elserial number od

[Elsignature algorithm  shaiRsa J
Issuer Chambers of Commerce Root, hittp: /fww...

[Elvaiid from Friday, 16 November 2007 1:39:59 a.m.

Eva\ld to Tuesday, 9 November 2032 1:39:59 a.m.
Subject AC Camerfima Express Corporate Serve... v |

| Copy to File... |

Lo ]

Measurement in Computer Security, Part 2 (ct

Certificate =]
General | Details | Certi Path
| @ﬂ Certificate Information I
This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.
Issued to: ' General Details
Issved by: Certificate Hierarchy .
[ ——
Valid from 9/04/2009 to 7/04/2019 Certificate Fields
' Not Before ﬂ
Learn more about £ Not After
Subject
E = Subject Public Key Info
Subject Public Key Algorithm
- ’ Subject’s Publc Key
Certificate Signature Algorithm
Certificate Signature Value -
Field Value
[o
Export...
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Certificate P

=5

General | Details | Certification Path |
-

Certificate Viewer"ssl.cdngc.net” @

General | Details

Field Value
[ J1ssuer GlobaiSign Extended Validation...
:jvahd from Thursday, 19 February 2009 5,
[vaid to Sunday, 20 February 2011 5:...
[ subject www.designboard. com, Desig. ..
[ pubiic key RSA (4096 Bits)

| @Aulhmty Key Identifier KeyID=34b1f9¢c98c6b354...
Fii| Authority Information Access  [1]Authrity Info Access: Acc...
mml Nigtrib ifinn Printe TR Nietriby hinn Print: Nietr

4 =
Certificate Hierarchy
4GTE CyberTrust Global Root
4DigiCert High Assurance EV Root CA
aDigiCert High Assurance CA-3

ssl.cdngc.net
' Certificate Fields
£ Subject’s Public Key B

abxtensions

DNS Name=mai.designboard.com
IDNS Name =extranet. designboard. com
IDNS Name =easyftp.designboard.com
IDNS Name =designboard. com

IDNS Name =www. designboard.com

P Address=192.168.100.1

DNS Name =192, 168.100.1

Learn more about certificats details

Certificate Authority Key Identifier
Certificate Subject Key ID
Certificate Subject Alt Name
Centificate Key Usage

Extended Key Usage a0

W net-a-porter. com ]
d.unaninis. co.uk

cdns.dvl.jalan.jp

o ]

weni . samsungl#d. com | l

cdns.jalan.ip
api.t.sina.com.cn 'I
api.weibo.com

cn.meirongwaike.jp
DNS Name: cdn.casharena.com R

Measurement in Computer Security, Part 2 (ct

Your Certficates | Other Peaple’s | Web Sites  Authorites |
You have certificates on file that identify these certificate authorities:

Certificate Name

|_|=|

E]
Autoridad de Certificacion Firmaprofesional CIF A62634063

= (c) 2005 TURKTRUST Bilgi Jletisim ve Biisim Glvenhi Hizmeteri A.S. Certificate H

TURKTRUST Elektronik Sertifika Hizmet Saglayiasi
(= ABA.ECOM, INC.

General Details | Certification Path |

ABA.ECOM Root CA Show: [version 1 Fields Only -l
= AC Camerfirma SA CIF A82743287
Chambers of Commerce Root Field Value
Global Chambersign Root Elverson V3
[E]serial number 01
View Edit Import Delete | Esgnamre algorithm shalRSA
Issuer fake test cert with TZ America/Ne...
[Elvald from Saturday, 22 January 2011 9:34:...
III Elvald to sunday, 22 January 2012 9:34:0...

fake test cert with TZ America/Ne. ..

(1024 Bits)

20 00 00 00 00 00 00 00 00 00 00 00 00 00 =

00 00 00 00 0O OO 00 DO 00 OO0 00 00 00

00 00 00 00 00 00 00 00 0O 00 00 00 0O 0O

20 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 0O 00 00

90 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¥
EditPropertes... | CopytoFie... |

(o
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Certificate Viewer."77.76.108.82"

]

General | Detal

Certificate Hierarchy
4GlobalSign Root CA
4GlobalSign Organization Validation CA
77.76.108.82

Certificate Fields
T Centificate Subject Key ID

Certificate Basic Constraints
Certificate Key Usage
Bdended Key Usage
Certificate Policies
Netscape Certificate Type
Certificate Subject Alt Name

Centificate Signature Algorithm

Certificate Signature Value

Field Value

Hot Critical

IP Address: 77.76€.108.82
DNS Name: 77.76.108.82
IP Address: 192.16&.1.2'
DNS Name: 192.168.1.2
DNS Name: BRAPSVRL

DNS Name: baspensions.com

Export.

Measurement in Computer Security

(P
Certificate
e’

ot |

Certificate Viewer"Komplex Labs= il

General | Detais | Certification Path|

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Komplex Labs.

Issued by: Komplex Labs.

Valid from 1/01/1951 to 1/01/1351

Install Certificate...| Issu

Learn more about certificates

General

etails

Could not verify this certificate because it has expired.

Issued To

Common Name (CN)
Organisation ()
Organisational Unit (OU)

Komplex Labs.
<Not Part Of Certificate>
<Not Part Of Certificate>

Serial Number 00

Issued By

Commaon Name (CN) Komplex Labs.
Qrganisation (Q) Komplex Labs.

QOrganisational Unit (QU) <Not Part Of Certificate>

Validity

Issued On 1/01/1951

Expires On 1/01/1951

Fingerprints

SHAL Fingerprint 0B:82:63:86:£9:68:A0:BC:85:BC:C3:99:CD:6E:1

MDS5 Fingerprint CF:EE:77:94:4 C:C7:9F:70: CF:2B:05:72:87:95:D3

Part 2 (ct

Part 2 (ct
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MIIQojCCCIoCAQAWDQYJKoZIhvcNAQEEBQAWGDEWMBQOGALIUEAXMNS29tcGxleCBM
YWJzLjAeFw01MTAXMDEwWMDAwWMDBaFw01MDEyMzEyMzUSNT1aMBgxFjAUBgNVBAMT
DUtvbXBsZXggTGFicy4wggggMAOGCSqGS Tb3DQEBAQUAALT I DQAWGggTACT TAQCA
T i A A o o S e
R N NN
R N YNV
+///++++HELLO+THERE++++/////////////////////////1/////]/]///]/]+
R N N NN
+///And/welcome/to/the/base64/coded/x509/pem/certificate/of////+
R N NV
+///KOMPLEX/MEDIA/LABS/////////////////]//////////////]/]///]//+
+///www/dot/komplex/dot/oxg////////////1////////1/////]/]//]]]]+
R N YNV
+///created/by/Markku+Juhani/Saarinen///////////////////1/1/////+
+///22/June/2000///dw3z/at/komplex/dot/oxg/////////////////////+
R N NV
+///You/are/currently/reading/the/public/RSA/modulus///////////+
+///of/our/root/certification/authority/certificate////////////+
R N NV
+///Which/happens/to/be/16386/bits/long////////////////////////+
R N Ve
+///And/fully/working/and/shit//////////////////1/////1/]///]//+
R N YNV
+///And/totally/insecure///////////////1////////1/////]/]/1]]]]+
R N YNV
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... whether certificates had any effect at all ...

Security

Our site is hosted on a secure server rypts the credit card number into
our rates reconciliation system. You can ard number on ure form
and transmit the form over the internet to a secure server witholt risk of an intermediary
obtaining your credtt card information. Your credit card details are temporarily stored on the
secure server undil your payment is completed and confirmed. After your payment is
complete, these details are transferred to an offline database, using a secure transfer
mechanism, and deleted from the site. At no stage are your crecit card details held in a
complete form at the offline site, but rather held in a truncated form for reconciliation
purposes only

thawte
INVALID

g VISA .QERT\FICATE
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American Express

Security is important to everyone!

Please be assured that, although the home page itself does not have an
“https” URL, the login component of this page is secure. YWhen you enter

your User ID and p 3, your inft is i via a secure
ervironment, and once the login is corr B oo t g '—tr
secure area. rowser security inaicators

You may notice when you are on our home page that some
familiar indicators do not appear in your browser to confirm the
entire page is secure. Those indicators include the small "lock”
icon in the bottom right corner of the browser frame and the
"s" in the Web address bar (for example, "https").

To provide the fastest access to our home page for all of our
millions of customers and other visitors, we have made signing
in to Online Banking secure without making the entire page
secure, Again, ple

are secure and th WACHOVIA

ONLINE SECURITY

Browser security indicators

You may notice when you are on our home page that some familiar indicators do not appear
in your browser to confirm the entire page is secure. Those indicators include the small
"lock” icon in the bottom right comer of the browser frame and the "s” in the Web address bar
(for example, "https").

To provide the fastest access to our home page, we have made signing in to Online Services
secure without making the entire page secure. Again, please be assured that your ID and
password are secure.

Measurement in Computer Security, Part 2 (ct

File Edit VYiew History Bookmarks Tools Help

@ B C L ar | L) | htto:ifoki.ato.gov.aujstocerticateftrust_ato.htm

Australian Government

Australian Taxation Office. CERTIFICATE RENEWAL

You have chosen not to trust the ATO.

Please close all browser windows and start again

©

Done
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Microsoft C: i Softvuﬁ Sm2 Online, Gameick:ud CumM'Eg IT Busi... lﬂ@

FEile Edit View History Bookmarks Tools Help

[ https:/fwww.mi en-us/defaul -

This web site does not supply identity information.

Your connection to this site is only partially encrypted, and does not prevent eavesdropping.

More Information... |

|

Products Windows Office Buy Downloads Solutions

in

U -— You are connected to

Wz wellsfargo.com

which is run by
(unknown)

Verified by: VeriSign Trust Network
Perspectives has validated this site

) Your connection to this web site is encrypted to

prevent eavesdropping.

Measurement in Computer Security, Part 2 (ct

?) National Bank: Online Banking - Mozilla Firefox

fle Edt Vew Hstory Bookmarks Tods Help

Logon Online Banking Logon U
Register s
Ti

Reapply for ) Gheck your balance on the move with our mobile Secuitylip
Password - service. Find out more. We recommend you protect
About Online yourself by installing anti-virus,
Bankin: N anti-spyware and firewall

9 Please enter your customer number and Online Banking password software, and keeping it
Conditions of Use below Once you have finished your Online Banking sessien, please up-to-dale
Non Personal ensure that you log off.
Conditions of Use Customer Mumber [ S More Tips O
Online Services Password —
About Security i '
FAQ [Ty

It's all-part of
the service

View The National Bank Online Banking Promise at the
Security Information Centre

@ I
N

Images: 6/6 Loaded: 15KB Speed: 1.53KBfs | Time: 9.796 Done
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?) VeriSign Secured Seal - Mozilla

refox - |O)x

| @ [ tto:fiseal. verisign oo~ plash,faFadm VW NENZ.CONZE: =

UED R

10/2/2009 20:49
nbnz.co.nz uses VeriSign services as follows

SITE NAME:  www.nbn:

SSL CERTIFICATE PR S
RIS (18-Jun-2003 to 27-May-2010)
COMPANY/ AN NATIONAL BANK LIMITED
ORGAMIZATION:  Wellington
WLG-Webserverl, NZ

Encrypted Data web sita can secure your private information us
Transmission VeriSign SSL Certificate, Information exchanged with any.
address beginning with https is encrypted using SSL before

ANZ NATIONAL BANK LIMITED veril as the

operator of the Web site located at www.nbnz.co.nz.
Official records confirm ANZ NATIONAL BANK LIMITED as
a valid business.

For your best security while visiting sites, always make
sure the address of the visited site matches the sddress
>> EAl
Y¥ou are expecting to see. Make sure that the URL of this SRR
page bagins with "http://seal varisign.com”

Images: 50/50 | Loaded: 63KB | Speed: 4.09KB/s | Time: 15.664 | Done s
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I Signature Not Found x|

The Microsoft digital signature affirms that software has
been tested with Windows and that the software has not
been altered since it was tested.

The software you are about to install does not contain a
Microsoft digital signature. Therefore, there is no
guarantee that this software works comectly with
Windows.

Microsoft Intemet Explorer 6
If you want to search for Microsoft digitally signed

software, visit the Windows Update Web site at
hitp://windowsupdate microsoft com to see if one is
available.

Morelnfo |
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... and whether the bad guys weren’t just getting certificates
like everyone else ...

) Pay Per Install - The Pay Per Install Affiliste Forum - Mozilla Firefax

ESt yew Hgory fedms Teds beb

[ P——— 3]

Pay-Per-Install.org <@
The Poy Per Tnstall AMiate Forvm installconvertercon

Register |_FAQ | Members List | Upgrade / Donate | Today's Posts | Search

File Edit View History Bookmarks Tools Help

https://secondzionl.com/
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46 DDOS SERVICE/DDOS cepenc o1 508/cymi - Windows Interet Explorer W

[ESSEN==)

E] hittps://urww.openscws/unverified-listing

e

P~

e-ddos-50-a.htm '\h‘.:'”

/it Fevorites @ DDOS SERVICE/DDOS cepemc ot S08/cyman

% v @ v Page~ Safetyv Toolsv @~

ToxaXacker
Junior Member

? DDOS SERVICE/DDOS cepBuc oT 50%/cyTkun
DDos Service

Tired of your competitors?
Tired of your enemies?

Work:
Support
24 hours 7 days a week.

Cost:
10 wmz = 1 hour
50 wmz = day

We accept:
Webmoney

i

09-03-2011

We'll help you, make no mistake!
New ddos service with round the clock customer support.

Always answer all your questions.

& Internet | Protected Mode: On

b

H100% -

ho
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Home Search Member List

Carderprofit.cc

Images: 134137 | Loaded: 178KB | Speed: 66.79KBfs | Time: 2.746 | Done

SHO" INETEH
CONriDENCE

Contact Vendors/Sellers Escrow Help

English (American) =
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"Ceniﬂcato

x|

General | Detais | Certificabon Path

Certificate Inf

— [ Ccentificate
This certificate has been revol
authonity. General | Detais | Certificaton Path

Certificate Information Certificate

This certificate has expired or is not yet o | 55078/ | Detais | Certficaton Path

Issued to: Verified Softwan|
-H Certificate Information

Issued by: UTN-USERFrst(|

the following

Valid from 22.1.2008 to 2
Issued to: GENUINE SOFTWARE UPDAT]

Issued by: Thawte Code Signing CA

==

Valid from 17.10.2006 to 17.10.2008 Issued to: Bromser Pugn

Issued by: Thawte Server CA

Valid from 27.11.2002 to 26.11.2004
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mrxnetsys Properties

General | Digital Signatures | petais |

[~ Signature list
~ame| Digital Signature Details [— (2 [ |

Realte]

General | Advanced

—, Digital Signature Information
4£|  This digital signature is OK.

Signer information

Name: [Realtek Semiconductor Corp
E-mail: [Not avaiable
Signing time: [Tuesday, 26 January 2010 2:45:242.m.

View Certificate

Countersignatures

Name of signer:  E-mail address:  Timestamp
VeriSign Tme St... Not avaiable Tuesday, 26 Januar...
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iPod = 22:59 =

Security update

Apple Computer

@ Verified

Description This security update corrects a
vulnerability linked to over-the-
air credential downloads. Do
not remove it unless you know
exactly what you are doing.

Signed Apple Computer
Received Jan 21, 2010
Contains Web Clip

More Details >
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... but luckily no-one was using them for anything too
critical

““Server Certificate Expired :\,

"www.cheyennemountain.afmil® is a site that uses a security
certificate to encrypt data during fransmission, but its certificate
expired on 09/04/2006 11:15 AM.

You should check to make sure that your computer's time
(currently setto 09/21/2006 12:14 PM) is correct.

Would you like to continue anyway?

View Certificate Cancel Continue
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(That’s this place)

Measurement in Computer Security, Part 2 (ct

The plural of anecdote is not evidence

7 1% Low
s iy gl

| Stated Income’ i/ | §
‘&3 No'Documentation Loans
51 100% Finance Available | |

B Interest Only Loans | | il

s i

ﬂ Debt Consolidation | | §
SE HABLA ESPANOL ! e

P

* I mean how bad can it really be?

Until 2010, no-one had ever tried to measure it
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EFF SSL Observatory results
» 7.7M SSL/TLS servers

* 4M distinct certificates
* 1.5M had certificates trusted by major browsers
Experiment was re-run two years later by folks from
USCB/UMichigan

» 12.8M SSL/TLS servers
— Slightly different scanning method
* 5.8M distinct certificates
* 1.9M had certificates trusted by major browsers

Measurement for Security Assurance (ctd)

Two thirds of all “secure” web sites visited result in
browser warnings due to untrusted/expired/whatever
certificates

* True figure is actually worse than that due to domain
mismatches/virtual hosting
* Results in browser warnings even if the certificate is trusted
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But wait, there’s more...
* EFF looked at the contents of the certificates
* Not a very hard look, just some preliminary analysis

Results:

You name it, it's there
— An Observatory for the SSLiverse

Measurement for Security Assurance (ctd)

Private keys shared across multiple certificates/sites

* Private keys shared across CA certificates (!!)

* Appear to be unrelated, e.g. “American Optimum SSL CA”
and “UK ComodoCA”

— Possibly connected via something called
“OptimumSSLCA”
e “UK ComodoCA Limited”, “US Positive Software
Corporation” (issued by “US USERTRUST”), and another

“US Positive Software Corporation” (issued by “Swedish
AddTrust”)
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Invalid names (RFC 1918, unqualified names) all over the
place
* According to the Belgian GlobalSign, 192.168.1.2 is in the US,
the UK, Switzerland, Belgium, and at 77.76.108.82
» QOver six thousand certificates issued to “localhost”

* Coming from CAs like Comodo , Go Daddy, GlobalSign,
Starfield, Equifax, Digicert, Entrust, Cybertrust, Microsoft, and
Verisign

Measurement for Security Assurance (ctd)

Other peculiarities

* Hundreds of thousands of certificates with 512-bit keys
» Tens of thousands of certificates with Debian weak keys
» End-entity certificates marked with CA capabilities

— keyUsage = keyCertSign
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Measurement for Security Assurance (ctd)

It’s not that bad though

“

~
| -
i N
{8 \
1

.
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There’s a simple solution...

When a web (or SMTP, or FTP, or IMAP) server with
SSL/TLS is set up, it should perform a loopback
connection to itself to verify that everything’s OK

MO, Verify Certificate

Fetch can not verify the identity of server “ftps-
masquerade.fetchsoftworks.com”.
‘ “ An FTP connection to “ftps-masguerade.fetchsoftworks.com® could not be

opened because the hostname of the server's SSL certificate does not match
the hostname used to connect to the server.

Click Show Certificate for more information and an opportunity to have this

certificate always accepted. Click Continue to proceed, or Cancel to
disconnect.

/‘? {_ Show Certificate _ Cancel ) ( Continue )

« If this happens then there’s a problem

Measurement for Security Assurance (ctd)

General rule for all servers

A web server should never announce that it’s ready for operation

until it’s verified that it really is ready

Completely automated process

» Step n of the server installation
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Re-run the check every n hours to ensure that everything is
still working OK

@SI’I'ED()WN

Reports Sites

Certificate expired !

Submitted by Anonymous on Sat, 07/07/2012 - 12:56am
Site: Bank of America

Whenever i click on any lick in bofa site it gives a security warning that certifcate has expired
is any one gacing the same problem?

Comments

Yes. 1am. PDT reply

yes.._... 1 had to go into my BIOS and change the date somehow it changed back to 2006
reply

+ Customers having to reset their BIOS clock to access your site
isn’t a good look for a large bank

Measurement for Security Assurance (ctd)

This can be generalised to almost any security service

A system should never announce that it’s ready for
operation until it’s verified that it really is ready
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Run metasploit against your servers

b root® gandalf:/home/tesyframework-2.0 - Shell - Konsole

Session Edit View Bookmarks Settings Help
>.0]. /msfcli iis50_webdav_ntdll S

andalf framework-2
JAV ntdll.dll overflow

hdn [at] metasploit.com> [Artistic License]

rgets:
Brute Force

Available Options:

Exploit: Name Default Description
s

The target address

The target port

Measurement for Security Assurance (ctd)

If your IDS tells you this ...

) clarkconnect.linuxgeek.net - Intrusion Detection Report - Mozilla Firefox
Be EGt Yew Mstony Bookmaks ook Mel
A (5. https://192.168.0.254:81 adminVsnartreport.php. =) G-

Free Content 4] Google Advanced S.

{3 Release Notes (- Fedora Project (- Red Hat
HOWIO instal Wndex of ftpu/r worw inuxGe. e Web-based Ad G dlarkeonnec... 0 | (O iNnovative th
=
Overviem
Sy
Rerts

192.168.0.25481 @

Done

... then you’ve wasted your money
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Drop the EICAR test file on every machine you have

Y symantee. =3

“Moter . | Norton
Worton
Pretaction Conter Internet Security”

ssssssss

...........

Support

If you get this, you need a new A/V product

Measurement for Security Assurance (ctd)

Regenerate your SSH server keys

phenominal




Measurement for Security Assurance (ctd)

Getting this isn’t a good sign

£ jsmith@mydomain.com:~

Measurement for Security Assurance (ctd)

This could be a sign of an existing compromise

* You’re connecting to a MITM
* MITM forwards the connecting to the actual server,
suppressing the key-changed warning
As for the SSL loopback, checking this ensures that your
view of what the server serves up is the same as the rest
of the world’s view
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But to do this we’d need to perform the checking from an
external site! How can we do that?

* You’d think that someone would have thought about this sort
of thing already...

Measurement for Security Assurance (ctd)

Leverage the synergy of the cloud!

7~
| e g

— Billy
BOTHET 3 5
Dy —>Ly
i -3 t 4
o r Malware \nf=llmn
o 1 Dean
\ |/
Denial of Service

dy

BOTHERDER

INTERNET

-
e e
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Make your security mechanisms part of an autonomous,
self-evaluating system

* Mindlessly repeating
boring tasks is what
computers are there
for

* No need to have
humans checking and
re-checking the
controls

Measurement for Security Assurance (ctd)

Admittedly autonomous systems can be taken a bit too far
if you’re not careful...

SKYNET HAS DETECTED A POTENTIAL DATA STREAM INTERCEPT
r——
SEARCHING DATAHUES TARGET LINK LOCATED IN THIS AREA:
FOR TA ORMATION
OATA INCOMPLETE: HISTORICAL
RECOROS NONVIABLE CURRENT

| INDEX SWEEP INDICATES
| FURTHER DATA PROBABILITY

|  TEMPORAL NODES ACTIVATED
FOR ANTECHRON DATA MINING

INITIATING CROSSLINK 278/6
TO TELECHRON WAVELENGTHS

TACHYON NETWORK ONLINE
FOR SYSTEM INFILTRATION
> - CURRENT WEATHER DATA
INVASIVE ALLESS LINK SET “- | FOR TARGET LINK LOCATION:
FOR STEALTH MONITORING .. Current Termg: -
Range: High: - Low: -

SEARCHING ALL SERVERS FOR
LOCAL TARGET 10 FOUTPRINT

CULLING CROSSREFERENCES
FROM TARGET OATA WAKE

COMPILING INITIAL RECON:
TREAM 3-1043-01555MC
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Summary

If you cannot measure it, you cannot improve it
— Lord Kelvin (perhaps)

You can’t manage what you can’t measure

— Management books
If you can’t measure it, you don’t even know whether it's working
or not

— Me, paraphrasing someone possibly paraphrasing
Lord Kelvin

If you don’t measure it, you won’t even know whether it's working
or not

— Me, corollary to the above




